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2.1 Cacti

8027001 K
=5 Review

+ % ¥ ASR Router Log #p i %

Alert
MName* *

Severity

Alert-AUTHEMN_SUCCESS W arning
Alert-LINEPROTO-5-UPDOWMN YW arning
Alert-LINK-3-UPDOWMN Warning
Alert-LOGIN_SUCCESS YWarning
logged command Warning
OSPF-5-ADICHG YW arning
OSPFv3-5-ADICHG(ipv6 ) W arning

EaE Coctl <Cocti@eantinsersorgs

s HTR
Bl
5 Ewent Alert - Alert-AUTHEM_SUCCESS

Threshold Match
Method Count Enabled Type
Individual M Yes Contains
Individual — Mf& Yes Contains
Individual  Mf& Yes Contains
Individual M Yes Contains
Individual  Mf& Yes Contains
Individual  Mfa YEs Contains
Individual M Yes Contains

E{R3E4 email A
Z{: 5 NE A Router

,\,\ Il L L
4 40
J‘ w

AUTHEMN_SWUCCESS
LINEPROTO-5-UPDOWM
LIME-3-UPDOWYMN
LOGIM_SUCCESS
logged command
D5SPF-5-AD1CHG
OSPFy3-5-AD1CHG

HFEE: 2017711716 GAM) TF 09:26

1 41 1B 181 g 121 1141 11 1131

1200 12210 i240 12610 1281 1300 1321 1340 1361 1381

401 1421 1441 1461 1431 (B01 1521 154124@

Hostname : 163.28.16.254
Date $2017-11-16 21:25: 16
Severity : Warning

Priarity : &

MMessage

RP/OARPOACPUG: Moy 16 21:25:16.045 : exec[R5944]: %SECURITY-LOGIMN-A-AUTHEMN_SWCCESS : Successfully authenticated user

'ntuadminl' from '192.168.214.133" an "vtyd'



KEREER
Threshold

+ Router CPU : 80% —

& Management Template Name © Cisco Rauser -5 Minute CPU [Smin_eul

Data Collection Data Template @ Cisco Router - 5 Minute CPU .

Templates Data Field @ Smin_cpu -

A Enabled

+ Interface Traffic Usage: 90% = -~ RoutercPu- "~

Dedes Enabled ©

z

Disable Restoration Email @ []Disable Restoration Email

High / Low -

Re-Alert Cycle © Every 2 Hours

+ Disk Usage: 80% m— —
+ Interface Traffic Abnormal: -

T |

+ Deviation 170%

| Console  Threshold Templates ]
. i |_covscle__Thechold Templates |
Template Name @ interface - Traffic [wraffic_in) TenGigabit Usage # Management Template Name @ Host MIB - Hard Drive Space fhdd_used] General Settings

(A virsgernen | —— —————

W 0evice Tracking FERTE T ) Tnterface - Trafe ] ©Device Tracking Data Template @ Host MIB - Hard Drive Space =
Firacking Tools
Gk . e

hdd_used M
& Data Collection = Data Collection = HiradingTede
Trnam o £ Enabled Oy Templatas e 20 # Enabled Data Field @ traffic_in

trafic in

0 Device Tracking Data Template @ Intertace - Traffic

. T . r———— £ Data Collection

weall % xefnpti D eckend Exemption eekend Exemption 2

e . tﬂr aC e r a IC g S a. e M: 0 Templates Enaticde Enabiled
Graph wardHd) 8 I Cle Warning HRULE Color o - e

Data Source Data Source T ri T ﬁ rt ‘
s Alert HRULE Color @ None . Erreoes) alsrt HRULE Color @ None - Graph ol ace ra I C " I,.L,I I (
Color Disable Restoration Email @ Disable Restoration Email color Disable Restoration Email @ Disable Restoration Emai Data Source e

Threshold Threshald Aggregate ype® Baseline Deviation

Threshold TYpe @ Figh / Low ] -

Threshold Type © High / Low -

{J Automation O Automation
i Re-Alert Cycle @ Every Hour -

e L —————————— | g <A Lo Sl

High Threshold @ 1000000000 PSs High Threshold @ a0
= Configuration Low Threshold @ ﬁ{t Bytes Low Threshold @

Re-Alert Cycdle @ Every Hour

Re-Alert Cycle @

Every 2 Hours

Baseline Deviation UP @ 170

< Baseline Deviation DOWN© 170

30 Minutes, 0 Seconds (Average)

CACEEN | - Troser ourstion® 5 Minutes o Utiios Min Trigger Duration @ e . s
alert - High / Low Settinas = Configuratiol Baseline Trigger Count @

Alert - High / Low Settings

2

= Q — g
High Threshold @ 1125000000 bps m = = ] Data Manipulat
Tow Thresho

Low Threshold @ Data Type @ Exact Valus

©
Min Trigger Duration @ S Minutes N Min Trigger Duration @ Never -
] i i i
Data Manipulation Data Manpulation warning Notification List davisyou
Datz Type @ Percentage Alert Notification List @ davisyou

Percent Datasource @ hdd_total

Warning Notification List @ davisyou -

){’i%* Y :




Router CPU 80%

yan %%

—

Console | Graphs | Reporting | Logs | Syslog | Thold | Device Tracking ’ " ‘ I I_

Consale Thold Graph Logged in as admin =

Thresholds Log Device Status

Threshold Log for [ & Months ]

Search  Enter a search term Q  Site All ~ Device Any - Go Clear
Threshold All ~ Status All = Entries Default -

All 8 Log Entries

- Type + Event Description = Alert Value =
Dept6509 2018-07-30 17:25:03 High / Low NORMAL: Dept6509 - 5 Minute CPU [Smin_cpu] Restored to Normal Threshold with Value 41
IME509 2018-07-06 16:10:03 High / Low NORMAL: IM6509 - 5 Minute CPU [Smin_cpu] Restored to Normal Threshold with value 17
Servers509 2018-07-06 16:10:03 High ' ' — Mmmrass - momoreAA C e e PRt m Ml Lo LGt e ag N/A
EE6509 2018-07-06 16:10:03 Hig TFH b dwviomamsloon>
Dept6509 2018-07-06 16:10:03 Hig W& #FE

www.tpirc.edu.tw 2018-07-06 15:35:03 Hig &% with Value 30
5 ALERT - = WARNING: Deptb508 - 5 Minute CPU [Smin_cpu] Changed to \Warning Thresheld with Value 63

& waming has been issued that requires your attention. g Event Restoral Event

Device: Deptd309 (140.112.1.10)
URL: Link to Gragh in Cacti
Messape: ALERT - WARNING: Deptd309 - 5 Minute CFU [3min_cpu] Changed to Waming Threshold with ¥aloe 69

CPU % H&

N

Dept6509 - CPU Usage

60 |

50 |

iE 40 |
]
v
._
@ 30 |
a

20

10

] .

Sun 18:00 Mon 00: 00 Mon 06:00 Mon 12:00
From 2018/07/29 17:20:03 To 2018/07/30 17:20:038

M CPU Usage Current: 69 Average: 21 Maximum: 69

X ' :



Interface Traffic Abnormal

yan %%

. RIREE EL AT AK

s Coctl adavisyon@gmail come
Wi, HTE

s

x5 MORMAL IMSES0D - Traffic - 140112 0.245 - Ted/1 [traffic_out] restored to normal threshold with value 117674519 29

Device: IMGS09 (140.112.1.7)

URL: Link to Graph in Cacti
Message: NMORMAL: [M6S09 - Traffic - 140.112.0.245 - Te8/1 [traffic_out] restored to normal threshold with value 117674519,29

200
200
700
200
=lele]
400
200
200
100

bits per second

O Inbound Current:
H outbound Current:

T ZE ZE X Z Z X2 =X =

\UI\‘:L"H

k“r\L._‘\_H__,_\M% |
J

IME509 - Traffic - TeB/1

Sat 00:00

From 2018/08/31 18:00:02 To 2018/09/01 18:00:02

236,08 M Average:
941.39 M Average:

Sat 06:00

234.06 M Maximum:
132,83 M Maximum:

P\

L‘W_J,_“_“:A‘Hﬁud"_uu\m;\hﬂw'J L‘-L"\n__uu_-m't

747.33 M
959,22 M

Sat 12:00
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Cacti-Plugin: MacTrack

x g 2 U TR
+ ARP Timeout: 4 hours(default)
* & ”{%i e~ £ sl IP
« [P #* ~IP 8% Jw
+ MAC address Timeout: 300 seconds(default)
« & ;% -1k 45 | Gateway Router/Edge Switch
x %75 < A i # ¥ Interface Port
+ Interface Up/Down: syslog
+ Up/Down fF € c4x2 4 % B
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+ Cacti-Plugin: Device Tracking(MacTrack)
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Cacti-Plugin: MacTrack
ARP/IP View

Device Tracking IP Address Viewer Logged in as admin -

Sites Devices IP Ranges IR Address MAC Address Interfaces Dotlx Graphs

Search Enter a search term Q Site M/A = Device all = IP's Default - G0 Clear Export
P Contains = 1401123,
MAC -

r Mame Port Mumber  #/Port Mame &

} g H H 0 =]
Serveras09 140.112.1.16 140.112.3.1 00:90:E8: 14A:84:B2 Moxa Technologies Corp., Ltd. 163 W34
Servergs09 140.112.1.16 140.112.3.4 14:04:E9:97:13:25 Asustek Computer Inc, 163 W34
Serverts09 140.112.1.16 140.112.3.5 BC:EE:7B:LD:0OB: 7D Asustek Computer Inc, 163 W34
Servergs09 140.112.1.16 140.112.3.6 BC:EE:7B:DB.5SD: 75 Asustek Computer Inc, 163 W34
Servert509 140.112.1.16 140.112.3.16 00:50:56:BF:00:04 Ymware, Inc. 163 WI304
Servergs09 140.112.1.16 140.112.3.20 00:02:B3:03:FF.DF Intel Corporation 163 W34
Serverts09 140.112.1.16 140.112.3.21 O0:1B:21:24:10:4048 Intel Corporate 163 W34
Serveras09 140.112.1.16 140.112.3.22 A4:EE:57:F5.88:D2 Seiko Epson Corporation 163 W34
Servert509 140.112.1.16 140.112.3.23 ACIEZ:D3:D7:EE:6A  Hewlett Packard 163 WI304
Servert509 140.112.1.16 140.112.3.25 00:25:64:E7:30:90 Dell Inc. 163 WI304
Serverts09 140.112.1.16 140.112.3.34 EC:CB:4E:7A: 9404 Asustek Computer Inc, 163 W34
Servergs09 140.112.1.16 140.112.3.35 S54:04:46:7F.D1:40D Asustek Computer Inc, 163 W34
Serveras09 140.112.1.16 140.112.3.57 10:78:02:45:F9:C0O Elitegroup Computer Systems Co,,ltd. 163 W34
Serverto0g 140.112.1.16 140,112,3.58 00:26;18:83:39:45 Aszustek Computer Inc, 13 w304
Serverto0g 140.112.1.16 140,112.3.01 14048 ED:97:09: 40 Aszustek Computer Inc, 13 w304
Servergs09 140.,112.1.16 140.112.3.62 10:78:02:C9:59:6F Elitegroup Computer Systems Co,,ltd. 163 w304
Serverto0g 140.112.1.16 140,112,3.63 30:85:49:04,40: 26 Aszustek Computer Inc, 13 w304
Serverto0g 140.112.1.16 140,112.3.64 EQ:3F 49 E7 C2:87 Aszustek Computer Inc, 13 w304
Serverto0g 140.112.1.16 140,112.3.67 CE:00;00:80. DE: &b Aszustek Computer Inc, 13 w304
Serverto0g 140.112.1.16 140,112.3.68 BO:6E;BF:SC:061:B7 Aszustek Computer Inc, 13 w304

;@«r\ )g’ = NTU



Cacti-Plugin: MacTrack

+ MAC to IP Report View

Sites  Devices IP Address MAC Address Interfaces Dotlx Graphs

IP Ranges

Search Enter a search term Q, Site mfa « Device all « MAC's 10 v (1] Clear
P Matches = 14011233 I P ’M_jl a MI C E i Show Al
MALC $E u DI’IZB A T

Portname

B ALY

~ ED IP Addr
140.112.3.3
140,112.3.3

2 1P

00:0C:29:83:B4: 64
00:0C:29:832:B4:74

endor Mame
“roware, Inc.
wmware, Inc,

140.112.1.16
140,112,116

Gig/26
Gig/26

ServerﬁSDQ
ServerasS09

+ Network Interfaces View

Device Tracking Wiew Interfaces
S|tes Devices IP Ranges = Address MaC Address Interfaces Dotlx Graphs

~|Port Mumber

Export

SRR H]

2018-09-06 12:25:03
2018-09-06 16:30:04

Zlper iame 2]
WLANO304
WLANOZ04

Logged in as admin -

Bandwidth ==70% Go Clear Export

Filters Up Interfaces

Site &l

Type All Device L2_R_library_3560 - Interfaces Default

Q -« Show Totals

Search Enter a search term

Jescriptio A
ibrary_ 3560 Fal:l/ﬁ FastEthernetd/&

Farm##  S4%  45% 6604 k 5532k o
. L2_R_library_ 35605]3C0 Fa0/7 FastEthernetd 7 Weat%%ontrol 0.1% 0% 1587k 37 o
r L2_R_|nhrary_3560clg§0 FaD/8 FastEthernetn/s  #EMBNLAr  1279%  05% 1.510m 59.32k 0
i L2_R_library_35605|35C Fa0/9 FastEthernet0/3 ## Agron_ 75 ## 0.4%  35% 47.53k 4324k o
i L2_R_library_35605]3C0Fa0/19 FastEthernetd 19 Squ'%{e o{% 0% 03% 1176k 32288k o
i L2_R_library_3560°]35C Fa0/4 FastEthernetDf4 ## Lib 1908 ## 2.2%  208% 2721k 2.483m 0
© L2_R_library_3560C]3C0 Gio/1 GigabitEtherneto/ 13750 ;ﬁﬁﬁ%ug 31%  21% 3682m 2.489m o
L2 R_library_3560%]3%0 Fa0/5 FastEthernetd/S ## Lib_138 ## 0.1 % 52.75 k 1

wEry 4 HOUrs, Processes:

«r\){

o o oo oo o o

NN
I

Since Restart

Since Restart
Since Restart

Since Restart
39d:1h:58m
Since Restart
39d:1h:58m

~niU

O o0 oo oo o o
o o o o oo o of
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Login  Need Help? EHAEE
B [Google HlEE | #7712

) SSL For Free

Free SSL Certificates in Minutes

Free Wildcard Certificates Now Supported

(4 hitps.ff waeneetpdre edu twf

x P iz

» Home = BT s

E#Case Shudya=

=

SoLESEFEEEASE

FoF

Create Free SSL Certificate

> EEREEE 106£E§Tr§ﬁ5 i

% 8 ﬁﬁﬁﬂ%%gﬁﬁ"@ LR

empEE #A Domain Name
o S o s
i Co
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%0 0Ars
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« 87 DNS 38 A +

2.3 ME >

a4

59,

=
~

b P "%% DNS K ~

kBRI

Bsam FODN DNS server Ipvd DNE server Ipwh DNE seve: BE
BRI dns.chihlee edu tw 140.131.77.1 2001 :2Z88: 100112 EIND 95 -E3V-E3 i
dns2 chihlee edu tw 140.131.77 53 2001 :285: 100515 EIND 95 -ESV-E3 i
dns3 chihlee edwtur 211227175 1=H i
HEREE puoecyl Tk edu tur 140,131 39205 hind 9.10.5-F3 1
oo Jowhedu b 140,131 39.200 hind 9.10.5-F3 i
puoery2 howh edu b 140,131 39.206 hind 9.10.5-F3 i
howh.ed tur 140.131.39.1 hind 9.10.5-F3 i
$iibriTrESeE dns tphee gov b 205641541 2001 e 10200102 Infoblce: 7.3.13 i
EAES A E nheses tp edu tu 205 64.153.100 NTUEEE: DN i
A FE dns. stgvs.ntpe edu b 28261 hind 9.3 4pl .1 i
me a2 dns2. o edu. twr 140.131.1.20 hind, 9,99 F% i
dns hedu b 140.131.1.11 hind 9.9.2F5 i
dns3 Thwedu b 2123230125 hind 9.9.9F5 i
HiEmt dns thhs ntpe edu 21071122 1 TIME OUT i
RE=Fh & 15 ks tped b 1.219.31.9 93 6F1-RedHat 23 620 Flels 85 i
ns2 Jepvs tpada b 2B 722 95,201 -FedHat 9.8 205701 016 7.5 i
Fegimp dnz pheh.tye edu b 210.71.74.1 lBind 9.3.6-F1-RedHat-9.3.6-20.F 1.e15_5 5, i
& Lt dns1.nssh.ndpe edu b 2B ind 9.10.3 i
dns. nssh.ntpe edu. tur 267117551 2001 :288:10202::1 tind 2.10.3 i
dn=2 nssh rpe edu b A TLIB 5L ind 2.10.3 3
SR dns nhunhe edu b 140.131.25.210 93.6F1-RedHat-93 625 Plel5_115 i
dn=2 wbunhs edu. b 140,131 85212 93 6F1-RedHat-93 625 Plel5_114 i
th 3 EEER it EanTEEE nsl e tshfedu by 140.131.124.1 9.8 2ic] FedHat9.8 20,17 001 el6_4.4 i
AR adlahua.edutw 140.151.21.1 Whicucsaft DME 6.1.7601 (1DE 150 TH) i
sdZnbus, edi b 140.131.21.10 Whicucsaft TME 6.1.7601 (1DE150TH) i

Fr -

14



*Z2 = DNS Server version

t 3 LIHUX D:s>nslookup —class=chaos —query=txt version.bhind 163.28.16.46
A fBE%:  UnKnown

* 12 :x bind %X Z_£% fAddress: 163.28.16.46

version.bind text =

~# vi /etc/named.conf

. "Mone of wour business"
OpthIlS { verzion.bind namezerver = version.bind

version "None of your business”;

*+ Windows

+ dnscmd /config /EnableVersionQuery o

D:*>nglookup —class=chaos —guery=txt version.bind 220.134.115.14

nameserver k.root—servers.net

nameserver l.root—servers.net

nameserver = m.root—servers.net

namesepver a.root—servers.net

namesepver h.root—servers.net

nameserver = c.root—servers.net

namesepver d.root—servers.net

namesepver e.root—servers.net

namesepver f.root—servers.net

namesepver g.root—servers.net

namesepver h.root—servers.net

nameserver i.root—servers.net

nameserver J.root—servers.net
k.root—servers.net internet address = 193.8.14.129
l.root-servers.net internet address = 199.7.83.42

internet address = 282.12.27.33
UnKnown
228.134.115 .14

DHS request timed out.
timeout was 2 se

- A s 3 UnKnown HYEE i
Ho - NTU
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3.2 DDoS % &) 4 47

+ DDoS sz # = %
+ 773 LDAP s # B~ X @ 2L DNS ~ NTP 2z + 52 #
+ DDoS 1= # k&
«+ 3 & * Internet Server(NTP, Open Resolver)
o Al B 2T R
« 3R RS a2 2R

Ho W : NTU



,m; FERbised I - 3 fl(packetisec)

| 10400 m - 100.0 k

X TEO.O M T 750 k

g 52001 ] 50.0 k

| @ 200 m 750 k

1 a i T I 1 I iR a o] : [ o

! 0.0 N = — — 0.0 k e

, 10 12 14 16 18 20 22 ¢ 2 4 6 &) w|1z 14 16 10 12 14 16 18 20 22 0 2 4 6 &[10 12 14 16

B -
Bar: Pratocal in Bytes October 12th 2018, 09:10:00.000 to October 12th 2018,

09:30:00.000
3 U0 000, oo .UDP’
5 @ ICHP
£ 150,000,000 @ IPvh
z
(=]
& 100,000,000
u
e
o
£ 50,000,000 I
]
i -—-----.-- B
09:11:00 091300 09 09:17:00 09:719:00 09:21:00 09:23:00 09:25:00 05:27:00 09:25:00
@timestamp per 30 seconds




ITEH KR JRE B o

Bar: Source Port In Packets Y N
A Port 389 (LDAP)
S L
£ 150,000 @443
E ®49.618
£ ®5,254
Z 100,000 .53
% ® Qther
- @ 14,8066
S 50,000 !
E ' @ 60,026
a . @ 19,608
D —— T T T p——— @ 40,025
08:11:00 08:13:00 08:15:00 08:-47-00 08-15:00 08:21:00 08:23:00 08:25:00 08:27.00 082800 ®43169
GBrimestamp per 30 seconds ®5274

Pie: Dest_IP Protocol Top In Packets

e HEY IP and Protocol

d §192192.7.62 I

210.60.141.1 @ 210601411
®210.60141.4

@ 210.60.146.217

@ 210.60.146,78

®210.60.146.42

@ 2106014676

@ 210,60.146,38

@ 210.60.146.41

@ 2106014677 i

| B araiy

192.192.7.62




¥ Kk Top ASN

Taz: Source_AS In Bytes
MCl Communications Services, Inc. d/b/fa Verizon Business

Time Warner Cable Internet LLC
Comcast Cable Commmunications, LLC

Amazon.com, Inc.
e r Chinanet Colombia
Missing Orange  yqreq Telecom

TELEFONICA BRASIL S.A
GoDaddy.com, LLC OVH SAS [[Microsoft Corporation
CLAROSA Rackspace Ltd.

Telmex Colombia S.A.
Uninet S.A. de C.V.

Data Communication Business Group

Ho W



OVH

[+
0|

ElggA : Octave K

BITTHE : 1999 = |
W= 32 EBx

EEE

F438 : OVHUSLLC » OVH Limited
#iakE 1 Octave Klaba + Henryk Klaba
LiRHE © Ovh Groupe

Ho W

¥ Kk Top ASN
OVH SAS

Go gle OVH SAS Q

25 iuf =] BR #rEd ER EE HIE IH

£95 1,380,000 E&%F (BSHE - 043 )

OVWH: Cloud computing and dedicated servers
https:/fwww_ovh.comiworld/ ~ BIZEEES
V‘ Products and servicesEmailsVPSDedicated ServersSo you Start serversPublic CloudDedicated
Cloud - Hosting Plans. Community & toolsOVH ManagerCOWH _.
OVH.com  Dedicated Hosting Servers - About - Report abuse (abuse@ovh.net) - VPS
ECEEREAES 2 3 - t3iEEHE - 2015/9/20

OWH: Web hosting, cloud computing and dedicated servers

https:fovh couk! ~ EIEEEER

CWH provides everything you need for a successful online project: web hosting, domain names,
dedicated servers, CDN, cloud environments, Big Data. ..

About - Abuse - Webmail | OWH - OVH Mews

OVH - Wikipedia

https://en.wikipedia.org/wikiiOVH ~ EEEEES

Products, VPS, Hosting, Web hosting, DSL. Revenue, Increase 320 million € (2016). Website,
www.ovh.com. OVH is a French cloud computing company that offers VPS, dedicated servers and
other web .

Headquarters: Roubaix, France Industry: Cloud computing, Hosting

Products: VPS, Hosting, Web hosting, DSL  Revenue: 320 million € (2016)

Facts and figures - Wikileaks

ECEREEAES 2 ) - t3EEH - 20151920 U
4 iNa



¥ Kk Top ASN
OVH SAS

X hostkeyword: "192,192.60.112"

X netflow, output_snmp: "159" X netflow.protocal keyvword: "LOP"

X eeoip_src.as_orgkewword: "OVH SA5"

mMap: Source_Location In Packets

me 2+

2 LB

- Sum of netflow.in_pkts
£ ! A O T74-17 8931
t‘ ! @ 17,931 -35,788
t 2 @ 35,788 - 53 645
4 [ A ® 5364571502
i @ 71502393549
!

OpenStreetian contributors | Elastic Maps Service

6& » 23 NTU



sz # Kk Top ASN
Microsoft Corporation

Eeoip_src.as_orekeyword: "Microsoft Corporation”

X host.keyword: "192.192.60.112" X netflow,output_snmp: 159" X netflow.protocal.keyword: "LIDP"

Map: Source_Location In Packets oon
+
9
| &
1
| 1
— o O y
- .
[ ]
\ e Sumn of netflow.in_pkts
£ | . 105 - 7,437 8
g 1 @ 7497 8—14,85906
{ i A @® 148306223834
4 4 Py @ 227834 - 296762
@ 206762 - 37 0649
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Microsoft Azure regions

= Microsoft Azure Contact Salss: 0809090343 “ea My account  Portal  Signin

Overview v  Solutions Products v Documentation Pricing Training Marketplace v Partners ¥  Support v~  Blog

54 regions 140 available in
worldwide 140 countries
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L
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¥ Kk Top ASN
Amazon.com, Inc.

X hostkeyword: "192,192.60,112" X netflow,output_snmp: "159" X netflow.protocol keywaord: "LDOP" geaip_src.as_orgkeyword: "Amazon.com, Inc"

Map: Source_Location In Packets

+

| m * L

! o o Sum of netflow.in_pkts
= L O 100—1,259
kA 1 @ 1,259 2418
{ i A @ 24183577
) ® 35774736
® 4736 -5895
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AWS Global Infrastructure

Global Infrastructure

https://aws.amazon.com/about-aws/global-infrastructure/?ncl=h_Is
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+ Round Trip Time(RTT)
+ Packet Lost
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TCP-based 82 & &

« L3>z TCP
+ RTT: TCP 3-way handshake
+ Packet Lost: TCP Retrasmit & OutOfOrder
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Client nProbe Server
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Application Latency

HTTP Client nProbe HTTP Server

B

CET findes, himy

Application Delay HITP Sarver Latency
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Time L | Y

HTTP Server Latency = Application Delay - Server Network Delay
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+ Cisco ASR 1000
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collect connection delay network to-server sum
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Cisco Router
Syslog Events

x BB R Y

+ LINK-3-UPDOWN

+ LINEPROTO-5-UPDOWN
« Bod BT RF

+ OSPF-5-ADJCHG

+ OSPFv3-5-ADJCHG --ipv6
572 E %’ﬁ,g AN

+ LOGIN_SUCCESS

x AUTHEN SUCCESS - Cisco ASR
+ Config :}13 £ 13 iz

+ logged command

¥ -CONFIG -- Cisco ASR
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« TE ¥ 5 »~ event

riti_trial
: Source - i 140.112.0.70: message: RP/O/RPOSCPUD: Jun 19 16:48:57, 166 | exec[65592 ]:
YSECLRITY -LOGIMN-6-AUTHEMN_SUCCESS @ Successfully authenticated wser ‘ntuadminl' from
'192,168,214.133" on “wiyd'

x FFE R T event

ritu_trial
’ Source - ip: 140,112.0,70; message: LCfO0f9/CPUD:Jun 19 17:03:21.937 ;

ifrngr[216]: “PkT _IMFRA-LIMK-3-UPDICWE ¢ Interface GigabitEthernet0f9,1/9,
changed state to Down

Source - ip: 140,112.0,70; message: LCfO0/9/CPUD:Jun 19 17:03:21.927
ifrngr[216]: “%PkT_IMFRA-LINEPROTO-S-UPDOWTN ¢ Line protocol on Interface
GigabitEthernetdf9/1/9, changed state to Down

Source - ip: 140,112,0,70; message: LCfO0/9/CPUD:Jun 19 17:03:25.697
ifrngr[216]: % PET_INFRA-LIMNK-3-UPDCWE ; Interface GigabitEthernet0fS,1/9,
changed state to Up

Source - ip: 140,112.0,70; message: LCfO0f9/CPUD:Jun 19 17:03:25.693 ;
ifrngr[216]: %PkT_IMFRA-LIMEPROTO-S-UIPDOWTN ¢ Line protocol on Interface

% ? GigabitEthernet0/9/1/9, changed state to Up
-
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Open DNS Resolver % %
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DNS open resolver server and client ip DNS open resolver server ip
¢ 14C" 122504 ip: Descending
®140112.2.2
@ 140112.125.97 140.112.254.4
@ 140,112.125.98
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+ Ruckus 7372, D-Link DIR-513A
+ Windows 2008 R2 DNS %~ 4232k 2_
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nDPI

+ Open Source DPI Library
+ https://github.com/ntop/nDPI
* PR ALIEA § X
+ v2.3.0 Supported protocols 239+
+ P2P (Skype, BitTorrent)
+ Messaging (Viber, Whatsapp, MSN, The Facebook)
+ Multimedia (YouTube, Last.gm, iTunes)
+ Conferencing (Webex, CitrixOnLine)

+ Streaming (Zattoo, Icecast, Shoutcast, Netflix)
+ Business (VNC, RDP, Citrix, *SQL)
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