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2.1 et % HE

10G * 3

TANet ASR9912 ( ‘ :

-

O3S

\

1G * 47

exe
TANet 5if

() 2288 OKBT wmine

TTITISITIEN  J-F Fof 1
i) (R ENTFN

SRS Gy

40G
sical Bypass

Gigamon

' L]
—> e
Filter port 53 < E|ElStIC

Bypass 443 port  Open Resolver

2 R E35. 8%

SourceFire

IPS



2.2 Cacti % £ Line Notify

— curly//— @

LINE Notify

Cacti
RFI%E Server ~ RAEER
e (] E#EE curl #3518
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Cacti SYSLOG B # £ ¢

+~

-

+ % 37 ASR Router Log & % % ©#

Alert
MName* *

Alert-AUTHEMN_SUCCESS
Alert-LINEPROTO-5-UPDOWMN
Alert-LINK-3-UPDOWMN
Alert-LOGIM_SUCCESS

logged command
OSPF-5-ADJCHG
OSPFy3-5-ADICHG(ipv6)

Severity
YWarning

YWarning
Warning
YWarning
Warning
YW arning
YW arning

B H ARKIIE A Router

@ LIME Motify
CCMET _Motify: 140,112.0,70RP/0/RP0/CPUD:Sep

6 15:49:07.861 : exec[65941]: S5SECURITY-LOGIMN-6-ALTHEN_SUCCESS

Method

Individual
Individual
Individual
Individual
Individual
Individual
Individual

Threshold

Count Enabled

A, Yes Contains  AUTHEMN_SWUCCESS

I fa Yes Contains  LINEPROTO-S-LPDOWN
e Yes Contains  LINK-3-UPDOWHM

M A Yes Contains  LOGIM_SWUCCESS

e Yes Contains  logged command

Mo YEs Contains OSPF-5-ADICHG

M fo Yes Contains  OSPFy3-5-ADICHG

» Successfully authenticated wser ‘ntuadmminl' from '192,162.214,133" on iyl
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| Console

Syslog alerts

Cacti SYSLOG
Alert Action

{Edit]

Alert Rules
Removal Rules

Report Rules

Shell Script:

Logged in as admin «

Alert Mame @

Severity @
Feporting Method @
Threshold &

String Match Type @

Syslog Message Match String @

&Alert Enabled @
Fe-alert Cyvcle &

Alert Motes @

Dpen Ticket @

Ernails to Motify &

Alert-LIM K- 3-UIPDOWT
YWarning o
Individual M

1

Contains B

LIME-3-LIPDCA

Enabled B

Mot Set d

] -

davisyou@ntu,edu . tw

“/usr/share/cacti/cacti_line_notify.sh <HOSTNAME> <MESSAGE>"

Alert Command € )

" fusrfsharefcactifcacti_line_syslog.sh '<HOSTHAME "
"2 MESSAGE:"

NTU



Line Notify
Shell Script

+ cacti_line_notify.sh
+ curl -v https://notify-api.line.me/api/notify \
+ -H "Authorization: Bearer Access Token'\
+ -F 'message=""$1" \

$2((

LRA)

+ -F 'message=

E . CPU Usage #£'&

@ CCHET _Motify: & Warning has been issued that reguires your attention,
Dievice: EEGS09 (140,112,1.6)

LIRL: Link to Graph in Cacti
Message: WWARMIMG: EEGS09 - 5 Minute CPU [Smin_cpu] is still above threshold of 10 with 30

%;\% e )g, 10



Cacti % & Line Notify
B

A

2E 2k Syslog Server
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Console

System Uilities
External Links
Router Configs

23 FEK AKX U P 04 7
Cacti Router Contig
« FIEpFE R T (P

+ * 3% Telnet or SSH :# 4R % &%
+ Support: Cisco ASR/IOS/CatOS/Nexus ~ HP Comware

Logged in as admin

Fouter Backups

Devices

-

Search Entera search term

TaMNet-NTU-ASR9912-01
IMG309
EEGS09
TANet-NTU-ASR9912-01
IMa509
EEGSS09
TaMNet-NTU-ASR9912-01
IMa509
EEGS09
TaMet-MTU-A5R9912-01
TaMNet-NTU-ASR9912-01

Functions
17 Wiew Config - Compare
16 View Config - Compare
15%iew Config - Compare
14 View Config - Compare
13 View Config - Compare
12 Wiew Config - Compare
11view Config - Compare
10%iew Config - Compare
9%iew Config - Compare
8%iew Config - Compare
7 Wiew Config - Compare

Device Types  Authentication Backups Compare

-

12

£ 1SO27001 & &)

Q. Default - G0 Clear

All 17 Backups

Directory

fusrfsharefcact/plugins/frouterconfigs/backups
fusrfshare/cact/plugins/routerconfigs/backups
Jusrfshare/cact/plugins/routerconfigs/backups
fusrfsharefcact/plugins/routerconfigs/backups
Jfusrfshare/cact/plugins/routerconfigs/backups
fusrfsharefcact/plugins/frouterconfigs/backups
fusrfshare/cact/plugins/routerconfigs/backups
Jfusrfshare/cact,/plugins/routerconfigs/backups
fusrfshare/cact/plugins/routerconfigs/backups
Jfusrfshare/cact/plugins/routerconfigs/backups
fusrfsharefcact/plugins/frouterconfigs/backups

& Backup Time

11/01/2019 00:00:
11/01/2019 00:00;
11/01/2019 00:00:
102542019 00:00:
10/25/2019 00:00;
10/25/2019 00:00:
10/18/2019 00:00;
10/18/2019 00:00:
10/18/2019 00:00:
10/17/2019 17:19;
104172019 17:10:

34
28
22
34
28
19
24
18
12
21
14
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Devices Device Types aAuthentication Backups  Compare

File File
JIMES09 - JIMES09 -
IME509-2019-04-19-0000 = IME5029-2019-05-10-0000 =

chifplugins frouterconfi ps

i Last configuration change at 17:19:49 ROC Wed Mar 27 2019 by davisyou l Last configuration change at 10:11:38 ROC Mon May 6 2012 by mli

I MWRAM config last updated at 17:55:27 ROC Wed Feb 27 2019 by afy I MYRAM config last updated at 10:11:41 RO Mon May 6 2019 by mii
! !

upgrade fpd auto Lpgrade fpd auto

version 12,2 version 12.2

service timestamps debug uptime service timestamps debug uptime

service timestamps log datetime localtime show-timezone year service timestamps log datetime localtime show-timezone year

no service password-encryption no service password-encryption

service counters max age 10 service counters max age 10

| |

hiostname IMES09 hostname IMES09



No I

im0 | epsteam | TTL | Source {SrcPort | Destinaion | DestPort | Prowcol |Length |Indo
2496 4 128 172,16.0.2 ; 8@ TCP 56 SE815 ~+ 8¢ Seq=® Win=8192 Len=0 MSS=146@ Wo=4 SACK PERM=1

pq=1 Ack=1 Win=2 Len«®

5e815 TCP be 8 ACK] Seq=1 Ack=1 Win=® Len=®

5a815 TCP 60 £ » 5@815 > ACK] Seg=1 Ack=1 Win=® Len«9

Ho. | Time |tepsteam [TTL | Source Sro Port | Destination | DestPort | Protnoal |Leneth [Tnfo
64 1.720633 2 128 172.16.8.2 53549 140.112.114.88 3389 TCP 66 53549 » 3389 [SYN] Seq=@ Win=8192 Len=-8 M35=146@ W5=4 5ACK_PERM=1
[ B5 L.721001 3123 46 112.112.50 5585 172.16.6.2 BS5d5 TCP BB 3300 > 53540 [o7N, BK] Seq=8 Ack=1 Win=5182 Len=0 Wso=1466 Wa=256) &
5 L.721135 T 108 172.16.8.2 3545 140. 112, [14.68 3300 T0P S 53540 > 3305 [ACK] 5eq-1 Ack=1 Win=55/00 Len=o
353 3.595773 2 128 172.16.8.2 53549 149.112.114.88 3389 TCP 55 53549 > 3389 [PSH, ACK] Seq=1 Ack=1 Win=6578@ Len=1

P ;g, 14 NTU



Bt Rt tm i P
TTL #

V4 g

Reset 4t # TTL=250 > 48|45 — T E K & 745 0 3
& TTL 44518 & 255

+ 128-123=5 hops -> Windows Server

+ 255-250=5 hops -> % ! Reset 3k #
F5 Default TTL

,éArticle: E09948701 - Overview of the Fastl4 profile - Internet Explorer

@ﬁ - I@ https:tizupport £5.comfesplarticle K029 pj % FS Hetworks. || 4 @ Article: KO29483701 - Overvie... » | |

| WEF RHEE ®RT HOSEW IAD HEMm

| =
Time to Live Proxy Specifies the outgoing TCP packet's IP header's TTL mode. The following options are available:

(L) = Proxy: Sets the outgoing IP header'slTFL value to 255 for IPv4 |)r 64 for IPv6.
= Preserve: Sets the outgoing IP header's TTL value to be the same as the incoming IP header's TTL value.
= Decrement: Sets the outgoing IP header's TTL value to be one fewer in number than the incoming IP header's TTL value.
= Set: Sets the outgoing IP header's TTL value to a specific value (as specified by ip-tt-v[4]6]).

Note: This setfing is infroduced in BIG-IP 13.0.0. This sefting does nof waork for PVA-assisted flows.

Time to Live 255 Specifies the outgoing packet's IP header TTL value for IPv4 traffic. The maximum TTL value you can specify is 255,
(TTL) v4 Note: This setting is infroduced in BIG-IP 13.0.0. This setfing does not work for PVA-assisted flows.
Time to Live 64 Specifies the outgoing packet's IP header TTL value for IPv6 traffic. maximum TTL value you can be specified is 255.
(TTL) vb Note: This setting is infroduced in BIG-IP 13.0.0. This setting does nof waork for PVA-assisted flows.

@?\ v/ 15



+ telnet 140.112.114.80 3389
+ TTL=123 - Windows

+ telnet 140.112.114.80 80
+ TTL=250 - Fj5

No. [ Time |11 [ Somme [srcPort | Destination |DestPort  [Protcol | Length [Indo

i 13 6.399730 2.172.16.8.2 64796 149,112,114, 86 3388 TCP 66 64795 » 3389 [SYN] Seq=8 Win=8192 Len=@ M55=146
i 19 6. 48E645 .4@.112.114.8@ 3389 172.16.8.2 ed798 TCP 66 3389 = 64796 [SYM, ACK] Seq=9 Ack=1 Win=8192 Le
! 28 5., 4@E762 128 172.16.9.2 Bd7%90 148,112,114 .86 3389 TCP 54 64796 » 3389 [ACK] Segq=1 Ack=1 Win=h575& Len=0

%;%k % L8

No. | Time [T1L  |Source |SrePort | Destination DestPart  |Protocol | Length | Info

! 7 2.791898 128 172.16.8.2 64795 148,112,114, 80 88 TCP 66 64795 -+ BB [SYN] Seq=8 Win=8192 Len=0 M55=14%
! g 2.7592439 A@,112,.114.88 ga 172.16.8.2 B4795 TCP B2 8@ -» 64795 [5YN, ACK] Seq=8 Ack=1 Win=43E8@ Le
i 3 2.792453 a 172.16.9.2 647495 148,112,114, 80 g8 TCP 54 64795 » 8@ [ACK] Seq=1 Ack=1 Win=564248 Len=@
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3.2 DDoS sz # 3 ;% 4 47

¥ F BFITH
« PEPN X F S E

« HEFR 4+ pOF R 2R3 K B Server Ax A * 3
AITE

i
« [ ¥Feho o385 BOT 1 * #h I8 & &t Server sz &
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3.3 DDoS sz # :
3R 3 kB Server A4 4

/

- H A
LA =& S e

open DNS resolver

55
~ () *v es
% S N Pop,
30 % \)es\q‘ / se
% Zombie Q&Q fe A SrC- P
Zombie o S open DNS resolver 98p0n
Zombie / Reques‘ Se, —
/ N I
: ——-Request with spoofed Src.IP——» g esss———Respons g
Uest w, open DNS resolver
Zombie th s, : on ks
ey, P00%ed Src g / s Victim
63 T - 1
" B o2
S, QO
Doo, % eg
s,
A
Cie open DNS resolver
Request packet size = 32 bytes s Response packet sije = 3296 bytes

open DNS resolver

21
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TANet DDoS sz # 1) ¢
Max 25~30 Gbps

TANet to Internet IPv4 [30G] CHIEF Transit Service

22.0 G ; : : : : : 10.8 G
. g1 G

16.5 G
9.4 G

11.0 G

5.5 G 2.7 6

Bitz per Secaond

Bitz per Second

0.0 G : ; 0.0 6 e e d  The | Fri | Sat S
Bk i H#l X i Hil

S GHES %) SIS MU (00%) 169G (524% S180.0 MWE (762%) 41440 MES (386%)  7496.5 MWEb (£9.8%)

AN > latemet 152CRED 720 0055 MMED 5%y Srsneh Grg  TANU—SCHIF  105CWES GRI%)  20168MuED (85%) 20071 MY (187%)

TPIX
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3.0 G

4.0 G
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Sun Man Tue Wed I Thu I Fri I Sat I Sun

| SN Fa Hal
159Gl (495%) 43189 MEE (134%)  00WER (0.0%)
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7 44

r ¥ Port

Bar: Source PortIn Packets

101,000

1505 1840 1E1E 1520 ) 1830 1535 1545 155D 1E:EE

o =
(= (=
= =
= =

I
(=3
=
=

Sun of netflow.in_phkts
b
=3
=3
=

Etimestamp per minute
Bar: Dest_PaortIn Packets

10,004

1505 1840 1815 1520 1525 1830 1535 1845 155D 1E:EE

-3 =
= (=
=3 =
=3 =

I
(=3
=3
=

Sum of netflow.in_phkts
b
=3
=
=

EHimestanp per minute

- 25
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4
% 7 IP/AS

Bar: Source_|P In Packets VICtIm IP

10,000

1505 151¢ 1515 1520 1525 1530 1545 1555
S ESTAME BEC MiNUTe

4000

o 104.27.

4000

2000

Sum of netfiow.in_pkts

Bar: Source_AS History Packets

. Victim AS Sun Communications

10,000

1505 1510 15815 1520 1525 1530 1535 1545 1550 15:EE

#000

a00d

4000

Sum of netflow.in_phkts

200d

Etimestamp per minute

- 26 N KA
T 2 ! ‘%’K % National Taiwan University
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T vs, koSS

WEemE

Sl H#y Open Server (7 1P)

KES R

B RIS &t Open Server (6 IP)

g &zﬁz ﬁ%}‘— 76 ()
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Etimestamp per minube

SRR AREE 2% http://www.tplrc.edu.tw/el.php
Rl -> DDoS M ZEH ‘%‘ﬁ

- i
TTIH % 4 'U%Z.' National Taiwan n}ver}:'ty



http://www.tp1rc.edu.tw/e1.php
http://www.tp1rc.edu.tw/e1.php
http://www.tp1rc.edu.tw/e1.php
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» 1. TCP-based e j & 7 & %
+ 2.Line Bot & F N 7% &=
x ptt.cc I R F kT =
+ BGP Hijack

+ CVE 3=

107$n¥§#5@ : e
pE Y 5 AR RABERE + B R AR AT SRy



41 TCP-BASED B = i £ 47

2 TANet 100G Wi &Ly 53R

i

%ﬁ%ﬁ{#%zj&% http://www.tplrc.edu.tw/el.php
Feffisc i -> TCP-based 4K /e B5 22

]

%{% ” xg 29
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+ & 377 ;= :ICMP Ping ~ TraceRoute
+ Round Trip Time(RTT)
+ Packet Lost

x A BLET P
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Network Latency
TCP 3-way handshake

Client nProbe Server

% :nan%

Server Network Delay

RTT
(Internet)

SYN | ACK

Client Network Delay
(Intranet)

%;%& % Time v : 31 v



Application Latency

HTTP Client nProbe HTTP Server

B

CET findes, himy

Application Delay HITP Sarver Latency
Y

Time L | Y

HTTP Server Latency = Application Delay - Server Network Delay

%;% ” ,g, 32
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[ 5% e 22K
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Netflow v9

IPS/DPIt

> ¢ elastic
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7 3 Latency & #]

A

+ Client } = 3¢
+ F % ~ WIFI ~ VPN ~ ADSL -~ 4G (Client Latency)
. ¥R
+ WIFIAPvs. } 5% % (Client Latency)
+ Client between Server (Server Latency)
+ Network Congest 4§ & % %=
+ WIFI Congest (Client Latency)
+ ¥ #7 Congest (Client /Server Latency)
+ Inline/Bypass (Client /Server Latency)
+ & % Loading (Client /Server Latency)
+ Server Loading (Application Latency)
+ Server/®g.K#% B ¥ (Server Latency)
+ 3t & =+ ] (Server/Application Latency)

% Yol e



SRS T o e
Client F %= = ;¢

+ ADSL:140.112.5.0/25 + WIFI: 140.112.238.0/24
+ VPN:140.112.77.0/24 ¥ 7 $:140.112.114.0/24

Line: Average CLIEMT_LATEMCY IP_CIDR{Max Count 5) History
L L L
2019/06/01 ~ 3days
4l
il
ADSL(50ms)
,’ ,'III III| |i|".
: VPN(SOms) o
/\f _\ W| Fl 20 5/\ /\ /™ / v v ANE VA
\ N G GO WA (s
A - . '-~.\‘_______‘ I-'I
ey~ N\
¢ 20130501 DR 2()19-'3‘5—'3'1 2010601720000 2015-05-02 0200 20050802 QRO0 2015080214000 20450602 20000 20190503 0200 AD5-0E-03 0RO0 ADS-0803 14000 20150503 20000 20190504 0200 20050804 DROD

Fde . NTU



FERRE N G RERA
140.112.3.0/24 Y 1T TE

Bar: Client_Latency IP Top20 [Count) (ms =5) ] 24 h rS
Client Latency > 5ms

1.000 i va .y =
5 IP REF RS Top 20 Counts .

200 L
|

£O0

H :
400 L
200

0

s |z =2 = 3 % & & £ ¥ & & % FE 3 & B 3 & & &
:|ls § § € § § § § § § § § s§ f 3 § § § 3§

*

140 112. 3 250 Aruba AP

d“r [MIH] Hardware Addr e Interface

0 000b.8H6Z.=3b0 ARPA  Vlan3D2

Company Aruba, a Hewlett Packard Enterprise Company

%;\%& ;‘4, 36 NTU
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4 % % % ¥ Client Latency 2. ¥
BT L T B

2 i
100,090 M

2 5

O : .

O 3.0
Line: Average CLIEMT_LATENCY History ] CongeStlon

L BoLo M T

hr}
w10 = : L ¥
£ B 2500 7E verage
[y & : : 3 :
a8 0.0 [ -——————
2 4 6 8 10 12 14 16 18 20 22 o2 4 6 g 10
g e
o &
8
o
_E 4
=
¢
% 2
o
Z g

netflowinput_snrmp: " netfloweipyvd_src_adde "140,112.70.0/24" o client_nw _latenoy_ms: "1 to 40
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METCOMNMNECTWIFI-AS Met Connact Wifl Pyt Ltd, 1M (AS 13387 3)
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& yulnerahility 0 the HT TP traffic filtering component of Cisco Frepower Threat Defense Software, Cisco
FirePOWER Services Software for ASA, and Cisco Firepower Management Center Software could allow an
unauthenticated, remote attacker to bypass filtering protections, The wulnerability is due to impraper
handiing of HTTP requests, including those communicated over a secure HT TPS connection, that contain
maliciously crafted headers, an attacker could explait this vulnerability by sending malicious requests to an
affected device, An exploit could allow the attacker to bypass filtering and deliver malicious requests to
protected systems, alowing attackers to deliver malicious content that would otherwise be blocked.
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unauthenticated, remote attacker to bypass filteting protections, The wulnerability is due to insufficient
notralization of a text-hazed pavioad, An attacker could exploit this vulnerability by sending traffic that
cortaing specifically ohfuscated pavloads through an affected device, An exploit could allowr the attacker to
bypass filtering and deliver malicious payioads to protected systems that would otherwise be blocked.
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