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Upgrading
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— SHA256:
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67d40174037772de19489112a7f

— File name: #.2/# #2727 7 FF® § # # 42

( % ) cod.scr
— Viirustotal## gy Detection ratio: 357560
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— % 7% % ¥v 5 Windows XP/Vista ~ Server
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B | Prendent Pan-Chyr Yang |} persadm @ntoedu.tw <dorsmakati @gmail.com> EiFEN. 2014/3/13 (8 b5
RiE;

| f® = Short Listed Names !Lhtm (11 KB)

Dear staff,

This letter is to confirm our decision to all our staffs that some of us has  been suspended as result of cutting expenses and we advise
all the affected to please bear with us,These listed staffs are relief of their duties until further cdlarifications. The affected names are
attached to this email, Such in case you identify your name. Please visit the Admin office for further explanation.

Thanks. for your cooperation!

President Pan-Chyr Yang

National Taiwan University
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= @) &) Crsersisean Deskaop\short Listed Names 1L him P = ¢ || @ Meil : Welcome to NTU ..

i

Username oo
Password | |

Language [English (American)
Login

FAQ) : WebMail User Manual, Account, E-mail

Tel : 02-3366-3022 , 02-3366-53023

ﬁm&%&@?uém&?ﬂﬂ » 15 bk
B g 4 §_1#3i% 3 ntu server

:Fﬂ'ﬂ id:]
action=iaa T IR AT I TR R A | NEOT
type=h [dden name=act 1on1l Tdden name=url> <MEUT value=|

type=hidden na-.e..lnanl_hawset:- c:IHF[FI' valoe= type=hidden
<[NFUIT id=anchor_string typeshidden name=anchor_siring= <INFO
e=hidden name=ie_verzion» <INPOT value=ccme typeshidden nand
¥V id=menu»
<l allgp=center=Welcoms to NTU Weblsilc/Hlzc/DIV
<TAELE width="100%">
<TBOT>
-!'Tﬁ:
Tl align=pldd]exs
<TAELE align=center>
<TRODT >
<[R>
<1l clagz="light rightd|{gn"»<LABEL
for=lnapuse r><STRONG=Oge raame </ STRORG >« {LABEL »</TD>
<10 clags="1llght leftdlign™ noV¥rap=<[NFUT style="DIRECTICN: 1tr®
id=inapuger tabladey=l onchange=checkUser{this, value) name=imapusers

anteloglae
d=fe_wergion
Eerver_keys

Contact : E-mail (Please inform vour account)

Improve webmail login speed-HOWTO

Welcome to NTU WebMail

A
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Sy DNS-z + sc #

» H -E DNS=z + sz # (Amplification Attack)
— xz%}b‘z Zig P22 IPiabw < £ DNS Serverz
# 4 ﬂ ¥ DNS query#t ¢ %f 5 I‘._L«/ RS T S
/\’i‘t‘DNSubﬁWb@" Lo JLQ"’ §%a
AIte o AR L E N S s R
— 2013 = 7 B F PR R Spamhaus RO B
DDoS:z# » =& L ¥ 3 :2300Gbps
> DNS=c + s 13 /4
| — = #ACL » % Lfﬁxm @ BV iE {7 recursive query
I ?— 4 ¥ recursive query
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DNS: DNS Amplification Attack Detected
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WY 360% 2L piEn

>~ EX iﬁﬂ*’ ~FF 3604 g L B oAarde
- Ed Y P 7 & @’\g@‘r
F AWK AZ60F 2L n ks € T R
3 #% T conf.f.360.cn | & :i% %456 5 #
> IPS/\ = 08 R % L fiSoureFlre s R
2013/9/26 #-360=% > fFt 2 2_5 Malware
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360% > f
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(50)

Ml Follows TCP Stream

nEaT.[ =
-Stream Content : E E |r7j i
‘POST /getconf. php HTTP/1.1
User-agent: Post_Multipart 1200
Host: conf.f.260.cn
MAccept: /= 1104.93
Pragma: no-cache — ’
[%-360-Cloud-Security-Desc: Scan Suspicious File
|X-360-ver: 4
Content-Length: 150
Content-Type: multipart,/form-data; boundary=----—-————————— 1000
| o 254484c314b7
IContent-Disposition: form-data; name="product”
deepscan
------------------------------ 254484c314b7--
HTTP
[HETEAL L 2ol o BOD
M Follow TCP Stream
-Stream Content
Content-Type: textfp1a1n
Content-Length: 49
|Connection: close i} 600
vary: Accept-Encoding St J:m
[main] [ |
t'imﬁ=1338?13995
cache_expire=1209600
scan_maxpf1'le5'tze=419430400 .-Fﬁ
upload_max_filesize=268435456
upload_max_filecount=128 A0
rule_upload=1
ray_expire=0
gseyf-l Tter=0
up_nolimit=1
upload_dir=
net_toinfo=0
pexpire=31536000
gcw-{) 200
try=3
utry=3
uat::l:g
vatd=
Urat—20 3472
wd_qgvm=40 2B 5.79
wd_zipgvm=40 [
uvattypsli=1,2,3_6,7_33,34_35,68_72,86,88_93,95,110,133_135,209,20062, 200« El
cattype=18, 19 20,271, 24 25, 28 29, 209 20030 20062 20063 gl
up_ns=1 o
S rver=s54.251.109.101,54.251.109.102 Sophos Ie0E LT
Luserver=54.251.109.120,54.251.109.128
| Entire conversation (1095 bytes) lLI
[ Find ][ Save A< ]L Print ]-tj_t ASCI ) EBCDIC ~ Hex Dump =) C Arrays @ Raw
l Filter Out This Stream ] | Close ]
Yo £ =2 ,:'f T s L = é;}} picd o) =
360%F 27 é_pﬂ}‘i% LR AT L B P F 308, At RASOCH FRRIEE IR, ug' Hp e 2k 3R
2 Y4 » = ~ ) —l»
e 3 E A A 2 =% ﬂ.]gé‘ A f,»J;é‘ ﬁ’aﬁ
PIRE BiXMmEie TR, 3 sG> 5B ‘\f'tﬁé,, [E3I00 a7 RD! esdl = ﬁif"‘“‘ LR ﬂ*w?
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<& NTPx + 5 %

> NTP > % 5 Network Time Protocol > & & 150 = T 3% &
P e i+ PRA%E > NTP2z + e 2 DNS2c = e 4p & %500 > 3
I 3¢ & RANTP querydt e » @ NTP serverd 45 ¢ p
7 4 <~ £ UDP3t #

> NTP: 2@ » 5 - monlist 35 4 > ¢ # 50 2 & % e
NTP serverj: iy » ¥ :i5:8 ) #,q % B39 517 k& pF 600 B
IPi- % 35 Ii?iﬁié@la X /& = monlist queryit e >
%QW%?@%gfﬂw T R

> 2014&2*° 11p > Z #3JR5% % & % CloundFlare i i§ <
i“;f]&f? > o8 :2400Gbps > » ENTPx + o % 31 <

LS

g
7. Pf, B
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<&j¥' NTP 3%+ sz # (¥)

2 8] =2
347 &

1. #NTP server’x =~ { #71 &7 > 2 I monlists: gt

2.8 B 35 NTP server v monlist 4 79 # ¢

B.dri i 2 2 BENTPREEIRT: » ¥ 1% |5 1 4 e g7
7 mbound/outbound UDP/r £

4.1 # EE LR & RIR/P gy ;2port123m e o
@Fﬁ % ;Ft]z-——"* ﬂ # mNTP/
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i

NTPRURTAEE (48

NTPRCA LTS [ B E R E
NTP_140.112 % = 5 Expont P

/

Breakdown on | P Protocol v| Display mpF resulls | Updata | Hige selected | | Showselected | | Fiter outselectsd | | Filter n selecteg
IP Protocol s uoe e
P Address (directionless) s | 1401120 m "

Cropout = Workspates & Downioad dh Packets (Scione P Play selink < Addfiter X Delete

40M
o lem
o N uoe

30M
.- |
E
2
¥
¥
[
= 20M
[l
2
H
2

10M

16:35:00 16:33:30 16:36:00 16:36:30 16:37:00 16:37:30 16:38.00 16:38:30 16:39:00 16:39:30
time {UTC +08:00)
| 1
| 33500 16:35:30 16:36.00 16:36:30 16:37:00 16:37:30 16:38:00 16:38:30 16:39.00 16:39:30 16:404
$Feb12:00 14 Feb 00:00 14 Feb 12:00 15 Feb 00:00 15 Feb 12:00 16 Feb 00:00 16 Feb 12:00 17 Feb 00:00 17 Feb 12:00 18 Feb 00:00 18 Feb 12:00

ume (UTC =08:00)
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<\(J Chargen Service DoS attack
> Chargen JR7x 2 £ 4] % Serverg Clientz B e
T BEA DSOS g R IR R PR
> ;zﬁ% i F f1* UDP= 3% > wserverzd 4% 7 7
idﬁtm e o @ R PRIF 8 AT T
?éﬁ | g 7 ¥rene X 2 serverig i "75 ﬁrbﬁ;;:;‘»: =
3 E o Edr i3k o Ak ‘]i?ﬁ:\’_i‘}ﬁ'g_%i
% 201
> )3’2,’:/21_”
Ef ‘ -— i=2x i B ChargenfRix

~—
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Chargen Service DoS attack(4g)

No. Time Source Destination Protocol Length Info
112 2014-02-09 20:15:42.377646 78.232. 140.112 60fsource port: 37783 Destination port: chargen
113 2014-02-09 20:15:42. 377680 78.232. 140.112 60{source port: 37783 Destination port: chargen
114 2014-02-09 20:15:42.378130 140.112, 78.232. 1183|source port: chargen Destination port: g
115 2014-02-09 20:15:42.378148 140.112. 78.232 1183}50urce port: chargen Destination port: 3778

! Follow UDP Stream

Stream Content-

H=E=0

R00 ! #5568 ()%+,-. /0123456789 ; <=>7@ABCDEFGHIIKLMNOPQRSTUVIXYZ [\ ]A_"abcdefg

MR ()44, -, /0123456780 ; <=>7@BABCDEFGHI IKLMNOPQRSTUVMXYZ [\]A_" abcdefgh
"#4%8° ()*+,-. /0123456789 ; <=>7@ARCDEFGHI JKLMNOPQRSTUVIXYZ [} ]A_" abcdef ﬁi
#$%&'()*+,-./0123455?89:;<:}?@AECDEFGHIJKLMNOPQRSTUVWXYZ[\]ﬂ_'abcdefgﬁig
$%&'()*+.-./0123456?89:;<=>?@ABCDEFGHIJKLMNOPQRSTuuwaz[\]n_‘abcdefg iz

%&'()*+,-./0123456?39:;<=>?@ABCDEFGHIJKLMNGPQRSTuvwaz[\]A_‘abcdefﬁ iE 1

&'()*+,—./0123456?89:;{=}?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]ﬂ_'abcdefa iikIm

'()*+,—./0123456789:;{=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]ﬂ_‘abcdefa 1g§1mn

()*+,—./0123456?89:;{=>?@AECDEFGHIJKLMNOPQRSTUVWXYZ[\]h_'abcdefa 1; Tmno
)*+,—./0123456?89:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]A_‘abcdefgljg]Tmnup
1jkImnopg

*+,—./0123456?89:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]A_‘abcdefg ﬂ
+,-. /0123456789 ; <=>7GABCDEFGHI JKLMNOPQRSTUVWXYZ [\ ]4_ " abcdefghi jkTmnopgr
,— /0123456789 ; <=>7BARCDEFGHI IKLMNOPQRSTUVWXYZ [\ ]A_ ahcdef gi'ﬂlmnopqrs
-, /0123456789 ; <=>7@ARCDEFGHI JKLMNOPQRSTUVWXYZ [\ ]*_ " abcdef ﬂi'ﬂ1mnopqrst
. /0123456789 ; <=>"@ABCDEFGHIJKLMNOPQRSTUVWXYZ [\ ]A_"abcdefq ijQTmnopqrstu
/0123456789 ; <=>?@ABCDEFGHIIKLM !"#3%&" ()*+,-. /0123456789 ; <=>7@ABCDEFGHIJKLMNOPQRSTUVWXYZ [\ ]A_"abcdefy
1"#4%8" ()¥+,-. /0123456789 ; <=>7@ABCDEFGHI IKLMNOPQRSTUVWXYZ [\ ]A_" abcdefgh
”#$%&'()*+,-./0123456?89:;<=;?@AECDEFGHIJKLMNOPQRSTuvwaz[\]h_‘abcdefﬁgi
&= _ #$%&'()*+,-./0123456?89:;{=>?@A5CDEF5HIJKLMNOPQRSTUVWXYZ[\]n_‘abcdefg 12
\ ~ | $%&'()*+,—./0123456?89:;{=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]ﬂ_'abcdef% ia
%&'()*+,—./0123456?89:;<=}?@ABCDEFGHIJKLMNOPQRSTUHWXYZ[\]ﬂ_'abcdefﬁ ig 1
&'()*+,—./0123456?89:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]ﬂ_‘abcdefa ig Im
'()*+,—./0123456?89:;{=}?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]ﬂ_'abcdefa 1; Tmn

()*+,—./0123456?89:;¢=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]h_‘abcdefﬁ 1; Tmno
)*+,—./0123456?89:;<¢>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]A_'abcdefgljg]Tmnop
ijkImnopg

4, -, /0123456789:; <=>"@ABCDEFGHIJKLMNOPQRSTUVWRYZ [\ ]4_ " abcdef
+,-. /0123456789 ; <=>"BARCDEFGHI JKLMNOPQRSTUVWXYZ [\ ]A_ " abcdef Ei'ﬂ]mnopqr
.- /0123456789 ; <=>7BABCDEFGHIJKLMNOPQRSTUVWXYZ [\ ]A_ " abcdef gi'ﬂTmnopqrs
-, /0123456789 ; <=>7@ABCDEFGHI JKLMNOPQRSTUVWXYZ [\ ]+_" abcdef gi'ﬂlmnopqrst

. /0123456789 ; <=>7@ABCDEFGHI JKLMNOPQRSTUVWXYZ [\ ]A_" abcdefg 1jg1mnopqr5tu - 2
/0123456789 ; <=>T@ABCDEFGHIIKLM| niversi ty

T ——— ——— —_— - - -




(L R T fT P &4 T F
s (Directory Traversal)

>%if1‘!gl§’.—‘ﬂ’z X T A FE A T A RnE
& F¥ % Jetc/passwd (% 75 F5 )8 okl T o 2t R

— W B K Zhttp service™ BTl A 2 gL T
BRERT 2
— (S % & 3 A http Servicest §8 e { A7
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Qﬁ B Tl P &RPEASTEF ()

# http: ./ e . Fetc.net.tw/ portalsFronts staticPage?
rarticleId=482888¥d1eaFaeeeBllea{eFdldGESBS&path=..f..f--!--f--f-.f..f..f..f..f..f..f..;..fetcfpasswd }
at:x:25: 25 :Batch Jjobsdaemon:/ swvar/spocl/satjobs: s sbinsbash

bin:x:l:1:bdin:  bin: binsSbash

dasmon:x:Z:2:Daemon: sbin: /binsbash

FEp:®x:48:49:FTPF account:/ssrw,s,tp: /binsbash

game=s:1x:12:188 Games account: S wvarSgames: /binsbash

haldaemon:x: 181 : 182 :User For haldaemon:// varsrunshal:ssbinsfalse

lp:x:4:7:Printing daemon: fvarsspooclys1lpd:  binsbash

mail:=x:8:12Z2 :Mailer dasmon:/ varysspoclys/clientmgueus: /binsFalse

man:x:13:62 : Manual pages wieswer:/ / war/cache/man: /binsbash

messagebus x: 188 181 User For D-BUS:  fvar/run/sdbus: /'bin/s/false

news:x:9: 13 :News system: fetc/s/news: /sbinsbashnobody : x: 685534 655353 nobody : fvarslibs nobody r fbhinsbash
Nntp:x:74: 183 :NTP daemon: Ssvar/libys Ep:: sbinsFalserocootix:8@:189:: root: frroot: sbingsbash
sshd:»x:71:65:55H daemon: fvarslibsSsshd: fbin/s/False

SUse-nNCcCcix: 182184 Mowvell Customer Center User:Ssvar/lib/ YaSTZ /suse-ncc-Fakehome: /binsbash
tomcat:®x: 1683 : 185 : Tomcat - Apache SerwletysJISP Engine:JusrssharestomcatsS:  sTbinsbash

uucp:rx: 1@ 1A ndix-to-Unix CoPyw =w=tem:  etcs/uucp: / /bins/ba=sh

WU S S8 8 WA daemon apache: SvarsSlibswwwirun: SJbinsFalse

Jemmy :x: 1228 : 188 Jemmy tsai - AP:/Jhomesjemmy: s /binsbash

winsonle:x: 1898 : 188 :Winson Lee:  homeys/winscnle: binsbash

georgec::x: 1231188  Jhomefgeorgec: fbinsbashcacti ix: 1232188 SJhomeyscacti: 'binsbash
buck:x:1245:188 :Buck Hsu - SA: homesbuck:  bin/bash

dylan:=x: 12521889 :dylan-AP:  homesdylan: Fbinsbash
angie:rx: 1244 : 188 angie-AP: Jhome/sangie: rbinsba=sh
elaine:x:1212: 188 relaine-4AP:/homeyselaine: fbinsbash

Jehnson:x: 1258188 johnson-SA: ShomesJohnsoen: Jbingsbash
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