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M Follow TCP Stream (tcp.stream eq 4) W

FRE xR

G e e B

eam Content
POST /forward/both/ws2/auth/activate HTTP/1.1 ) -

content-Length: 670
content-Type: text/plain; charset=UTF-8
ost: ime2.service.cootek.com

lUser-Agent: TouchPalv5 (C6802 14.4.A.0.108) ]

"new", phys1c 4 ¥
ver510n 564 3™
T :

m

app_name”:"coote smart1nput interna

amp - oint":"CNT

5 success ime bu11d 1d 0 p1d 1144
. - 4 o

= ? alse,
t1ona1 andro1d pub ic” ]
)" send t1me 40 73993’392
5357 uu1d 3 4f8 —:
e_time_ 1nter :0
nd_channel" : 000000
HTTP/1.1 200 OK
Date: Mon, 11 Aug 2014 06:59:09
content- Type text/html; charset=UTF-8

Ccontent-Length: 48

connection: keep-alive

Server: TornadoServer/2.4.

set-Cookie: auth token—56eb5904—fSlf—4129—94ba—d63e46ebf4d6; Path=/
Access-control-Allow-oOrigin: *

Access-Control-Allow-Methods: HEAD,OPTIONS,GET,POST,PUT,DELETE
Access-Control-Allow-Headers: Content- -Type, Server Date Content- -Length,cache-
control,Keep-Alive,Connection,X-Requested- w1th X-File-Name ,origin,Accept
Access-Control-max— -Age: 1728000

Expires: Mon, 11 Aug 2014 06:59:08 GMT

cache-control: no-cache
{"recommend_channel": "000000", "error_code": 0}GeET /forward/both/ws2/auth/info -
Entire conversation (2818 bytes) B
[ Eind ][ Save As H Print ] ASCI ) EBCDIC ©) Hex Dump ©) CArrays @ Raw
[ Filter Out This Stream ] [ Close ]

1)FIFhttp postiBRE N EiE LN,

5)F AR

& 2 B A A (Androi

m ﬁﬁi‘/\ Elﬁﬁﬁ
- 515 E r 77 AR
® ERBRANME
B 54983
B/ BB
= H

Z;E

B AR/ SRR
o Bi/ERA
W WiFi EREn
L REIDMEEEN

P> Google

#EHE I XN Android 2 2R sk 7 #E IR

2)user-agentBl2EAE FRERRIERRMRE 658

3.)IMEIE R

L 4)FRERENTE

iS5
TIWEERM AT ~ BRAK - FhE
8.)#8+<mac address

Source : JEEASOCHELFH
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H-worm #¥)Z DS

H-worm &5 BA-SOCHT MR BIFIR0 A B AL
R WRADTUERARRE - THEXR
S -

H-worm%&—3i&38VBS (visual basic script)ffi
B

RAT (Remote Access Trojans)/K55 - IEFREVK BARER
MREA

BIINARE  ARZEERFGHEZEERMRIERE
HEN - —BEHEBR WEBERIBEBCAC

serverfB AR EXHELR - BIEXEEHAIESR - BN

EIEFPHTHprocess - BB EN - EE20JLlE
md shell IR IFEEH -

- file manager - process list - password graber - cmd shell

name | SiFE

- back
- refresh
- upload

- devwnload

- delete

KIGEEE A 5l 3] B2 L e i

- file manager - processlist - password graber - cmd shell

Drocess name process id process pe

- refresh I
L - exit process I

KICEEE A 5l 3] B2 2 L e i

Source : JLIEASOCHELFH
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H-worm #1 4 =

p ™
. 4 o | B s
. 140.122.141.241 . Stream Content
POST * HTTP/1.1
8413 16321.193252
20364138253 Accept:

Accept-Language: zh-tw

v User-Agent: |DEDBSSSl{|}ALLE—PC{I}a11E{I}M'icrosoft windows 7 ............... {I)
O Y =underwor Td =

UA-CPU: AMDﬁd-

BOT: H-Warm Ackvity Destacted Accep EN
O . Host J°C8E ServeryAddress
S BOT: H-Warm Aciwty Deseciad BOT: H-Warm Actwity Desacted COf‘IT.Ef'I Len g - bt - e T
1021205245 Connection: Keep Ah\fe
OA cache-control: no-cache
4 v ¥
BOTH-Warm Actaty Detected

BOT: H-Warm Actaty Detected

. >O » * O |
BOT: H-Warm Actvity Detacted 18321235248
\ D
180.122.149.154 BOT: H-Warm Actwity Detactad

'O 23:959326 C)v

BOT: H-Warm Achwty Detected
BOT.H-Warm Actnty Detected

Q9 =
. O O BOT: H-Warm Achoty Detacied 14012213345 |Z|

19878225 BOT:HWad Ak oD Entire conversation (322 bytes)
BOT: H-Warm A_‘.'.ﬂ:,' Detcted

[ Find “ e “ Print ]-j-nsr:n O EBCOIC O HexDump O CAmays @ Raw

. 2037264254 l Filter Out This Stream ] l Close ]
16321.477.170 . L

16321235244

L EASOC A Fi e HH-worm BL7E X2 T 1 /mIC&C server g 1.2 £ ]
Source : ALEASOCE
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IT-Aks5&  IT-Help Desk

FRHI . Update Your Account

44 Full Name:

Pl R HE i Email Address:

#E%2 Account :
229 Password :
i\ 215 Confirm password:
Sign in
HEHERR7E Ot B4 (£ B NetworkkingHi» » FRBRIRIghtefR &
Copyright©Computer and information Networkking Center, ALL Righte Reserved
HEXF 2014/10/14
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