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Deployment and Management of Cloud Services
through NTU Network Regional Center
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SQL INJECTION example from;,“
speed.ntu.edu.tw -

4 T » id 1P SelectCity Selectfone speed satisfied suggestions daytime
2 2947 218 65 12 200 7?7 L 7 T test 2015-05-25 13:04:41
= 2948 218.65.12.200 777.. T s s test 2015-05-25 13:04:48
& < 2949 218.65.12.200 777 T i TE? test 2015-05-25 13:04:49
= XX 2950 2186512200 72?7 il >? Catdrs test 2015-05-25 13:04:49
= 2951 218.65.12.200 777.. T s s test 2015-05-25 13:04:50
< 2952 218.65.12.200 777.. T e T test 2015-05-25 13:04:50
& XX 2953 2186512 200 7?7?7.. PP s Ca'drs test 2015-05-25 13:04:54
= 2954 218.65.12.200 777 TR s s test’ and "1'="1 2015-05-25 13:05:03
4 2955 218.65.12.200 777.. FTEI e T test” and "11'="11 2015-05-25 13:05:04
g 2956 218.65.12.200 77?7 s s re? test” and "1"="11 2015-05-25 13:05:04
& 2957 218.65.12.200 7?7?77 PP s ala's test” and "%"'=" 2015-05-25 13:05:04
= 2958 218.65.12.200 777.. I e e test” and "11%"="11 2015-05-25 13:05:08
e x 2959 218.65.12.200 77?7 TP it TP test” and "1%"'="11 2015-05-25 13:05:08
o XK 2960 218.65.12.200 7?7?77 il s alals test 2015-05-25 13:05:08
= 2961 218.65.12.200 777.. TR e T test 2015-05-25 13:05:09
= < 2962 218.65.12.200 777 FTEE i TE? test 2015-05-25 13:05:09
2 2963 2186512200 7??7.. L 7 T test 2015-05-25 13:05:09
= 2964 218.65.12.200 777.. T s s test 2015-05-25 13:05:13
& < 2965 218.65.12.200 777 T i TE? test 2015-05-25 13:05:16
S 3 2966 2186512 200 2?77 PEE 7 rirars test 2015-05-25 13:05:40
= 2967 218.65.12.200 777.. T s s test 2015-05-25 13:05:41
< 2968 218.65.12.200 777.. T e T test 2015-05-25 13:05:50
& XX 2969 218.65.12 200 777 PP s Ca'drs test 2015-05-25 13:05:51
= 2970 218.65.12.200 777 TR s s test 2015-05-25 13:05:51
4 2971 218.65.12.200 777.. FTEI e T test 2015-05-25 13:05:52
g 2972 218.65.12.200 77?7.. s s re? test 2015-05-25 13:05:59
& 2973 218.65.12.200 7?7?77 PP T and "1'="1 ala's test 2015-05-25 13:06:04
= 2974 218.65.12.200 777.. I T and "11'="11 e test 2015-05-25 13:06:07
e x 29¥5 218.65.12.200 777 TP 7?7 and "1°="11 TP test 2015-05-25 13:06:11
o XK 2976 218.65.12.200 7?7?77 il 7Y and "%=" alals test 2015-05-25 13:06:11




The Open Web Application Security Project
OWASP top 10

« Allnjection (% ¥ 3 iz §)

« A2 Broken Authentication and Session Management (was formerly 2010-A3)
« A3 Cross-Site Scripting (XSS) (was formerly 2010-A2) ¥ = "<& % & 24

« A4 Insecure Direct Object References

« A5 Security Misconfiguration (was formerly 2010-A6)

« A6 Sensitive Data Exposure (2010-A7 Insecure Cryptographic Storage and
2010-A9 Insufficient Transport Layer Protection were merged to form 2013-
Ab)

« A7 Missing Function Level Access Control (renamed/broadened from 2010-A8
Failure to Restrict URL Access)

« A8 Cross-Site Request Forgery (CSRF) (was formerly 2010-A5)

« A9 Using Components with Known Vulnerabilities (new but was part of 2010-
A6 — Security Misconfiguration)

« AI10 Unvalidated Redirects and Forwards




« Web Application Firewall : A1,A3..
— 34 3 FPOLICY

« CA:A2  PHISHING

* |IBM Security AppScan

« HP FORTIFY STATIC CODE ANALYZER
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