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Burp Imtruder Repeater Weindow Help

Intrudear | Repeater | Sequencear | Deacoder : Carmparer | Extendear Opticns Alers
Target | | Spider | Scannes
J ] HTTP history | webSockets history | Options |

[#] Request t{ http)124.219.2.122:80

Drop Intercept is on Action 7
Raw | Params L Headers | Hex | 5554:

POST Japi/Login HTTRSL.1
Content-Type: application/x-wwe-form-urlenceded; charset=urF-g
Content-Length: 48

Lser-Agent: Dalvaky/l.5.0 (Lanux; W; Android 4.2.2; google_sdk BualdslB_MRL.LD
Host: 124.219.2.122
Accapt-Encoding: gzip
Proxy-Connection: close
Conmection: close

E%E- | 3233555555

= )

MDEI C=DAPSVER=LEOUST ACCT 4323250550

SECLIST ] N

= * =

Deleting tempadary files - please wail ... done.

Clicked 'Launch Burp
Starting Burp.
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[ DoQueryBonus Hoskt.class [
51 Evaluate package dbx.taiwantaxi.Api;
[¥] ForgetPasswor: d
@] Geocode public class Host
[J1 GetEtcDb € - N
public static final String GOOGLE API GEOCODE = "https://maps.googleapis.com/maps/api/geocode”;
3} GE"CLBS'CJ?b public static final String GOOGLE API PLACE = "https: //mapﬁ googleapis.com/maps/api/place/search";
[¥] Getspecialaddress public static final String HOST = '
[J] GetTicketToken public static final String HOST TEST = '
[ Geturl ¥

I ' Senrch

31 imgDownload

I LoginApi i = = any string, ? = any character):

[J1 Memberinfo l [hEEp] I ]

[J] PlaceSearches
3] Proxy Search For Limit To

Searchs

TVVVVVVVVVVVVVVVVVVVVVYVYY

[J] ProxyTest Type Consktructor sSkring Constant Declarations
PushC t -

31 PushCoun Field Method References

[J] ReAuthCode

3 Register 81 matching items:

[J] ReturnAddress
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Jely
3752
IFFO
IB22
3844
4100
4128
4168
4181
4328
4351
4392

831744000
-.1376e03000
422792000
. 792662000
. 999772000
. 383190000
. 606829000
- Q37719000
. 244917000
. 67 5729000
. 882050000
. 37 E790000
. 384201000
. 469112000

hammer DDOSI £

Torshammer I 5

192.168.192.136
192.168.192.135
192.168.192.136
192.168.192.135
192.168.192.136
192.168.192.135
192.168.192.136
192.168.192.135
192.168.192.136
192.168.192.135
192.168.192.136
192.168.192.135
192.168.192.136
192.168.192.135

POST /HTTP/1.1
POST /HTTP/1.1

POST /HTTP/1.1
POST /HTTP/1.1
POST /HTTP/1.1

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

16E.
108.
16E8.
16E.
168.
168.
168.
108.
16E8.
16E.
168.
168.

168

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

1

135
136
135
136
135
136
135
136
135
136
13

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

TCP
TCP

LE).

GD
54
al
54
a0
54

AT

BD+51141 [AcKk] Seg=1 Ack=301 Win=65536
[TCP segment of a reassembled PDU]
B0O-51141 [Aack] Seq=1 Ack=302 wWin=65536
[TcP segment of a reassembled PDU]
80-51141 [AcCK] Seq=1 Ack=303 wWin=65536
[TCP segment of a reassembled PDU]
;) [ACK] Seq=1 Ack=304 Win=65536
TCP segment of a reassembled PDU]
B0O-51141 [Aack] Seq=1 Ack=305 Win=65536
[TcP segment of a reassembled PDU]
80-51141 [AcCK] Seqg=1 Ack=306 wWin=65536
[TCP segment of a reassembled FPDU]
80-51141 [ACK] Segq=1 Ack=307 Win=65536
[TCP segment of a reassembled PDU]

Len=0

Len=0

Len=0

Len=0

Len=0

Len=0

Len=0



Torshammer DDOSIZE2

IZE

T E2

i = M 215 b

ABERER=EPERE)

HEREE E*ﬁi

Payload
Regular "1}$  94%
Expression

0 = [z ihll 5 Ji




IOSAHEAtT B R fE-insOmniai@iE(1/2)

4 )
2 A ifwr
\ J

FERMIOSHMIESHB N IBER L —EZ 2 M mE-insOmnia - IOSRMHAFEIRRIBER N - ZREFE
ARG S EAHomeRREST - BURKEABN L REIEHKEEE - MEERHEEREERPEE - MiOS
A—EEIRE AR ESREENRRE - EEEGS r 22 LHZE - ERERAEAEESRPEEN

RERBE=1ELA  —EBEABEEAETERNERTA  EEEREE - WHH T —ERE
NEERAEEFRILFIRTA -

RMELE R MOSAFFERARINGBI —Z2 A - Hh—EFE N2 BRI BEAE FRIFEK
B - IOSTEEE RIS —22%E - FILERABEISEET - WEE RN A LLRE AL 258 E Py
AOKANE - FBULKRPENOSEE It Z 2 HHIEF - It—K - BERENEIEERPAZEENER NET
ARBERVERTA



|OSZ<¢JEk1i7,ﬁHI3==—msOniaiﬁzﬂ(Z/Z)

insOmnia-target:8080 X 0

07-30-2015 01:47:20 PM Latitude: 45.4XXXX Longitude: 8.9XXXX Altitude: 110.742756
07-30-2015 01:48:28 PM Latitude: 45 4XXXX Longitude: 8 9XXXX Altitude: 110.742752
07-30-2015 01:48:28 PM Latitude: 45.4XXXX Longitude: 8. 9XXXX Altitude: 110,742752
07-30-2015 01:48:29 PM Latitude: 45 4XXXX Longiwde: 8 9XXXX Altitude: 106.671425 FaceTime Calculato Podcasts Game Center
07-30-2015 01:48:30 PM Latitude: 45 4XXXX Longitude: 8 9XXXX Altitude: 116423176 . -
07-30-2015 01:48:31 PM Latitude: 45 4XXXX Longitude: 8 9XXXX Altitude: 116.606220 ' + B

07-30-2015 01:48:32 PM Latitude: 45.4XXXX Longitude: 89XXXX Altitude: 111.404865 : O
07-30-2015 01:48:33 PM Latitude: 45 4XXXX Longitude: 89XXXX Altitude: 111.709370 »

07-30-2015 01:48:34 PM Latitude: 454XXXX Longitude: 8.9XXXX Altitude: 111.910358 ’

07-30-2015 01:48:35 PM Latitude: 454XXXX Longitude: 8.9XXXX Altitude: 111.859089 Extras Appie Watch InsOmnia
07-30-2015 01:48:36 PM Latitude: 45 4XXXX Longitude: 89XXXX Altitude: 112.399555
07-30-2015 01:48:37 PM Latitude: 454XXXX Longitude: 89XXXX Altitude: 112349262
07-30-2015 01:48:38 PM Latitude: 45 4XXXX Longitude: 89XXXX Altitude: 111.517109
07-30-2015 01:48:39 PM Latitude: 45 4XXXX Longitude: 8. 9XXXX  Altitude: 111.558308
07-30-2015 01:48:40 PM Latitude: 45 4XXXX Longitude: 8 9XXXX Altitude: 111.656940
07-30-2015 01:48:41 PM Latitude: 45 4XXXX Longitude: 8 9XXXX  Altitude: 111.610004
07-30-2015 01:48:42 PM Latitude: 45 4XXXX Longitude: 8 9XXXX Altitude: 111.718464
07-30-2015 01:48:43 PM Latitude: 45 4XXXX Longitude: 8.9XXXX Alttude: 111.693989
07-30-2015 01:48:44 PM Latitude: 45 4XXXX Longitude: 8 9XXXX Altitude: 111.801777
07-30-2015 01:48:45 PM Latitude: 45.4XXXX Longiude: 89XXXX Altitude: 111.753132
07-30-2015 01:48:46 PM Latitude: 454XXXX Longitude: 89XXXX Altitude: 111.767780
07-30-2015 01:48:47 PM Latitude: 45 4XXXX Longitude: 8. 9XXXX Altitude: 111.804462

FireEye #f /4 G758 72 (-insOmnia

PUEIOS 5t MIRRVIRR A 515 S ( Jailbreak ) WAS - MEREREDEBZEMNA Fi0SEHIHZ
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& HApple iIOSHEETAEHAPPEL - FARMNENKEERNRERE
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H—3% - EOBAppleRiEn L REE NS . FE TS HEHE—BAE FEApp Store
HApPH: - BB RLSR -
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'a ;,5 \ Available on the
|27 — ' App Store

IEEAR TIOS App L2212 -

AppleEFR R XcodeMEE TR FREHFER(MRE182) - EMEMHEBAApp(HRIK3)— M EE 5T 18 L2 App Store(#Rm
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iOS A ‘**EHI‘ﬂE-XcodeGhost(Z/B)

Available on the

= o App Store

XcodeGhostE: R :

AppleE?‘j‘?ﬂ#Xcode%ﬁE’fIE%Eﬁﬁ"%ﬁﬁi WE %‘ﬁ“ﬁtl‘%ﬁxﬂy XcodeEﬁ%*IE(ﬁFaﬁl&Z)éIi EERMAET
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~RIREEApPP

124 K#EXcodeGhostE R
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@ fiiBERIM (IERRIZHE-FER/AZE500VS500! ) (ARA : 2.8.1)
O NEE-ERHE (X : 4.4.0)
O CRMEMFZHBEHR) —SAMKKRLER RE : 2.2.1)
O IERERAF-KERI T ( ZIKE—ARPGFE) (hRZ : 1.6.1)
O =EMIRE—#E (ARA : 1.1.7)

O REFEEL (BRA : 1.8.0)

@ [EFEIEHD (hRZ : 5.84.01)

OEE - FINIEE A RIK SIS (A : 2.5.2) OEFMIM (EBHE ) EEAB/ NS

(EREEEEN . FEEEERIEH

1 AP IIBNE N ERApple IDAYZR S I A RY — PEERRD
ﬁEﬁAppleIDE’JlIlEﬁieztﬁ RIS A BHAYHE

2 *UFFJ A TESEMEAR R EEEEDZTRENESR

M‘%AE%E EXHThR °

@ EFHHIT (AR : 4.1.0)58FH-BIEH TIE -

O SiEMtE ( FRMFHIME ) (BRFE : 7.5.0)
@iH3512306 (hR# : 2.11)
@ E7EIE (HR7A : 9.62.01)
O P E B FHER (EFHR) (kA : 3.3)
OREES2 : BA—¥ (BRF : 1.7.1)
@ ZFEREERE (ARZ : 1.5.0)
O FKNMT2-ESIRREE (hRA : 2.0.6)
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OEETH (R : 5.2.10)
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Inmn

Refrash § Payment § FAQ § Decrypt 1 file for FREE § Suppoit

We are present a special software - CryptoVWall Decrypter - which is allow to decrypt and return control 1o all your encrypted files.

How to buy CryptoWall decrypter?

Obitcoin

1. You should register Bitcon wallet

2. Purchasing Bitcoins - Although it's not yet easy to buy bitceins, it's getting simpler every day.
Here are our recommendations:
= Coin,my - Recommended for fast, simple service. Takes Credit Card, Debit Card, ACH, Wire

« LocalBitcoing com - Serce allows you ta search for people in your communily willing ta sell bitcoins to you directly.

» bilquick co - Buy Bitcoins Instantly for Cash

» How To Buy Bitcoins - An international directory of bitcoin exchanges.

« Cash Inlo Coins - Blicoin for cash.

+ Coindar- Coindar allows direct bitcoin purchases on their site.

* ANKDID.COM

+ biltylicioys com

+ ZipZap - ZipZap is 2 global cash payment network enabling congsumers to pay for digital currency.

3. Send 1.19 BTC to Bitcoin address:  16yd TWiZNZaZul ZGWAUDCDJ2 Tiwd2uFaT? Get QR code

4. Enter the Transaction ID and select amount:

|9 ETc ~=s00usD_+ | e

Note: Transaction 10 - you can find in detailed info about fransaction you made
{example 4421 4efca56efl I9326ddbI29c40bI3411 9a2Tcd HOT75cfIeZaall 11 4cdd1f2)

5. Please check the payment information and click "PAY".

PAY

Your sent drafts
Draf number or transaction 1D

Your payments not found.

0 valid drafts are put, the total amount of 0 USD/EUR. The residue is 500 USDVEUR.

- CryptoWall 4.0

#aCryptoLockeri® - NN&$H RS
CryptoWall IETEARAEE - RERSSE -

AERCryptoLocker - CryptoWall

KA TorCEE AR EEC&C server#EfT485 -
MABEREBREEINZNGEY  EEHEHE

2 DM ETS R EACAC serverBgY%E5ET -
—BtRRERFIENR A EE - EH%A
EITIERMBEZE - A0 T INBER 29N E
BEZETNE  NERTKRE - EZHIRN
EERNBENE  METHNESEZEMNE
ZFEMmAETIEN -

— HIEF(CryptoWall 4.0)52 » =2EH H AWM
E5E8E » —EEHE LRSI T i
g &R » 2 S EeH I OREERES
EFRE S

CryptoWall ZFIBE R BALIE -
REH TN js file - RAREBERD -
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