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Home News Events Archive Archive Onhold Notify Stats Register

[ENABLE FILTERS]
Total notifications: 5,447 of which 1,753 single ip and 3,694 mass defacements

Legend:

H - Homepage defacemeant

M - Mass defacement (click to view all defacements of this IP)

R - Redefacement (click to view all defacements of this site)

L - IP address location

¥ - Special defacement (special defacements are important websites)

Time Notifier HMR L ¥ Domain
15:29 1923Turk www.daykj.cn/aL_Pars.html
15:29 1923Turk www.blbg888.com/aL_Pars.html

=
=

15:29 1923Turk B www.djzgwang.com/aL_Pars.html
B  xn--5hgz7s83dg3a.net/al_Pars.html

15:29 1923Turk

1823Turk
Q23Turl

1923Turk

: dl.wzer.net/a
15:29

B www.im200.com/al_Pars.html
15:29 1923Turk B www.iti-apb.ora/aL_Pars.html
15:29 1923Turk B gaokao.cssmoban.com/al_Pars.html
15:29 1923Turk B www.good-exhibition.com/aL_Par...
15:29 1923Turk B www.ipeec.cn/al_Pars.html
15:29 74K1 Dz M [*]1 cajirapartamentos.cofindex.html
15:29 74K1_Dz HM [*1 www.indigotechnologies.co
15:29 Z4K1_Dz HM [*1  www.amomihuila.com
15:29 1923Turk B www.shuapiaow.net/aL_Pars.html
15:29 74K1_Dz [*1 apartamentosvacacioneshuila.co...
15:29 1923Turk B www.ybbjl.com/aL_Pars.html
15:29 1923Turk B www.tiesao.com/al_Pars.html
15:29 1923Turk B www.bwecem.com/al_Pars.html
15:29 1923Turk B cgbbs.fdc.com.cn/al_Pars.html
15:29 1923Turk dftjj.com/al_Pars.html
15:29 1923Turk B www.ik100.com/aL_Pars.html
15:29 1923Turk B www.honey365.com/aL_Pars.html
15:29 1923Turk B www.fgy.xze.cnfal_Pars.html
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View
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mirrar
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mirrar
mirror
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mirr

mirror
mirrar
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XSS(Cross-site scripting @ #4836 Bp A %)
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A High Level View of a typical XS5 Attack '
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40149-03-24
2014=03=-24

08:15:13 203.69.59.153 GET /dong/3MSHandler.ashx t=sip=d352911060734607 80 - 218,82.38,.135 Apache-Hrecpllisnt/ON
OB:15:17 203.69.59.153 GET /dong/3MSHandler,ashx t=mew 80 = 218.82.38,135 Apache-HttpClient/TMAVAILABLE: [java+l

6 2054-03~249 DB:16:13 203.€9.509.153 POST /dong/SMSInquiry.aspx:— 80 = 211.236.52.4 Mozilla/5.0+ (Windows+NI+6., Lr+WONGY  +Tide

i

H
5
A
i
2
3
i

=
(]
2
3
g

L I R T

L ]

ki B3 B3 B

%]

IMEL35 2

- 211.226.52.4 Morilla/5.0+ (Windows+NT+6. 1 4WOWES  +Trid
i1.226.52.4 Mozilla/5.0+ (Windows+NT+6.1;+WOWE4; +Iriden
- B0 - 2311.226.52.4 Horilla/S.0+ (Windows+NT+6.1: +HOWHE
< BywluFCEcaQiNgl s KFREPU- W 24GF I 4 SALAS LAEPUNEYC
A352911860734607 B0 - 218.82.38,.135 Apache~Hecpllient/UN

-
a
L
e

2014-03-24
L014§-03-24

2014-03-24
2014-03-24
2014-03-24 |
! 2014-03-21 |
2014-03-24 |
2014-03-24 |

2014-03-24
2014-03-24
2014-03-24
2014-03-24
2014-03-24
2014-03-24
2014-03-24
2014-03-24
2014-03~24

2014-03-24

2019-03-24

20145-03-24
1014-03~-24 1

2014-03-24

DB:16:27 203.69.59.153 GET /dong/S5MSHandler.ashe cwsiped3S2011Qe 0734607 80 - 218.82.38.135 Apache-HeepClient/UN
DB:16:27 203.%9,59.15% GET /dong/SMSHandler.ashx tenew B0 - Z1HR82.38.135 Apache-HucpClienc/UNAVAILABLE+{java+l
0B:16:27 203.69.59,153 GET /dong/SHSHandler.ashx temew 80 - Z210QE82.38,135 RApache-Hoopllient/UMAVAILRBLE+ (java+l
D8:16:37 203.62.55.153 POST [dong/SMSInguiry.aspx - B9 - 211.223@.52.4 Mozilla/ 5.0+ (Windows+NT+6, 1;+WOWE4:+Tride
0B:16:37 203.69.58,.153 POEST /dong/SMSInguirv.aspx - 80 - 211,220 52.4 Mozilla/5.0+ (Windows+NT+6,1; +WOWE4:+Tride
OB:17:17 203.69.59.153 GET /dong/SMSHandler.ashx t=sip=d3529ll06QR734€07 80 - 218.82.38.135% Apache-Hrcpllient/UN
OB:17:17 203.65.58,153 GET /dong/S5HSHandler.ashi t=new 80 - 238.82.38.135 Apache-HttpClienc/UMAVAILRABLE+ [java+l

B:17:17 203.69.59.153 GET Sdeong/SMSHandler.ashx t=cip=d352211060F34607 80 - 218.82.38.135 Apache-HeopClient/UN
0B:17:17 203.65.59.153 GET /dong/SMSHandler.ashx t=new 80 - 218.688.38.135 Apache-HottpClienc/UHAVAIZRDLE+ (java+l

08:18:12 203.69.52.153 GET /dong/S¥MSHandler.ashx t=sip=d3S2911060
B:18:12 203.69.59.153 GET /dong/SHMSHandler.ashx t=new ED - 218.8
0B:18:12 203.69.559.153 GET /dong/3MHMSHandler.ashx t=-new 80 - 218.8
OB:lB8:14 203.€9.59.153 GET /dong/JMSHandler.ashx tecip=d3529110607
0B:19:12 203.69.59.153 GET /dong/SMSHandler.ashx t=new 80 - 218.8288.135 Apache-Hrtpllienc/TMAVAILADLE+ (java+l
0B:19:12 203.69.59.153 GET Sfdong/SMSHandler mshx t=cip=d352911060734607 80 - 2118.82.38.135 Apache-Heepllient/TH
DE:19:42 203.62.52.153 GET /dong/SMSHandles.ashx ce=sip=d352911060724607 20 — 2i:, NN -/ o
OB:19:15 203.€9.59.153 GET /dong/DHLasrvice.apk - B0 - 106.65.117.238 Mozill Linux:+U:+Andraid+4.0. 3 420
- ew BO - 218.82.3 ache-HrtpClienc/UNAVAILRBLE+ [Java+l

= 11 Y. L438 Moxilla/5.0+ (Linux;+U;+Android+4.0.3742h-
pd352911060734607 80 - 218.82.38.135 Apache-Hropllienc/UN
ew B0 - 218.82.38.135 Apache-HrepClient/UMAVAIIRRLE+ [Java+l
OE:20:13 203_69.59.1588 GFET /dono/SMSHandler_ ashy ceciesd38201 10680734607 B0 - 21882 3E8_.135 Anache-Heenllient /IIG

4607 80 - 218.82.38.135 Apache-Horpllient/UN
38.135 Apache-Heopllienc/UMAVAILABIES (java+l
38.135 Apache-Hoopllienc/UMAVAILRABLE+ [java+l
607 80 - 218.82.38,135 Apache-HeepClient/UH
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(Software as a Service ; SaaS)

B 7 % A & Youtube ~ Yahoo Mail ~ Hotmail -

Flickr 3. 47 & $k 58 Pp MR B5 09 AR &

F & Bp AR F%
(Platform as a service ; PaaS)

BAZRIAAARERBEARMERAN
LTHERTURARBER RGHE - Fldo !
Google Apps ~ Salesforce#yForce. com

X o 3% Bp IR F

(Infrastructure as a service
[aaS)
LEBERLAEHNERZIBESRE > ¥
B SRARS - ARBEERHETERSE
B #(Cisco) ~ & & (HP) ~ EMC ~ VMware ~
Intel R IBM% > ot 2248 T8 B Ak

(1)Webserver logs ;

(2)Application server logs ;

(3)Database logs ;

(4)Guest operating system logs ;

(5)Host access logs ;

(6)Virtualization platform logs and SaaS
portal logs ;

(7)Network captures ;

(8)Billing records

(1)Webserver logs ;

(2)Application server logs(see SaaS) ;

(3)Guest operating system logs ;

(4)Host access logs ;

. (5)Virtualization platform logs ;

(6)Network captures ;

(7)Billing records ;

(8)Management portal logs -

(1)Cloud or network provider perimeter
network logs ;

(2)Logs from DNS servers ;

(3)Virtual machine monitor (VMM) logs ;

(4)Host operating system logs ;

(5)API logs ;

(6)Management portal logs ;

(7)Packet captures ;

(8)Billing records -
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Memory
Flash

Mobile Forensic Lab

Smart Phone
SIM Card
APP

Network Forensic Lab
Network Interception
Malware Analysis
Hacking Track
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CAS flashed. Attempt to program key,
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a 4 access log-20130303.log & &k » [P 122.116.* *# 5 B 4 % 2 € ?Z'a
= > &4 %A (Case Information) .2 ] (http//www.n***.com/) & b & S 36 0 A 84T 5 ko) FRHRALE(SQL

fidf : o o | injection) &9 4T & » & SLF| A % 483k AR 44 search T A (B 3) » #47 SQL- injection

BB ER . ARAAR

I+ . S J—.‘)J' ‘ - I
EEUEAl - 12 EXAXA. , WS ERITA .

LYk AR

XA -

EHEd ARSFHEH A R 3 Luttp: /www.m*.com) & b5 23k > E 5 |
LN RN

A | RN | BWE |

PHEL AN ABETHE AMDAMBEAFME log 4 > NBMEEAN |
E 1P fﬂ.ﬁ L

= RRE g ARG PG *'

4&%%&?&?#%%*%—@’2}%%]% ’ﬁﬁﬁ@ﬁ r%::j’—'ig;gjfﬁﬁai ! fiﬁ%ﬁ%ﬁé I ._-H. aCCGSS log_2013030310g %J‘iﬁ}f?ﬁﬂ%d
SEMAKALE  RLEMsFEAR REREEHAARS A%y |, ‘
BB - 12§ 5 1~ [02/Mar/2013:22:42:26 +0800] "GET
/search_result?f=all&c=2&k="&page=1HTTP/1.1" 500 26
"http://www.muzik-online.com/" "Mozilla/5.0 (Macintosh; Intel Mac

T

Chrome/25.0.1364.99 Safari/537.22 AlexaToolbar/alxg-3.1"

IP-122.116.94.228 F £ # 47 SQLinjection 35 4 & A &4k (Ju 1 2 4 5
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