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WannaCry sl RimsE 77 1

¢ * IJ CV E 2 O 1 7 = Ooops, your files have been encrypted! Chise (mm {.
0144 (SMBifmifEl) 26 SR puAERT.

BA, BA. 2. BES, 3H WEXH, eoXBF BEHEEES
XHEENET, BEFRERTH.

° j(fi"“ = } ]:'“‘ rt 445 SH—EXRRTATE LOBN. AATERLRETELANEE, B
B = pO paymentuil be raisedon | eI L AL R e )
et s B
]:F*’—z SHhé !B E 5/1812017 13:50:35 A O 8 R Y B R 2
a Time Lef SHETRENAS, ARRARRYRERSS ERE, RUABER, &

HEHTLFRARERS.

BERM B, hrEEREMEER,
o FUE Decrypt> BH, AUHRBRE S8, FEHL, HEETE
$;I: E}J EN 7]'] *E t 1% B,
—— Your files will be lost on Bl ccsprenve SEqNuER,
1 7]” 1§ E’J *E 0 'H:Hu p)/% 512212017 13:50:35 IEEEH#%E_IMEIEEEEHE’X HEMENE, 072, BENTRMEE

YN Time Left A7 =RBEHENRME.
E yn gz 14: 1\% 5%, —@@ﬁ-iﬁa%ﬁ*ﬁ HEiERETT.
7dN BT, ETEHE. BEEUERRAREEL, SERORENE, #Tk
\ L 'i . N . Bl Send $300 worth of bitcoin to this address:
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annaCry 1R AsE 771

WNARIPBeiF - EEELBUFHEMIP - W NEFR
ML BEARFEREIILIZIISMB shellfVEH - &4 &
BRI S 1585 T Bl B RN R EL (5K

Fil: Edit View VM Tabs Help - | o ° 0] = I 0 ||E

|J_"__" Win7x86_analyst |J_"__" Win7x64_sniffer |J_"__" remnux-6. 0-ova-public E‘ AD Server

ESTABLISHED
o ESTABLISHED
192.168.100. SB L8877 192.168.100. 43 445 ESTABLISHED
192.168.180.58:58878 192.168.1808.408: 445 ESTABLISHED
192 .168.108.50:50079 192.168.1008.40: 445 ESTABLISHED htabases and other files are no longer
192 .168.18AA_5A:5AA880 192 .168.18A0_4A: 445 ESTABLISHED . N . .
192.166.109.56:506801 192.160.100.4@: 445 ESTABLISHED d. Maybe you are busy looking for a way to
192 _168.188.5A:5A882 192 _168.180_4A: 445 ESTABLISHED me. Nobody can recover your files without
192.168.1808.58:58883 192.168.1688.468: 445 ESTABLISHED
192 _.168.18AA_5A:5AA84 192 .168.10A0_4A: 445 ESTABLISHED
192.168.16808.58:58885 193.179.195.98:445 AL LR
192 .168.1AA_5A:50886 151 .168.227_184:445 SYM_SENT
192.168.188.58:586887 56.18.148.77:445 SYM_SENT
ég9213334245445 5 g:: gg:; your files safely and easily. But you have
75.1508.204 . 45 SYMN_SENT
62.161.221.226:445 SYMH_SENT .0
170.70.142 .143:445 SYN_SENT Try now by clicking <Decrypt>.
85.142 176.101 445 SYN_SENT need to pay.
- - - 192 168 .1086_46:445% ESTHBLISHED . " -
@WanaDe. .. - - - 192 _168.100 .40 : 445 ESTABLISHED t. After that the price will be doubled.
192 _168.1608._40: 445 ESTABLISHED e able to recover your files forever.
167.238.44.144:445 SY¥YMH_SENT .
192 168 .108.40: 445 ESTABLISHED so poor that they couldn't pay in © months.
192.168.100.50:50099 192.168.188.48: 445 ESTARLISHED
192.168.1680.58:5818068 9.145.56.216:-445 SYM_SENT
192.168.1808.58:58181 111.232.49.1 45 SYM_SENT
192.168.1680.58:581682 28.182.187.8 45 SYM_SENT . . . . .
192.168.100.50:5A103 210.184.53.120:445 SYN_SENT bre information, click <About bitcoin>.
192.168.16808.58:58184 86.156.15.37:-445 SYM_SENT i i - e i - i
192.168.100.50:50105  102.36.35.221:445 SYN_SENT d buy some bitcoins. For more information,
192.168.16808.58:581086 44.29.35.1392:445 SYM_SENT
192 .168.100.50:5A107  34.131.234.208: 445 SYH_CENT specified in this window.
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Send $300 worth of bitcoin to this address:
3AM4VW2d eQepoHkHSQuyENgaEb94

Chark Pavmant

bitcoin
ACCEPTED HERE

Contact Us
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> SHMMEHE EBAIFERESServer list
> ASOC EEAFRAIFEIIEZE

for known malware stnkhole domain
qerfsodpdif japosdf hgosurjfaewrwergwea,
com - WannaCry

B | BREERE R v | BB AR EHEIP Addres@ﬁﬂﬁﬂ#r‘ai v B ESER
FiSETEEENER IBHAEIETTA  MALWARE-CNC Win, Trojan.Zeus variant 08/05/2017 08:21:55 b4F 08{07/2017 09:27:08 L
ontbound connection

FTHEGETIRIZNESR  BIEETA | Minmg Server 08/2512017 04:27:47 T4 0812812017 08:04:58 L

FISEROGETICWIZNER RIS | Mining Server 08/25/2017 05:46:13 T4 0812812017 08:07:18 L-4F
FTHEGETIRIEESR  BIEETA | Minmg Server 08/2512017 06:07:53 T4 0812812017 08:07:37 L F

(FISEROGETIHRIZNER  BEEESTA |  Mining Server 08252017 08:56:29 T4 0812812017 08:12:14 L4F
FIREFOIETIRIZ0ER  BERETA | Mining Server 08/25/2017 08:58:56 T4 ¢ 082812017 08:12:23 B4
FIREFUETICRENES  RIRETTA | Mining Server 082512017 00:03:22 TF 0812812017 08:12:38 1
FHERETIEEESES  BEEESH | Mining Server 082502017 09:21:39 T4 0812812017 08:13:07 L
THEFGETIRIESER  BIEETA | Minng Server 08/2512017 10:41:40 T4 0812812017 08:16:04 L-4F
FHERUETEEESES BEEESH | Mining Server 0812612017 12:08:51 £4F 0812812017 08:20:32 L4
THETEEEES BIRETAS INDTCETORTOMPROMISE DNS request 081282017 10:38:37 1-4F 0812812017 10:39:56 L-4F
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+ IR%% (Bad Rabbit)
RABBIT $ < before HERRBMEEELE
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dediver rich and engaging expericnces E
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will b instalied on your system automatcally
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