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Netflow

+ Layer 2 mac address Level: & /+ g%
+ # ;% 10 /p| broadcast storm, arp spoofing
+ Layer 3 IP Level
« 2 ORI R RRERET S
i TR R R R AL~ A 3t %38 A Summary

* .:Hi/z‘
B 3=, ?#%4 ’f‘?%]

zJ— 'at
« I d ENetflow Active Tlme TRk 304 48 — |

@R T 304 4815 ¢ % Summary@ﬁgj ® 5% Pﬁq‘

x EEEER TTL(Tlme to lee)

@ Layer 4 TCP Level: 7 *2 4 47

x 2 B2 TCP Sessmns ~ TCP retrasmistion ~ Out of
order Duphcate ack ...

+ Layer 7 Application Level: & /= & +7

Ho W :
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Wireshark
* LA B4R

S A

v #3413 i& %8 10Gbps,100Gbps #]#r7 Tk
v ik &4 Layery o * K 4 17 4 B
« filter all Skype” traffic is not possible
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Network Overview based on packet level
Wireshark + ntop plugin

+ ntop plugin (sharkfest 2017)

+ Lua script for wireshark (Open Source)
+ https://github.com/ntop/nDPI/tree/dev/wireshark

Ml 2bout Wireshark CO py N d pl I u a to \
. - . . Tools  Help
Wieshark ~ Aufho
APp\Wirestiarkiplugins
Name Yorsion Type  Pafh Firewall ACL Rules
docsiz 11 005 disector C\WiresharkPortable\d pp'Wiresharkipluginsocsis 411 |_L|ﬂ b
eeratdl 011 disector CAWiresharkPortsblepph-harkiphgindethersat 41 N
gryphondll 004 disector CAWiresharkPortble\d pp'te-sharkiphigineryphon 411 ﬂtﬂlp J ARF
indadll 006 dissector CA\WiresharkPortabledd pptWiresharkipluginginda 1l
m2m.dll L0 disector Ch\WiresharkPortsble\d ppi Wiresharkipluginsim2m 41l EP 04 d cas t D H I:P
matedl 100 disector CAWirsshakPartble pp Wiresharkiphiginstmate 41 iroadcast DNG
opeuadl LI0 digector Ch\WiresharkPortsble\ ppiWiresharkipluginshopeua.dll )5 5 25 5 25 5 25 5
pofistdl 024 disechr CAWirssharkPorsbppie-harkiphiginsprofinet dl it : ) HTTP UA
shats_tree 41l 00l tap CiliresharkPortableAApph W +arkiplnginsistats_tree d1l 3r‘ 04 d cas t | P M ﬂl. C
transum.dll 202 dissector CAWiresharkPortabled ppte+sharkiphuginsiransum d1L ar_‘ 0a d ca St
unistim d1l 002 disector CA\WiresharkPortabledd ppt Wiresharkiploginshunistio 411 Latenc}.’ 4
wimdl L1 disseotr CAWirssherkPorsbled pptWitesharkiploginswimase AL Jroadcast
wimaxesncpdl 0001 dissotor  Ch\WiresharkPortsblehd ppie-rkiplugtngimaxasncp 411 ar-. 03 d Cas t S S L
i ety C4lilirecharkPortablehd ope =plustnshyimazanarnhy d .
3 TCP Analysis
r Tua seript CA\WiresharkPortableh ppiWiresharkiplugtnsind pi lua. '55 ' 25 5 ' 255 . 255

ctcodumpexe 100 extap C:\ﬁireshaxkl’urbab]e\&pp'"axk‘extcap\cimdmnp.ex]e |_|53 . 28 . 18 . ']_3 I"J"ILJ&N
ulpdumpexe 010 exap  Ci\WiresharkPorkbleAdpp: sharklexteapnd pdunp.exe

. L S 19.186.151.64 nDP!

? ‘ modpktinmpexe 010  exeap  CAWiresharkPoriablebipp e Kesdaphrand ptdninp exe 4 \ ) m
-
: sshdump exe 100 extcap  Ch\WiresharkPortablehd pp«sharklestrapieshi nmp sxe
\ ¢)
N
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+ Network Delay vs. Application Delay

Time

Client 4

/

Server

Server Network Delay

SYN|ACK
# Client Network Delay

ACK

" Wireshark - Network Latency

Client
172.16.8.,2

Serwver
54.194.226.6
72.251.245.181
37.139.11.123
34,224,135 .48
34.239.56. 165

285, 188.86. 172
Elo3e 110 27

Mir/Max RTT

Mim RTT

B.E38 f 8,117 msec

570
275
332
o)

296,57 / 295,
286.275 / 286.
281.332 f 281.
197,857 f 197,
196.941 / 196,
142,621 f 142,621 msec

149 G2t 11 L3 me o

msec
msec
msec
mses
941 msec

193,243,221, 169

o8, 627 /168 627 moec '

186,16, 153,33
183,67 .208, 188
58,116,239, 135

5

a2.442 S 82,442 msec
F4.881 f 74.8581 msec
57.246 f 57,248 msec

iU



+ Application Delay

HTTP Client 4

GET /ing,
— — EXh
‘ — m-]J

Time Y

HTTP Server Latency =

% r\){

Application Delay

\L
ﬁf‘?ﬁﬂmo

Application Delay

HTIP Server
£ Wireshatk - Application Latency
Serwver Min Application RTT
163,243,221, 189 1429, 776 f 1429.776 msec
— el 11 1WY  ba aL 159 J 4a. 1Y meec
B B3.251.262.12 222,961 f 222.961 msec
. Jad, 2. 197.2ad 22a.681 f 226,681 msec
34,224,135 .44 262,335 S 262,335 msec
HTTPSenver Lolenty 14 172.137.57 262.254 / 262.254 msec
 J 69.20.28. 14 177.324 F 177.324 msec
il 64,358,119, 27 145,299 / 145,299 msec
- 52.9.175.175 132.866 F 132,866 msec
3B 166, 16,133 131.861 / 131.861 msec

- Server Network Delay

183.67. 2606, 188

85.884 / 85.984 msec
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SYN Flood
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Info

125 Continuation Data

125 443 » 53917 [ACK] Seqq
125 65197 + 8@ [SYN] Seq=f
125 65198 + 8@ [SYN] Seq=f
125 65199 + 88 [SYN] Seq=(
125 65200 - 80 [SYN] Seq=(
125 65284 -+ 8@ [SYN] Seq=§
125 65205 + 88 [SYN] Seq=f
125 65206 + 88 [SYN] Seq=f
125 65207 + 80 [SYN] Seq=(
125 65288 + 88 [SYN] Seq=(
125 65289 + 8@ [SYN] Seq={
125 65218 + 88 [SYN] Seq=f
125 65211 + 8@ [SYN] Seq=f
125 65212 + 8@ [SYN] Seq=f

125 65213 + 80 [SYN] Seq={
125 KR4 o 26 [SYN] San=l]

M \ireshark - TCP Packsts Analysis

Abnormal Packets Percentage : 38.4 %

SYN Packets Percentage : 85.6 %

:Ja:c3 (40:55:39:0e:3a:c3)

20

1

Ack: 1, Len: 28

1827
148.112.39.85:443 -» 222.255.251.22:2918
148.112.39.85:13281 -» 220.161.204.250:2161
148.112.39.85:443 -» 222.255.251.22:2871
148.112.39.85:65485 -> 174.132.175.69:443
49.98.162.99:34294 -> 148.112.39.85:13231
148.112.39.85:49516 -» 218.73.221.250:80
148.112.39.85:49515 -» 218.73.221.250:80
148.112.39.85:49519 -» 218.73.221.250:80
148.112.39.85:49517 -» 218.73.221.250:80
148.112.39.85:49521 -» 218.73.221.250:80
148.112.39.85:49518 -» 218.73.221.250:80

Total Retransmissions :

Total Out-of-Order : 1

113.161.1258.128:42762 -> 148.112.39.85:443

Total Lost Segment : 46

148.112.39.85:443 -» 113.161.128.120:42762

R T I S B~



» B ARPMF TR R R
Web Server

» ATH 3 TCP 442 B ¥ v

] » Lua script #2 7% 75
label = label .. "Abnormal Packets
Percentage : "
formatPctg((num_tcp_retrans +
num_tcp_oo0o +
num_tcp_lost_segment +
num_tcp_duplicate_ack) /
last_processed_packet_number *
100) .. "\n"

%%%

- TCP Packets Analvsiz

dbnormal Fackets Fercentage : 22.7 %

Total Retransmissions @ 156

146,112,23,234:795 -» 148,112,273, 1442849

148,112,23.,234:80 - 180.76,15.18:39333
146, 112,23, 23486 > 166,126,173 ,135:62793

B4.233,188. 188:5228 -» 146,112,23.199:47672

Total Out-of -Order @ 49
146,.112.23.234:795 -» 14a,112,23 . 1442649
146,112.23.234:88 -3 186,765,156, 16: 39338
5,185,695, 2635962360 -» 146,112,233, 89:23

Total Lost Segment @ 1

148,112,23,234:795 -» 14@8,112.23,144: 2649

Total Duplicate Ack @ 224

14@, 112,23 144: 2849 -» 148,112,223 .234:795
188,76, 15.16: 38838 -» 146, 112,23, 23486
166,120,173, 135:62793 -» 146,112,723 ,234:50

125
12

192
23



[PS %345

{~ Wireshark - TCP Packets Analysis

. R ) ‘_\_'i -
%* @ ,@i% -~ F] E‘ Abnormal Packets Percentage : 24.1 %
2
WWW ntu edu tw ::‘l’::J' Q” Total Retransmissions @ 1395

. > J 146.112.8.116:80 |> 146.112.114.183:56217 358
ﬁ IPS \aﬁ—«}[% 146.112.8.116:86 |> 148.112.114.183:56214 329
146.112.8.116:86 |> 148.112.114.183:56211 224
2 Lad ot C e 146.112.8.116:80 |> 146.112.114.183:56213 184
* %Ti‘a wU g T P ;|:~‘J’ = ﬂ 146.112.8.116:80 |> 146.112.114.183:56215 136
WG : 146.112.8.116:86 |> 148.112.114.183:56218 125

A ) p %f’ 146.112.8.116:86 |> 14@.112.114.183:56267 23

?’E Lua SCript £ 146.112.8.116:80 |> 146.112.114.183:56218 19

o7 157 843 -> 146.112.114.183:56261 3

;\ /ﬁ% ( PE' 73‘1,1 E ) o, 177.

148.112.8.116:39 §>» 148.112.114.183:56213 17
148 112.8.116:88 §>» 148 112.114_ 183:56218 16
148 112 8.116:88 §>» 148 112_ 114 183:56211 1
148 112.8.116:88 §> 148 112_.114_ 183:56215 1
Total Lost Segment : 68
148 112.8.116:88 -> 148 112_.114_183:56218 22
148.112.8.116:88 -»> 148.112.114.183:56217 11
148 112.8.116:88 -> 148 112_114_183:56213 1&
148 112 8.116:88 -> 148 112_114_183:56214 8
-?),\)g, 9 |148.112.8.116:88 -» 146,112,114, 183:56211 4 u
' ‘\6’ ‘ 148.112.8.116:88 -»> 148.112.114.183:56215 4




M: o H:-nrr __ : My : "'7.'-_.1' - L_.I' {jST an l
' s 'since the
Trom davisy ~upc.nn.

frc
lﬂ.at

RDP Iogin failed

El | BERIETE | &E | A | I TEAER
(i =gl 201710425 T4 04:06:51 Terminaldervices RemoteConnes fonbans. . 1149 i@
(i)&H 2017110425 T4 04406:51 Terminalervices RemoteComeciontdana. . 21 ﬁ

0171025 T4 0406:45 TerminalServices-EemoteComectiontfang. .

i

(i 01710525 F4F 04:06:42 TerminalSersices- RemoteConnes fonbans. &
[ | =gl 201710425 T4 0406:38 Terminalervices RemoteComectionMans. . nl B
[ ¥ 01710525 T4 04:06:34 Terminaldervices- RemoteConnec fonbans. . " OE
[ | e 01710425 T4 04:06:31 Terminaldervices- RemoteConnes tonban. . 0 #
g 20171025 T4 04:06:25 TerminalServices RemnteComnectonhana... 0l
()E 17085 T 03:53:32 Terminaliervices- RemoteConnecionhdans. . 1149 &
[ | k=gl 201710425 T4 03:53:32 TerminalServices-RemoteComectiontana. . 0O
[ | =gl 201710425 T4 03:53:32 TerminalServices-RemoteComectiontana. . 0O
[ | el 01710425 T 030511 TerminalSersices- RemoteConnes fonbans. 1140 &
g

i

@ \ [ | N 201710425 T4 0305:10 Terminalervices RemoteComectionMans. . 21
%& 78 & )4’ (7)&3 017110525 F4F 0210509 Terminaldervices- RemoteConnec fonbans. . 21
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* 4~ P73 » Server 3t ¢
#p = Clinet IP @{r:_ﬂ%

B
tcp.stream » F ¥ g

AP E R
A

o

H =L 7% v 38
ké’;,\‘szﬂ T &

’

* H

% «M{

{7 #73 Lua script 4%
2!

11

¥ IJ

M Vireshark - SSH analysis

SSH packets: 7378

192.168.202.140:43878 -> 192.168.202.142:22
192.168.202.140:44140 -> 192.168.202.142:22
192.168.202.140:44142 -> 192.168.202.142:22
192.168.202.140:44144 -» 192.168.202.142:22
192.168.202.140:44146 -> 192.168.202.142:22
192.168.202.140:44138 -> 192.168.202.142:22
192.168.202.140:44134 -> 192.168.202.142:22
192.168.202.140:44136 -> 192.168.202.142:22
192.168.202.140:44130 -> 192.168.202.142:22

M Vireshark - SSH analysis

192.168.202.142:72 -5 192.168.7202.149 44976
192.168.202.142:22 -> 192.168.202.140:44262
192.168.202.142:22 -> 192.168.202.140:43928
192.168.202.142:22 -> 192.168.202.140:44088
192.168.202.142:22 -> 192.168.202.140:44082
192.168.202.142:22 -> 192.168.202.140:44334
192.168.202.142:22 -> 192.168.202.140:43920
192.168.202.142:22 -> 192.168.202.140:44286
192.168.202.142:22 -> 192.168.202.140:44086
192.168.202.142:22 -> 192.168.202.140:44338
192.168.202.142:22 -> 192.168.202.140:44084
192.168.202.140:44404 -> 192.168.202.142:22
192.168.202.142:22 -> 192.168.202.140:44404

Sessions (count by directions): 568

12
12
12
12
12
12
12
12
12
12
12
11

Highlight |

Clear

Close
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¥ 1B AL 4T 5N
x 21 ftp
+ 22 ssh
+ 23 telnet
+ 8o http

x 443 https

* L)
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Layer 7 4 #7-ASN

« ¢ * Geoip % 34 IP #7/4; Autonomous
Systemm Number(ASN)
« BEIRG IPRT A4 TR NS
Netflow # 71 &
v B EL: A A VA AT RES 7L 0 R FE4e P2P
% Protocol

B3 : NT



cflowr  texrt_oflow_octats

Lum of larers

Layer 7 4 $#7-ASN

+ ¥ 3 TANet 100G Top 10 ASN ~ 7%

+ netflow + ELK Stack

@ Taiwan Acade...

@ Google Inc,

@ Facebook, Inc,

@ Academic Sinic...
@ Microsoft Corp...
@ Apple Inc.

@ Data Communi...
@ Akamai Interna...
@ Armazon.com, L.,
@ Twitch Interacti...

5.000,000,000
< 000,000,000 20 17/11/09
3,000,000,000

2000000000

1,000,000,000

0200 0500 0aa0 1100 1400 1700 2000

) T

timestamp per 3 minutes

2300

@ Taiwan Acade..,
@ Facebook, Inc.
@ Google Inc,

@ Data Communi..
® Twitch Interacti...
@ Academic Sinic..,
@ Microsoft Corp...
@ Mational Tsing-.,
@ Apple Inc.
@ Akamai Interna..
@ Joshua Peter M.
@ ¥ahoo China D...



Layer 7 4 #7-ASN

port Source ASN %
443 Facebook, Inc. 26%
443 |Google Inc. 25%
443 |Academic Sinica Network 19%
443 Taiwan Academic Network (TANet) Information Center 14%
443 Data Communication Business Group 3%
80 Taiwan Academic Network (TANet) Information Center 50%
80  Microsoft Corporation 25%
8o |Apple Inc. 11%
80 |Academic Sinica Network 8%
8o |Akamai International B.V. ” 6%




Layer 7 4 #7-DPI

+ ¢ * DPI(Deep Packet Inspection ) 4 45
» BEHWKE
+ Proprietary protocol pattern 2t o> ¢
« % dE R A %7 { AT pattern
+ Open Source DPI Library
+ nDPI » Support 186+ application protocols
+ https://github.com/ntop/nDPI/tree/dev/example

* P AEIE A F X

%;\% e )g, 17



nDPI Support 186+ Protocols

FTP POP SMTP IMAP DNS IPP HTTP MDNS NTP NETBIOS NFS SSDP BGP SNMP
XDMCP SMB SYSLOG DHCP PostgreSQL MySQL TDS DirectDownloadLink 123V5
AppleJuice DirectConnect Socrates WinMX VMware PANDO Filetopia iMESH Kontiki
OpenFT Kazaa/Fasttrack Gnutella eDonkey Bittorrent OFF AVI Flash OGG MPEG
QuickTime RealMedia Windowsmedia MMS XBOX QQ MOVE RTSP Feidian Icecast PPLive
PPStream Zattoo SHOUTCast SopCast TVAnts TVUplayer VeohTV QQLive
Thunder/Webthunder Soulseek GaduGadu IRC Popo Jabber MSN Oscar Yahoo Battlefield
Quake VRRP Steam Halflife2 World of Warcraft Telnet STUN IPSEC GRE ICMP IGMP EGP
SCTP OSPF IP in IP RTP RDP VNC PCAnywhere SSL SSH USENET MGCP IAX TFTP AFP
StealthNet Aimini SIP Truphone ICMPv6 DHCPv6 Armagetron CrossFire Dofus Fiesta
Florensia Guildwars HTTP Application Activesync Kerberos LDAP MapleStory msSQL PPTP
WARCRAFT3 World of Kung Fu MEEBO FaceBook Twitter DropBox Gmail Google Maps
YouTube Skype Google DCE RPC NetFlow_IPFIX sFlow HTTP Connect (SSL over HTTP)
HTTP Proxy Netflix Citrix CitrixOnline/GotoMeeting Apple (iMessage, FaceTime...) Webex
WhatsApp Apple iCloud Viber Apple iTunes Radius WindowsUpdate TeamViewer Tuenti
LotusNotes SAP GTP UPnP LLMNR RemoteScan Spotify H323 OpenVPN NOE CiscoVPN
TeamSpeak Tor CiscoSkinny RTCP RSYNC Oracle Corba UbuntuONE CNN Wikipedia
Whois-DAS Collectd Redis ZeroMQ Megaco QUIC WhatsApp Voice Stracraft Teredo
Snapchat Simet OpenSignal ggTaxi GloboTV Deezer Instagram Microsoft cloud services
Twitch KakaoTalk Voice and Chat HotspotShield VPN

Ho G & NTY



Install nDPI with Wireshark

+ Wireshark Extcap plugin

M About\Wireshark

Wireshark Suthors

Folders Plugins Kewboard Hhortcuts Licens

Name Location Typical Files
"File" dialogs D capture files -
Terap C:AWiresharkPortsbls\DatatTerp untiflsd capture files -apture
Personal confignoration 5 WiresharkPortabletDiata) difers preferences efers " .using this fiker: | Enter a capture filter ..
Global configuraton 2 WiresharkPordable'd pphWireshark citfers peefererces manuh =t
Surstem C M ireshark Portabletsd pphWivechark ethers SLTes utunl
Program C oW ivesharl: Portableld pph Wire sharl program files Loopback: o0
Persomal Plngins (C AW iresharkPortable\Datetp Ingins dissector plugins ;'irfiﬂ"'“ o
Global Plugins A WiresharkPortabledd ppWivesharkipluging  dissector pluging stfD
Excap path AW ireshack Portable’ pph Wiresharklexteap  Exteap Ploging search path FireWira: fwil
p2p0
isco
i nDPI interface: mdpi
r: randpkt
(8 SS5H remote capture: ssh
& UDP Listener remote capture: udpdump
19 NIU

Fde



nDPI Layer 7 protocol %~ +7

Smport  Destination Dest port Protocol Length  info

443 1468.112.41.76 2242 S5L.Facebook 1492 [TCP seoment nf a Fpnqsemh'lpd PO

443 140.112.41.76 2242 | SSL.Facebook 1497 [7( M Wireshark:nDPIProtocel Sttt

443 148.112.41.76 2242 S51.Facebook 1458 App (0PI Protocol Breakdodn

443 148.112.41.76 2242 S5L. Facebook 1492 [T{ e

2461 216.58.200.46 443 SSL.Google 135 Apy Saic il ?; *9*3 o [iggi

2461  216.58.200.46 443 | SSL.Google 138 Apf[ o) o 1513 £ %m:ﬂr%

2461 216.58.2008.46 443 55L1.Google 124 Apg ||QuIC.Google 334.86 KB [7.9 %]

443 140.112.41.76 2461 | SSL.Google 151 Apy ||Unknoun 51.76 KB [1.2 %]

261 216.58.200.46 443 | SSL.Google 120 Api e % o %jii}

443 148.112.41.76 2461 S5L.Google 88 4411 QuIC. YouTube 10.63 KB [<1%]

443 148.112.41.76 2461 S5L.Google 120 Apy |(BitTorrent 10.42 KB [<1%]

43 148.112.41.76 2461 | SSL.Google 88 447 oo Areron [ %i i i}

2461 216.58.2008.46 443 TCP 82 24 :

1.221.29.193 WEL |Top nDPI Flows
1.221.29. 154 B |203.66.159.1 / 140.112.41.128 [SSL] 2.26 M8 [54.7 %]

443 14e.112.41.76 1888 | SSL.Dropbox 333 Apt 1172.217.24.5 / 140.112.41.128 [QUIC.GMail] 650.83 KB [15.4 %]

1808  162.125.34.129 443 SSL.Dropbox 1091 Apy (31.13.87.36 / 140.112.41.128 [SSL.Facebook]  238.69 KB [5.6 %]

443 148.112.41.76 1888 SSL DT‘CI[JbOX 28 44 31.13.87.5 / 148.112.41.128 [SSL.FaCEbOOk] 174.31 KB [4-.1 %]

e ' | 1202.39.235.195 / 140.112.41.128 [SSL] 145.76 KB [3.4 %]

443 148.112.41.76 1888 | SSL.Dropbox 437 Apt |14p.112.41.128 7 172.217.24.5 [QUIC.GMail] 72.36 KB [1.7 %]

1808  162.125.34.129 443 SSL.Dropbox 817 Apy [216.58.200.238 / 140.112.41.128 [QUIC. Google] 49.51 KB [1.2 %]
74.125.204.189 / 140.112.41.128 [QUIC.Google] 49.01 KB [1.2 %]
74.125.23.189 / 140.112.41.128 [QUIC.Google] 49.01 KB [1.2 %]
172.217.24.14 / 140.112.41.128 [QUIC. Google] 44.9 KB [1.1 %]
140.112.41.128 / 172.217.24.14 [QUIC. Google] 38.91 KB [< 1%

%;% ” )'g’ 20
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