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} ELK
} logstash I/O
} Filter log
} Grok log
} Multiline log
} Elasticsearch
} Kibana

} Basic Lab
} Web(nxlog)/FW log Parsing Lab
} Grok, Multiline Lab
} Flow Lab



} ELK
◦ Elasticsearch, Logstash, and Kibana
� Elasticsearch

� The Amazing Log Search Tool
� Logstash

� Routing Your Log Data
� Kibana

� Visualizing Your Log Data
◦ Real-time data and real-time analytics
◦ Scalable, high-availability, multi-tenant
◦ Full text search
◦ Document orientation
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} https://www.elastic.co/products/beats



} Download
◦ https://www.elastic.co/downloads/logstash

} Docoument
◦ https://www.elastic.co/guide/en/logstash/current/inde

x.html
} Execute(ubuntu)
◦ $sudo apt-get install default-jdk (Before Execute)

◦ $sudo apt-get install dpkg
◦ $dpkg –i logstash-5.x.x.deb
� /usr/share/logstash
� /etc/logstash
◦ $ cd /usr/share/logstash
◦ $ ./bin/logstash -e 'input { stdin { } } output { stdout {} }’

Agent

Conf

Worker



◦ $touch sample.conf
◦ $./bin/logstash –f sample.conf –w 2

  (conf. path)     (worker)

input {
stdin { }

}
output {

stdout {
codec => rubydebug

}
}

sample.conf

https://www.elastic.co/guide/en/logstash/current/running-logstash-command-line.html



https://www.elastic.co/guide/en/logstash/current/input-plugins.html
https://www.elastic.co/guide/en/logstash/current/output-plugins.html
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} Sample_Strc.conf
input {

file { 
path => "/tmp/access_log" 
start_position => beginning

}
}
filter  { 

grok { match => ["message” , "%{COMMONAPACHELOG}" ]
} 
date { match => [ "timestamp" , "dd/MMM/yyyy:HH:mm:ss Z" ] 
}

} 
output {

stdout {
codec => rubydebug
}

}

Input
Filter
Output

Codec



} Running

smyth-pc.moorecap.com - - [01/Jul/2017:00:01:24 -0400] "GET 
/history/apollo/apollo-spacecraft.txt HTTP/1.0" 200 2261

./bin/logstash –f Sample_Strc.conf



File

Netflow

Read  Log File

Netflow
v5,9
UDP

Port

TCP  1234 SSL

input {
file { 
path => "/log/access_log" 
start_position => beginning
sincedb_path => "/log/access_log_postision.db"
}

}

input {
syslog {
port => 514
}
tcp { 
port  => 1234
mode => "server"
ssl_enable => false
}

}

input {
udp { 
port  => 8888
codec => netflow
}

}

$nc 127.0.0.1 1234 < file.log

Default: 1s

stdin { } 



ElasticSearch

Stdout

output {
stdout { 
codec => rubydebug
worker => 2
}

}

output {
elasticsearch{
host => "localhost"
index => “sample"
index_type => “sample_event"
cluster => “sample"
protocol => "http"
workers => 1
}

}

Store Log File

output {
file { 
path => \log\sample.log
message_format => “%{message}”
}

}



} A. Input stdin/ output stdout
} B. Input file / output file
◦ 1. set “start_position”
◦ 2. set “sincedb_path”
◦ 3. set output file “path”

} C. Input file / output file
◦ 1. output file ( message field only )
� Hint: “message_format”

} D. Output to ElasticSearch



} In common use
◦ mutate
� The mutate filter allows you to do general mutations to 

fields. You can rename, remove, replace, and modify fields in 
your events.

◦ grep
� Useful for dropping events you don’t want to pass, or adding 

tags or fields to events that match.
◦ date
� parsing dates from fields "timestamp" , 

"dd/MMM/yyyy:HH:mm:ss Z“
◦ geoip
� adds information about geographical location of IP 

addresses
◦ grok
� parses arbitrary text and structure it.



filter {
mutate { 
convert => [“sample_field”,”float”]
}
mutate { 
gusb => [“sample_field”,”[#?$]”,”%”]
}
mutate{
split => [“field1”,”|”]
}
mutate {
merge => [“field1”,”field2”]
}

}

integer / float / string

Replace #,?,$ to %

a|ab|abc|abcd
To

“field”=> [
[0]a
[1]ab
[2]abc
[3]abcd

],

Field1 => a|ab|abc|abcd
Field2 => 123

To Field1 =>[0] a|ab|abc|abcd
[1] 123

[0]a
[1]ab
[2]abc
[3]abcd
[4]123



filter {
date {
match => [“LogTime", dd/MMM/yyyy:HH:mm:ss Z]
target => "@LogTime"
}

}

http://joda-time.sourceforge.net
/apidocs/org/joda/time/format/
DateTimeFormat.html



filter {
geoip {
source=> “SourceIP”
target => "geoip"
database =>"/opt/logstash/vendor/geoip/GeoLiteCity.dat"
add_field => [ "[geoip][coordinates]", "%{[geoip][longitude]}" ]
add_field => [ "[geoip][coordinates]", "%{[geoip][latitude]}"  ]

}

"geoip" => 
{
"ip" => "140.128.0.1",
"country_code2" => “TW",
"country_code3" => “TWN",
"country_name" => “Taiwan",
"continent_code" => “TW",
"region_name" => “29",
"city_name" => “Taipei",
"latitude" => 23.97387500000001,
"longitude" => 120.982024,
"timezone" => "Asia/Taipei",
"real_region_name" => “Taipei",
"location" => [

[0] 120.982024,
[1] 23.97387500000001

}



We Must to Know > 
} What is the “Regular expression”?

(REGEX)



} REGEX
◦ regular expression
� A sequence of characters that forms a search pattern, mainly 

for use in pattern matching with strings, or string matching, 
i.e. "find and replace"-like operations

◦ https://msdn.microsoft.com/zh-
tw/library/az24scfc.aspx#character_classes

} Learn
◦ https://www.elastic.co/guide/en/logstash/current/plugins-

filters-grok.html
} Debug
◦ https://github.com/elastic/logstash/tree/v1.4.2/patterns
◦ http://grokdebug.herokuapp.com/
◦ https://regex101.com/



filter {
grep {
match => ["message”,“keyword“]
}

}

Default: Drop Not Match

filter {
grok {
match => ["message" , “%{Field_Name:REGEX}“]
}

}

%{DATA:IP}\s.*?\[%{DATA:LogTime}]\s\"%{DATA:Action}\s%{DATA:URI}\s%{DA
TA:Protocol}\"\s%{DATA:Status}\s%{DATA:Size}\s\"%{DATA:URL}\"\s\"%{DATA:
Browser}\"

http://grokdebug.herokuapp.com/



} A. Parsing Firewall Sample log
◦ 1. Grep “VPN”
◦ 2. Grok VPN log “All fields”
◦ 3. Create log time date
◦ 4. Geoip SourceIP



} A. Parsing Firewall Sample log
◦ 1. Grep “VPN”

� grep { match => ["message",".*:VPN”] }
◦ 2. Grok VPN log “All fields”

� grok { match => 
["message","%{DATA:HOST}\:%{DATA:Fountion}\s%{DATA:LogTime}\s-
\s%{DATA:Sip}\:%{DATA:Sport}\s%{DATA:Dip}\:%{DATA:Dport}\s\(%{DAT
A:Protocol}\)\saction=%{DATA:Action}\sMessage:%{DATA:Message},\sus
ername\s%{DATA:UserName}\sRule\s%{GREEDYDATA:Rule}"] }

◦ 3. Create log time date
� Date { match => ["LogTime", "yyyy/dd/MM HH:mm:ss”] target => 

"@LogTime" }
◦ 4. Geoip SourceIP

� Geoip { source => "Sip" }



} Do you ever think….log like this:
2014-01-09 17:32:25,527 -0800 | ERROR | com.example.controller.ApiController - Request exception
javax.xml.ws.WebServiceException: Failed to access the WSDL at: 
https://api.example.com/DataServices/Data?WSDL. It failed with:

Connection reset.
at com.example.webservices.Data.<init>(Data.java:50)
at com.example.service.soap.DataService.submitRequest(DataService.groovy:28)
at com.example.service.request.RequestService.addRequest(RequestService.groovy:26)
at com.example.controller.ApiController.request(ApiController.groovy:692)
at grails.plugin.cache.web.filter.PageFragmentCachingFilter.doFilter(PageFragmentCachingFilter.java:200)
at grails.plugin.cache.web.filter.AbstractFilter.doFilter(AbstractFilter.java:63)
at org.apache.jk.server.JkCoyoteHandler.invoke(JkCoyoteHandler.java:190)
at org.apache.jk.common.HandlerRequest.invoke(HandlerRequest.java:311)
at org.apache.jk.common.ChannelSocket.invoke(ChannelSocket.java:776)
at org.apache.jk.common.ChannelSocket.processConnection(ChannelSocket.java:705)
at org.apache.jk.common.ChannelSocket$SocketConnection.runIt(ChannelSocket.java:898)

Caused by: java.net.SocketException: Connection reset
... 17 more



} After “Normal Parsing” like this…



filter {
multiline {

negate => "true”

what => "previous”

pattern => ”REGEX”
}

}

Default: false
Negate the regexp pattern
(if not matched, stop/normal conti.)

If the pattern matched, does 
event belong to the next or 
previous event?

pattern matched

next

previous

pattern matched

\d+-\d+-\d+\s\d+:\d+:\d+,
2014-01-09 17:32:25,527 -0800 | ERROR1 | com.example.controller.ApiController - Request exception
javax.xml.ws.WebServiceException: Failed to access the WSDL at: https://api.example.com/DataServices/
Data?WSDL. It failed with:

Connection reset.1
at com.example.webservices.Data.<init>(Data.java:50)
at com.example.service.soap.DataService.submitRequest(DataService.groovy:28)
at com.example.service.request.RequestService.addRequest(RequestService.groovy:26)
at com.example.controller.ApiController.request(ApiController.groovy:692)
at grails.plugin.cache.web.filter.PageFragmentCachingFilter.doFilter(PageFragmentCachingFilter.java:200)
at grails.plugin.cache.web.filter.AbstractFilter.doFilter(AbstractFilter.java:63)
at org.apache.jk.server.JkCoyoteHandler.invoke(JkCoyoteHandler.java:190)
at org.apache.jk.common.HandlerRequest.invoke(HandlerRequest.java:311)
at org.apache.jk.common.ChannelSocket.invoke(ChannelSocket.java:776)
at org.apache.jk.common.ChannelSocket.processConnection(ChannelSocket.java:705)
at org.apache.jk.common.ChannelSocket$SocketConnection.runIt(ChannelSocket.java:898)

Caused by: java.net.SocketException: Connection reset
... 17 more

position



} After multiline filter



} Use multiline of filter
◦ Grok => LogTime, Service (limit 1 grok)
◦ Create log time date



} Use multiline of filter
◦ multiline { negate => "true” pattern => 

"\d+\~\w+-devt\s” what => "previous” }
◦ Grok => LogTime, Service (limit 1 grok)
� grok { match => ["message","\d+\~\w+\-

\w+\s%{DATA:LogTime}\s.*?Service:\s%{DATA:Service}
\sUserId:”] }

◦ Create log time date
� date { match =>["LogTime", "yyyy-MM-

dd'T'HH:mm:ss.SSSZ"] target => "@LogTime” }



} Download
◦ https://www.elastic.co/downloads/elasticsearch

} Docoument
◦ https://www.elastic.co/guide/en/elasticsearch/refe

rence/current/index.html
} Execute(ubuntu)
◦ $dpkg –i elasticearch-5.x.x.deb
� /usr/share/elasticsearch
� /etc/elasticsearch

� elasticsearch.yml
� jvm.options
� log4j2.properties

◦ $./bin/elasticsearch
� localhost:9200



} elasticsearch.yml
◦ vi /etc/elasticsearch/elasticsearch.yml
� path.data
� path.logs
� http.port

} jvm.options
◦ vi /etc/elasticsearch/jvm.options
� heap_size

vi /etc/elasticsearch/jvm.options



} 啟動狀態
◦ curl –i –XGET ‘localhost:9200’

} 索引列表
◦ curl http://localhost:9200/_cat/indices?v

} 刪除索引
◦ curl -XDELETE http://localhost:9200/index.name



https://www.elastic.co/guide/en/elasticsearch/reference/current/docs.html



npm, nodejs, nodejs-legacy





} Download
◦ https://www.elastic.co/downloads/kibana

} Docoument
◦ https://www.elastic.co/guide/en/kibana/current/in

dex.html
} Execute(ubuntu)
◦ $dpkg –i kibana-5.x.x.deb
� /usr/share/kibana
� /etc/kibana

� kibana.yml
◦ $./bin/kibana

� localhost:5601



} kibana.yml
◦ server.host
◦ server.port
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Elasticsearch



} download packetbeat
} config packetbeat
◦ /etc/packetbeat/packetbeat.yml

} apt-get install libpcap-dev
} service packetbeat start





samyshen@iii.org.tw


