SSL & 7&

)’:H: |—,':3 v =1

i,

%f"f“



78 B Rad
90 DAYS



N\

& &g Hi5(90 days)

+ https://www.sslforfree.com/

+ Let's Encrypt
+ a free, automated, and open Certificate Authority.

- ; [ :
& - C & F2 | hitpswwwsslforfres.com w =} o

Lagin Meed Help? HEERES

SSL For Free

Free S5SL Certificates in Minutes

(M

Free Wildcard Certificates Now Supported

(] https wasastp Tre. edu bwd Create Free SSL Certificate



#1 A Domain Name

+ https://www.sslforfree.com/create?domains=www.
tplrc.edu.tw

€« > C | a#Es ||https:ﬁww.sslfmﬁee.mmfcreata?dumainmw.tplrc.edu.tw 2 &

i
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|:| 55 FOR FREE Login  Meed Help? | SR
Ht [ Google il

Free SSL Certificate Validation for "www.tp1rc.edu.tw”

(Add / Edit Damains | Regenerate Account)

“erify that you own the domain through yourweb server or if your domain is not yvet on a web server then verify it through the DNS. This
prevents other peaple from getting an 550 certificate for your domain. By continuing you agree to the Lets Encrypt service agreement. You
may need to whitelist B6.133.109.36 if your website is behind a fireweall. If you receive a 504 Gateway timeout and cannot connect
anymore then open another incognito/private browser or a different browser to connect again. If you have your own CSR use
manual verification and input it after generating domain verification files. If you use IS on Windows you may have to do additional steps.

Automatic FTP Verification | Manual Yerification | Manual Verification (DNS)

Enter FTF infarmation tao
automatically verify the domain

Llze this if you cannot wverify through a
web semwer ar cannot use port 80, You
will be adding a TAT record to your
OMS server.




Manually Verification

Manually Verify Domain (HT TP Server)

If you do not have your FTP information then follow the following steps to verify dormain ownership manually. The server will need to be on port
B0 f HTTP (or port 80 open and forwarding to 443 if HTTPS). If your web server is not listening on port 80 then you will need to temporarily
listen on port 80 or forward port 80 to the port for the web server.

1. Get domain werification files by clicking the button
bl o

2. Upload domain werification files to domain (Keed help?)
3. Download your free ssl certificate

Retry Manual Verification

Upload Verification Files

1. Download the following werification files by clicking on gach link below

1. Download File
1

2. Create a folder inyour dormain named " well-known" if it does not already exist. I you use Windows wou rmay hawe to add a dot at the end
of the folder narme in order to create a folder with & dot at the beginning.

3. Create another folder in vour domain under "well-known" named "acme-challenge" if it does not already exist
4 Upload the downloaded files to the "acme-challenge" folder
3. Werify successful upload by wvisiting the following links in your browser

1. http:Aanne £ 1 rc e du tw well-known/acme-
challengelISEIddY e Z1geg8xShiljEDPCEInYhyn_bnsDmghkhs




B =% verification file

+ Download verification file and Upload to web
Se rve r Remote site: | Aost/localbvwwitpnet! well-known/seme-challenge

-2 www
El avell-known
- 2 contactform

Filename =

|| MBEIdd¥eZ] qeqB S hlIEDPcEMnY homn_brBDimgkhd

+ Verify

+ http://www.tplrc.edu.tw/.well-known/acme-
challenge/JISEIddYcZ1qeq8XShllijEDPcEJNnYhyn_bn8DmgkhA

C | @ www.iplcedn tw well-knowm/acroechallenee/ T BEIdd Yo Z1geq BXShIT{EDPCEm Yhyn_bnEDrmekha

J1BEIddYcZlqeqBEShlIijEDPeEInYhyn bnsShmgkhl. 2i8CLp1W0nS5TECYLx 114887 YAQR UREI JrreYy K700
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FEENRER

(FhE@B FH sslforfree F21it)

[ | Have Wy Own C5R

+ g A email &S5 2HABEE

Certificate Successfully Generated

ﬁﬂ%

You can download the files by clicking download below or copy and paste the following into the appropriate inputs to install. S5L Certificates
axpire after 890 days s0 be sure to re-generate your 550 Certificate before then othenwise your website might stop working. If you use I5 and
need a PFX file then follow the instructions in the following link to convert the certificate and private key file into a PR file -
httpAstackoverflow comdad1 7284571 (Install openssl and run openss! phes? 2 -export -oulf ‘cerdificale_combined pf® -inkey “orivate. key™ -in
“certificate ot -cerifiie ca_bundie. crf in a command prompt with path set to location of downloaded cerdificate files or use
hittp s dwnny digicert com/util?). All werification folders, files, or TXT records can also be deleted if wou want as they are used only one time for
werification purposes.

(et Notified of Expiration
Create an account or login to get notified before wour cerificate expires and to manage all your certificates in one place.

Email:
Password:

(Forgot
Passwaord?)

Create Account
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Ceificate Files

Cerificate:

MIIGDTCCEPWgAwIBAYISA,/ 7TENTVzE0 P oAl KA+3r e JEMANGC S qGS Th3DQEBCwlA
ME ox CEAJEgNVEATTA LVTMEYwFATD V] QFEw 1 MZX0neyE FhnlyexEOMSMw I QYD V00D
ExpMexincyBFbulyexBOIEFldGhvyonl 03BN zbe Frlx 0DAOMz A TE OMThaFwlx
ODAIM kwMTE OMThalB sx GTAXE gNVEBANTEHAS dy 50cD Fy Tyl ZHudHcwggE iMAOG
CHqGEThIDQEBAQUALATEDwAwyERAGIBAQCE L1 8qe0De /TA/ACge 1L Y eOmayat+R
0ATQE/BEIUHHEZ cBLETHuiIG/B/eC83xFyTlalgS0iryZ SpePuwbdilUas A ixprwrckd]
4e 34 1vEVp 1 c8KL TAnnBHywI Vyily IvUA 5 £ /UcUB+0x W1 Z sUgofdA D56 580 2yEHWD
ZgTCkeigqyv /o2 JHFE+INLEEOwrkMHr OM] 3L Y2 Loul =) 9N GGAn 1 dHH /o ¥ 9 3o 8DM0
02PyTOe08kuleX 1 £APEz 1B E /0 HOTWOC yP QROvnUETO TP Ny I =T SEGB 3CtDZy

Private Key:

MIIEvAIEADANE glkohlkiGowiBAQEFAAS CBE Y wygSiAgEAL O TBAQCEC18gqedDc /YA,
ACgclsL7elmuya+ROATQE, /bEIUHHEBEcELZTNMIIG/E feC83xFyIalygs0iryZSpel
wEdiFT3S fixprcrMde 3A1vEVD Lo SEL TanuBHyw IV Ty Iy Ud s £ /U UB-+H0xTT1 25Ty
qgAGDWAESE02yERVD ZgICkeiqw /o2 JHFR+IMLEb OvrkMHr OMOsLYZ2Loul 20 0G5
1AHH/ 930 8DM002PyT0e8kulaX 1 £APEz1bE /O /e HOTWOCyP QR v UETIOTE
Ny I:0TwSEgE3CtD Zy/neREuialgqBx THELAEcRSdnPJiWIA3ek JAF2ZZ2CRIw] 8B4
SOZzESnFAGMEBALAR CygEAB t+A6+GEEal0cEGpeEhDa3ve+znqur CTI a3 ATV 50 TD T
A0Zh1 sudLcUFgHTCEeytdad s dobANEc P sNF /voFgc LiMegDh3EE YN7RO1ESkE
dtzs A tn9UTzYd 3uanF9tBEsTx A S/ 0HIZY ) 5 glk+TlucFz g /Y 1 LuEPhf 1 42 0kpWVa

CA Bundle (Contains Root And Intermediate Certificates):

B A R T e A i R A A Y e i e o e e WA o A ¥ R

A0H/BAquEgEE /wIBADANE gNVHOSEAL SEBAMCAY Y wEw Y IKwYEEQUHAQEEc2BxMD I
CCsGAQUFEzABhi Z0dHRw0lSvakNyZys0cnVedGlkLnS ) c3inallR 1bnRy A0 Lt
bTATEgyrEgEFEQcwhoVvalRichovL ZFucH AR 1bnRy SN0 LuNvb 39vb 2900y Sk
caRyb290Y 2 P4y Swl 2MwHuYDVROJBE qwFobllxKexpHsscfrb 4l AL /EFC FiRhw
VAVTDYVROGBE Qw3 zATEgZngQuBAgEwPuT LEvYEBAGC 3xMEAQEWMD AUE qyrBgEFEQCC
ARY1aMR0cDovLl 2NweySyb 290 LXK L 1 AN 1 butlwexBOLnSyZ = ASB gNVHRSENT A=
MDGylodthi codHRw0i8w Y3 slulkZWS0cnWzdC 5 b2 0vR FHNIUTE 9 PYENEWDHD 1
T3TsMBOGALUAD gQWEBES0Snp JBHIduubRObenRyE6] s0TANE gk ghk i GOwlBAQSF
AANCAQEASTPXEENIWDIAGEXTCVIH+AdlabcEilalcne 8Tk CILxWhoEE ik 3THRRHGI o
UMEVeGE19658TihRzZvoroedstioUgEBntzwiWodatg+VylephdEYpr A LukItx 5 /

Download All SSL Ce
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S TEERR

x FE4E RSA 2048bit, 3-DES fji%&& » PEM &=
Server Private Key

x ~# openssl| genrsa -des3 -out private.key 2048

« Enter PEM pass phrase: - ZEZ0[HEZ0E » EELE)
httpd $5%7 FH 2]

+ Verify password - Enter PEM pass phrase:

11



E FIRL SR A BB e A

+ ~$ openssl req -new -key private.key -out server.csr
+ Enter PEM pass phrase: - §gj A_ Private Key %5
x ﬁlﬁHJ/\;@ZZ{K 2t
Country Name (2 letter code) [GB]:TW
+ State or Province Name (full name) [Berkshire]:Taiwan

+x Locality Name (eg, city) [Newbury]:Taipei

+ Organization Name (eg, company) [My Company Ltd]:National Taiwan University
+ Organizational Unit Name (eg, section) [J:CCNET

+ Common Name (eg, your name or your server's hostname) [|:www.tplrc.edu.tw
+ Email Address []:davisyou@ntu.edu.tw

+ Please enter the following 'extra' attributes
+x to be sent with your certificate request

+ A challenge password []: E.$# Enter

+ An optional company name []: E% Enter

12
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CERTIFT

MITCSjCCACACADAWal«CzATE g VEAYTL 1R Swl
Q¥DVO0IDAZTVITL 3¥ A D= AN
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Certificate:

Certificate Files

MIIGCzCCEPOgAwIBAGT SAWTQYIEYFPO+TAch / TyzrdViMADGCSqGS Ih3DQEECWTA
NEoxCeaJBgNVEAYTALVTHRTwFAYD VIQFEwW L HEXIneyE FhullyexEOMSHIuI QYD Y000
ExpHMZxincyEFbullye*EOTIEFLdGhwenl 0e3BYNebde Fulx 0DAONe AT TANTE aFulx
ODaIM ) kwMTIANTE aME sx GCTAE gNVEANTEHA 3 dy S0cD Fy Yy 5 1 ZHdHewggE iMADG
C3gG3TbIDUEBANUAALTEDwATYUEFAOIEAQCH £+ LRI VE T 4y Ug+e+ WP LCQDAGT
falilduEfn7 /CEzRE4CEqb0MEdnl JRoUHOLO) Ve sny laWy tEAZZC 540p g3 2h3 S
h JuEoqd 7AcD / JU06EXbOIWI ) 9¥gcUFPIMEqY T e iTep ZILFEEckk FFIz805Ng 9T
0Z FARVavd I twlXdIcSgdh0x 2 /B iK1 du3wM /DGIh3oTWCp YO0PPrG50sty0ITRew
SXuHDE1 0germut RS Ze gk FINZwD dnUTh GHOS I 1 hnao 4312924 / 3EThECz 1ulTU7 740

T T 1 T DR e T2 0 TS0 WO N SRR T ST SV 1 W= SPHE - = WO B SUUNE A, - oA~ Y A
SSaE =

Private Key:

You provided wour own CSR which means the private key was probably generated when you got the C3E. We do not have
access to the priwvate key in this case to show it.

CA Bundle (Contains Root And Intermediate Certificates):

MITEkJCCAZquAwIBAGTQCYFEQAALVOFc2oLlheyCOANEgkqhk i GOw0BA]sFADL /
M50uwIg¥DVOOQFEx tEaldpdGFsIFp 22 ShdHVy Z5ETen Ve ACEDby 4 FeAVE gNVEAMT
DERTVCESbZ30IENEIFyzME LD TE ZMDMxNzE ZNDACNL oD T IxMDM<N=zE ZNDAON L owr
SIELMik GALIUEELMCYVIL F i AUE gNVEACTDUx 1 AC Az IEVUY 3T ScHOx I zAhE gVEANT
Ghx1dACAzIEVuY 3T 5cHOyW0iatdyaxREIFyzMIIE T ) ANE gk ghl 1 GO9w0EBAQEFAAQC
AQSAMITECURCANEANNIMSFrl LkeScl03g7 oYl gleUnGixhvb4l8XC3L7e430EF
qeneNIhT7LEqGiHCAPjdeTnd6dichp SgAL L 5Gan,/ POeGdxyGk01ZHP fuaZ aWas
SMx+ykl13EiSdRxtafcTnsHicAHTysebcFEs SKAT LB STatucwSb Ty al s JERKQDIZ0
ZEh/pEZaqdMnETEz S 16YEHy 9wel 1b2honzhT+rhoatw 3B rwvan2WFn3EKGE L spkENnA

T e LS e e BTTE 21 T AT AT O D T TT T e BT T 1 T e T e T T P BT i

Download All S5L Certificate Files
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Apache [51 K& 4% https

+ hetstat -Inp

[root@localhost ~]# netstat -lnp
Active Internet connections {(only servers)

Proto Recv-0) Send-{) Local Address Foreipgn Address State PID/Program name
top 0 0 0.0.0.0:22 0.0.0.0:% LISTEN 1026/sshd

top 0 0 127.0.0.1:25 0.0.0.0:% LISTEN 1234/master

tcph 0 0 :::80 coo¥ LISTEN 1411/httpd

tcph 0 0 :::22 DX LISTEN 1026/sshd

tcph 0 0 ::1:25 Dok LISTEN 1234/master

udp 0 0 0.0.0.0:68 0.0.0.0:% 841/dhclient

udp 0 0 0.0.0.0:37179 O.0.0.0:* 841 /dhclient

udpH 0 0 :::26364 Do 841/dhclient

Tawh 0 0 :::58 Dok 7 T20/NetworkManager

16



[Toct@localhest conf.d]# netstat -
Active Internet connecticns (only servers)

Apache ZZ< https

+ Z+55 Apache mod_ssl
+ yum install mod_ss|
+ systemctl restart httpd

Proto Recv-{) Send-{) Local Address Foreipgn Address State PID/Program name
tep G 0 0.0.0.0:22 0.0.0.0:* LISTEN 1026/sshd

tep 0 0 127.0.0.1:25 0.0.0.0:* LISTEN 1234 /master

tcph 0 0 :::80 Dok LISTEN 1513/ httpd

tcph 0 0 :::22 ¥ LISTEN 1026/ s5shd

tcpbH (3 0 ::1:25 o F LISTEN 1234 /master

toph ¥ Qoo .44s T LISTEN 1515/httpd |
udp 0 0 0.0.0.0:65 0.0.0.0:%* 841 /dhclient

udp 0 0 0.0.0.0:3717% 0.0.0.0:% 841 /dhclient
udpb 0 0 :::26369 L 841/dhclient
rawh 0 0 :::58 X 7 T20/NetworkManager

17



Apache SSL 5% E 15

+ CentOS

+ /etc/httpd/conf.d/ssl.conf
+ Ubuntu:

+ /etc/apache2/sites-enabled/default-ssl.conf

18
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Apache SSL 32 EfEA R

#  Server Certificate:

# Point SSLCertificateFile at a PEM enceded certificate. If

# the certificate i1s encrypted, then vou will be prompted for a
# pass phrase. Note that a kill -HUP will prompt again. A new
# certificate can be penerated using the senkevil) command.

SslCertificateFile fetc/pkiftls/certs/localhost.crt

#  Server Private Key:
If the key 15 not combined with the certificate, use this
directive to point at the key file. Keep in mind that 1f

you ve both a RSA and a DSA private key you can confipure
hoth in pq*r'n]].:~1 i:h—-. glen gl lom the pee ~f [I9A rip]ﬁprs, e’[c_:]

SLCertificatekeyFile fetc/pki/tls/private/localhost key

#
#
#
H#
5
#  Server Certificate Chain:

#  Point S5LCertificateChainFile at a file containing the

#  goncatenation of PEM encoded CA certificates which form the
# certificate chain for the server certificate. Alternatively
# the referenced file can be the same as SSLCertificateFile

#  when the CA certificates are directly appended to the server
# certificate for cenvinitence.

#SSLertificateChainFile Jfetc/pki/tls/certs/server-chain.crt

#
#
#
#
#

Certificate Anthority (CAY:

Set the CA certificate verificatien path where to find CA
certificates for client authentication or alternatively one
huege file containing all of them (file must be PEM encoded)

SeLCACertificateFile fetc/pkiftls/certs/ca-bundle.crt



£ Y Apache

+ CentOS 6

* service httpd restart

+ CentOS 7
+ systemctl restart httpd

+ Ubuntu
% service apache?2 restart

20



5 b B8 A 5 B 2
5B apache Fi AR, 2505

[root@davigvonce ~]# avstemct] start httpd
Enter 551 pasz phraze for davizsyvoucc.ntu.edu.tw:443 (R54)

reboot 7% apache FHify A ZX B4 LB E)

[root@davisyoucc " 1# systemctl status httpd
B httpd.service - The Apache HTTP Server
Loaded: loaded (-usr~-lib-zystemd-system-httpd.service: enabled: vendor preset: disabled)

Active: activating (start) since Wed 2ZH1B-B5-B2 HB9:55:54 C5T: Z26= ago

Docs: man:httpd(8)
man :apachect1(8)
Main PID: 911 (httpd)
CGroup: ~zystem.sliceshttpd.service

911 ~usr-sbinshttpd -DFOREGROUND
1181 -binssystemd-ask-password Enter 35L pass phrase for davisyoucc.ntu.eduo.tw:443 (...

il

FREyiE

Starting The fApache HTTP Serwer...

y B2 B9:55:54 davisyoucc.ntu.edu.tw systemdl[1]1:

21



5 B B B 58 2
+ FLRETE A 738
#

Pass Phrase Dialoe:
# Confipure the pass phrase pathering process.
# The filtering dialeg pregram (“builtin' 1s a internal
# terminal dialos) has to provide the pass phrase on stdong.

SsLPassPhraseDialos exec:/usr/libexec/httpd-ssl-pass-dialeoe

+ SSLPassPhraseDialog
« builtin - CentOS 6
x exec./usr/libexec/httpd-ssl-pass-dialog -- CentOS 7
+ exec:/root/apache_pass.sh - %1 5 Bfiig; A S
+ /root/apache_pass.sh A%
#!/bin/sh
echo “123456"

lml

22



=3 x B x|
—# | e | BE%E | 4 | emEn BRRE |
EBISE D)
g SHAEHN —F:J DET RootCA K3
o] Let=E t buthority 23
EES2HERABRAT e
« BRI
LI R (T P U -
BES- weaew Ap e ed b

SE®E:  Let:Encropt Authorite X3
R e L)

AWHIR 2018 4 27 A 2018 W 6

SRR (-
e B A e -
[ wamzEag |
FATHIEE R T AR

23



SSL Server Test

+ https://www.ssllabs.com/

@ QUCIW& SSL Labs Home  Projects  Qualys.com  Contact

You are here: Home = Projects = 551 Server Test = www tpirc edu tw

SSL Report: www.tp1rc.edu.tw (140.112.2.208)
Assessed on: Wed, 02 May 2018 03:16:51 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

Certificate
Protocol Support
Key Exchange

Cipher Strength

=
%]
=

P
[=]
(=)
[=]
[ue]
=
=
[==]
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SSL Server Test
disable SSLv3

Protocols

TLS 1.3 No
TL5 1.2 Yes
TLS 1.1 Yes
TLS 1.0 Yes
SSL3 INSECURE Yes
S5L2 No
For TLS 1.3 tests, we currently support draft version 18

* SSLProtocol all -SSLv2 -SSLv3

will be able to

Sulte:

iplete list.
‘44 RE3A:+HIGH: +MEDTIUM: + LOW




https in Wireshark

401 4 3.844441

128 172.16.6.2 64628 157.249.15.35 443 Vinware_06:53:db TCP 54 64628 » 443 [ACK] Seq=1 Ack

402 4 3.844754 72.16.0.2 157.240.15.35 443 Vmware_06:53:db  TLSvi.2 571 Client Hello I

442 43.973636 53 157.240.15.35 443 172.16.0.2 64628 Dell 8b:ab:dd TCP 60 443 » 64628 [ACK] Seq=1 Ack

‘ »
= Secure Sockets Layer

= TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.9 (@x@301)
Length: 512
[ = Handshake Protocol: Client Hello I
Handshake Type: Client Hello (1)
Length: 5¢8
Version: TLS 1.2 (@xe3@3)
# Random: a@c1af898e6698e0869e3efd22eefb7083ec39bcb55c3fle. ..
Session ID Length: 32
Session ID: 71€8b7f3195629e96dd69368cBcd2825a968b79067d188aa. . .
Cipher Suites Length: 28
#® Cipher Suites (14 suites)
Compression Methods Length: 1
#- Compression Methods (1 method)
Extensions Length: 407
# Extension: Reserved (GREASE) (len=9)
# Extension: renegotiation_info (len=1)
= Extension: server_name (len=21)
Type: server_name (@)
Length: 21
= Server Name Indication extension
Server Name list length: 19
Server Name Type: host_name (@)
Server Name length: 16
| Server Name: www.facebook.com |

PN
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