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Agenda

• Suricata 簡介及安裝

• ELK stack與Suricata整合之應用

• Suricata偵測規則運作及探討

• Suricata實例應用
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Suricata 簡介及安裝
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Suricata Introduction

• Network Intrusion Detection System (NIDS) engine

• Network Intrusion Prevention System (NIPS) engine

• Network Security Monitoring (NSM) engine

• Off line analysis of PCAP files

• Traffic recording using pcap logger

• Unix socket mode for automated PCAP file processing

• Advanced integration with Linux Netfilter firewalling

• Open Source: GPLv2 License
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NSM

• Network Security Monitoring

• Generate “alerts”

• Information events like HTTP, TLS, SSH

• Full Packet Capture
• Incident analysis
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Environment Setup

• Running OS
• Ubuntu 18.04.1 LTS (64bit version)

• Suricata Stable Version
• Newest version now: 4.0.5 
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Ubuntu install dependencies

• sudo apt-get install libpcre3 libpcre3-dbg libpcre3-dev build-
essential libpcap-dev libnet1-dev libyaml-0-2 libyaml-dev pkg-
config zlib1g zlib1g-dev libcap-ng-dev libcap-ng0 make 
libmagic-dev libjansson-dev libnss3-dev libgeoip-dev liblua5.1-
dev libhiredis-dev libevent-dev
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Suricata Installation

• sudo add-apt-repository ppa:oisf/suricata-stable

• sudo apt-get update

• sudo apt-get install suricata
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Suricata Version Check
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Suricata configuration setting overview

Inform Suricata about your network

Select the rules to enable or disable

Select outputs to enable

Configure common capture settings

App Layer Protocol Configuration

1

2

3

4

5
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Interface and Default file configuration

• Set interface to promiscuous mode 
• ifconfig <IFACE> promisc

• /etc/default/suricata
• change <IFACE> parameter

• eth0 to < your network interface name> (enp0s3)

• /etc/suricata/suricata.yml
• Change interface parameter below (default are all eth0)

• af-packet
• pcap
• pfring
• netmap
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Let’s start 

• Running Suricata
• sudo /etc/init.d/suricata start

• Running Status 
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Suricata Output Files (1/2)

• Default PATH
• /var/log/suricata

• fast.log
• Line based alerts log

• Alerts consisting of a single line
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Suricata Output Files (2/2)

• Suricata Eve (Extensible Event Format) JSON Output

• Filename: eve.json

• JSON output for alerts and events
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Looking at EVE.json

• Use standard UNIX tool
• Grep, awk, sed (not so efficient)

• Recommended Tool
• jq: tool dedicated to the transformation/parsing of a JSON entry

• Installation
• sudo apt-get install jq
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Lab1

• Beautify EVE.json format using jq utility
• tail -n 1 eve.json | jq '.’

• tail -n 1 eve.json | jq -c '.‘

• cat eve.json | jq 'select (.event_type == "http")’

• cat eve.json | jq 'select (.event_type == "ssh") | .ssh.client'

• jq .src_ip eve.json
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Eve JSON Format (1/3)
{

"timestamp": "2009-11-24T21:27:09.534255",

"event_type": "alert",

"src_ip": "192.168.2.7",

"src_port": 1041,

"dest_ip": "x.x.250.50",

"dest_port": 80,

"proto": "TCP",

"alert": {

"action": "allowed",

"gid": 1,

"signature_id" :2001999,

"rev": 9,

"signature": "ET MALWARE BTGrab.com Spyware Downloading Ads",

"category": "A Network Trojan was detected",

"severity": 1

}

}
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Eve JSON Format (2/3)

• Common Section

• Event types
• indicate the log type

• Alert

• HTTP

• DNS

• TLS

{"timestamp":"2009-11-

24T21:27:09.534255","event_type":"TYPE", ...tuple... ,"TYPE":{ ... type specific 

content ... }}
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Eve JSON Format (3/3)

• Event type: DNS

"dns": {

"type": "query",

"id": 16000,

"rrname": "twitter.com",

"rrtype":"A" 

}

"dns": {

"type": "answer",

"id":16000,

"rrname": "twitter.com",

"rrtype":"A",

"ttl":8,

"rdata": "199.16.156.6" 

}

“rrname”: Resource Record Name (e.g.: a domain name)

“rrtype”: Resource Record Type (e.g.: A, AAAA, NS, PTR)
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Alert Log Case Study
{

"timestamp": "2018-08-17T06:17:55.254631+0800",

"flow_id": 1882149025350136,

"in_iface": "ens2f1",

"event_type": "alert",

"vlan": 101,

"src_ip": "123.207.243.X",

"src_port": 59821,

"dest_ip": "163.28.X.X",

"dest_port": 445,

"proto": "TCP",

"alert": {

"action": "allowed",

"gid": 1,

"signature_id": 2024297,

"rev": 2,

"signature": "ET EXPLOIT ETERNALBLUE Exploit M2 MS17-010",

"category": "Attempted Administrator Privilege Gain",

"severity": 1

}, …

}
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ELK Stack與Suricata
整合之應用
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Suricata with ELK Stack Integration

• Suricata: 4.0.5 stable version

• Logstash: data pipeline

• Elasticsearch: database

• Kibana: Visualization and dashboards

eve.json index visualization

Alert messages

Ingest and transform

messages search Web dashborads
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ELK Stack

• Use the same version across the entire stack. 
• E.g., Elasticsearch 6.3.0, Kibana 6.3.0, and Logstash 6.3.0.

https://www.elastic.co/guide/en/elastic-stack/current/installing-elastic-stack.html#installing-elastic-stack23
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Install JAVA

• $ sudo apt-get install software-properties-common

• $ sudo add-apt-repository ppa:webupd8team/java 

• $ sudo apt-get update 

• $ sudo apt-get install oracle-java8-installer

• 在/etc/profile檔案加上環境變數
• export JAVA_HOME=/usr/lib/jvm/java-8-oracle 

• export JRE_HOME=/usr/lib/jvm/java-8-oracle/jre

• $ sudo apt-get install oracle-java8-set-default 
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Install JAVA (cont.)

• $ java -version (確認安裝結果)
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Elasticsearch Installation

• wget -qO - https://artifacts.elastic.co/GPG-KEY-elasticsearch | sudo
apt-key add -

• sudo apt-get install apt-transport-https

• echo "deb https://artifacts.elastic.co/packages/6.x/apt stable main" | 
sudo tee -a /etc/apt/sources.list.d/elastic-6.x.list

• sudo apt-get update && sudo apt-get install elasticsearch

• sudo /bin/systemctl daemon-reload

• sudo /bin/systemctl enable elasticsearch.service

• sudo systemctl start elasticsearch.service

https://www.elastic.co/guide/en/elasticsearch/reference/6.3/deb.html26
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Check Elasticsearch Status

Command line Web

• Check Elasticsearch version and status

• sudo apt-get install curl
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Configuring Elasticsearch

• elasticsearch.yml
• configuring Elasticsearch

• jvm.options
• configuring Elasticsearch JVM settings

• log4j2.properties
• configuring Elasticsearch logging
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Configuring Elasticsearch(cont.)
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Kibana Installation

• sudo apt-get update && sudo apt-get install kibana

• sudo /bin/systemctl daemon-reload

• sudo /bin/systemctl enable kibana.service

• sudo systemctl start kibana.service
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Check Kibana Status
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Configuring Kibana

• Config file: /etc/kibana/kibana.yaml

• Default run on
• http://127.0.0.1:5601
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Logstash Installation

• sudo apt-get update && sudo apt-get install logstash

• sudo /usr/share/logstash/bin/logstash -e 'input {stdin{}} output{ stdout{}}' --path.settings /etc/logstash
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Logstash integration with Suricata

eve.json

Consumes 

data

Modify 

data

Write 

data
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Logstash configuration(1/3)

input {

file {

path => ["/var/log/suricata/eve.json"]

sincedb_path => ["/var/lib/logstash/since.db"]

codec => json

type => "SuricataIDPS"

}

}
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Logstash configuration(2/3)
filter {

if [type] == "SuricataIDPS" {

date {

match => [ "timestamp", "ISO8601" ]

}

ruby {

code => "

if event.get('[event_type]') == 'fileinfo'

event.set('[fileinfo][type]', 

event.get('[fileinfo][magic]').to_s.split(',')[0])

end

"

}
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Logstash configuration(3/3)

output {

elasticsearch {

hosts => localhost

index => "logstash-%{+YYYY.MM.dd}" }

}
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Kibana Visualization
• Visualize

• Dashboard

• Index Management
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Lab2

• Kibana Visualizations
• Top 10 Alert Signature

• Top 10 source IP alerts

• Top 10 destination IP alerts

• Create a dashboard

• Dashboard/Visualization Import
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Elasticsearch query API (1/2)

• Syntax
• http://ipaddress:port/index_name/type_name/_search?q=

• Simple Query Example
• curl –XGET  ‘localhost:9200/logstash-2018-8-

31/type_name/_search?q=xss&pretty=true’ (index and type name)

• curl –XGET  ‘localhost:9200/logstash-2018-8-
31/_search?q=xss&pretty=true’ (index name)

• curl –XGET  ‘localhost:9200/_search?q=xss&pretty=true’ (Search all 
index)
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Elasticsearch query API (2/2)

• curl 'localhost:9200/_search?q=Cross*&pretty’
• Search query string
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KPPRC IDS Architecture
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Suricata偵測規則運作及探討
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Suricata Rules

• PATH: /etc/suricata/rules
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Rule management

• Escape character: ; and “
• msg:"Message with semicolon\;";

• 0x00 hex notation: |00|

• Character should use hex notation
• “ |22|

• ; |3B|

• : |3A|

• | |7C|

• content:“http|3A|//”
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Meta Keywords
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Keyword: msg

• msg(message) gives more information about the signature and 
the possible alert

• msg:"ET DOS Possible Cisco ASA 5500 Series Adaptive 
Security Appliance Remote SIP Inspection Device Reload 
Denial of Service Attempt";

• msg:"ET TOR Known Tor Exit Node Traffic group 6"
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Keyword: sid

• sid (signature id)
• gives every signature its own id

• Number
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Keyword: rev

• Rev(Revision): the version of the signature

• If a signature is modified, the number of rev will be incremented 
by the signature writers
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Keyword: classtype

• Gives information about the classification of rules and alerts

• It consists of a short name, short-description, and a priority
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Keyword: reference

• Reference:
• Information about the signature

• reference: url, www.info.nl

• 可參考 reference.config 檔案格式參考

CVE編號格式

reference.config
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Keyword: reference (cont.)

• 實例解析

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2017-12635

reference to
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Keyword: priority

• Range:1~255

• Most often used:1,2,3,4

• 數字愈低優先權愈高, Priority 1最高

• Signatures with a higher priority will be examined first

priority:1; 
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Keyword: metadata and target

• Metadata
• Ignored by suricata

• Compatible with signature language

• 實例

• Target
• specify which side of the alert is the target of the attack

• Format, target:[src_ip|dest_ip]

metadata:created_at 2014_02_18
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Rule Management
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Suricata-Update

• Use suricata-update command
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Suricata-Update (cont.)

• Install
• sudo apt install python-pip python-yaml

• sudo pip install --pre --upgrade suricata-update

• Update rules
• sudo suricata-update 

• Will merge all rules into /var/lib/suricata/rules/suricata.rules file

• Change configuration file as

…

default-rule-path: /usr/local/etc/suricata/rules

- suricata.rules

…

filename: suricata.yaml
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Suricata-Update (cont.)

• Check what rules is available
• suricata-update list-sources
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DVWA

• DVWA - Damn Vulnerable Web Application

• Vulnerability Target
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Lab3

• DVWA

• Suricata Rule to detect SQL injection
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Trouble Shooting
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Cerebro Plugin

• Open source elasticsearch web admin tool

• Github page
• https://github.com/lmenezes/cerebro

• Run bin/cerebro

• Access on http://localhost:9000
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Curl command

• Use curl command
• cat APIs

• curl localhost:9200/_cat/indices?v
• List all indexes

• curl localhost:9200/_cat/nodes?v
• Shows the cluster topology

• curl -X GET "localhost:9200/_cluster/health?pretty=true"
• Get cluster health

• Delete all index
• curl -XDELETE localhost:9200/_all
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Log files 

• Elasticsearch
• /var/log/elasticsearch

• Logstash
• /var/log/logstash/
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Reference

• https://github.com/OISF/suricata

• https://suricata.readthedocs.io/en/suricata-4.0.5/install.html

• https://media.readthedocs.org/pdf/suricata/latest/suricata.pdf
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