


Outline

mm =25TEA

s Elastic Stack/IPS syslog to ELK







SIEM (Security Information Event Management)
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Dashboards, Investigation, Reporting

SIEM

Event correlation, Alert, Notification, Rules
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CEF (Common Event Format)
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SIEM (Security Information Event Management)

: N

Dashboards, Investigation, Reporting
SIEM
= ‘ ‘ Event correlation, Alert, Notification, Rules
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InfoSec dev. Network dev Hosts dev.
Firewall, IPS, : Servers, Users,

IDS Router, Switch

clients







Elastic stack

> Elasticsearch
- ERREE - EEEHE

- RESTful AP B
» Logstash uypy -

= inputs — filters — outputs

= Parse

>~ Kibana Sta C k

- R21E
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IPS syslog to ELK

« IPS # il syslog = SIEM F&Hi] - REPTEE (collector) EHETEHZ1ERL -
= 3538 collector FEHFHEHN R Logstash |

- 358 Logstash 2 CEF codec E4EL ArcSight EXEITEUIE AT -

- Bx1& + #=# Elasticsearch ERERF -

—»q—» —»-—»
\ I




CEF plugin

Cef codec plugin

* Plugin version: v6.1.1
* Released on: 2020-04-09

* Changelog

For other versions, see the Versioned plugin docs.

If your input puts a delimiter between each CEF event, you'll want to set this to be that delimiter.

For example, with the TCP input, you probably want to put this:

ec => cef { delimiter => "\r\n" }

(10)
Ref : https://www.elastic.co/guide/en/logstash/current/plugins-codecs-cef.html '
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Kibanal&E
et SHER (RN - HEH=ZEHE)

SERVER-APACHE Apache Struts remote code execution attempt

SAL generic sql with comments injection attempt - GET parameter

SERVER-WEBAPP Drupal unsafe internal attribute remote code execution attempt SQL HTTP UR' bllnd injeCtiOn attempt MALWARE-CNC Win.BadeOOl‘.ChOppel‘ Web She” Connection

SERVER-WEBAPP Drupal 8 remote code execution attempt SQL 1 = 1 - pOSSIbIe Sql |nJeCt|0n attempt SERVER-OTHER Remote Desktop Protacol brute force attempt

SERVER-WEBAPP Joomla JDatabaseDriverMysqli unserialize code execution attempt

PUA-OTHER Cryptocurrency Miner outbound connection attempt Connector Raw Event Statistics

PUA-OTHER XMRig cryptocurrency mining peol connection attempt I N D I CATO R_SCAN SS H brute force |Ogln attem pt

OS-WINDOWS Microsoft Windows RDF MS_T120 channel bind attempt
SERVER-WEBAPP CCTV-DVR command injection attempt

SERVER-WEBAPP PHPUnit PHP remote code execution attempt

Intrusion event Top N - Count % 14: iﬁ\ g U %E %;:(E\

ASOC - Event Category

> @ web-application-att...
@ attempted-user

8
[}
@ trojan-activity 1
2
4

il <

per 60 minutes

©
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B ARE Y SHEHE

PUA-OTHER Cryptocurrency Miner outbound connection attempt

i il il

@



Kibanaf&&®RiR

ASOC - Source Addresses Top N

5}55}?\ |P 140112 149

140112 1232
140. .32 140.112 13
140112 115 140112 104
1400 133 140.112 140.1° -209
140112, 145
140.112. 140 140112 119 140112 65
140112 .11 140 208
140112 21

Source Addresses Top N - Count

49,978
w8 AAB L

2656 1408 1183 1258 1.904 2045

3100 2376 2248 2384
3,332

ASOC - Source Port Top 10

SR PORT

Source Port Top 10 - Count

ASOC - Destination Addresses Top N

78.47. 260
H#Z IP 78 .47. 157 132 101

. 149, 108
18592 23 78 46 58 19 e
w7846 60

159.6¢ 159
206 o7

Destination Addresses Top N - Count

ASOC - Destination Port Top 10

E*ﬁ% PORT 454 so 458 177

5,955 456 443 450453
¢ 080 459 3,333
452 451

5 ,566

Destination Port Top 10 - Count



Kibanal& 3

ASOC - Source Addresses Map

NORTH

AMERICA ECRQPE

AFRICA

SOUTH
AMERICA

ASIA

0o @

OCEANIA

Count

1-1,500.25
@ 1,500.25-2,999.5
® 2,999.5- 4,408.75
® 4,498.75- 5,998

& OpenStreetMap contributors, OpenMapTiles, MapTiler, Elastic Maps Service

ASOC - Destination Addresses Map

NORTH
AMERICA

SOUTH
AMERICA

EUROPE

AFRICA

OCEANIA

Count

1-6,510.25
@ 6,510.25 - 13,019.5
® 13,019.5- 19,528.75
@ 19,528.75 - 26,038

& OpenStreetMap contributors, OpenMapTiles, MapTiler, Elastic Maps Service

©



Kibanaf&&®RiR

MALWARE-CNC Unix.Trojan.Mirai variant post compromise fingerprinting .

glware sinkhole domain iugerfsodpSifjaposdijhgosunjfaewrwergwea.com - WannaCry
MALWARE-CNC DNS suspicious .bit dns query
MALWARE-CNC Torpig bot sinkhole server DNS lookup

IP1

IP2

IP3

IP4

IP5

IP6

IP7

IP8

IP9

PUA-OTHER Cryptocurrency Miner outbound connection attempt
PUA-OTHER XMRig cryptocurrency mining pool connection attempt

MALWARE-CNC Win.Backdoor.Chopper web shell connection

SERVER-APACHE Apache Struts remote code execution attempt

SERVER-APACHE Apache Struts remote code execution attempt - GET parameter
SERVER-WEBAPP Apache Struts remote code execution attempt

SERVER-WEBAPP Joomla JDatabaseDriverdMysqgli unserialize code execution attempt
SERVER-WEBAPP PHPUNit PHP remote code execution attempt

SERVER-WEBAPP Drupal 8 remote code execution attempt

SERVER-OTHER Remote Desktop Protocol brute force attempt
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- A ELKF ERIAPIHE REINEE

- [RERTE ElasticsearchE RBEFIMEN LR D HTRIE R -

- BRINBRENNBITERZEN - ETTESRIERDT -
- £/ Pythoni2 GBS EE S BECHIZ -




MAAPIGE SN ETN 0

« MIZR#23(1 (Elasticsearch-dump.py)

?Jﬂﬂ Elasticseach AP| - It B ZCEFERIPEBELEEZNRM ; 2RIFEIP - BEIPUASEHRA
_F‘q’_ o

« A3 Z 32 (Correlation-calculate.py)
HEEIVIFSIER - BEZIENSHZHEEZIPZRASTRE  BETSHHESE
;FZF'Eﬁ’I‘H 28142 (Pearson correlation coefficient)st& - WS L HBE GBI F R NERHEE

wRE Python script - EEAE

Elasticsearch Correlation
ELK "
mdl cumpoy Bl calculatepy [ BRI R

o



Dataset

Dataset
- IPS PERE7ZR Elasticsearch 2 CEF Hgf - ™ ° ' ° 5 2 0% o
BEEAHABTEE - 0 220 NaN NaN NaN NaN NaN NaN 20 NaN NaN
. o 1 1290 560 NaN 20 340 NaN NaN 70 2330 NaN
- RIRIP 1 4212 % - 2 NaN NaN 3790 40 NaN NaN NaN 10 NaN NaN
- E m 13180 % o 3 MNaN  NaN Nah o 30 NaN o NaN Nan 1.0 MaN  NaN
4 11970 1640 NaN 50 1440 NaN 40 300 50 NaN
- %ﬁﬁ”*@iﬁ 1127 - 5 NaN NaN 1490 10 NaN NaN NaN NaN NaN NaN
_ %éfEDataset 1| B 4= |pE13E Bl FE ME s e 6 NaN NaN 3530 NaN NaN NaN NaN NaN NaN NaN
IR ATERZIE - 7 NaN NaN 12400 20 NaN NaN NaN 10 NaN NaN
& NaN 20 NaN 30 30 NaN NaN 30 NaN NaN
9 NaN NaN NaN NaN NaN 1520 NaN NaN NaN NaN
10 10 NaN  NaN 20 NaN NaN 1230 10 10 NaN
1 NaN NaN 660 50 NaN NaN NaN 10 NaN NaN

A\



Evaluate

= Pearson correlation coefficient

(@ - D7) Ll - D -9)

1
rwy e e

(n —1)sys, n & )
JZN%—%VZXw—yP

o
¢]

=
-~

1=1 =1

X, Y : two columns (rules)

= X, Y : the event numbers at detinationAddressi, Vi1=1,---

= X,Y :sample means of x and y

" -1<r, <1

)

(



Result

|0.8

-0.4

-0.0

--0.4

|—0.8

name



Result

SERVER-WEBAPP Netgear

SERVER-WEBAPP Netgear

DGN1000 series routers DGN1000 series routers arbitrary 1
authentication bypass attempt command execution attempt
PUA-OTHER Cryptocurrency PUA-OTHER XMRig 0.99
: : cryptocurrency mining pool connection .
Miner outbound connection attempt
attempt
SERVER-WEBAPP Drupal 8 remote ., Sc RV ER-WEBAPP Drupal unsafe 0.93
) internal attribute remote code execution .
code execution attempt
attempt
SERVER-APACHE Apache Struts SERVER-WEBAPP Apache Struts 0.92
remote code execution attempt - GET . .
remote code execution attempt
parameter
SERVER-WEBAPP Apache Struts SERVER-APACHE Apache Struts 0.92

remote code execution attempt

remote code execution attempt







SHF71 1

- IZHEFR A

= #2181 (PUA-OTHER Cryptocurrency Miner outbound connection attempt)

Patterns

= #8J2 (PUA-OTHER XMRig cryptocurrency mining pool connection attempt)

Patterns

o

jsonrpc - login...5s -

XMRig - agent...Z -

M iireshark - Follow TCP Stream (tcp.stream eq 232) - request_1557277552

— O X

{"id":1,
NT 6.1)

'jsonrpc’

:"2.8", "method™ :

TBuv/ 1.

‘login”

||par‘am5|| :{llluginn . ||x||j ||p355|| . ||x||,

(5.8 gcc/8.1.8","algo [

Icr‘lllj ||cnjlrr_|||j “cnjl'rhfﬂl'.f“j ||cn.lll|-2||j “cr‘l_ll'rj_“

xtl","cn/msr”,"cn/xao”,"cn/rto”, "cn/rwz","cn/zls","cn/double™ ] }}

‘agent']:

'XMRig/

P.14.8 (Windows

,cn/o

§ )

cn/hal

_[_Iljllcr'l.lllf

©



SH7M 2.1

> Netgear DGN1000 & /@

- 3281 : (Netgear DGN & 555 12 % T la A2 All)
SERVER-WEBAPP Netgear DGN1000 series routers authentication bypass attempt

- #3812 : (Netgear DGN%L?‘_IE,’I?EV/)%/H?EEJ)
SERVER-WEBAPP Netgear DGN1000 series routers arbitrary command execution

attempt

- Exploit 7T :
M {Tsetup.cgi=I T - FRBGERBLIRG®RTS - BEeRBEETETRE  E2H

TERm= -

s



ST 2.2

« FRA - REREREENSKRTE ¢ currentsetting.htm

- ARA2 - MITERESFS

I Fsyscmd R £ nﬂlﬁﬂﬁbusyboxﬁ%

GET next_File=netgea r.cfe&todo

Connection: keep-alive
Accept-Encoding: gzip, deflate
Accept: /

User-Agent: Mozilla/5.8

F5y5cmd1cmdeu5ybuxacuPpath=f*curPentSEtting.htm

1l HTTP/1.1

o
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- EEAR N - AEEEHEAZEHELS - BZEER—ERERERIZELLS -
- BRER BB ENEE - RRNBHERCBERENE -
« 3K

« A RNN(LSTM)#FC Autoencoder 1#EEE T D HT2RHE -

- BAIFIA IPS Bintrusion event ERGETTAIIMRAFEA - EFKLELER ZRR(H © SH
SHIL XEFEH BHEBRE - EBEAL...FiR) -



Normal state

ASOC - Event Category (Bar)

trojan-activit
100 @ troj y
@ web-application-...
80
60

Count

40

20

| . [ ] B .- B || . ® attempted-admin
[ | EEelE . [ ]
B . - . | .- B . -- .l. . . @® misc-activity
@ /Agent/RawEvent...
@ attempted-user
=

@ attempted-recon
21:35 21:40 21:45 21:50 21:55 22:00 22:05 22:10 2245 22:20 22:25
deviceReceiptTime per minute

® suspicious-filena...



Anomaly state (B4 E85815)

ASOC - Event Category (Bar)

@ web-application-...

@ sttempted-admin

- @ trojan-activity
S 1000
S 1,000
=] @ attempted-user
O
500 misc-activity
. suspicious-filena...
0o e B [ - pr—— [ e T T— N e B o N — ¢ rr 1 1 " 5 18 M
. - B T - . i T ) - - - ® attempted-recon
23:05 23:10 23:15 23:20 23:25 23:30 23:35 23:40 23:45 23:50 23:55 00:00
deviceReceiptTime per minute @ policy-violation

(31)
N4



—1 a A

Anomaly state (FE'S R

ASOC - Event Category (Bar)

600 @ attempted-user
® web-application-...

400 @ trojan-activity

= @ misc-activity
I I I I ® attempted-admin
B =1 = @ /Agent/RawEvent...
, Illll | Illl-l EERE=EENEENNESE T III IIII IIII =1 1

@ policy-violation
09:05 09:10 09:15 09:20 09:25 09:30 09:35 09:40 09:45 09:50 09:55 10:00
deviceReceiptTime per minute ® suspicious-filena...

Count



Anomaly state (EEBIEE

ASOC - Event Category (Bar)

e . @ web-application-...
|| trojan-activit
150 [ | — -. @ troj ¥
attempted-admin
IS B B B B = r— mm B - B o P !
§ oo - | == BB == R - — @ misc-activity
50 B @ attempted-recon
I I @ suspicious-filena...
0 © attempted-user
10:05 10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45

deviceRecelptTime per minute @ policy-violation




Autoencoder

Compressed Data

F r
- .-":I 1 i -
r b s %
3
'\..\-\- ._.l
e A A
o .-":- I."\-\.\,_ ,.-L i,
._.-' B i
L - ’ ‘
A i,
i
Y r
. W o _
Original T 3 Learned
mushroom e ¥ representation
Encode Decode

{l

Ref : https://towardsdatascience.com/deep-autoencoders-using-tensorflow-c68f075fd1a3 @



Autoencoder

Encode

Compressed Data

Decode



Network graph _ autoencoder

>

- encoder



D,

L

——

9—’J>—>e

;
b

RNN works better for time seris prediction.

()
:
6

(b
:
b

>

b
:
b



Dataset

= Data (categoryf&E4g)
time not-suspicious unknown bad-unknown attempted-recon  cessful-recon-limil  successful-recon-largescale  attempted-dec

2019/1/1 01:00
2019/1/1 02:00
2019/1/1 03:00
2019/1/1 04:00
2019/1/1 05:00

2019711 06:00

2018/1/1 07:00
= Features (event category) , total : 38 .

['not-suspicious’, ‘'unknown’, ‘bad-unknown’, ‘attempted-recon’, 'successful-recon-limited’, 'successful-recon-
largescale’, 'attempted-dos’, 'successful-dos’, ‘attempted-user’, ‘'unsuccessful-user’, 'successful-user’, ‘attempted-
admin’, 'successful-admin’, 'rpc-portmap-decode’, ‘'shellcode-detect’, 'string-detect’, 'suspicious-filename-detect’,
'suspicious-login’, 'system-call-detect’, ‘tcp-connection’, 'trojan-activity’, ‘'unusual-client-port-connection’, 'network-
scan’, 'denial-of-service’, ‘'non-standard-protocol’, ‘protocol-command-decode’, ‘web-application-activity’, ‘web-
application-attack’, ‘'misc-activity’, ‘'misc-attack’, ‘icmp-event’, ‘inappropriate-content’, ‘policy-violation’, 'default-
login-attempt’, 'sdf’, 'malware-cnc’, ‘client-side-exploit’, ‘file-format’]



Training

= Epoch : 100

= Train loss average : 0.013...

= Training Data datetime range:
2019-01-01 0:00

to
2020-06-04 16:00

Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:

oY
59
9y
94
59
99
99
oY
9y
99
94
99
oY
59
59
94

I
|
I
I
|
I
I
I
I
|
I
I
I
|
|
I
i

train
train
train
train
train
train
train
train
train
train
train
train
train
train
train
train

loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;

EhTHEERT - 360.153073 &

0.0120
0.0130
0.0150
0.0132
0.0115
0.0136
0.0145
0.0115
0.0142
0.0126
0.0129
0.0140
0.01458
0.0132
0.0143
0.0132

©



Elasticsearch HZE

« #3&rollup index

Rollup Jobs

Q
ID Status
rollup_arcsight ® Started
rollup_arcsight2 ® [ndexing

Rows per page: 20

Index pattern

arcsight-*

arcsight-*

Rollup index

rollup_arcsight

rollup_arcsight2

Delay

1h

1h

Interval

30m

30m

Groups

Terms

Terms

- OJR3Raggregate FAFEMU - B A —{EFrindex (table) - #IRRAEH -

Create rollup job

Metrics

=



Elasticsearch Rollup

= rollup index - AAEERERN - REHEZEME - ofREFESRIAZER -

ASOC - Rollup - Event Category

250,000

200,000

150,000

100,000

Sum of deviceEventCategory.terms._count

50,000

2020-01-01 2020-02-01 2020-03-01 2020-04-01 2020-05-01 2020-06-01
@timestamp.date_histogram.timestamp per day

0

@ trojan-activity

@ web-application-a...
@ attempted-admin
@ misc-activity

© attempted-user

@ suspicious-filenam...
@ attempted-recon
® successful-recon-l...
@ policy-violation

© bad-unknown

® network-scan

@ suspicious-login

@ unknown

@ protocol-comman...
©® attempted-dos

@ misc-attack

@ tcp-connection

@ web-application-a...
® unsuccessful-user
@ denial-of-service
® C2-HTTP

® system-call-detect

A e sae LA aa

Rane”



Predict Workflow

Testing Data datetime range:

B i1Z:ERonline elasticsearch &} /&

2019/07/01 - Now

A

database

Elasticsearch

4

Python script

g Autoencoder _ predict -

Web

Kibana

Visualization

A

4




Demo-2

R 258 for IPS event

2020-05-20 08:00 ~ 2020-05-26 09:00

RBEFER(EF) : 10

Loss threshold : 0.05
2020-05-20 09:00:00 Link to kibana 0.0512
2020-05-20 10:00:00 Link to kibana 0.0530
2020-05-20 11:00:00 Link to kibana 0.0556
2020-05-20 12:00:00 Link to kibana 0.0525
2020-05-20 13:00:00 Link to kibana 0.0545
2020-05-20 14:00:00 Link to kibana 0.0533
2020-05-20 15:00:00 Link to kibana 0.0545
2020-05-20 16:00:00 Link to kibana 0.0584
2020-05-20 18:00:00 Link to kibana 0.0564
2020-05-20 19:00:00 Link to kibana 0.0533

©



Demo-4

ASOC - Event Category (Bar)

600 - . @ attempted-user
= — ® web-application-
. 400 —| o - o m - — @ trojan-activity
5 | = @® misc-activity
200 ol N i —I o i ® attempted-admin
- - =l | [TTre. L = B - EHeelll .. @ /Agent/RawEvent...
; lllll L B LEEE LR LR B L T T III Bisklls==l=A:05E o oo
09:05 09:10 09:15 09:20 09:25 09:30 09:35 09:40 09:45 09:50 09:55 10:00 potey

deviceReceiptTime per minute ® suspicious-filena...




Demo-5

ASOC - Event Category (Bar)

@ attempted-user
400

09:05

09:10 09:15 09:20 09:25 09:30

deviceReceiptTime per minute

Count

09:35 09:40 09:45 09:50 09:55



Demo-6

ASOC - Intrusion event Top N

SERVER-ORACLE Oracle WebLogic Server remote command execution attempt
FILE-OTHER Adobe Acrobat Pro TIFF embedded XPS file out of bounds read attempt
NETBIOS SMB NTLMSSP authentication brute force attempt

BROWSER-IE Microsoft Edge App-v vbs command attempt EXPLOIT-KIT Terror EK exe download attempt
SERVER-WEBAPP Joomla JDatabaseDriverMysqli unserialize code execution attempt

SERVER-OTHER Mikrotik RouterOS directory traversal attempt






TRAR B R B DE

- 5L — AR AR ETEE Deep learning Z T8 AILEER

> BTEAA

- 5 & Trainging Dataset & 1@ fields 7 ¥15
- BETES1E entries BY RMSE -

= RMSE :

1 “
WZ(y,-—yi)




RMSE

Histogram of RMSE

30 A

25 -

20 -

15 A

10 -

—— Histogram of RMSE

N

Ny

0.000 0.025 0.050 0.075 0.100 0.125 0.150 0.175 0.200

0.04545

0.04949

0.05757

0.07171

0.12626

80%

85%

90%

95%

99%

o



FTIERMSER I

R =458 for IPS event

2020-05-30 08:00 ~ 2020-06-11 20:00

TRl 75

REEER(EF) . 6

Loss threshold : 0.018

e T i o e

2020-06-09 21:00:00 Link to kibana 0.0349 0.1319
2020-06-09 19:00:00 Link to kibana 0.0326 0.1229
2020-06-09 10:00:00 Link to kibana 0.0261 0.0968
2020-06-09 07:00:00 Link to kibana 0.0255 0.0970
2020-06-09 04:00:00 Link to kibana 0.0244 0.0827
2020-06-09 08:00:00 Link to kibana 0.0186 0.0657

o



DEMO 2

ASOC - Event Category (Bar)

1,500 @ trojan-activity

@ web-application-...
1,000 @ attempted-admin
@ misc-activity
500 @ attempted-user
I @ network-scan
() - — — — N e e S e N e e S S s B e s e O s N S i s SN e S N || - -—

@ suspicious-filena...
21:05 21110 21115 21:20 21:25 21:30 21:35 21:40 21:45 21:50 21:55
deviceReceiptTime per minute

Count

® =attempted-recon




Conclusions

- FREHREREZEA ELK - - BBREZETEREL  RESRER - FTEE
EBEAWENR - 2B

- FFB Elasticsearch APl - BINEFIRHECS - FRRSGEE SRS -

. SHEI S YRR - - O] %8 A Threshold basedddERI A T -
- RESEEBTE S -

- DTSEH -

Feature Works

> FRETOIR I E R LA o - BAZE Mlogn L - 41 : netflow...5 -






What’s Colab

= Google MR EZETw Jupyter Notebook (https://colab.research.google.com)

E:I{FF Colaboratory

EE EE REEE & 3OEE T

+ EfE + ¥ 2 ERIIEETE

{12 Colaboratory ?

Colaboratory (B§7§ & "Colab , ) F3EfF{z B85S HE R #4F Python » ELEHT 18 -
. FUSEHEMRE
o &EHEE GPU

* FERAEH

FEawmirAEE  BFERERGE AIIRAS » Colab HaERIRHY TIEEFIHE - 538 E Colab MBI iR AR

- b
fREAERTERY R FRAFAR S 2 & A& Colab R AKHTE SRS » FIIEREEIIHITIEAE -
BRI - LIT 2RISR Python 5 i8R A SRR - METER - HEMEEEEH LT EERER

1 seconds_in_a_day = 24 * 60 * 60

2 seconds_in_a_day

86400

o



REEBERE (BAK)

= Colab BIZftGPU * TPUREEEFR -
- HRSAEBHE R R EMEEEEESWEENK

t
/

TE—AEE

all

B AZoDI—EER
« Colab EEERZEBITRELANESTES
= Colab Pro:

NG
EEIES
L Colab Pro

Hi# Colab {5 2 TfjAE

Ab AR SRR

BEN AR - FREDBETEEIAE

IEIFHE .

$9.99/H
HHAMENT R - BER B o HUH




Colab CPU VS. GPU

CPU

Epoch: 99 | train loss: 0.0147
Epoch: 99 | train loss: 0.0112
Epoch: 99 | train loss: 0.0121
Epoch: 99 | train loss: 0.0126
Epoch: 99 | train loss: 0.0147
Epoch: 99 | train loss: 0.0137
Epoch: 99 | train loss; 0.0137
Epoch: 99 | train loss: 0.0122
Epoch: 99 | train loss: 0.0131
Epoch: 99 | train loss; 0.0142
Epoch: 99 | train loss; 0.0140
Epoch: 99 | train loss; 0.0142
Epoch: 99 | train loss: 0.0115
Epoch: 99 | train loss; 0.0129
Epoch: 99 | train loss: 0.0151
Epoch: 99 | iraig loss; 0.0]40
BTERR - 5050658701 &

GPU

1812

Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:
Epoch:

yo
99
99
99
9y
yo
99
99
9y
4y
99
99
99
95
99
99

train
train
train
train
train
train
train
train
train
train
train
train
train
train
train
train

loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;
loss;

0.0136
0.0119

0.0131

0.0122

0.0145

0.0137
0.0138
0.0146
0.0126
0.0127
0.0136
0.0126

0.0131

0.0137
0.0132
0.0136

fuarflucalfl1bfp@thnn3 bfdist- pachc

e E—
EITHERRT - 277.567550 B

= 1

L

O J.

Wi




