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WannaCry's

EternalBlue
On Windows 10
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FERENMASMBY] 2R 7 2 EMHE - #8445 K 139.

{E#EEE: MS17-010 = EARISMBV1.

20175 6H HIREE I EPetya & Not Petya.

20174 6 A HIREEINESambaCry #t¥iLinuxZ#i(Server, NAS, loTERE).

2018F BEFA "XKEZE, ARKRAREMAER  SEZWNERFEBEREEZIKEL
2019FmAE S 2 4/Shodanfist - KB LEEREERAREFERME - 8E2HEB5E55.

ALL RIGHTS RESERVED. 2020



ElE S ABRAIRIE. .

98% of WannaCry Victims Running Windows 7
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Cyber Attack Lifecycle

Initial Initial Establish

Recon Compromise Foothold

Indentify exploitable Gain Initial access Strenghten position
vulnerabilities into target within target
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EE MR Windows, Linux, Mac, Solaris, BSD, UNIX...

E#R{E &4 VMware, Hyper-V, Xen, KVM, OpenStack...
EREIVEES MS Office, LibreOffice, PDF, Apache, Zoom, and more...
A8 B5 18 177 E SMB, DNS, SSL, RDP, SSH, and more...

B [E Oracle, MS SQL, MySQL, PostgreSQL, MongoDB...

IR EE Router, Switch, Printer, NAS, VPN, WiFi, and more...
BTN Firewall, IPS, UTM, AV, Spam, DDoS, APT, and more...
Hth B3 Cloud, Git, Container, and unknown...
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OPEN SOURCE SECURITY Average

a‘mount of
ANALYSIS 2016 REPORT coae in each

applicaticor.
Recenlt Black Duck On-Demand securily audils

of 200 commercial applications confirm the
importance of open source in application
development, and also highlight the persistent
challenges organizations face in effectively
securing and managing their open source.

of applhications
reviewed contained
KNnown open source
security vulnerabilities

On average 22 - 5 of the
the companies applications
were using 100% { {ei 1 Average number of iNncludeaed the

more open WA kKNnowr open source Heartbhleed

source than they security vulnerabilities vulnerability
originally believed in each application

Black Duck Software
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Jenkins MySQL GitLab OpenStack Magento
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Figure 3(b): Top 5 Projects by Total CVEs
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Check Point
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Vulnerability Scanning
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Penetration Testing
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5 Best Practices for Building an Effective Vulnerability Management

1 2 3 4 5

. i
Tt FT e =05% D= =
SCAN PLAN PRIORITIZE VALIDATE DEPLOY
Ferfarm weekly Develop and Make patches and lest and Apply validated
external and implement an fixes a high validate patches patches and
internal network  alert mitigation prionty and fixes before fixXes as s00n as
SCans plan deployment possible

BRI https://www.acacompliancegroup.com/blog/5-best-practices-building-effective-vulnerability-management-program
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Window of Vulnerability

The vendor Security tools are
eIy ¥ notifies its updated (IDS
vendc clients signatures, new
A security R . times) modules for VA
uinerabilty is P A .

RISK
LEVEL

—
[The patch is -
installed in
all systems ! i

affected
Finish ?

of

XX

RRSE ARIRH e DALRT

BRI https://www.owasp.org/index.php/Testing_Guide_Introduction
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