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BEiRAE

o HhRE

o SNMP

o Syslog
o Netflow
E'"‘E CEONY | BHEXGC Q¢ EB B W
o ﬁ% E Filter: snmp v | Expression..  Clear Apply W
[11} —J
No. Time Source Destination Protoct  Lengt Info
Y {l'.ﬁ Eq "fﬂ 5000 12 8105 10 1610153 SWHP 155 STApV2- trap 1.3.6.1.2.1.1.3.0 1.3.6.1.6.3.1.1.4.1.6 1.3
1492 10. mm 192, 168,10, 133 192.168.119.1 SNMP i) get-next-request 1 120122
o xﬁlj 1463 10, 154560 190, 168, 11,1 190 168, 10,133 SNMP 101 get-response 1.3.6.1.2.1.2.2.1.2.1 S
= 14904 10, 155106 192, 168, 10,133 192,168, 119.1 SNMP 87 get-next-request 1.3.6.1.2.1.2.2.1.2.1
I\ 40 14968 10, 180043 192,168, 119.1 192168, 10, 133 SNMP 94 get-response 1.3.6.1.2.1.2.2.1.2.2
[ % I:FI 7] ﬁf& **% 14969 10, 131107 190. 168, 10,133 190168, 119.1 SNMP &7 get-next-request 1.3.6.1.2.1.2.2.1.2.2
15008 10, 199731 192.168.119.1 192 168, 10,133 SNMP 105 get-response 1.3.6.1.2.1.2.2.1.2.3
o IJ\%IJ 15004 10, 1960913 192, 168, 10,133 192.168.119.1 SNMP 87 get-next-request 1.3.6.1.2.1.2.2.1.2.3
= 15007 10. 221539 192,168, 115.1 192168, 10, 133 SNMP 105 get-response 1.3.6.1.2.1.2.2.1.2.4
15008 10.221772 190, 168, 10,133 190.168.119.1 SNMP & get-next-request 1.3.6.1.2.1.2.2.1.2.4
15011 10, 235677 190,168, 118,110, 168, 10, 133 SNMP 105 get-response 1,3.6,1.2,1.2.2.1.2.5

P LUICINEL 11, JIL. UU,UL.Z7.GL./U.J1, USL, %L.JC.UL.CA.UJ.UJ
» Internet Protocol Version 4, Src: 192.168.10.133, Dst: 192.168.119.1
» User Datagram Protocol, Src Port: 40427, Dst Port: 161
v Gimple=botwork protocol
version: v2c (1)

commun1ty public

- get next-request
reaiest-id: 1333ARRA3
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ITU - business process framework
Fulfillment
Assurance

Billing
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Huge volume of data

@® v Last1hour Show dates
Overview Nodes Indices CCR
Status Nodes Indices Memory Total Shards Unassigned Shards Documents Data
©® Green 36 2175 331.7GB/753.9GB 60887 0 315,808,551,736 118.8 TB
Q Filter Nodes...
Name Status CPU Usage Load Average JVM Memory Disk Free Space Shards
£ node-W9 . o 25% max 0.24 max 0 43% max 5.1 TB max
192.168.50.179:9300 © Online 21 /0 T 1% min 0-24 0 min 42/0 T 40% min 51 TB T 5.1 TB min 3840
£ node-W8 . 0, 18% max 0.52 max o, 41% max 5.2 TB max
192.168.50.178:9300 © Online 1 6/0 T 11% min O 0 min 41 /0 T 37% min 52 TB T 5.2 TB min 3840
£ node-W7 . 0, 14% max 0.85 max 0, 27% max 5.1 TB max
192.168.50.177:9300 @ Online 1 1 /0 T 9% min 0'1 6 T 0 min 27/0 T 25% min 5 1 TB l 5.1 TB min 3840
£ node-W6 . ) 11% max 0.4 max 0, 66% max 5.1 TB max
192.168.50.173:9300 % Qriline 7% 5% min 0 T O'min 66% T 62% min °.1TB T 5.1 T8 min 3839
£ node-W5 . ) 9% max 1.12 max 0, 73% max 5.0 TB max
192.168.50.172:9300 © Online 3/0 2% min O~89 T 0 min 72/0 T 70% min 50 TB T 5.0 TB min 3840



Web
Portal

Apache
Redis
MySQL

ESXi Host A
512G RAM 48 cores

VMWARE PLAN

Netflow Syslog
receiver receiver
Redis Redis
ESXi Host B ESXi Host C
512G RAM 48 cores

512G RAM 48 cores

Shard
Disk
20TB



oS ieE lll]
2018-10-18 19:24:36 MifAEswitch {28:8 4+ 494.9Kb/s

— ¥ 833.7Rb/s
. ciseo 192.168.10.4
X search ip mac name ° Cisco9300-24T-E e
ERER 7 HHEB
¢ Pt @Hv) .
- 4 22 :
= Argy @)
A rx GV
PR 98Kb/s 2] # 7763Kbss *  659Kbs
D-Link ¥ 1462Kb/s « ¥ 16Mb/s i ¥ 225.6 Kb/
192.168.10.7 192.168.10.3 @50 192 168.10.2
FHIE (8145:0013) Ruckus CISCO 2960L-24TQ-LL
HHAEA BRRE
- £ o Q70 o
HE 3 . %J
b a4 -
" *  41Kbs * 1927Kbls =  mmmmmmme- - -Qbs
<1 % - ¥ 102.3Kb/s & ¥ 2233Kb/s } MicoTik ¥ T
T e €isce 192.168.141.130 192.168.125.78 ' i '
PO oy . CISCO 2960L-24TQ-LL ICX7150(844§:0009) : '
1
I8= BEHE 1
B - - ; s,
B e Q7 o 0¥ @] = 'eecccccceccaa-

< | m =




| |
|
E -
4 88Mbs 4 __0bls
i i ¥433.6 Kb/s s FTToNs
2001:b030:214:100::1 ' 19216812578 '
MT_IPv6(84§8:0001) - 15C !
#Es ! BEYE !
& ! &
— ot e R ”
<
1 47952 Kb/s
- ¥ 83Mb/s
192.168.10.4
Cisco9300-24T-E
HiEs
L]
[ 14 23
1 49 Kb/s #3352 Kb/s 24 #3.1Mb/s
(DLink ¥212.6 Rb/s DLink ¥782.1Rb/s = ¥ 33 Mb/s
192.168.10.7 192.168.10.2 192.168.10.3
5 (B15:0013) FAE-Office CIsCo
HHIBA HEE BiEA
Q o & =0 &
K3 22
10| * 537Kbis 1 4 65.3Kb/s
DLink ¥229.8 Rb/s Link DLink ¥2317 Kb/s
192.168.125.30 192.168.141.130 Unmanaged Switch
DGS-1210{814R:0015) D-link

BF@sFEREYE
0 & & L hd
* 517 Kb/Zs 24 4 51.7Kb/s
ZyXEL ¥227 7 Rbls (zyxEL ¥2277Rbis
192.168.135.98 | 192.168.135.99
Zyxel XG52210-28 Zyxel XG53700-24HP

o L &
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e algorithm

o EHAXN
o IREMISEE
o JEtree Z21E
e stacking,redundant...
e topology comparison
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HMRE
IP-MAC-Port $1fE& %

192.168.10.4

Information Port ‘ Vian | Traffic Client

BB [ Cisco ][ C2960S ][ 192.168.10.4 ]

Port 1 3 5
VLAN l l

default

Port 2 4 6

XFREunTag / Tag / Trunk

default
fddi-default
token-ring-default
fddinet-default
trnet-default
vlané
vlan7
default

vian16

10 12 14 1



IP-MAC

Switch

Broadcast
o ARP
o NDP

10.226.2.254

8 [ Dlink ][ DGS-3620-28TC ][ 10.226.2.254 |

Port 1

Client

Port 2

EBIE
Port_No
2_(1)
3_(1)
4_(1)
9_(1)
13_(1)
14_(1)
14_(2)

15_(1)

3

MAC

b827eb503f46

c412f5d8c841

c412f5d8c842

1c6654745cd

eca86bda798c

00155d02e00f

7824af8414d3

001cf0d138b7

7 9 1"

IP(IPv4/IPV6)

10.241.2.86

10.2563.2.1

10.233.2.111

163.20.120.88

fe80:0:0:0:bd7d:54f2:bd0c:4250

10.231.2.169

MAC Last Seen

2020-08-10 20:40:25

2020-08-10 20:40:25

2020-08-10 20:40:25

2020-08-10 20:35:26

2020-08-10 20:35:26

2020-08-10 20:40:25

2020-08-10 20:40:25

2020-08-10 20:35:26

19 21
trunk trunk
trunk trunk

20 22

IP Last Seen

2020-08-10 19:59:09

2020-08-10 19:59:09

2020-08-10 19:59:09

2020-08-10 19:59:15

2020-05-27 14:15:15

2020-08-10 19:59:09

23

24

25

trunk

trunk

26
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30 . . .
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< BRI - 10:45:23

fEFF IP B&E

Jan 01 03:00 06:00 09:00 12:00 15:00 18:00 21:00 Jan 02

o

WS L5k  SRERME P EEHREM -
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ARP ARPING 10.241.31.69

60 bytes from 98:ee:cb:b4:8c:a5
(10.241.31.69): index=0 time=8.589 msec

. 60 bytes from 00:c0:ee:86:65:45
e Listen (10.241.31.69): index=1 time=8.729 msec
e Query

o IP &R

e Buffer time, Time to Live

(2) ARP Reply (F2fY Ethernet firfiki2 "88AA4569")
A

(1) ARP Request (555 163.15.2.4 YRHY Ethernet fizhk ?)

Vv

Y A5 Y
= D]
= e,




NDP (Neighbor Discovery Protocol)

NDP 1 E & BICMPV6SERLLL T ThEE:
1.EIREMEERNEEERE - FRIEFAFZDHCP ServergiBe B 21E1F IP

O O O O

2. [fLHEERAT: IPEFERLMAC
3. #BE{E B #BIA SRR B E BEAERS (NUD, )
4. EEACHHER: i EIPEE S E A (DAD).

Router Solicitation (Type 133)
Hosts inquire with Router Solicitation messages
generate Router Advertisements immediately uj
Router Advertisement (Type 134)
Routers advertise their presence together with \
message.
Neighbor Solicitation (Type 135)
Neighbor solicitations are used by nodes to dett
cached link layer address.
Neighbor Advertisement (Type 136)
Neighbor advertisements are used by nodes to
Redirect (Type 137)



3 mac: 38f9d373afa6 x  + Add filter

mac._info_event-* 7 Aug 24, 2020 @ 05:39:56.290 - Aug 24, 2020 @ 10:39:56.290 —  Auto v
elected fields 2
_source 1.5
vailable fields & § 1
o
pular 0.5
type 0
06:00 06:30 07:00 07:30 08:00 08:30 09:00 09:30 10:00 10:30
_id timestamp_ms per 5 minutes
_index
Time _source
_score
v Aug 24, 2020 @ 16:20:07.418  pac: 38f9d373afa6 radar_mac: 0060eB6e67a0 location_last_seen_ms: Aug 24, 2020 @ 10:00:22.096
-type dhcp_fingerprint_last_seen_ms: Aug 24, 2020 @ ©9:54:22.762 final_hostname: MACBOOKPRO-AFA6
dhcp_fingerprint_last_see... final_ipv6_list: fe80:0:0:0:14b8:c36a:49b5:30a6 final_location_sw_port: 4 timestamp_ms: Aug 24, 2020 @ 10:20:07.410

type: snapshot final_location_sw_ip: 192.168.125.30 final_dhcp_fingerprint: 1,121,3,6,15,119,252,95,44,46
final_dhcp_fingerprint

ipv4_list_last_seen_ms: Aug 24, 2020 @ 10:17:10.469 final_ipv4_list: 192.168.3.11 final_location_sw_id: 170
final_hostname



Table JSON

t

(]

_id
_index
_score

_type

dhep_fingerprint_last_seen_ms

final_dhcp_fingerprint
final_hostname
final_ipv4_list
final_ipv6_list
final_location_sw_id
final_location_sw_ip
final_location_sw_port
hostname_last_seen_ms
ipv4_list_last_seen_ms
ipv6_list_last_seen_ms
location_last_seen_ms
mac

radar_mac

timestamp_ms

type

unit_id

mG5AHNQB6MEWgOIXUOXk

mac_info_event-2026.08.24

_doc

Aug 24, 2020 @ 09:54:22
1,121,3,6,15,119,252,95
MACBOOKPRO-AFA6

192.168.3.11

.762

44,46

feB80:0:0:0:14b8:c36a:49b5:30a6

170

192.168.125.30

4

Aug 24, 2020 @ 10:15:13
Aug 24, 2020 @ 10:15:13
Aug 24, 2020 @ 10:13:50

Aug 24, 2020 @ 10:00:22.

38f9d373afab

A 0060e06e67a0

Aug 24, 2020 @ 10:15:13
update_hostname_by_nbns

66

.022
.014
.143
096

.023



e % o8 122 5% {1

| 192.168.10.133:60080/control/#ajax/FindDevice.php w B ¢« 0 2 & N (.. Update

& EEEy

B BERE SHirlE |

OF v EREEES

RITESER

B4 : 2020-08-20 14:21:58 .

L3R : 2020-08-20 14:22:19 118.163.8.90/32 s

HES 21 {BE&ERH(Switch ~ Router » AP~ Server...) (@) —fR&f#(Host)

824 : 192.168.3.1-192.168.3.255

BIEE 225845 HMARMA | SNMP Community : |

Q | @WAMRFEN (® AL BiE
[:] IP 1 Location action

192.168.3.2 4@DGS-1210(814§:0015)

192.168.3.3 10@CRS125

192.168.3.5

192.168.3.7 A8:60:B6:30:A3:C2 Apple, 6@D-link-1006

192.168.3.8 CC:66:0A:C6:90:B5 4@DGS-1210(814%:0015)

00000
LELL:
i U E: I i I e R
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B 72 5% {15 8

HP LaserJet 3390
Heviett-

HP LaserJet 3390 192.168.0.107
Status

Device Status
Supplies Status
Device Configuration
Network Configuration
Print Info Pages

Event Log

Device Status
| oevicestatws |
Status: Ready Auto

19/06/18 13:33
T
i

Black Cartidge B | 5% Q599K s021




Speedtest

http://nts.tanet.edu.tw/nts/main/
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ERRTHE TANet @R EAERHR

IPfizdit
AR T ——
i e -

v

wiEA

5 [ wsmwH ]

AREE - PEEEIR
FFEFTE : A HTTP Method C of8 MRER - FRIERRA

HmAR10% E1 L Fs) ' BERBRTHRE
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mens: [ AR N TE | RE

BRI E 2HIP 101.11.9.197 » RIS St EEBLRIE T

THE =
0 0




Web based speedtest

/0O

470, 718
1
52 days,

al DISK READ : .00 B/s | Total DISK WRITE : 70.29 M/s
| Actual DISK WRITE: 70.87 M/s
D R WAD

DISK READ IRISK.WRTTE _SWARTN IO COMMAND |

chrome -no-sandbox [TaskSchedu

chrome -no-sandbox [TaskSchedu REARTE - BRR SR

chrome -no-sandbox [TaskSchedu JEESRE : 2020/08/18 18:10:37

[kworker/2:1] UFE - 20200818-181037-0338

chrome -no-sandbox [Chrome_IOT JMATSIE : BLHTTP Method GET @B A/ MERMIBHGTH TH/ LM SRER . FEAN
ST/ INR10M | RIBRPARRAYE WG BEMATISE (Mbps) , LUBRERTFIRE

=

rsyslogd -n [in:imjournal]
httpd -DFOREGROUND gaeikes N I =@ =53
pppd plugin pppol2tp.so pppol2
systemd --switched-root --syst
[kthreadd]
[ksoftirqd/@]
[kworker/@:0H] T
pppd plugin pppol2tp.so pppol2
[migration/@] 365.54 Mbps
[rcu_bh] 45%
[rcu_sched]
[watchdog/@]
[watchdog/1]
[migration/1]
[ksoftirqd/1]
chrome -no-sandbox [CrShutdown

% [lworker/1.oH

N
*

g§388888888888888888888

§888888888888888885

888888888888885
888888888888 888888888¢




R I FIF-EiRh | EORG-EGRG | ENRA-ANG

22, Bl =R AR M -

ey FITTESRGAIRER =

REmREAR R B8

AR EE - EREEE

FIEERERS © 2020/08/22 12:29:08

B FFe% © 20200822-122908-9070

HAFEFIE - BA HTTP Method HEAD E#EHIE 10 R » REIFERE(ms)I9ME  BLA HTTP Method GET
ERAEEAIVERGEE TH/ L6 ARER - ERNRARENR10% - BEEERA
HWMEREAFTIIE Mbps) - MEESRREIRE 2asin

HeRE: | mR R TE

AR At MRS EM - AR HIT XS
T#
© 982.49 Mbps

it

980.04 Mbps

FEERSRS 2.22 ms T&; 982.49 Mbps 15 980.04 Mbps



[root@10-133-radar beverage]# ./speedtest tanet 5
"DownloadSpeedAvg":"72.15Mbit", "UploadSpeedAvg":"86.36Mbit","ServerName":" & &

root@10-133-radar beveragel# ./speedtest _tanet 5 detail
{"DownloadSpeedAvg":"75.24Mbit","UploadSpeedAvg":"91.86Mbit","Download
s":[{"FullUrl":" ","LenBytes":1048576,"Ti
meMillis":245,"SpeedMbit":34.23},{"FullUrl|":"
""LenBytes":2097152,"TimeMillis":308,"SpeedMbit":54.47} {"FullUrl":"
""LenBytes":4194304,"TimeMillis":293,"Spee
dMbit":114.52},{"FullUrl":" ","LenBytes":8
388608, "TimeMillis":557,"SpeedMbit":120.48},{"FullUrl":"
""LenBytes":16777216,"TimeMillis":1554,"SpeedMbit":86.36
b {"FullUrl":" ","LenBytes":33554432,"Ti
meMillis":4260,"SpeedMbit":63.01},{"FullUrl":"
""LenBytes":67108864,"TimeMillis":6927,"SpeedMbit":77.5} {"FullUrl":"
""LenBytes":213,"TimeMillis":7,"Speed
Mbit":0.24},{"FullUrl":" ","LenBytes":21
3,"TimeMillis":7,"SpeedMbit":0.24}],"Uploads":[{"FullUrl":"
","LenBytes":
1048777,"TimeMillis":168,"SpeedMbit":49.94} {"FullUrl":"
""LenBytes":

2097353,"TimeMillis":250,"SpeedMbit":67.11},{"FullUrl":"


http://192.192.63.34/perl/NTS/bin1M.pl
http://192.192.63.34/perl/NTS/bin2M.pl
http://192.192.63.34/perl/NTS/bin2M.pl
http://192.192.63.34/perl/NTS/bin4M.pl
http://192.192.63.34/perl/NTS/bin4M.pl
http://192.192.63.34/perl/NTS/bin8M.pl
http://192.192.63.34/perl/NTS/bin16M.pl
http://192.192.63.34/perl/NTS/bin16M.pl
http://192.192.63.34/perl/NTS/bin32M.pl
http://192.192.63.34/perl/NTS/bin64M.pl
http://192.192.63.34/perl/NTS/bin64M.pl
http://192.192.63.34/perl/NTS/bin128M.pl
http://192.192.63.34/perl/NTS/bin128M.pl
http://192.192.63.34/perl/NTS/bin200M.pl
http://192.192.63.34/perl/NTS/upload.pl?sessId=e5cac86b1b2f40d72e36d5a2a4343490
http://192.192.63.34/perl/NTS/upload.pl?sessId=e5cac86b1b2f40d72e36d5a2a4343490
http://192.192.63.34/perl/NTS/upload.pl?sessId=e5cac86b1b2f40d72e36d5a2a4343490
http://192.192.63.34/perl/NTS/upload.pl?sessId=e5cac86b1b2f40d72e36d5a2a4343490
http://192.192.63.34/perl/NTS/upload.pl?sessId=e5cac86b1b2f40d72e36d5a2a4343490
http://192.192.63.34/perl/NTS/upload.pl?sessId=e5cac86b1b2f40d72e36d5a2a4343490

4+ =A
ipA nff

1. BENEHEE
& RALE
2. SNMP &£ 1%
3. EMBVBNRETE, IEMEME
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