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Mapping Security Protection Tools

Large volume network flood attacks

Network scan

Intrusion

Port scan
SYN flood attack

“‘Low & Slow” DoS attacks (e.g.Sockstress)

Application vulnerability, malware

High and slow Application DoS attacks

'/ DDoS Protection
Q Behavioral Analysis

¥ s

¢ [IP Reputation

Business
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DDoS Attack Vectors

Large volume “Low & Slow” DoS

network flood - attacks
attacks (e.g.Sockstress)

Internet Pipe (saturation) Firewall IPS/IDS Load Balancer (ADC) The server under attack SQL server
W DDosS Protection ¥ s
¥ Bchavioral Analysis ¢) IP Reputation

%&%“\ ’g’ Ref. Radware Training and Education



Firewall Policy
[P % EX

IP 3£ S h P PR
ACL w3 B~ 4
- Private IP Dest IP: reject all Permit Private IP
2 LH

Server Private I[P DestIP: v £ ¥ 80/443: permit all B*4x 8/ VPN
Farm + (Zero Trust) 22:SrcIP v % ¥
Public [P 3389:SrcIP v % ¥

229 8 Private [P reject all reject all Permit Private IP
I0T Kk %
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Firewall Policy vs. Router ACL

+ Session-based vs. Non Session-based
+ Stateful vs. Stateless

+ Session-based/Stateful
x 12 F 2B sk Sessions © £ X SYN Flood %
7
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Case1. & PC
FE R W v 2F Sre IP: 140.112.3.0/24
*+ Router ACL

Internet Router D

Gi0/9/1/7
¥ XA % Out & w PC
ipv4 access-list acl_out
permit ipv4 140.112.3.0 0.0.0.255 any
int Gio/9/1/7
ipv4 access-group acl_out egress
¥ 22X T e InP e
ipv4 access-list acl_in

permit ipv4 any 140.112.3.0 0.0.0.255
int Gio/9/1/7
ipv4 access-group acl_in ingress

B3 8



X Z A4 @ In/Out

* 3k T2 Out
x CHEQ Permlt Source IP: 140.112.3.0/24
« E R A R
e X T2 In %
« CHEPR O A R
+ N ¥ Permit Dest IP: 140.112.3.0/24
 Prii X T In+ Out ¥ 3k 2_
int Gio/9/1/7
ipv4 access-group acl_in ingress
ipv4 access-group acl_out egress
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Case1. & PC
b 4] % 2 2F Sre IP: 140.112.3.0/24

+ Firewall Policy
+ Allow Rules l‘*f‘”’ X T_Ail AP 422 3w (Initial
;:‘-F, oS
e

session) > ¥ — * % A T T_o
x £ ACL B3n 3k 2

Internet Firewall D

PC

Floating WA LAM

—_— SLEF Src IP: 140.112.3.0/24

Rules {Drag to Change Order)

States Protocel Source Alias details sn  Pert Gateway Queue Schedule Description  Actiens

* * *
v 0/0B IPvd ACL_1 Value nona T 000

140.112.3.0/24
Floating AN LAMN

— WNEh: £ETELE

Rules {Drag to Change Order)

States Protocel  Source Port Destination Part Gateway Queue Schedule  Descriptisn Actions
- N’



Case2. & PC

SR LR

+ Router ACL

+ Non Session-based & /% 3% Z_

%

Internet Router
Gi0/9/1/7
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Case2. & PC
OERCE IR T YRR D IRIESR

—

+ Firewall Policy
+ Allow Rules ¥ % 2

v

J‘L
session) ’* ¥ - % =

T_fe i A 42 > w (Initial
PR

Internet D
Floating AN LAM
= SNEFN: 2 ERTESR
Rules {Drag to Change Order)
States Protocol Source Port Destination  Port Gateway Queue Schedule Description  Actiens

Floating  WaN  LAN

- PIES: 2 ERBIR

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v 6/155MB * i i LAMN B0 * i Anti-Lockout Rula o ]
Addrass
% v 147450 1P * LAMN 22 = @ 22 none Default allow LAN to any rule if@@ N-I-U
GiB net o
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Firewall Logs Review

+ Deny Rules Logs

« TR ET

. 42 1%, M5 © Tt Deny R F % b .
+ Allow Rules Logs

x IPRAREL, ERFE, A # P EERF.
x 1B A T PR A T

« hEP B KT

« E MRS

« &% GEOIP i€ f7 Country&ASN & 11, #4452 Country & ASN
4 5| TR ETET A E 1S Mz AiFiF,

+ Review #773 Dest Port != 80, 443, 53 i :
x ¥& fe Snort/Layery 4~ %‘?

+ Dest Port 8o e 2t http protocol

+ Dest Port 443 e 2t https protocol

+ Dest Port 53 72 22 DNS protocol

%R\% o )\4, 13



Firewall Logs Review

+ Server farm i 4 & 7

« PHEPP i AR
+ Web Server: fif € ze4k2 T 30 5 & =t dc

« ¥ * Size & #F F ¢ A F &7 SQL Injection & try % £ 5<
¥

. P
* Y% Yo Y& %3 Window Update, Linux OS Update % % it
AT A e, 2 B Ld P Fha R

% @)\ ){ 14 NTU



# * Snort " B8 ¥
x g oh e

+ “75 Snort Rules » # w
+ I ¥t Reverse Shell i s
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x HPF 1538 AR IR
+ VPN i 4 5T 3
x B 84

* PR X

« O ¥ /PRFE 32

%R\% o )\4, 16



ﬁ?%i
el '

PEN



