davisyou@ntu.edu.tw

02-33665008
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Yersion

1507
1311

1607
1703
1709
1805
1809
1903
1909
2004
20H2

Codename Marketing name

Threshold 1

Threshold 2 Movemnber Update

M4,

Build

10240
10586

Redstone 1 Anniversary Update 14383

Redstone 2 Creators Update

12083

Redstone 3 Fall Creators Update | 16293

Redstone 4 April 2018 Update 17134
Fedstone & | October 2018 Update | 17763
19H1 May 2019 Update 18362
19H2 November 2019 Update | 18363
20H1 Way 2020 Update 19041
20H2 TEA, 19042
Dew Channel 20197
Legend:

V) | L SN IR |
't ‘:fv‘u}iﬁj\

Windows 10

Windows 10 versions

Support until (and support status by color)

Release date Home - Pro - Pro Education -
Pro for Workstaticns

Enterprise - Education

July 29,2015 May 9, 2017
Movernber 10, 20145 October 10, 2017
August 2, 2016 ASarl10,.2018 apnla.,.2003
Aprl g, 2017 Cictober 9, 2018 Dctober g, 2013
October 17, 2017 April 9, 2018 ]
April 30, 2018 movember 12, 2019 Mowvernber 10, 2020
o Mo 20 hay 11, 2021
December 8, 2020
Movermnber 12, 2019 May 11, 2021 May 10, 2022
May 27, 2020 December 14, 2021
TEA 18 months 30 months
PR, Folling Builds in Development

LTSE Mobile
|October 14, 2025 P4,
[iA January 9, 2018

|October 13, 2026 | October 9, 2018
June 11, 2019
[elf January 14, 2020
January 9, 2025

[iA P4,

TBA
P,

Qld version Qlder version, still maintained L atest version Preview wersion

+ https://en.wikipedia.org/wiki/Windows_io_version_history

%;@e; )g’



smb: msi7-o10/EternalBlue

+ https://docs.microsoft.com/en-us/security-
updates/securitybulletins/2017/ms17-010

+ CVE-2017-0143 ~ CVE-2017-0148

*ifindoues T

[Windowes 7 for 32-bit Systerns Service Pack 1
(httpeffcatalog.update microsoft.comfe 7 site
q=kbd012212) (4012212 Security Onlkyl1]

[Windowes 7 for 32-bit Systerns Service Pack 1
ihittpeffoatalog.update microsoft.corm A7 site
q=kb4012215) (012215 Manthly Rallupll]

[Wfindowes 7 forxBd-based Systerns Service Pa
ihttpe/foatalog.update microsoft.corm A7 site
q=kbd012212) (4012212 Security Onlyl1]

[Wiindowes 7 forxBd-based Systerns Service Pa
ihttpe/fcatalogupdate microsoft.com A7 site
q=kbd012215) (4012215) Manthly Rallupl1]

%;@e; %’

indows 10+

[Mindowes 10 for 32-bit Systerns]
(http:ffcataloguupdate. microsoft.comfe T sitedsearch.aspx?
q=kbao1ze0g(3] 012608

[Mindows 10 for x6d-based Systems]
(http:ffcatalog.update.microsoft.comfe 7 sitefsearch.aspx?
q=kba012608)(3] 14012608

[Miindowes 10Wersion 157171 for 32-bit Systerns]
thttp:ffcataloguupdate. microsoft.comfe T sitedsearch.aspx?
q=kba013195(3] 013198

[Mindowes 10Wersion 15711 for xB4-based Systerns]
(http:ffcatalog.update.microsoft.comfe T sitedsearch.aspx?
q=kba013195(3] Lo13199)

[Mindows 10Wersion 1607 for 32-bit Systerns]
(http:ffcatalog.update.microsoft.comfe 7 sitefsearch.aspx?
q=kba013429(3] (2013429

[Mindowes 10 Wersion 1607 forx8d-hased Systerms]
(http:ffcataloguupdate. microsoft.comfe T sitedsearch.aspx?
q=kba01342 93] 013429

Mulnerability title*™*

Wfindows SMB Remote Code
Execution Wulnerability

Windows SMEB Remote Cade
Execution Wulnerability

Windows SME Remote Code
Execution Wulnerahility

Windows SMEB Remote Code
Execution Wulherahility

Wfindows ShB Remote Code
Execution Wulnerability

FCWE number™

[CWE-2017-0143]

(httpefAnmnan, cve mitre.org e gi-

binfcvename.cgitharme=cve-
207-0143)

[CWE-2017-0144]

(httpe/ fasnan, cve mitre orgfogi-

binfovename.cgitharme=cve-
2017-0144)

[CWE-2017-0143]

(httpe S Anane, e rmitre arg o gi-

binfovenarme.cgitname=cve-
2017-0145)

[CWE-2017-0148]

(httpe S Ansn, e rmitre arg e gi-

binfcvename.cgithame=cwe-

2M17-0144)

[CWE-2017-0148]

(httpedfnsnan, cve mitre orgfogi-

hinfcvename.cgitharme=cve-
2N7-M4s

*Publicly disclosed*

Mo

Mo

Mo




Microsoft Security Response Center

=. Microsoft | MSRC  Report anissue.,  Customer guidance., Engage., ‘Whoweare,, Blogs., More,, Al Microsoft,, &2 Signin
https://portal.msrc.microsoft.com/en-us/security-guidance et St (gl
Security Update Guide

The Microsoft Security Response Center (MSRC) investigates all reports of security vulnerabilities affecting Microsoft produds and services, and provides the information here as part of the ongoing effort to help
you manage security risks and help keep your systerms protected.

Search by date range, product, severity, and impact; or zearch by KB or CWE number WI ndOWS ertl Ca

®  Fom = oym202  To izt 12/3172018 1 Product Categories ¥ Al Products ¥ 1 Severities ¥ Al lmpacts v
Search on CVE nurmber or KB Article ® 0 Showe | 20 % | ltems per page. [Total iterns: 742] [Page: 1/ 38]
HE Mi ft . . ) L .-';;_‘i\-.
[ ICroso MSRC  Report anissue.,  Customer guidance., Engage., Whoweare,, Elogs,, More, All Microsaft,, O Signin 1~y

United States (English)

Security Update Guide

The Microsoft Security Response Center (MSRC) investigates all reports of security vulnerahilities affecting Microsoft products and services, and provides the information here as part of the ongoing effort to help
you manage security risks and help keep your systemns protected.

Search by date range, product, severity, and impact; or search by KB or CVE number

@ From B 0yM2Me o = 12/31/2M3 1 Product Categories ¥ Al Products ¥ 1 Severities ¥ Al lmpacts v

Search an CVE number or KB Article x 0 Showe | 20 % | lterms per page. [Total iterns: 1469] [Page: 1/ 74)

Gl : NTU




Intel(R) Core(TM) i7-6700 CPU @ 3.40GHz 3.4

1CoF8B5A-42AE-4962-9A76-81B1FCE4D99D

oy

Windows Feature Experience Pack 120.2212.31.0

Q == BN
e : EEERE WINT0-VM
=EHEE pe S
GHz (2 EEE:R)
sl DZEmEERAM) 10068
£EERIE
> WEREE ESRRE 00378-40000-00001-AA240
EmER bd MITTIEES S » wod BEERR
S — FESEET TR T EEF RS ST 8 ATIEE
S3in S ML ERE
[ Fi|
g =1
Windows #5815
=] a
KR Windows 10 EE£5=5h
K HmRER [ 2004
=ZER 020757
[ o 0s 19041450
. s
e BEESLRLFBEE Windows ki
@ @ BEEAREERRFEL Microsoft RSS2

BB Microsoft ETESIS#EIEER



=W s W
T % 8 S AT
Windows
* = Aaa > &
¥ LR T_-> { 78 % 2
. RFECT BB LA
G == Windows Update
@ IR AR ARES
rFxEEEER  TH 1004

BREER

S Windows Update |
+ 2.Microsoft Baseline Security Analyzer (winio 7 & %)

BEHEE RN

+ 3.Windows Update offline scan file
(wsusscnz.cab) to Scan for Updates

Ho G



Microsoft Baseline Security Analyzer
Hedr 8 B % > A 37 B(winlo # % )

+ 4 Windows T % > e & (v % f sfed 6 © % Eihn
J,”ﬁ,;\)a:é’llvﬂtzg‘“ag_,ugn\@ # B 3ThE
Hotfix friz 47 & % o

* % * HFNetChk 1 & j\;gu‘%lj /ﬁ ‘UT\L—\:{ o i‘t}—i

A74h  HFNetChk {fﬁ 23‘\"‘5/ Microsoft # %7 { #7¢0¥
=

\

Llf ¥ 4ze3F 7 (XML) % 21 Hotfix T E K {7558
B i A
» B2 78 MBSA "% #2.3 482 71 7 Windows Server 2012 R2 §r

W1ndows81 m;» < > TP_”L’? SALRF > ¥R RE o
MBSA23 X5 { AT 2 2 X & Windows 10 fe
Wlndows Server 2016 °

+ https://docs.microsoft.com/zh-
tw/wmdows/securlty/threat protection/mbsa-removal-
and-guidance

% 9« ){ 9 NTU



Windows Update offline scan file

wsusscn2.cab

+ a cabinet file contains info about security-
related, but it doesn't contain the security
updates themselves.

+ For the computers that aren't connected to
the Internet can be scanned to see whether
these security-related updates are present
or required.

+ wsusscn2.cab Download:
+ http://go.microsoft.com/fwlink/p/?LinkID=746

%;@ - )\,‘, 10 NTU



Using WUA to Scan for Updates
Oftline with VBscript

+ Using WUA to Scan for Updates Offline

+ https://docs.microsoft.com/en-us/windows/win32/wua_sdk/using-wua-
to-scan-for-updates-offline

+ Copy & save to file mbsa.vbs
+ Modify wsusscn2.cab flle path

[UpdateSession = Creat u.ll ject( crosol date.Sessi1on")

[pddl\,%\,]\ndldnduu = CreateObject( erviceManager™)

[IpdateService = Update %Lnlu‘nldndubl %dd‘SLandLLdu\,‘Sbnlu,( [fline Sync Service",]"d susscn?2.cab”, 1)
UpdateSearcher = UpdateSession.CreateUpdateSearcher()

* i ‘:L,*g 5.“:7_ e

*+ wscript mbsa.Vbs

Sedrching for updates...

List of applicable iterns on the rachine when using wssuscan.cakb: =
E

EE

1= Microsoft Wisual ©++ 2008 Senvice Pack 1 oI B BT 2 MET (KE2555245)

% P ){ o TU




Using WUA to Scan for Updates
Oftline with PowerShell

+ Using WUA to Scan for Updates Offline with PowerShell

+ https://gallery.technet.microsoft.com/Using-WUA-to-Scan-for-
f7eseobe

+ Copy & save to file Scan-UpdatesOftline.ps1

+ Modify wsusscnz.cab file path

$UpdateSession = New-Object -ComObject Microsoft.Update.Session

$UpdateServiceManager = New-Object -ComObject Microsoft.Update.ServiceManager
$UpdateService = $UpdateServiceManager.AddScanPackageService("Offline Sync Service",| "d:\wsusscn2.cab, 1)
fUpdateSearcher = $UpdateSession.CreatelUpdateSearcher()

x ABRFR —f £ > B Fx Powershell 4 {7
* ./Scan- UpdatesOfﬂ1ne.ps1

V= fScan-UpdatesOffline.psl

f5448 - b

List of a

[ MlLIFI.:FliI‘ YVisual T4+ 2008
= iL-LIIl".« Tf]__qul‘r tr|1' ﬁ.{l




N

Bt A28 { AT T
Al A

7\

+ Java

+ https://www.java.com/en/download/

Download  Help

All Java Downloads J ava DDWH |Dad
If you want to download

Jawva for another computer
or Operating System, click Version 8 Update 241

LRl IEf Release date January 14, 2020
All Java Downloads

Download Java for your desktop computer now!

* AdObe Acrobat Reader Adobe Acrobat Reader DC

+ https://get.adobe.com/reader/

Version 2020.006.20034
System requirements

Your system:

%;%& ’»‘{’ 13 Windews 10, English
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B F2 58

AT T

Ny

N2

NEZ ,:,‘-F, N«c
N = «‘fa

2 F

N

A

T3 X AR A 4

+ wmic product get /format:csv > software.csv

Marne

Office 16 Click-to-Eun Extensibility Coraponent

Office 16 Click-+to-Faun Localization Component

Cifice 14 Click-to-Eun Licensing Cornponent

Microsoft Yisnal C4+4+ 2013 xB6 Miniranrm Fontime - 12.0.2100%
Iicrosoft ¥isual 4+ 2013 x84 Additional Eontime - 12.0.21005
Mlicrosoft Yisnal C44 2015 x64 Minimnm Eontime - 14.0.2421%
Java B Update 241

Microsoft ¥isnal 4+ 2013 x84 Additional Bontime - 12.0.21005
Adobe Eefresh Manaper

Adobe Acrobat Reader DT - Chinese Traditional

Mlicrosoft Yisnal C4++ 2013 x64 Minimnim Rontime - 12.0.2100%

Iicrosoft ¥isnal <4+ 2015 x84 Additional Eontime - 14.0.24215
Googple Update Helper
&4 Bit HP CI0 Components Installer
Microsoft ¥isnal 4+ Z008 Redistributable - x84 9021022
Ylylware Eemote Consale
Java Anto Updater

14

L

Yendor

Microsoft Corporation
Iicrosoft Corporation
Ilicrosoft Corporation
Micrasoft Corporation
Microsoft Corporation
Ilicrosoft Cotporation
Cracle Caorporation
Ilicrosoft Corporation

v

Ldobe Systerns Incorporated
Adobe Svsterns Incorporated

Ilicrosoft Corporation

Iicrosoft Corporation
Goople LLOC
Hewlett-Packard
Iicrosoft Corporation
Wlware

Cracle Carporation

v

YWersion

16,0, 103546,20004
16.0,10354,20004
146,0,103546,20004
12021008
12021005
14024215
B.0.2410.7
12021005

1.80
Z0.006,20034
12021005

14024215
1.3.35.441
16.2.1
90321022
Inc.
282417



+ Antivirus Version Check
+ Signature pattern update

+ Full Scan Frequency
+ at least half year.

* WiIllO

* RET-> L FATEX

){a Yol

EE

REEEENE

LS

P kiR RE

EREAEERES

=E==0E

SEVESEFERR

XEEREE

< HEERBHRETH
SR EERREFIE -

IREH: 2020/8/26 £ 01:38

e ER

> -> Windows % >4+ -> }}%
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+ TCPView v3.05

+ https://docs.microsoft.com/en-
us/sysinternals/downloads/tcpview

+ Options -> Resolve Addresses= Uncheck

+ & v Process= browser(ie,chrome,firefox) and
Remote port = 80/443

+ Remote Address <> 0.0.0.0/127.0.0.1 and State=
ESTABLISHED

+ Listen Port # =
+ Local Address = 0.0.0.0 and State= LISTENING

%{%& )g’ e



B R AR e R
e B B
+ Google Search

+ chrome port 5228

g TCPView - Sysinternals: www.sysinternals.com —
File Options Process ‘iew Help
|E A —

Process FIO Protocol  Local Address Loval Pot Femote Addwess » Remote Port State Sent Packets

winlC-ymn

P chromeere

%;%,\ L‘{’ 17 NTU



B R AL 1P
AR
+ Process Explorer

+ https://docs.microsoft.com/en-
us/sysinternals/downloads/process-explorer

IR AN U (T

x 23 K E WP
+ Option -> Verify Image Signatures
+ VirusTotal # >

+ Option -> VirusTotal.com -> Check VirusTotal.com

%{%& )g’ L3



T &AL 1P
7 AR
x #2378 {7 P 454 % (run in wrong folder)

x View -> Select Columns

Select Columns ? b
Process |/O Process Mermory Process GPU
Handle DLL MET Status Bar

Process Image

Process Performance

Select the columns that will appear on the Process view of

Process Explorer.

Process Name

PID [Process |dentifier)
[ User Mame
D escription
Compary Marme
Werified Signer
[]*ersion
Image Path
[ ]Image Type [B4 vs 32-bit)
[] Package Mame
[ Dl famareness
[] Protection
[ Cortrol Flow Guard

[ ] window Title
[ window Status
[] 5ezzion

[ ] Command Line
[] Camment

[ ] Autaztart Location
YiruzT otal
[]1DEP Status
[ Integrity Level
[ virtualized

[ ASLR Enabled
[ 1Ul Access

[ Enterprize Context

Process

= [5= wininit.exe
SIERT R R

Path

CaWindowa\Syatem 32 A wininit.exe
CAWindowshivaten M eervices ave

(=] gwchost exe
- [ gvchost.exe

CaWindows\System 32 evchost.exe
CaWindows\System3evchost.exe

B

C:\Windows\Setup Library\svchost.exe /service

19




B AR P
#7425 psinfo (4 *v)
+ PsTools v1.78 06/29/2016

+ https://docs.microsoft.com/en-
us/sysinternals/downloads/pstools
+ psinfo -h -s -d >info.log 2>NUL
+ -h  Show installed hotfixes.
+ -s  Show installed software.
+ -d  Show disk volume information.
+ pslist -t

+ -t Show process tree.

%;\% o )\4, 20



TR A2 R
% Ex s 48 3\

+* Autorun

+ https://docs.microsoft.com/en-
us/sysinternals/downloads/autoruns

+ Options -> Scan Options

Ho G

[]5can only per-user locations

‘Werify code signatures

Check YirusTotal.com

[ ] submit Unknown Images

21



+ Everything

T2 2554 R

B % Ex s A7 5\

=¥ Everything M_:!_:, Logaon EI Explorer @ Internet Explorer j Scheduled Tasks % Services M_%f-, Drivers |:| Codecs [T Boot Execute = ma
Autorun Entry Dreszcription Publizher Image Path Timmestamp
ﬂ' HELMAYSYSTE MACurrentCaontrolSetContralsS afeBoothaltemateS hel 201941247 FF 0515

BN cmd.exe Wwindows fi 5 BRIRIED, [Verfied) Microsoft Windows chwindowsheystern32hemd.exe  1986/6/8 T4 08:13

ﬂ' HELMYSOFTWARE \MicrosoftywWindowshCurrentersions B un
ﬂ Whiware Uzer Process
5| VMware VM3D Service Process
ﬂ’ HECLMNS OF Wit RE Sicrozoftbwfindows CurentyersiontFun
£J LNE
W PicPick Start
ﬂ’ HELMYWSOFTWARE YMicrosoft\Active Setupilnstalled Components
1_’1 Google Chrome
nda

Whdware Toole Core Service

LIME
FicPick

Google Chrome Ingtaller

Microsoft MET IE SECURITY ...

ﬂ HELMAWSOFTWARE YwomB4 32ModeMicrozofthdctive Setuphlnztalled Componentz

nda

ﬂ HELMYWSOFTWARE \Clazzez\ProtocolshFiltker
tent /sl

ﬂ HELMAMWSOFTWARE WClazzez\ProtocolshH andler
mzo-mingb-roaming. 16
mzo-minzh. 16
ozf-roaming. 16
osf 16

ﬂ’ HE.LMS oftwarehClaszesh " ShellE zA\Contexthd enuHandlers
7Zin

ﬂ’ HELMAS oftwarehClazzez\DrivebShellE «\ContexttdenuH andlers
Y DiskMenuHandlerEd

ﬂ’ HELMS oftwarehClazzez\Directoms ShellE <4Contexthd enuHandlers
7Zip

ﬂ’ HELMAS oftwarehClazzez\Directon ShellexhDraghopHandlers
7Zip

Fr -

Microsoft MET IE SECURITY ...

[Werified] Whware, Inc.
Werified] Whware, Inc.

[Werified] LIME Corporation
[Wenfied) MGEWIM Software Co.

[Wernfied] Google LLE
[Werified] Microgoft Corparation

[Werified] Microgoft Corparation

Microsoft Qffice =ML MIME Filter Merified) Microzoft Corporation

Microsaoft Qffice companent
Microsaft Office companent
Microsaoft Qffice companent
Microsaft Office component
7-Zip Shell E stenzion
Widware Workstation

7-Zip Shell Extenzion

7-Zip Shell Extenzion

[Werified] Microgoft Corparation
[Wernfied] Microsoft Corparation
[Werified] Microgoft Corparation
[Werified] Microsoft Corparation
[Mot Werified) |gor Pawviow
Werified] Whware, Inc.

[Mot Werified) |gor Pawlow

[Mot Werified) |gor Pawlow

22

o hprogram flessemwarewrme. .
o wmindowshapstem32hemadse. .

o husershuzersappdatatlocalil..
o \program fles [#26)4picpick!...

c:hprogram files [#86)googleh.e. ..
o wwindowshaystem 32t macarnie. .

o windowsheyswomB4smecar. .
o wprogram filessmicrozoft offic. .
o wprogram filessmicrozoft offic. .
c:wprogram filesmicrozoft offic.

o wprogram filessmicrozoft offic. .
c:wprogram filesmicrozoft offic.

c:hpragram files'7-ziph 7 -zip. dll

o hprogram files [#86)hwmwarg'. .

o hprogram filesh7-ziph 7 -zip.dll

o hprogram filesh7-ziph 7 -zip.dll

2020/8/13 L£-F 01:27
2019412/3 B4 09:01
2019410425 F4F 06:08
2020/6/16 _£4F 11:08
2020/8/3 F=F 1215
2020/6107F4F 11:48
2020/6/9 T=F 0B:14
2020/8/18 L4 06:35
2019410425 _E4F 11:45
2020/5/11 FF 01:28
2019410425 F4F 04:48
2020/6/11 F4F 01:13
20191141 £ 05:24
2020/6/11 F4F 01:13
20191141 L 05:27
2019114 Lo 0527
20194114 £ 0527
20194114 L£F 0527
2020/6127F4F 02:24
201942422 £-F 12:00
2020/7/14 £ 09:27
2020/6/8 T=F 0312
2020/6127F4F 02:24
2019/2/22 £-F 1200
2020/6127F4F 02:24
2019/2/22 £-F 1200
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Log Review (Windows)

+ Windows Events
+ event.code 4624
« TR = 2 a4
+ event.code 4625
x TR o E B O~
+ event.code 7045

x PRIZC S oA ko Be

%;%; )‘% &5



B R AL 1P
Log Review (Windows)
» X EHRARE
x B 45 ->Windows % %1 B > F 2 AR R
x B 45 -> 3 {7 eventvwr.msc
=l

BEF  BMEM  #REMN FEEH)
@@I -IIE o8

o SEtCin IS (o 4624 887,561 () HEE TR aiE
g E‘Tﬁ?ﬁ e—een i
?k—f % TR o Bit#&B- 7,501 4624
T 4624 54 AR I s 4| | & ARCRERTS
; jgg; @=EF  2020/826 T 014246  Microsoft Windows security auditing. s [ EuEms.
F 7045 (&n 2020/8/26 T 01:40:21 Microseft Windows security auditing. 4 EAETaE .
= ".Il‘u"indowsﬁﬂﬁ .:i:-ﬁ:ﬂ 2020/8/26 T 01:40:21 Microsoft Windows security auditing. 4 T REsTEI TR
= o R =R 2020/8/26 T 14017 Microseft Windows security auditing. 4 0 me
= =Tag ()=En 2020/8/26 T 014004 Microsaft Windows security auditing. 4
A (DEP  2020/8/26 TH 014004 Microsoft Windows security auditing. 4. B =4
< iiisiiiiiiiaininiiiiii a s || sETmEe R EEES..
Eit 4624 * Microsoft Windows security auditing. x BE ih B TR
o ER BT,
B Feran TEH LEEETHRR. .
~
IEEElEfI= . - iR
b
FCERAEE MY =M = B3
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Log Review (Windows)

B ERRR X

BREERE ML

DRLE: (6] Ffapsrs w
SHER  OmsEw Oesw [ XA=06
[ g2=m [ Eaho

@ {EALER0)  BHHDHBE: Eﬁﬁﬁ'p,ﬁﬁhmarded Evend -

Wi nd ows Eﬂﬁ.
O ERES  SHREEM: |:| e N

S e B R RITE: LEREa ' BB
BAILA TRESE o fAIN0 1,3,5-99 - TA(M)

4624 :|

T EFERIT: | 7

e R ) | =
RAEU: | <prAEmE- j
Eha |<EFEEEH§} :I

%;%a; %’ AR




2] SRS ()

v [ BT

T Fimemiser

T 4624

T 4625

T 4663

T T045

Windows 508
EREL R
i1 FI8

event.code 4624

B2

o OBt#E: 7,564

o )ll‘ﬁ'

P A
B N

E-1) = pa S R SHHERRE  TfEER
=R 2020/8/25 T4 04:25.00 Micrasoft \Windows security auditing. 4624 Logon
[OF-] 2020/8/25 T 04:20:07 Microsoft Windows security auditing. 4624 Logon
D=f 2020/8/25 T4 (4:20:07 Microsoft Windews security auditing. 4624 Logen
D= 2020/8/25 T4 420007 Micrasoft Windows security auditing. 4624 Logen
(R 202008/25 T (4:20:06 Micrasoft Windows security auditing 4624 | odon

i 4624 * Microsof t Windows security auditing.

FLER RS M) =Z=EM
Microsoft Windows security  Sa0ERODN

AR

= RERIB(E: 4624

B ERL): &HE

TERE W) A

TEFEO) &

REAFR H 25

—# EAEn
lﬁﬂﬁ:ﬁiﬂ:
T{raEEE: WIN10-VM
B e o 1401127717
AR i
SEERRERE

=N el Userd2
Bl idas: Negotiate
EEEAIARTS: -
HHEEE 8 (& NTLM):
TRER i

TEHEEIY): Logon
BAgETOO:  TSEEETY
= AN 0-4hA
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2020/8/25 T-5F (42007

e
4624

© HECHRENES.

v EvETaR.

EAETRA.

HEE FTEE T,

&

S
BETRATORASBES..
EHETRA.

ERETRA.

BN THER) SO BT,
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S 4624 » Microsoft Windows se...
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2] SRS (T
v [ B3R
T Himeglser
T 4624
F 4625
T 4663
T T045
!__ Windows 508
O ERRE RS
i FTH

event.code 4625

£48 SRR ®E

BERE  TIEEERI

3 45 05: Microsoft Windows se... Logon
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