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+ Windows 7 ~ Windows 8.1 ~ Windows 10 ~ Windows

Server 2008 R2 ~ Windows Server 2012 R2 ~ Windows
Server 2016 ~ RedHat Enterprise Linux 5

. HTE
+ Internet Explorer 8 ~ Internet Explorer 11 ~ Google
Chrome - Mozilla Firefox ~ Microsoft Edge

x il X AF

+ # X4 F% ~ Juniper Firewall ~ Fortinet Fortigate ~ Cisco
Firewall

x & 25N
+ Exchange Server 2013 ~ Microsoft IIS 8.5
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Group Policy

+ Group Policy provides centralized
management and configuration of operating
systems, applications, and users' settings in
an Active Directory environment.

+ A set of Group Policy configurations is called
a Group Policy Object (GPO).

+ A version of Group Policy called Local Group
Policy (LGPO or LocalGPO) allows Group
Policy Object management without Active
Directory on standalone computers

+ Ref. https://en.wikipedia.org/wiki/Group_Policy
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+ Group Policy Objects are processed in the following
order (from top to bottom)

+ Local - Any settings in the computer's local policy. Prior
to Windows Vista, there was only one local group policy
stored per computer. Windows Vista and later
Windows versions allow individual group policies per
user accounts.

+ Site - Any Group Policies associated with the Active
Directory site in which the computer resides. (An Active
Directory site is a logical grouping of computers,
intended to facilitate management of those computers
based on their physical proximity.) If multiple policies
are linked to a site, they are processed in the order set
by the administrator.
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+ Domain - Any Group Policies associated with the
Windows domain in which the computer resides. If
multiple policies are linked to a domain, they are
processed in the order set by the administrator.

+ Organizational Unit - Group policies assigned to
the Active Directory organizational unit (OU) in
which the computer or user are placed. (OUs are
logical units that help organizing and managing a
group of users, computers or other Active Directory
objects.) If multiple policies are linked to an OU,
they are processed in the order set by the
administrator.
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1. | Windowsl10 Account Settings « 9. 3454
2. | Windows10 Computer Settings. 291
3. | Windows10 User Settings. 12
4. | Windows10 Firewall Settings- 33.

o :



+ Windowsio Account Settings
AR RB AL AR B LE

Windows
10
Account
Settingse

% Yol

TW
CEB-01
-005-0
002«

P H
R\ &%
B Rl

GCB iT% % %
‘ /J‘ W

Windows 10

FERE

1 A 29 fRe

HESFTELH - TETUE
ASBR(RE) - ERETUER
EEES 1 £ 999 Rk BE;
HAFFRERE O ATREHELE
AEHB-wF T EEEEEH
BASE | A1 3] 999 R i+ 8
" ast AEE ) R 28
TEEERERM, A& -
o T EFEEEE AR T
0.8 TEESRERBR
TTLLA A 03] 908 R i s
o] B AR

R RBEEEREYEERE -

FerMEBERFERERES
30 £ 90 A F[ER - 4ot — R B
LEHBERAETEASRE
AR MBS ERYGHMERA
fE»

10

EHE L

VW indows #& &
pE el X g
th P AT S
FANESEREE
1 A B R

90 FEATF e

CCE-ID :
CCE-4353
540



GCB i® 3
Windows 10

/,
—u’aﬁ

/J: \\‘

2
\}

o

3¢ |Windows |TWG |WRPE | & FE |~ BRI ALER LR, | ElaX gEELU |CCEID:
10 CB-01 | B\ e& | & &~ M EET AR PELE - [ \Windows & | ke CCE-4167
Account | -005-0| & 8|« AR A SAS 1 3] 14 ElE ol | Eeaed s Q.2
Settingse | 003« ol WP R AN &%
EEABSS O MARRER | FAKNES
B "R
de | Windows |TWS |tRFPE |FTELE |"HBEH S EARTITETFT L | ERE ST ELH - CCE-ID :
10 CB-01 | ANGF4& | B Adlide | AESHREEL "Windows 3% & CCE-4287
Account | -005-0| BEle |HE Ko s BEE THEE] » B g 0 PRt A 2-2¢
Settingse | 004 BAETHENEE . Rl IR
REERAZIRA 22y || EREA
b v A3 AR {E LA e F A if’ﬁﬁ'}*ﬁ
ERE VS EE A -
- HAETHOEFTFATH M
(1 XLAT F AL B L)
(2)3 3 E F L@ 3 2
(310 s fn % 700 3] )
(FE 3 LR FE TR T
11 NTU

){; Yol




B i ‘w % %%
_. /J\ ‘,‘L)

Windows 10

5o

Windows
10
Account
Settings-

{p Yol

TWG
CB-01
-005-0
005-

&k P R
AN o
SRR«

7 FI AT
FHER
A S

LB BRARE AL ERCAE
FHumAr 0 SAEEREERS M
Bck— ¥ FHEE - b B
#0824 EEAH2 A

LB RATREAGKEEALD
XA BEREAERAEF
o LA e Pk

12

T B B
YWindows

B L

-0

e At

ik P R AN

E &

S RN B 3AT

%A 30k

3L E e
&) % #e

CCE-ID -
CCE-4213
6-2



/,
GCB iT% i %
/J\ \\U

Windows 10

+ Windowsio Computer Settings

1124 Windows | TWG | £t | &5 |Windows BB A TAFREEY | TR 900 Fo CCE-ID :
10 CB-01 |:EB'\EZ | A IR |AERAEH mAgisRERR ‘anndDWS'?ifE CCE-4384
Computer |-005-0 | % & | AE RS | M8 AEBBHRBSHTE |\ EoHuas 4-0¢
Settingse |112¢ | Ao MRFe |FAEEESHETHIMARA | AHRE ﬁ‘lﬁ%%&

B IB\E & 5
B T
B B ] R ] e

% @)\ ){ 13 NTU



GCB it %

—l'l’

/,
Y Y
A
/J\ \\

<
A}
v

Windows 10

+ Windowsio User Settings

=]

e

GPO-

TWG
CB-ID+

e

RAIRE
244

PR

GPO 3% & #54%

GCE

HE {8

15 3t

Windows
10 User
Settingse

3064

Ho G

TWG
CB-01
-005-0
306+«

B AAbe

BEREF
Rk K E-

- IB R R ERE

o RELH IR R R -

e RER B R E -

REERE E
mERFRYE E.

RET
FIRBEHER L S RFELE
e -
MEFA" & RMELERNTHE
ﬁﬁJﬂ*iﬁﬁﬁﬁﬁim
" s, - ARPBEEER
ﬁm%%ﬁ%ﬁﬁu
QEZBWER MG HE
FRARERNFRELIEY
d.+

: Foe
#HREFePIT - sbsh - bBR
EFER TEAL,) & "TE8EF
EH e v TERGHRE  H

ERERE %
BE B ANME
] &VE AL
A ERRE
%8

14

BrH -

CCE-ID © |
CCE-4283
6-7 ¢




GCB iTt% & %
Windows 10

BBt - AL EEEEER
Y EER.

o FARBALRR R R - IR

BEHRRRFER.

<
A}
v

3074 Windows
10 User
Settingse

Ho G

TWG
CB-01
-005-0
307«

B AL

KA 5 1%
REFF
#EE

B RARERTAFTENE

SEETE LEROERRE
% B

" R BB ERRIRE - AEE

FRRREF TR ESAE.

e RERLRERRE - &%

&&ﬁ%%ﬁ%ﬁﬁi LA

BHiEE o bR ELTER THA
by & T8 EHen T BE
RHEE Hiuzrwndy £

LERH  HMRAWR UL LEER
HEFEEFERE

15

ERERETR
8L B AN
F S VE ALY
LLE ST S
B EE

ELR

CCE-ID :
CCE-4386
3-0+




GCB iTt% & %
Windows 10

<
A}
vou

A BT EEMEE L

- B .%%;@Fﬁ%r%%ﬁﬁﬁ E |

FTUEEAFTELGBER
R K E T ESRHE

BAR THASRFELE B
% ﬁﬁi@r%%{%ﬁﬁﬁﬁﬁﬁJ
REHERF

HEr R HER "HrREg
FIRREE  WE.

Ho G

3084 Windows | TWG | BAfb.| SEF®E - BRI BT TEEARYE | #HF®E G| AH 90 |CCEID: |
10 User | CB-01 ¥EMFEe ELAAERAFMERRESR | REFERGE| P CCE-4315
Settingse | -005-0 % &z 4% A B gy ] &\ ALY 93,

308+ -ﬁv%t‘i LE - A ESM T | BRFREE
RELRY 1 P51 &S 86,400 75 | HH~
(324 SR e R R AT
EEFHEEERFT TG
AT IHE—RRT BB ER
16




GCB i —31' ,f‘: su
Windows 10

HER ¢

(1)RECHFER HABRET
(2)%‘5:?@3‘1'?& X B E.

B THEEEFHEE wEC
F B«

@) " FRFHRE EHITHELAE
REFBPmERe TEAL,
x TES RS T T RS
HEE HEFREEIFALRF
Wi ERAMRE S EFHE
#EEA
e R ARE B eERARS TE
AE R BT R e v E
FRERE HEFRALAFP®

FRAE G FEETR - TAIRME A LS

i

% ¥ »{ 17



GCB % » = &

2¥ 4 J
2L e B B o~ £ 5N

L]

%;% e tg 18



+ https://www.nccst.nat.gov.tw/GCBDownloa
dDetail?lang=zh&seq=1079

> BH » WHAREEE(GCE)

GCB M

£ MR HGPO

1. GCB-Windows7-gpaos.zip 2018/3/26
2. GCB-Windowsg . 1-gpos Zip 201871729

3. GCB-Windows10-gpos zip 2019/12/24

4. GCE-WindowsServer2008R25P1-gpos zip 2018/1/29
2. GCB-WindowsServerZ012E2-gpos zip 2019/12/24

B. GCB-‘WindowsServer2016-gpos Zip 2019/9/27
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+ LGPO v2.2
+ Microsoft Security Compliance Toolkit 1.0

+ https://www.microsoft.com/en-
us/download/details.aspx?id=55319

Microsoft Security Compliance Toolkit 1.0

important! Selecting a language below will dynamically change the complete page content to that language.
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Choose the download you want

|_| File Name

Sizga

|_| Windows 10 Version 2004 and Windows Server Wersion 2004 Security Baselinezip

EEE L~ Baseline

|:| LGPO.zZip 707 KB
|:| Microsoft Edge vB0.zip 158 KE
|:| Office365-ProPlus-Sept2019-FIMNAL Zip 530 KE
|:| PolicyAnalyzer.zip 16 ME
|:| Windows 10 Version 1507 Security Baseline zip and KE
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+ C:\GCB\backup\{EF1BEBB1-034D-4281-A07A-
CBFDED7918AC}\DomainSysvol\GPO\
+ \Machine\registry.pol — & p %
+ \User\ registry.pol — & p %

+ C:\GCB\backup \{EF1BEBB1-034D-4281-A07A-
CBFDED7918AC}\DomainSysvol\GPO\Machine\microsoft
\windows nt\

+ \Audit\audit.csv
+ \SecEdit\GptTmpl.inf
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+ LGPO /g \GCB-Windowsio-gpos
x+ R4 % »~ > Only AccountSettings

+ LGPO /g \GCB-Windowsio-gpos\WindowsioAccountSettings
+ 2 F % 2 gpupdate /force
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+ LGPO /g \GCB-Windowsio-
gpos\WindowsioAccountSettings

gl0iccountSettings
tility
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+ GptTmplinf
[Unicode]
Unicode=yes
[System Access]
MinimumPasswordAge =1
MaximumPasswordAge = 9o
MinimumPasswordLength = 8
PasswordComplexity = 1
PasswordHistorySize = 3
LockoutBadCount = 5
ResetLockoutCount = 15
LockoutDuration = 15
ClearTextPassword = o
[Version]
signature="$CHICAGOs"
Revision=1
[Registry Values]
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