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Membership Freelancer Small Business Corporate Enterprise
Price %49 (ane-time) £69/ month $359/ month $1099./ month Custarmn
Cuery credits (per month) 100G ile}eleie} 200,000 Unlimited Unlimited
Scan credits (per month) 100G 5120 55530 227880 Unlimited
Monitored IPs 16 5120 85536 3276880 Unlimited
Available search filters All except and [ReE All except and [EeEls All except All All
MNumber of users 1 1 1 1 Custom
Shodan Search pages 20 20 200 200 200
Shodan Manitar v v v v v
Shodan Trends v v v v v
Private firehose v v v v v
IP lookups v v v v v
Batch IP lookups v v
Bulk Data v
InternetDB v
Full firehase v
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Academic Upgrade

Shodan provides a free Membership upgrade for users that sign up with an academic email address (ex. ending in .edu , .ac.uk etc) The

academic membership includes the following:

Akility to monitor up to 16 IPs

100 guery credits per month

10 scan credits per month

Access to Shodan Maps and Shodan Images

yuln filter can ke used on the website
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@ General Information &% Open Ports

w3.nhrigovtw, nhriedutw 80 443 | 8080

/80 /TCP
Taiwan
Apache httpd
Taipei
135, Keyan Road, Zhunan Town,

Naticnal Health Research Institutes

AS18181
// 443 / TCE

Apache Tomcat/Coyote JSP engine

/\ Vulnerabilities

CVE-2015-0204 3.get_key_ex e funct t OpenSSL before 0.98zd, 100 bef




211 80T K

B3 Regular View w Dat: D History

552 Open Ports

g0 443 B080

>_ Raw Data Expand All Collapse All Copy to Clipboard

ares code @ null,
asn

city

country_code
country_name

data

B@s/tcpsApache httpd - [
443/tcps/apache Tomcat/Coyote JSP engine

8@8@/tcpshpache Tomcats/Coyvote 15P engine




2111 781K
— I I u (9 RegularView >_RawData D History

502 Open Ports

g0 443 8080

80/ tc 2023 -22-@3T22:55:35. 952558
P

hash:2C10470350  html_hash1993683155

2023-81-31T@3:43: 21.583066

hash:-756005584  html_hash1993683159




Filter Reference

General

all

asn

city
country
cpe
device
gen
has_ipve
has_screenshot
has_ssl
has_wuln
hash

hosthame

ip

Filter

HTTP

http.component

http component_categony
htt favicon hash
httpheaders_hash
http.html

http.html_hash

http robots_hash
httz.securitytt

hittp status

http title

httpowar

Bitcoin
bitcain.p
bitcainip_count
bitcain port

Eitcoinwversion

EXAMPLES

SSL

ssl

sslalpn

sslcertalg

szl cert expired
ssleert extension
sslcertfingergrint
sslcertissuercn
sslcert pukkeyzits
sslcert pukbkeytype
sslcert serial
sslcert sulzject.on
ssl.chain_cournt

szl cipher kits

s=l ciphername

sl cipherversion
ssljads

ssljarm

szlversion
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ip:”"140.112.0.0/16”

* Port
port:”22,443”

SRR |
device:”printer” (EX : wireless router ~ webcam)
product:"ASUS” (EX : apache -~ cisco)

vender:"ASUS”  (EX : Aruba -~ HP)
1’5%/% S

"windows”  (EX : linux ~ ubuntu ~ qts ~ sysnology)

y E” S IASEES

org:”Ministry of Education Computer Center”

* ISP
isp:”National Health Research Institutes”
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Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerahilites using
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o ; % o)
80 112 » o

443 98
Tatwan, Taipei

161 7 t tRl; ¢
ENEN

8080 |
8443 i
135, Keyan Road, Zhunan Town, 236
National Health Research Institutes 6
Apache httpd 15
Microsoft IIS httpd 25
BiglP 17 ) SSL Certificate
Apache Tomcat b :
Apache Tomcat/Coyote JSP engine b
*" Tatwan, Taipel
starttis
Windows 30
Linux 1
Ubuntu 1

National Health Research
SR ol s D211 A0 O 4T 4



Organization /\ Vulnerabilities

135, Keyan Road, Zhunan Towmn, FREAK

National Health Research Institutes Logjam

2 Products © Tags {} Operating Systems
Apache httpd self-signed Windows
Microsoft IS hitpd starttls Linip:

Biglp Ubuntu

Apache Tomecat Windows {Build 10.0.17763)

Apache Tomcat /Coyote JSP engine

& HTTRP INSIGHTS

Website Titles Web Technologies ProtocolVersions

301 Moved Permanently Ouery http /1.0

Not Found Bootstrap https1.1
M EED PHP
403 - Forbidden: Access is denied. My SGL

403 Forbidden WordPress
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{fip™: ; Tport': , "transport®™: "cop®, Mversion®™: "5.0 PEIX[1Z.1]1", "location®™: {Mocicy": "Taipei®, "region code®: M0
foountry nsme: "Taiwvan™), "product™: "Opens3HT, "hash': , Mtimestamp™: "T2023-04-11T0O3:35:40.516564", "hostnames": [
b 0o :7Vhide:dl:Sdiadids:£7:70:45:20:458thh:£2: 517, "mac™: "hmac-shai-256", "cipher™: "aezliS-ctr®™, "key™:
MAAAARINzaC 1y ZEALARDAQARAR ARgOCdwr IPG 6Py ISOHS hasa loR2 ?TpCE Voo vyDECohbhWFpEde 3 nEvHwkpbhyo J+LGRh1g0Bebh,/Dil3 A 1sL+yviMbtogyxEi=ssg9MS &
+TIWsT nNTEZ ZONefrutGaqz oaV+HV3 19f 52 kiceJdegUe v BESC L IO APA+1E3x0e0kEiXj8Dso6scsKP a0 nGHILEf Taroh CdwAMVaeeN e DongdusM1VITFe MJefgMO 1
KMECAVS/ go0+53% nFmIF I 103U T f0Ewvd7rwF/ Bwbh L Tas KigqysyasD P 29 2e POC2 SpyvESFCgyo 2 gR1ME i Tpah3 QT8 nnoLgR IginWs=4n", "kex™: {"languages
"ecdsa-shaz-nistpZ 56", "ash-edi55197], "encryption algorithmst: ["aeslid-gomlopenssh. com™, MasesZS6-gomidopenssh. com™, "chachaz0-p
"kex algorithms"™: ["curwveZ5519-shaz56d libhash.org™, "ecdh-shaZ-niscpsz1™, Mecdh-shaZ-nistpigd™, "ecdh-shaZ-nistpz5e™, "diffie-he
"zlikhfAopenssh.comw™] , Moac algorithms": [Mlwac-shaz-2567, Thmac-shaZ-5127, "hrac—-shaz -2 56-etimopenssh. com™, "hmac-shaZz-512-etmiop
"ESH-Z.0-Cpend3SH 5.0 PEIX[1Z.1]%nKey type: ssh-rsa'\nKey:
AAAARINEaClyoZEALAADAQARALAARgOCdwy IP4 6P wIS0HS Aaa loRE T UpCE ooy DECohbWFpEdesy nEvHukphyoe J+LERh1g0Eeh,/ Dil3 A 1 aL+vAMbhtgyxBEi=a59Ma 6w,
VIWsUy nMTZ2 ZoNefrut GagZ oaV+ V3 19fBE 2 kEnaJdegqlZ vy EESCC IO AF A+1ES3 x0e0kEiX 8ot zosKP Aot nGH1LE TarohCdwiVaeeN s DEngdusM1VITPeMJefgMO 1N
MECLAVR qD0+3 Y nEmIF IiJ3 U YE0Ewd7r v, Bub L Tal K3 qyesygsD JPIE0ZcPOCE 3pyESFCgyoJZ2gR1Me i Tpah3 0V 9h nnQLgRIgOnWs=" nFingerprint: db:0c:7h:
Llgorithms:YnhtourveZb519-shaZz 56l libhash. org nh tecdh-shaZ-niscpsz 1 nh tecdh-shaZz -nistpiddh nh tecdh-shaZz-nistpZ 56t nh cdiffie-hel lman—
Llgorithms:hnhtash-raa' i nh tr3a-shaz-Z56 Y nh traa-shaz-512nh tecdsa-shaz -nistp2 564 nh tssh-ed2 5519 nt hEncryption
Llgorithms:YnhtaeslZ8-gomdopenssh, com' nh taes22 S6—gomiopenssh . com' nb tochachaz 0-polyl305fopenssh. comwh n' taesSZ 56—-ctrh n' taesl1Z8-ctrhni o
Llgorithms:hnh thmac—-shaz-256% n' thinac-s2haz-512% 0t thmac—-shazZ -2 56—etnmiiopenssh. com' nb thmac-shaz-512 -etmiiopenssh. cowh n' nCommpression 4
"opeiZ.dratopenbadiopensshi3.0 PEIX[12.1]™], "info™: "protocol Z.07, "isp™: "National Taiwan University™, "cpe™: ["cpe:la:openhs
" shodan™: {"region®: "na®, "pcr®: true, "module®: "ssht, "id": "135e9fco-593f-41e24-9057-f90bE3bEThEe", "optionsT: {}, "ocrawler®



B2 port B Transport B Shodan_Timestamp B8 Vender

111 tep
443 tep
161 udp
137 udp
161 udp
443 tep
161 udp
80 tep
137 udp
80 tep
5357 tep
22 tep
21 tep
21 tep
161 udp
80 tep
137 udp
8008 tep
137 udp
22 tep
137 udp
80 tcp
1433 tep
5000 tep
21 tcp
443 tcp
80 tcp
443 tcp
2003 tcp
SlStep
5000 tep
3306 tcp
4800 udp

20234343
20234343
20234343
20234343
20234343 d-link
20235353 lezmark
20234343
20234343
20234343
20234343
20234343
20234353
20234343
2023343
2023/3/3
2023343
2023/3/3
2023353
20234343
20234373
20234343
20230313
20234343
20234343 synology
20234343
20234343
20234343
20234343
20234343
20234343
2023/3/3 synology
20234343
20234343 moxa

Bl Device_Type

B2 Product

apache httpd
ciscosystems

dink systems, inc.

ciscosystems

openssh

typaoft fipd
ciscosystems
microsoft iis hitpd

openssh

microsoft iis hitpd
ms-sql server 2019 gdrl +
nginx

apache httpd
virata-emweb
apache httpd

nginx
myaql
moxa nport

B shodan_Module

portmap-tcp
https

snmp_v.3
nethios

snmp v

https

snmp v3

http

netbios

http
http-simple-new
ssh

ftp

ftp

snmp_v3

http

netbios
http-simple-nevw
netbios

ssh

netbios

http

ms-sql
http-simplenew
fip

https

http

https
http-simple-new
line-printer -daemon
http

mysgl
moxa-nport

Bl HTTP_Title

lexmark mxz331adn

502 bad gateway

ds1819 - synology diskstation
index of /

moved
BN ESE Fo B web mail $ &Fnccu web mail

ds216 - synology diskstation




'. SHODAN Explore Downloads

242

80
443
161
8080

8443

135, Keyan Road, Zhunan Town,

National Health Research Institutes

Apache httpd
Microsoft lIS httpd
BiglP

Apache Tomcat

Apache Tomcat/Coyote JSP engine

Windows

Linux
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Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using

RELSMHERE #8211; BEEREHER

&) SSL Certificate HTTP/1.1 200 Oi
c B Date: Thu, 20 Apr 2223 02:18:1
|- Common Name Vary: Accept-Encoding
*. Taiwan, Taipei R T ane e F et FhEmYs e hare a b e HTE
TWCA Secure SSL COMLEnt =1yPe: TEAL/NERL; ChArSEL=LIE=0
g E . Certification Authority Transfer-Encoding: chunked
[~ Organizanor
TANWAN-CA
| mn |
“nhriedutw
| anizati
National Health Research
Institutes
TLSv1.1, TLSv1.2
211.76.174.47
mailgate.nhri.org tw © SSL Certificate 20 spam.nhri.edu.tw ESHTE
maligate.nhrn.edul { B 250 pan.nhri.edu.tw
|- amon Name 250-PIPE 1
TWCA Secure SSL 250-8BITHINE
Certification Authority 25@-5STARTTLS
5¢ | 41"
Talwan, Taipei - Organizatior
TANMVAN-CA
stanttls

| '8 mi | ¥
- Common Name

“nhriedutw
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Dashboard

& 30 DAY USAGE

0
03/20/2023 03f2812023 04/0352023 04/0952023 04152023 04/18:.20:

A MONTHLY USAGE

Menth Guery Credits Used Scan Credits Used

Mar, 2023 10,000

Jan, 2023 4559

Dec, 2022 5,210

GCct, 2022 5497

Sep, 2022 4238
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ﬂ. SHODAN Monitor Dashhoard Manage Assets Events Log Settings

Dashboard

Note: To get started add a network range to monitar

Shodan® Al rights reserved




MohnItor NetworkK

General Information
Mame (ex. Production MNetwork)

211 2]

IPs: 4096

Notification Services

B masoc.centuedutw




Monitor Domain

General Information

Domain name iex: shodan.io)

ul; *::'k'b'i

Notification Services

tuwedutw

TiliMital TR0 {
ADD DOMAIRK
o har W - e . T hEwN



Monitor by Search Query

General Information

Search query

D211,

Notification Services

B |

DD SEARCH QUERY




Settings

Notification Services

Ermail.

Usage Cverviews

1& IPs remaining

Your account is allowed to monitor up to 16 [Ps
in total. To monitor additional 1Ps please
upgrade yvour plan from the

ntuasocdbgasoc. oo ntu edu e

Developer Dashboard

Ta see your other usage limits and learn how to
access the Shodan platform as a developer
please visit the

[dfefait

Account Information

For all other informiation akbout vour account,
password resets or changing your email
address check your




Manage Assets

ADD DOMAIN

ADD SEARCH GQUERY

SENSOR

www.ntuedutw

ip:"140.112 /32" ssh
port:22

malware, open_database, ot
end_of_life, vulnerable_unverified,

scanner,

system

lware. open_database, of
end_of_life, internet_scannet
industrial_control_system.

= aVilay - = e Al ralal
Service, ssi_expired, vuineraple

o]




SENSOR: 140.112.

matched trigger "new _service” (8@ D WHE « TBE «

Shodan Alert <no-reply@my shodan ics

FER ~

I i

> WIERE) -

FEHMH

140.112.5 kil

22itcp SENSOR new_service
For Aszset Group Trigger

OpensSSH 8.0 PKIX[12.1]

33H-Z.0-Open3SH 8.0 PEIX[1Z.1]

Eey type: ssh-rsa

Eey: AAAARON=zaClyclEARAAADACABAAARMOCdwr1P4E6PyIS0HYAas]loRE T IpCE UV
goyDECohbVEpBded
EwHwkpbyoJ+LERh1g0Bebh, /01134 % 1 sL+yalMbtqyxBisst OME vhasNprs 088 =K/ £ 0Twdo TRyue
k3 +helSpyCtodDETih/BeiIRGekD InT Kp M2 G3wE 6L 1V Z2gFEI pe f9ELSES dDr prouelunx +V IHsU

TAM7? T P AT F ™ m e — mir L D S MDD E T e 7 Al TA e TT  rra r DR A= THIATI A L1 D0 e Mm e D s 7 0T mm C r TR E o~
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CLI 5%

* sudo apt-get install python-pip
* sudo pip install shodan
* shodan init APlkey



shodan

Options:
-h, —help

Commands :
alert
convert
count
data
domain
download
honeyscore
host
info
init
myip

[OPTIONS] COMMAND [ARGS
Show this message and exit.

Manage the network alerts

Convert the given input da
Returns the number of resu
Bulk data access to Shodan
View all available information for a domain

for your account
ta file into a different
1ts for a search

Download search results and save them inm a compress

Check whether the IP is a honeypot or not.
View all available information for an IP address
Shows ge information about your account
Initialize the Shodan command-line
Print your external IP address
Manage your organization's acce o Shodan
Extract information out ¢ ompressed JSON files.

1-Time Map of some r¢ as Shodan finds them.
Scan an IP/ netblock using

arch the Shodan database

ide summary information about a search query

L am data in real-time.

Print version of this tool.

format.

ed JSON ..



e host

host 148.112.8.116

Hostnames: ntu.edu.tw; ww .ntu.edu. tw
City: Taipei

Country: Taiwan

Organization: Ministr

Updated:

Number of open ports:

Ports:

— SSL Versions: -S5Lwv2, -S5Lv3, -TLSwl, -TLSv1.1, TLSv1.2, TLSv1.3




® SCan

120.181.65.8/24




e search

ip_str,port,os net:148.112.3.¢

Windows 11 (wversion 22H2)

(enp)j}



e download

download Test net:140.112.8.116/32
Search query: net:148.112.8.116/32

Total number

Query credits
Output file:

[




* Convert

By

convert Test.Jjson.gz cCsv




e stats

port net:140.112.0.8/16
port




e info

info

Query credits available: 9@
Scan credits available: 1@@
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Twitter

< Shodan
2,635 BlFE=r

%IP
il

Shodan
@shodanhg

Monitor your external network, search the Internet of Things and perform empirical
market research. You can also find us on mastodon.shodan.io
FEEHNA

® Seattle, WA (2 shodan.io BinA 20011E18
2 BERRES 9o [ulREE

HEX EE R BEWRIAE

A aEmEy
Shodan @shodanhg - 2019£3H27H
Introducing Shodan Monitor: a new website to help you setup network alerts

and keep track of what's connected to the Internet - and it's available at no
additional cost to members: monitor.shodan.io

Dashisoard



Reference

Shodan :
https://www.shodan.io/
Shodan filter :

https://www.shodan.io/search/filters
https://github.com/JavierOlmedo/shodan-filters

Shodan CLI -
https://cli.shodan.io/
BRI -
https://help.shodan.io/the-basics/academic-upgrade
Twitter :

https://twitter.com/shodanhqg?lang=zh-Hant



