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*+ Domain List
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SH Domain-List

1 openssh3.csproject.org

2 carsails.allowed. arg
3 ap21.ilvsmail.com

4 homepage neithey. cam

5 eclient.cybertw. com

& broadweb. cybertw. com
7 cloud105. iworksme.cam

8 tc379.ilvsmail.com
8 ad03. eynyforum. com

10 update.asuswebstorage.com.ssmailer.com
11 wwaw.google. com. dns-report. com

12 cksogo.com

13 fs53. eynyforurm. com

FirstDate

2019-08-14
2019-08-14
2019-04-25
2019-04-30
2019-04-30
2019-04-30
2019-04-30
2019-04-25
2019-04-30
2019-05-06
2019-05-06
2019-05-02
2019-05-02

LastDate

2019-08-15
2019-08-15
2019-07-16
2019-07-16
2019-07-01
2019-07-01
2019-06-24
2019-05-20
2019-05-15
2019-05-06
2019-05-06
2019-05-02
2019-05-02
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Orlist{order_bvy Priority
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401 9-0A-17
IpList{order by Priority IpList{order_by_sn)
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SN |IP-List

13.229.3.203

60.205.0.192

9|156.2458.153.181
10)156.245.153.172
T1118.107 25231

12114.128.35.26
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180.215.218.135
185.207.155.146
139.59.247 .94

110.34.181 166
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2

3

4
S103.1759.243.142
4]
7156.245.1563.167
]

FirstDate

022-08-04
A022-07-28
A022-07-18
022-08-18
AO022-09-14
022-08-22
022-08-05
022-08-19
A022-08-17
A0272-08-11
0272-08-22
A022-08-11

mim =

» OrlList{order_by Priority)

]
LastDate
2022-08-04
2022-07-28
2022-07-18
2022-08-18
2022-08-14
2022-08-22
2022-08-05
2022-08-19
2022-08-17
2022-08-11
2022-08-22
2022-08-11
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Type

Phishing
C2 Senver
C2 Server
C2 Server
Phishing
Phishing
Phishing
Phishing
Phishing
Phishing
Phishing
Phishing
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+ [P List only

Fé# oty 20204008188

TEE AiE 0 5-ANNK, N-ASK, N-ISAC

FE&R w2020, 10
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202073416

10:, 27, 111, B
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_SERVER—WEB&PP feted passy

N-ASOC Hong Konp
H-ASK 202073416 157,658,193, 212 SERVER-WEBAFT seto/passy Hong Kong
H-AS 20203416 150, 131, 52, 131 SERVER-GTHER Remoie Desl Korea
N-AS 202073416 155, 153, 199, 91 server-183-153-199-91 clovdedicnet |SERVER-GTHER Remote Des) Russian
N-AS 202073416 185, 202, 2, 112 SERVER-GTHER Remoie Desl France
N-ASC 202073416 185, 202, 2, 137 SERVER-GTHER Remoie Desl France
N-ASC 202073416 9. 10. B2, 71 MALWARE-CHE User-Apent 1 United States
N-AS0C Zn2nsas1e B3, 174,935, 216 no-teverse-dns-confipnred com SERVER-WEEAFF MiFower [ Ne ther lands
SASD 20203414 103, 21, 206, 230 R B Indonesia
SASD 20203414 104, 218. 50, 88 R B United States
S-ASDC 20203414 104. 244. 73. 31 g ¥ Luzembourg
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Nmap IP List Test

+ nmap -sP -iL bad_ip.txt
+ Nmap scan report for 169.68.10.185.ro.ovo.sc (185.10.68.169)
+ Host is up (0.32s latency).
+ Nmap scan report for liit6o1-50.members.linode.com (139.162.117.50)
+ Host is up (0.054s latency).
+ Nmap done: 20 IP addresses (2 hosts up) scanned in 4.98 seconds

* FHCGRLP

+ -sP ping scan
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Nmap DNS List Test

+ nmap -sP -iL bad_dns.txt

X

+ Failed to resolve "mx.msdtc.tw".

+ Failed to resolve "cnaweb.mrslove.com”.

+ Failed to resolve "infonew.dubya.net".

+ Nmap scan report for www.ntu.edu.tw (140.112.8.116)

+ Host is up (0.0010s latency).

+ Nmap done: 1 IP address (1 host up) scanned in 22.47 seconds
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Timeout vs. NX Domain

+ Timeout: # = DNS F /R F & * &
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11 * TraceRoute 1§ 7

2 LHIP: 141.98.212.30 £ 2 £ 83 IP:141.98.212.31

» BT Z FERAE =« FEA)3E 8 Node 4 1+
Core to WAN ~ FE']& C:ilzersnzer=tracert -d

+ Node3~4 Y2 LIR30 (EEEE R |

B30 {EEEEE LaEME 141,98,
=] mg =] mg

L e el [ —

l
<] mg
<] mg

1 me

l

1

oy |

=] mg
=] mg
¥
¥
¥

i =1

%;% " 9’,’ 14



PingPlotter
B

+ https://www.pingplotter.com/
bad_dns_nics % +

M2
% %E IP Interval| 2.5 seconds | Foous| Auto
3

Status  Count Ip Marne Setting Avg  Min  Cur  PL% |Hops JE%E 4 Hops Latency
10 180.215.218.135 180.215.218.135 Default Settings 100.0 4
10 185.207.155.146 185.207.155.146.staticxtom.c  Default Settings 1000 4
10 130.58.247.94 130.59.247.94 Default Settings 100.0 4
10 13.229.3.203 ec-13-229-3-203.ap-southe;  Default Settings 1000 4
10 103.179.243.142 102,179.242.142 Default Settings 100.0 4
11 110.34.181.166 110.34.181.166.5TATIC.KRYPT  Default Settings 100.0 4
10 156.248.153.167 156.248.153.167 Default Settings 100.0 4
11 60.205.0.192 60.205.0.192 Default Settings 100.0 4
11 156.248.153.181 156.248.153.181 Default Settings 100.0 4
10 156.248153.172 156.248.152.172 Default Settings 100.0 4
10 118.107.25.231 118.107.25.231 Default Settings 100.0 4
10 14128.35.26 14128.35.26 Default Settings 100.0 4
10 14.128.35.23 14128.35.23 Default Settings 100.0 4
10 141283519 141283519 Default Settings 100.0 4
10 118.107.45.189 118.107.45.189 Default Settings 100.0 4
10 118.107.45.186 11810745186 Default Settings 100.0 4
10 156.248153.173 156.248.152.173 Default Settings 100.0 4
10 38.54.23.18 38.54.23.18 Default Settings 100.0 4
10 14128.35.29 14128.35.29 Default Settings 100.0 4
10 156.248.153.176 156.248.153.176 Default Settings 100.0 4
10 14128.35.28 14128.35.28 Default Settings 100.0 4
10 156.248.153.178 156.248.153.178 Default Settings 100.0 4
10 103.159.132.238 102.159.132.238 Default Settings 100.0 4
10 103.199.17.184 103.199.17.184 Default Settings 100.0 4
10 64.176.50.176 64,176.50.176.vultruserconter  Default Settings 1000 E)
10 101.34,59.32 101.3459.52 Default Settings 1000 4




11 * TraceRoute 1§ 7

2 28 IP:141.98.212.30 2 2 8 IP:141.98.212.31
+ TTL =3 (Core) + TTL =3 (Core)

Cihlgergingersping -1 3 141.98.212.30 C:h\Tgersngersping
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PINGINFOVIEW
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File -> Ping Options

B! Ping Options

fddresses list ko ping:

P %
NN

v H R EEFE ZE PinglnfoView _hosts.txt

Ping Timeouk {in ms): 1000 o Ping Size (in byvkes): 3z

E] Ping again every... 30 seconds

B remember addresses list
[:] IUse IP-Host Description Format
[ ) start pinging immediately without displaying this dialog-box

[ |Rresolve host name to IP address on every ping

H Use IP Options: Time ToLive: 4 [ Don't Fragment

Ho - KA 4~ TANet ARz &
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+ Reply IP Address: %

+ Last Ping Status: Request Timeout

* AR [EFE

+ Reply IP Address: £ 7%

+ Last Ping Status:’

TL Expected In Transit

Host Name IP Address
@ 14082.23.214 140.82.23.214
@ 54.64.234.24 64.64.234.24

& 656.98.126.203 66.98.126.203
& 57.198.130.66 67.198.130.66

% Yol

Reply IP Address

5
o
o
o
o

cceed Co...

F
1
1
1
1

ailed Count

Consecutive F... Max Consec..  Max Consecuti...
1 1 2023/12/15 F...
1 1 2023712015 .
1 1 2023/12/15 .
1 1 2023/12/15 & .

19

% Failed Total Sent Pin...

100.00% 1
100.00% 1
100.00% 1
100.00% 1

Last Ping Status

Reque:
Reque:
Reque:
Reque:

st Timeout
st Timeout
st Timeout
st Timeout

NTU
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File -> Ping Options

B! Ping Options

Addresses list ko ping:

ivibers.com

. . Ijl:l
drive. zolik, com DNS %%E‘
acc.ricrosaftonetravel, com
anline. msdnupdate, com

sy, ik, edu, b J@TE?&%H%@ TEE-'S?‘F: Pi ng | nfOViEW_hOStS.tXt

o, buda,idvy bl
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+ [P Address: 7
+ Last Ping Status: Bad Host name

i #\Z’ﬁtﬂf’_:}%
+ [P Address: 27 ("8 4% ) IP)
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Host Mame

@ acc.microsoftonetravel.com

@ drive.zolikcom

@ ibers.com

@ online. msdnupdate.com
@ vaww buda.idv.tw

IP Address

125.229.210.102

Reply IP Address

Succeed Co_.

Failed Count

Consecutive F_.

Sy

Max Consec...

g —y

Max Consecuti...

2023/12/15 F...
202312115 ...
2023/12/15 F...
2023/12/15 F...
20231215 F ...

% Failed
100.00%
100.00%
100.00%
100.00%
100.00%

Total Sent Pin__.

Last Ping Status

Bad Host Mame
Bad Host Mame
Bad Host Mame
Bad Host Mame

Request Timeout

@ www.ntu.edu.tw

140.112.8.116

140.112.8.116

o
0
0
0
0
1

[ I T Y

0%

T

Succeeded

;%a )‘{7
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* 192.168.X.X

* 172.10.X.X
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¥2 Pinginfoiiew
File Edit ‘iew Options Help
B0 HB=Es-A

Host Mame

@ microsoft.com.appstore.dynamicdns.co.uk
@ icstygto.com

@ ares.sexytubel.com

@ dlink sesytubel.com

@ keg seytubelicom

@ smtp.nslookup.club

@ update asuswebstorage.com.ssmailer.com
@ www. gl0gle jp dynamic-dns.net

@ www. g 00gle_kr.dns05.com

@ www.glogle_mn.dynamic-dns.net

@ wwww officescan_update mypop3.org

@ www oseupdate.dns-dns.com

@ wwew trendupdate.dns05.com

@ www yandexZunitedstated. dnsl4.com

@ www yandex2unitedstated.dns05.com

@ wwew yandexZunitedstated dynamic-dns.net

@ checkfreeafraid.ignorelist.com

@ www ntuh-hospital.cam

23

IP Address

114.39.153.68
114.43.161.242

Reply IP Address

127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01

127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01
127.0.01

139.58.255.203
140112.125.210

139.58.255.203
140.112.125.210
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