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網路惡意活動檢測
技服中心每週四公布之

惡意中繼名單
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威脅清單下載

 https://portal.cert.tanet.edu.tw/index.html
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資安院(技服)威脅清單
(實際檢測清單)

 Domain List

 IP List
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TANet威脅清單
(參考用、不檢測)

 IP List only
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檢測方法

 1. Nmap

 2. TraceRoute

 PingInfoView

 3. 封包側錄
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檢測方法1
nmap
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Nmap IP List Test

 nmap -sP -iL bad_ip.txt
 Nmap scan report for 169.68.10.185.ro.ovo.sc (185.10.68.169)

 Host is up (0.32s latency).

 Nmap scan report for li1601-50.members.linode.com (139.162.117.50)

 Host is up (0.054s latency).

 Nmap done: 20 IP addresses (2 hosts up) scanned in 4.98 seconds

 參數說明
 -sP ping scan
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Nmap DNS List Test

 nmap -sP -iL bad_dns.txt
 Failed to resolve "mx.msdtc.tw".

 Failed to resolve "cnaweb.mrslove.com".

 Failed to resolve "infonew.dubya.net".

 Nmap scan report for www.ntu.edu.tw (140.112.8.116)

 Host is up (0.0010s latency).

 Nmap done: 1 IP address (1 host up) scanned in 22.47 seconds
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Timeout vs. NX Domain

 Timeout: 權威 DNS 伺服器無回應

 NX Domain: 權威 DNS 伺服器回應”無此Doamin”
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檢測方法2
TraceRoute
(IP黑名單)
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使用 Ping 偵測缺點

 偵測方法

 未回應 Ping 即假設已順利阻擋.

 誤判

 可能該黑名單 IP 不回應 ping 或暫時離線關機，
而非被資安設備阻擋。

 解決方法

 使用 TraceRoute判斷封包丟棄節點
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網路架構
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Internet

WAN

Core

Edge

172.16.0.1140.112.3.126

140.112.0.170 140.112.0.210

測試電腦

阻擋/封鎖



利用 TraceRoute偵測

黑名單 IP: 141.98.212.30

 進行封鎖之資安設備位於
Core to WAN 之間

 Node 3 ~ 4

非黑名單 IP: 141.98.212.31

 可順利通過 Node 4 以上
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PingPlotter
商用軟體

 https://www.pingplotter.com/
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黑名單 IP

皆停在 4 Hops



利用 TraceRoute偵測

黑名單 IP: 141.98.212.30

 TTL = 3 (Core)

 TLL = 4 (WAN) 無法到達

 TTL = 5 (Internet)無法到達

非黑名單 IP: 141.98.212.31

 TTL = 3 (Core)

 TTL = 4 (WAN)順利到達

 TTL = 5 (Internet) 順利到達
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PINGINFOVIEW

免費軟體
IP黑名單
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File -> Ping Options

18

IP黑名單

也可直接編輯檔案 PingInfoView_hosts.txt

大於 4 ~ TANet內部最遠節點皆可



結果

 正常阻擋

 Reply IP Address: 空

 Last Ping Status: Request Timeout

 未被阻擋

 Reply IP Address: 非空

 Last Ping Status: TTL Expected In Transit
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PINGINFOVIEW

DNS黑名單
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File -> Ping Options
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DNS黑名單

也可直接編輯檔案 PingInfoView_hosts.txt



結果

 正常阻擋

 IP Address: 空

 Last Ping Status: Bad Host name

 未被阻擋

 IP Address: 非空 (順利解出 IP)

22



解析出內網/虛擬 IP 網段?

 Why 解析出

 127.0.0.1

 192.168.x.x

 172.16.x.x

 原因

 駭客為避免暴露伺服器
IP位址，暫時使用特殊
用途網段
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簡報完畢
謝謝
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