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+ Let's Encrypt

+ Certbot Install

+ Get and Install Certificate for Apache
+ Get Certificate only for Apache

+ Standalone

+ Webroot

+ Wildcard Certificates



Let’s Encrypt



Let's Encrypt

+ Let's Encrypt %% -~ HEMLAIFHNAY/SEEHEERE > HIE=F4HRAErS 242
FHZ2/N\4H (Internet Security Research Group, ISRG) =75 o

+ https://letsencrypt.org/sponsors/

Platinum

"cll's'élc;' EFF wovdu

@ chrome @B INEMEt facebook dWS

BILLes MELINDA
GATES foundation
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* %%%;—I{S} AUTOMATTIC lShOplfy
+x https://letsencrypt.org/getting-started/



Automatic Certificate Management Environment

(ACME) Protocol

+ Designed by the Internet Security Research Group (ISRG) for
their Let's Encrypt service.

+ Use ACME protocol to verify that you control a given domain
name and to issue you a certificate. To get a Let’s Encrypt

certificate, you'll need to choose a piece of ACME client
software to use.
+ The ACME clients by third parties.

+ https://letsencrypt.org/docs/client-options/
+ Recommended: Certbot



Certbot

+ Command Line HE{EZ2E T
+ https://certbot.eff.org/docs/

+ https://eff-certbot.readthedocs.io/en/stable/using.ntml#certbot-
command-line-options

+ Linux : requires Python 3.6+

/‘\A

+ It requires root/administrator access



Certbot Config Files Save Path

* Linux + Windows: C:\Certbot
3 /etC/|etsenCprt « oo s B AEBEERE(C) o Cerbet o live » davisyoupccontu.edutw

R R (o A
x /var/log/letsencrypt srececn
WinREAgent 7| chain.pem
+ /var/lib/letsencrypt v e = Sl

v acrne-v02.apiletsencrypt.org | READMIE

v directory
2354 ¢l cbbd 0152005c8f0a851 9b 805

75 R IR E T i
x MR Al p& IR AR SR o
davisyoupc.contu.edu tw

v renewal-hooks
deploy



Certbot Plugins

* Authenticators

+ automatically perform the steps to prove that you control the
domain to get the certificate.

* Installers

+ automatically modify web server’s configuration to install the
certificate.

+ Some plugins are both authenticators and installers



Authenticators H 1 TE){F
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+ Web & E%? /.welI—known/acme—ohallenge/
RpUCT8SSIN 7 7t7mZBHkI6_BLhtIm13LyFVzHJ1mhcKI

+ From Internet 7Y F#likgE2E
x http://x.x.x.x/.well-known/acme-challenge/ ...
+ Create Private Key and Certificates

x /etc/letsencrypt/live/[certificate_name]/
x cert.pem chain.pem fullchain.pem privkey.pem
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Installers ¥\ 7

*+ Enable SSL Module
x a2enmod ssl

+ Create apache config
x /etc/apache2/sites-available/000-default-le-ssl.conf
+ /etc/apache2/sites-enabled/000-default-le-ssl.conf
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Certbot Plugin List (Official)
I il

apache Apache. http (80)
nginx Y Y Nginx. http (80)
webroot y N Get certlflcat_e by writing to the webroot directory of an http (80)
already running webserver.
: - http (80)
standalone Y N For systems without webserver. (&K B B[l& Webserver)
Get certificate by modifying DNS records to prove you
DNS plugins Y N have control over a domain. dns (53)

Domain validation is the only way to get wildcard
certificates.

manual Y N http (80) or dns (53)

11



Third-party Plugins

+ https://certbot.eff.org/docs/using.html#third-party-plugins

Plugin Auth Inst MNotes
haproxy A A Integration with the HAProxy load balancer
dns-clouddns b M CMNS Authentication using CloudDGMNS AP
s3front A ¥ Integration with Amazon CloudFront distribution of 53 buckets
dns-lightsail ki ™ CMS Authentication using Amazon Lightsail DMS AP
gandi A M Cbtain certificates via the Gandi LiveDNS AP . L.
dns-inwe b hd CMNS Authentication for INWX through the XML AP
varnish b M Obtain certificates via a Varnish server L .
dns-azure ki ™ CMS Authentication using Azure DN S
external-auth A Y A plugin for convenient scripting L )
dns-godaddy b M LS Authentication using Godaddy DMNS
itunl ™ b Install certificates in pritun! distributed CpenyPMN
pritun nstall certificates in pritunl distributed Cpen SErVers njalla ¥ N DNS Authentication for njala
DOy M ki Install certdficates in Proxmox Wintualization servers DUCckDNG v N DNS Authentication for DUCkDNS
dns-standalone b M Obtain certificates via an integrated M5 server Porkbuin ¥y N OGNS Authentication for Porkbun
dns-ispconfig Y N DNS Authentication using ISPConfig as DNS server Infomaniak b M CMS Authentication using Infomaniak Domains API
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Default Installed Plugins

+ ~# certbot plugins + Pip Install
* Snap Install

- - , . standalene
o t@vm-ubuntu-cedll:~# certbot plt . Jescription: Spin up a temporary webserver
Saving debug log to fvar/log/letse ypt/le . S huthenticator. Plusin

peint: standalone = certbot. internal .plugins.standalone:Authe

Plugin . . terf: oA ticater, Plugin
._internal.entrypeint :ENTRYPOINT try point: w ot = _internal .plugins .webroot Anthenticator

, Plugin
¢, internal.cenfigurater:Nei miigurator

shuthenticator



Certbot Install



use shap for Linux

+ Install Snap
+ sudo snap install core
+ sudo snap refresh core

+ |Install Certbot
+ sudo snap install --classic certbot
+ sudo In -s /snap/bin/certbot /usr/bin/certbot

+ Install Plugin (K~ <z & Third-party plugins)

+ Confirm plugin containment level
x sudo snap set certbot trust-plugin-with-root=0k

+ |nstall
+x sudo snap install certbot-dns-rfc2136

15
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use pip for Linux

Install system dependency

+ Debian, Ubuntu
+ sudo apt install python3 python3-venv libaugeasO

+ Fedora, CentOS
+ sudo dnf install python3 augeas-libs

Set up a Python virtual environment
+ sudo python3 -m venv /opt/certbot/
+ sudo /opt/certbot/bin/pip install --upgrade pip
Install Certbot
+* sudo /opt/certbot/bin/pip install certbot
* In-s /opt/certbot/bin/certbot /usr/bin/certbot
Install Plugin (57 #& Third-party plugins)
+* sudo /opt/certbot/bin/pip install certbot-apache
+* sudo /opt/certbot/bin/pip install certbot-dns-standalone

16



Certbot for Windows

+ Download & Install
+ https://dl.eff.org/certbot-beta-installer-win32.exe
+ Install @ C:\Program Files (x86)\Certbot

* Run
+ run CMD.EXE “Run as administrator”

+ Currently unable to automatically renew wildcard certificates,
since these require a DNS plugin in order to be renewed
without user intervention.

+ https://certbot.eff.org/lets-encrypt/windows-apache

17



Get and Install Certificate
for Apache

https:.//certbot.eff.org/lets-encrypt/ubuntufocal-
apache

My HTTP website is running (apacne ¥) on (Wountu 2004 v)

Help, I'm not sure!

18



THILER
(RE=4C Enable SSL Module)

* sudo certbot --apache

*  *

*

RCRNNOCII I ER 6 L

* ¥ ¥ DeEEEE

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Enter email address (used for urgent renewal and security notices)

(Enter 'c' to cancel): yourname@ntu.edu.tw

Please read the Terms of Service at
https://letsencrypt.org/documents/LE-SA-v1.2-November-15-2017.pdf. You must
agree in order to register with the ACME server. Do you agree?

Would you be willing, once your first certificate is successfully issued, to

share your email address with the Electronic Frontier Foundation, a founding
partner of the Let's Encrypt project and the non-profit organization that

develops Certbot? We'd like to send you email about our work encrypting the web,
EFF news, campaigns, and ways to support digital freedom.

(Y)es/(N)o: N

Account registered.

Please enter the domain name(s) you would like on your certificate (comma and/or
space separated) (Enter 'c' to cancel): xyz.ntu.edu.tw

Requesting a certificate for xyz.ntu.edu.tw
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Successfully received certificate.

Certificate is saved at: /etc/letsencrypt/live/xyz.ntu.edu.tw/fullchain.pem

Key is saved at: /etc/letsencrypt/live/xyz.ntu.edu.tw/privkey.pem

This certificate expires on 2021-10-13.

These files will be updated when the certificate renews.

Certbot has set up a scheduled task to automatically renew this certificate in the background.

Deploying certificate

Successfully deployed certificate for tanet2020.tplrc.edu.tw to /etc/apache2/sites-available/000-
default-le-ssl.conf

Congratulations! You have successfully enabled HTTPS on https://xyz.ntu.edu.tw

If you like Certbot, please consider supporting our work by:
* Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
* Donating to EFF: https://eff.org/donate-le

20



Get Certificate only
for Apache



rthot
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Get Certificate only
for Apache

~# certbot Certonly --apache
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cedu. tw

certificate
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Standalone
No web server currently running

23



Standalone for Windows

+ > certbot certonly --standalone

B AEES wFETRTT




Standalone for Ubuntu

'tmnly --standaleone
""lFtaFncr‘ t.lDE

Entrl hmﬁll ﬂddﬁﬁ

t

2t
umrnta fLE-Sh-v1.2
ﬁlth the ACME server.

FNYo:
Wonld vou be wllllﬂg chnce your first certificate is aﬂCCﬂssiullv is5ued, to
the Electronic Pluntlrl Puundatlun a iuundlng

share your email addre th}

=T nf the Le- oy _::t ﬂnd thr

EFP nrws, bampaigns, and ways tu auppult dlgltal irFHdnm

53 VO ﬁuuld like on vour certificate (comma and/cr
dﬂ“L"“UHL c.ntu.edu.tw,davisyou.buda.
sdu. tw and EEYISJUH.budﬂ.ld¥.TW

Lyed LPItLilLﬂ

saved at: davisyoupc.cc.ntu.edu.tw/fullchain.pem

. Jdavisyoupc.cc.ntu.e privkey.pem
'iTFa on
TENEWS .




Standalone for Ubuntu

+ https://crt.sh/?id=5572136554
* Xb09v3 Subject Alternative Name:
x DNS:davisyou.buda.idv.tw
x  DNS:davisyoupc.cc.ntu.edu.tw

w B

—m  FHEN SEkE

BER(S: | =EM- o
LE &
G| R SRS  KeylD=142eb317b75856chae50094 Db fafdc
.@Hﬂﬁ%ﬁﬂ? [1]Authority Info Access: Access Method=48 .
. DME Mame=davisyou buda.idv.tw, DMNE Mame
Gl EEEa [1]Certificate Policy:Policy Identifier=2.23.140.
|E| SCT &= w1, 41 cBeab1df22464a1 0chal 3a094 287 5ede3
| ssmiEmEE Digital Signature, Key Encipherment (al)
| AR Subject Type=End Entity, Path Length Constrai
£ >

DME Marme=davisyou buda.idwy tw
DME Mame= davisyoupc.contu. edu. tw
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Webroot

Already havé web server running(port 80)
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Webroot
Apache for Linux

* ~# certbot Certonly ——webroot

' at
uments/LE-
with the

Wuuld Y¥ou bﬁ vllll
cur email a
Ui thh Let

your first certificate i ccessfully
e Electronic Frontier Fuundﬂtlun a founding
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aigsn upport digital f

=L
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Webroot
Apache Access Log

+ tail /var/log/apache2/access.log

* 34.219.87.132--[10/Nov/2021:09:02:29 +0800] "GET /.well-known/acme-
challenge/7JzOSOu7VYWoU6zBvTQkVVcMESAcWRAY2mrhXyX1dIE HTTP/1.1" 200 308 "-"
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"

¥ 64.78.149.164 - - [10/Nov/2021:09:02:29 +0800] "GET /.well-known/acme-
challenge/7JzOSOu7VYWoU6zBvTQkVvcMESAcWRAY2mrhXyX1dIE HTTP/1.1" 200 308 "-"
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"

¥ 3.142.122.14 - - [10/Nov/2021:09:02:30 +0800] "GET /.well-known/acme-
challenge/7JzOSOu7VYWoU6zBvTQkVvcMESAcWRAY2mrhXyX1dIE HTTP/1.1" 200 308 "-"
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"

* 18.159.196.172 --[10/Nov/2021:09:02:31 +0800] "GET /.well-known/acme-
challenge/7JzOSOu7VYWoU6zBvTQkVvcMESAcWRAY2mrhXyX1dIE HTTP/1.1" 200 308 "-"
"Mozilla/5.0 (compatible; Let's Encrypt validation server; +https://www.letsencrypt.org)"
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Webroot
HFS Web Server for Windows

+ HFS Web Server download
+ https://www.rejetto.com/hfs/?f=dl

“ v > A - FAERERE (C) > hfs o v | D
v e BERR (C) JE S e
$Recycle Bin wehroot EEERF
$uvinREAgent # hfs.exe EREL
Config.Msi

| . Documents and Settings
. v hfs

webroot

30



+* Switch to Expert Mode

#2 HFS ~ HTTP File Server 2.3m
E menu | f{;‘ Faort: 80 | @ Vou arein Easy mode |

#2 HFS ~ HTTP File Server 2.3m

&l Menu | f:ﬁ' Port: 80 | $fl You arein Expert mode
@ Open in browser |http://172.16.0.244/

Wirtual File System

o
Add files.
) Add folder fram disk...
Mew empty folder Ins
@ Mew link

Copy URL address  Ctrl+C
tfi’ Browseit F2
7 Setuser/pass.

— Purge...
Bind root to real-folder L
Default point to add files

HFS
Root Folder Setup

31

BEE R >
W hfs ~
webroot
Perflogs
Proagram Files
Fragram Files {(<B5&)
ProgramData
N w
BRI webroot
i ERFEM) Br3

& Lser

Login

~ / Folder

v Horme

tuedu. e

No files in this folder



Webroot
HFS Web Server for Windows

+ > certbot certonly --webroot

B £mEES mSiETTT




HFS Access Log

_FF 09:36:00 64.758.149.164:23096 Reguested FET / well-knownfcme-challengeieCu¥_glLe3KBI3FZNGOPnee0E XN Sud NLOCe W_1-4¥u_[
_bF 09:36:00 64.75.149.164:23096 Folly downloaded - 87 @ 5.3 KBz - f well-knownsseme-challenge/oCu¥ _glLe 3KB3FZNGOPneelXEN SudNLOCe W_1-4F0 I
_FF 09:36:00 34 21987 132:34512 Reguested GET / well-knownfcme-challengeleCu¥_glLe3KBIFZNGOPnee0E N Sud NLOCe W_1-4¥u_[
_FF 09:36:00 34 21987 132:34512 Folly downloaded - 87 @ 5.7 KBz - { well-knownsseme-challenge/oCu¥ _glLe 3KB3FZNGOPeelXEN SudNLOCe W_1-4F0 I
_EF 09:36:02 18.192 .36 99:24774 Requested GET £ well-knowndacme-challengefcCuV _glLe 3KB3FZNGOPnceEENSud NLOCe W _1-4¥ I
_FF 09:36:02 18.192 .36 99:24774 Fully downloaded - 87 @ 5.3 KB - Lwell-knowndacme-challengedeCuV _gJLe3KB3FENGOP nee DX EN Sud NLOCeW_1-4%n_]
_F 09:36:02 18.116.86.117:12790 Reguested GET / well-knownfcme-challengeleCu¥ _glLe3KBI3FZNGOPnee0EEN Sud NLOCe W_1-4¥u_[

_F 09:36:02 18.116.86.117:12790 Folly downloaded - 87 @ 0B/ - £ well-knownfacme-challenge/oCn¥ _glLe3KBIFZNGOPucel XN SudNLOCe W _1-4Fn_]
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Wildcard Certificate



DNS Plugin

* certbot-dns-rfc2136
+ Support DNS server with RFC 2136 Dynamic Updates.
+ https://certbot-dns-rfc2136.readthedocs.io/en/stable/
x BIND

+ certbot-dns-standalone (Third-party)
+ https://github.com/siilike/certbot-dns-standalone
+ NEVB[IZ DNS Server

85



certbot-dns-standalone

+ Windows DNS Setup

Ehia s s
EEEEAE)

BRI T HE (A S AALAYEY
IRt R (CHAME(L)...
PSRRI HRAE S (M)
SIS D). .

BRI ().

R = (T

w7 RAHEER
W
ST

HiE EmE] FERTEHE E AR AR -

SRR

{ & Dus £ BT (&=
= F DOWNLOAD o] O3 BH TR EHEERE M) 1zl ntu. buda dv b,
= [ TAHERS
5 7 budaddy b bw-AE _________EH|
i [ P AR i |
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certbot-dns-standalone

~# certbot certonly

roct@vm-ubuntu-ccdll ~# certbot ¢
Saving debug log to /var/log/letser

ertonly
encrypt/letsencrypt.log

How wonld vou like to authenticate with the ACME CA?

¥pﬂChE

Obtain ce: erver (dns-standalone)
Spin up @ &

Place 1

pr-urllatr number [1-4] then [enter] (press "¢’ to cancel]

the demain name(s) yon would like on your certificate (comma and/or
ted) (Enter 'c¢' to cancel): *.ntu.buda.idv.tw

LFItifiCHTE for * . ntu.buda.idv.tw

conds for DNS changes to propagate

ypt/live/ntu.buda. idv. tw/fullchain.pem
Jlive/ntu.buda.idv. tw/privkey.pem
SApLTES 2
1_1];3'L14'1‘[E:lj WIen tne TENEWS .
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certbot renew
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* renew certificate less than 30 days.
+ Use the same plugin and options that the certificate was originally issued

+ ~# certbot renew
+ Saving debug log to /var/log/letsencrypt/letsencrypt.log
+ Processing /etc/letsencrypt, renewal/tanet2020.tpirc.ecu.tw.conf
s Gertifioate not yekue forranewal . -~ | 1~
« The follWINg certificates are not dué fof renewsl yét

x /etc/letsencrypt/live/tanet2020.tplrc.edu.tw/fullchain.pem expires on 2021-10-04
(skipped)
+ NO renewals were attempted.
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x certbot renew —-dry-run

* certbot renew --quiet
+ Silence all output except errors

+ If you have a single certificate obtained using the standalone
plugin

+ certbot renew --pre-hook "service nginx stop" --post-nook "service
nginx start”

+ hook to run only after a successful renewal, use --deploy-hook
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