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Countrw &8 Ore SN Ave Delay(mns)

Tnited States Cloudflare Inc 12,335 3476
United States CloudRadium L.L.C 33,330 74.453[
TUnited States Centrilogic, Inc. 21,363 30344
United States Centrilogic, Inc. 19,693 102462
Tnited States Highwinds Metwork Croup, Inc. 20,446 26249
United States Level 3 Communications, Inc. 3,356 59701
TUnited States Lewel 2 Communications, Inc. 2,549 TE.526
United States Lewel 32 Communications, Inc. 10,753 6.5
Tnited States Sprint 1,229 B2.74
United States Unwrired 32.354 TOBTE
Tnited States Fastly 54,113 20229
United States netD B A 54,104 24743
United States Massachusetts Institute of Techn: =] 52457
United States Akamai International E.V. 20,240 18.898
TUnited States Akamai International BV . A2 905 32675
United States Akamai International B.WV . 21,242 B2
Tnited States Akamai Technologies, Inc. 25,994 135896
United States Akamal Technologies, Inc. 16,625 22.808
TUnited States Dropbosx, Inc. 19,673 105,147

z ~ Country + ASN Deviation i+ : %4 IP > GeolPDB # i ¢

Country A5 Org ASH Ave Delavims) Standard Deviation ¢
United States  Apple Inc. 714 7621 QE5.270
United States  Apple Inc. 6,185 41.032 115,196
United States  Amazon.com, Inc. 16,509 1,192.79 6,257 81
United States  Amazon.com, Inc. 14,618 901.908 5,929.70
United States  Microsoft Corporation 5,075 79595 2EE.647
United States  Microsoft Corporation 3,065 a1.142 1,393.45
United States  Microsoft Corporation 3,598 75 85436
United States  Cloudflare Inc 13,335 25 485.379
United States  CloudRadium L.L.C 23,320 T4 181.358
United States  Centrilogic, Inc. 21,563 51 433495
United States  Centiilogic, Inc. 19,693 102 109,72
United States  Highwinds Network Group, Inc 20,446 26 12225
United States  Level 3 Communications, Inc. 32,356 70 230.522
United States  Lewvel 3 Communications, Inc. 2,549 7o 92807
United States  Level 3 Communications, Inc. 10,753 a7 Q9.5
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port Source ASN %

443 [Facebook, Inc. 26%
443 |Google Inc. 25%
443 Academic Sinica Network 19%
443 Taiwan Academic Network (TANet) Information Center 14%
443 Data Communication Business Group 3%
8o [Taiwan Academic Network (TANet) Information Center 50%
80  Microsoft Corporation 25%
8  Apple Inc. 11%
80  Academic Sinica Network &%
80 Akamai International B.V. 6%

B 20 ~ 87 5 ~ 7 Port Number + AS Number
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Multimedia (YouTube, Last.gm, iTunes)
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https://bgpstream.com/
https://bgpstream.com/

Notify + &7

@ CONET_Motify: 2019-11-11 20:50:00

Outage
HLICKK

BGP Hijack EisEH .

-TW Kiickidack Co., Ltd, TW (AS 131845)

CONET_Modify: 2019-11-06 05:07:00
Cutage
KLICKKLACK-AS-TW Khckklack Co., Ltd, TW {AS 131845)

CCNET_Notify: 2019-09-25 20:17:00
Cutage
NC

W New Century InfoComm Tech Co., Ltd., TW (AS 131586)

Start
- . More
Event time Endtime -
! Country oy uTe) urcy  nfo

2018-05-  2019-05- o
Outage NETCONNECTWIFI-AS Net Connect Wifi Pyt Ltd, IN (A5 133873) 06 06 iota

05:44:00 0B4gpp %A

Possible Expected Origin AS: JAHIZ, LB (AS 209265) 531 805 More
Hijack Detected Origin AS: Beirut-Lebanon, LB (AS 9051) 063501 detail
BGP Qrigin AS: SSALIANDCO-AS-AP § S Ali and Co, BD (AS 136027) 331 &-05- More
Leak Leaker AS: AAMRA-ATL-BD Aarmra technologies limited, BD (AS 58601) 063522 detail
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ormatio gy Laboratory @&I%E@:
NATIONAL VULNERABILITY DATABASE CasEg, MICRERT, AOEEIR: ..

VULNERABILITIES SEARCH AND STATISTICS
@ CONET_Notify: CVE-2019-1982
November 05, 2019; 03:15:11 PM -05:00
A vunerabiity in the HTTP traffic fitering companent of Cisco Frepower Threat Defense Software, Gsco
FrePOWER Services Software for ASA, and Cisco Frepower Management Center Software coud alow an

Q Search Results (Refine Search) unathenticated, remote attacker to bypass fiterng protectins, The yunerabdty & due to fprcper

handing of HTTP requests, incuding those communicated over a secure HTTPS connection, that contan
maliciously crafted headers, An attacker could exploit thes vulnerabiity by sending malcious requests to an

Search Parameters: affected device, An explott coud alow the attacker to bypas fitering ard dskver malcious requests to
protected systems, alowing attackers to delver makcious content that would otherwise be blocked.
« Results Type: Overview hitts:/f =
o Search Type: SearchAll CONET_Notify: CVE-2019-1981
. v fo November 0S, 2019; 03:15:11 PM -0S:00
* CPEVendor: cpe./.usco A vunerabiity in the normalzation functionality of Cisco Frepower Threat Defense Software, Cisco
o Published Start Date: 10/29/2019 FrePOWER Services Software for ASA, and Cisco Frepower Management Center Software could alow an

unauthenticated, remote attacker to bypass fitering protections. The vulnerabity s due to insuffident
normalzation of a text-based payload. An attacker could exploit this vulnerabiity by sending traffic that
There are 8 matching records. contains speciicaly obfuscated payioads through an affected davice. An expiait could alow the attacke to
b,usrs ﬁxam and dolver makcous Davbads to peotected systars that woud othenwise be blocked
[at/CVE-2019-
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