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& Tor
[E 24 ~ @85 24 /NEF Layer7 J&EH i € 70 i =&
(w)LineBot F A AEHF A &K
BH S -
Mail, T8, 48RS, B ...
Pit ﬁf@ NTU Hﬁ BGP Overage
BGP Hijacking @
BGPC’TREAM——) BGP Leaks =—1=1->
BGP Hijack 3R - LINE Notify
ASN TW

r
( > e g —
*w Cisco, Microsoft, Apache ....
Q)

Common Vulnherabilities
and Exposures

[& 25 ~ Line Bot BFES 8 B N B F 4 4
1. pttec MEAE~BRERTIE
B ER ST RAMBETER TR ERIER > BFSERLHNEBE T
A—REFEEFEEBMAETAR > M TR A AABFEN REBHIG Post XF

WATH SO WML EFARREREHEE > REZ B LB R - HILHE
—% LineBot BPBd M A N A F A4 > THFFARRIFZMET > ploo: 24
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&4, W, B, ‘ceiba, B, R K $AXFRAFLELMEETE  BPITHEA
Line Notify Bpedi@osg i A B - T Mok F 42 20 R8I 3 Bp$RBUB B 56 © T B By
& 2019 4 11 A3t + Email 154 & MR A %7K Ceiba % #d PAas% > pttcc b
2z Post xX & - Bpaf{# A Line Notify @402 @ o

CCNET_Notify: 11/08
[#7M] SABBERTEY: | FERIBSS7 I THEERT )

https: fivwww ptt.cofbbeINTUIM. 1573155279, 4.9C3 html

CCNET_Notify: 11/08
[#7h] BARBIERREY: A A875 | HEBES
hittps: ffwww.ptt.cofbbsNTUSM.1573189876.4.994 html

CCNET_Notify: 11/11
[548] NTU Mail
https: {fwoww.ptt cc/bbs INTU/M, 1572449576, A.42C html

26 ~ ptt R E~br ik F IR~
2. BGP Hijacking BpB¥:f 8.

BGP #% &1} & AR Autonomous System( B /4 % %, fif% AS) #Hb XK &
2 % > %% BGPHijacking 4 » HENERFEZ D HUE - ABEET AR
BRI E LT A B ORE T AS A4 4 BGP Hijacking F4 >
https://bgpstream.com/ f& 2R} & K ISP H & % /a8 BGPAS Path /b &
2 0 B LT BP B 48 R R &4, BGP Hijacking F4F ©

tbBA % —%& Line Bot BPEF 48 B W B3 F A4 %4 ° T44 F https://bgpstream.com/

&% TW 2 AS 34 BGP Hijacking %4 > BP<] #] H Line Notify Bp i% i@ 4o 49 %
ANEB - TEEAZEHE A TW 2 AS # BGP Hijacking 4 8% » 7T Bped# Line
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Notify _F#5% o

@ CONET_Motify: 2019-11-11 20:50:00
Outage

BGP Hijack EisEH &,

S-TW Kickitlack Co., Ltd, TW (AS 131645)
A0 COMY et 1219156

CONET_Notify: 2019-09-25 20:17:00
Cutage
NC

W New Century InfoComm Tech Co., Ltd., TW (AS 131586)

Start
2 . More
Event time Endtime
type Country ASN UTC) T info

2019-05-  2019-05- .
Outage NETCONNECTWIFI-AS Net Connect Wifi Pvt Ltd, IN (AS 133973) 06 06 lota

06:44:00 0B:4gpp %Al
Possible Expected Origin AS: JAHIZ, LB (AS 209265) 531 9-05- More
Hijack Detected Origin AS. Beirut-Lebanon, LB (AS 9051) 063501 detail
BGP Qrigin AS: SSALIANDCO-AS-AP § S Ali and Co, BD (AS 136027) 531 8-05- More
Leak Leaker AS: AAMRA-ATL-BD Aarmra technologies limited, BD (AS 58601) 063522 detail

27 ~ BGP Hijacking Bp#%:m B

3. BB~ TR

LY EAG RARAREEZREARKBZIRFE > —EAAHEE A B LA
% BB BHORE > BATHNAA CRRFARE AERFFLRTEHEB
# CVE Database - H sbF % — % LineBot BPEF 4 B N E¥M F 4 4> THF
https://nvd.nist.gov/vuln/search Z &% CVE BRI B3 > FUKAE REER 2 &

5 4% #%4n Cisco, Microsoft, Apache % # 4787844 % > BP 5] #| A Line Notify Bp 8@ 4o
WEANE O THRRTIEE LIRFNE L BRI E 5 o T B Br & 8 8F Cisco
FirePower % %% 2019 & 11 A #3Rx & fRF L BPeFEa~7 Line Notify °
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NIST

W e o
Information Technology Laboratory E %EE ]% .

NATIONAL VULNERABILITY DATABASE SiEe MICISaLNREEE. ..

VULMNERABILITIES

@ CCNET_Notify: CVE-2019-1992
November 05, 2019; 03:15:11 PM -05:00
A vunerabiity in the HTTP traffic fitering component of Cisca Frepower Threat Defense Software, Csco

FrePOWER Services Software for ASA, and Cisco Frepower Management Center Software could alow an
Q) Search RESULLS (Refine Search)  irsrenms ome s o b R ot o st s s v e

handing of HTTP requests, induding those communicated over 3 sacure HTTPS connection, that contan
mabciously crafted headers. An attacker could exploit thes vunerabiity by sending malcious requests to an

Search Parameters: affected device, An exploit could dlow the attacker to bypass fitering and delver malcious reguests to
protected systems, alowing attackers to delbver malicious content that would otherwise be biocked.
« Results Type: Overview It frvvd et e rdncletal/CVE-2019-1982
« Search Type: SearchAll CENET atify: CVE-2019-1881
: foci November 05, 2019; 03:15:11 PM -05:00
« CPEVendor: cpe/icisco A vuinerabiity in the nomaization functionality of Cisco Frepower Threat Deferse Software, Cico
« Published Start Date: 10/29/2019 FIrePOWER Services Software for ASA, and Cisco Frepower Management Center Software could alow an

unauthenticated, remate attacker to bypass fitering protections, The vunerabilty s due to insufficent
nomalzation of 3 text-based payload. An attacker could exploit this vuinersbiity by sending traffic that
conbans specificaly obfuscated paylosds through an affected device. An exploit could alow the attacker to
bypiass fitering and deler malcious payloads to protected systerns that would otherwise be blocked.
hitips: {irwd. nist.aov/ivuindetal (CVE-2019-150]

28~ BRIRF~RIREE

There are 8 matching records.

(Z) ## DDoS H7iF kw3 ms ¥

1. #ERAREESIOBRBEREE

® BG Line: #&EBA

A0

® IR EIEEL R T 0 /2 Ping/TraceRoute 44 iE % : Amazon, GitHub,
Yahoo B A, BABHBHE %

2. RRER

® JE DDoS & u3% it k. Bypass & #4R 2K 4w b
® 3 Clientor Server % & MTU = 1492 Bp~] iE % & 43

T VA &

149

< & o wA

3. Alternative Solution

26



® FEARMEFt MTU =< 1492
® 7 [y kiE/Router FE TCP Maximum Segment Size (MSS) = 1452
B 5 K Pfsense: MSS clamping

B Cisco Router: (config-if)# ip tcp adjust-mss 1360
® C(Client

Ho Time top.stream. Somwe SmPort  Destination DestPort  Protocol  Length  [nfo

1853 18.688751 168 172.16.8.17 52333 163.28.16.260 3383 TCP 54 52333 > 3389 [ACK] Seg=1 Ack=1 Win=26248@ Len=8

® Server

Na. Time Source Sre Port Diestination Diest Port Protocol Length  Info

773 3.19c8089 14@.112.3.82 35276 163.28.16. 200 3389 TCP 68 35276 » 3389 [ACK] Seq=1 Ack=1 Win=262488 Len=6

4. ARE A (FER])

® MPLS MTU: Adding two labels, of 4 bytes each, means that the packet with
labels is 1508 bytes

byte

E;Z‘Zg;?t MPLS Labels IP Header Payload
N\ J
Y
Ethernet Frame
® DDoS HAFikAER MPLS Bd B EFRAEEHMEHBEAFTL

oo R AR P EEH R MTU 8% 1500 bytes 3% £ 1508 bytes » &
BRI nHOPERBEEEMRK -

(N) HERBBELTEEL K

. @% mERdsR

® FRAFREMEBRIGA EFEL - HRBIZEHN
0 FHWBEFEFIREALEN

27



2.

® LR K A K RNk R BIE
B ELK Heartbeat: ICMP ping ~ RTT =] - HTTP GET/POST Delay Time
B 487 A&k Speed Test

EEREE

i Ed s R = SiNA LR 7

> ®
ubuntu

5 vmware
ELK Beats Search Visualize
& &

Analyze Manage

s K

() SPEEDTEST

B ARG H IR

-
- —
-w

elasticsearch kibana

ICMP Ping
HTTP GET/POST

1% A B 2 kR B AR B

A < $2000
E#E < 10Walt
B NMIEE S
XA G R BT

BFs % S B
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5. #WEBAIR

® speedtest http://www. speedtest.net
® £ KRR http:/speedS.ntu.edu.tw/
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B et B Ber D0 minias

apoedS atiadiLtw

p a -

BAHIE

Marngs of downkasd

rksastamp pae 30 mbun e

30



S RERIKEMBBRT R

(-)#%n%x

. REREEEGER  ERENEBCEATTRETHESRMEE MRE £ F
AR B MR AT R R B AR o BRI IR R 2RI 4 3k B R B B 18 BIR
B RFH-TF SRR BAREN 0 AT R RO BRI b SRR 4E A EE
Byts EAE T o

2. BNEKRPRNEES FARMEFIBERTRRERCAKAREEN  FERK
W R EFSITHRARGFE TREALCRAZTHEASET - ARREER P
KRR R 36 55 BT R RAS > AT H-F SRB B AR M > B FANFIER

TR A A WSRO R B E A E A B 1S BAEE

3. AREWERTRERERFAS - &KL ® B 4T% 3% DNS server R > (2 F #
FHERME > ABIRE G AR A B 69 DNS server B0 A A R AT - BRI
3B 4 2 R 42 4 DNS server #:78] 0 4+ # Recursion ~ Transfer & R ##- 50 2 M ik &
FIRARAE ERBAE B ILE T R FRES R T -

4. FBpRRBBRESN S EHHAAECHEREMNEAL R FTRFZIE

o BT R BEREMHZE

5. ZBBHRRMBGHEBEEBIRE  HiwEHOBIESL > T REBEIRE XM

IPS z &4 -

6. FiAEGWEEHINRE » TANet F# % Peer ISP £ 2 F 8 TR FHA IPS 7R

BE TRECEETARAELEM -

7. &4 Peering ISP T o5+ T2~ BB TME - 2HEME - BRER -~ ¥ E

WEZEMA IPS AREE » B 29 Aiow -
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FJ!'

"?‘- x 'ﬁ .
TANet B
(P o288 Ounma

: Al TGS . Penxer
Ihline Ini Acm WRENTFN

B4 AR LS TARIE G e
B 1E IPS fRiEFHE R D0G ’

S Physical Bypass

HCa

Inlin nline

29 ~ Peer ISP &3\ IPS 1A R4t [

(=)

—

B ERZERE T ERERBZRLN B ERERPBAILERF HZ 100%

2. WBhiE 2R R R T R RE B T R LR AR SRS B2 100% -
3. WERGERMARA R T EER FE > AT ERELPBRIZTARSHEZ 100% -
4. Bk 4 LA 18R] DNS server & 5 3% T E#E 0 T3 R 2R B E 2 100%-
E)2/ERFEERERLER
1. #2B:6 AEHE -2 AFLK
s REEERBA)ZEBERRF  BRAIEWE BT ?
L~ AEEEREM) WA @BEERZGEGTMBAE > BEF BB

FEHEEHER?

A BRREFHNBMBENWBRIL?

T~ HESERRZIHFT IR (F)RZ > TR E TREAM)T HEMS
Ly E R?
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R EREMHANEET CRBEABRZRMERI N HEE?
T BREMHPEE T SHEEERRAGG LR
B~ HEBREH P ARG ETITER
¥ HE@TRMZIHT IR BHH (B ) RELZRK
2. HEEHERAS2EGEM KE 460 HEE > BRE 8%
3. JEWHBAEARULE
4. BERIA,ABLERWT

TERE SRS HRERIERE, BgEST
45 Bl B EE

& FHEIES

L RS

O EE

& TRE

@ EHETIEE

=FEE SEANMEEEEEEHEEEER, RfEPOIREES BT
45 Bl BEIgE

® FEEE
L B

0 EE

O TRE

@ FHERES
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HiEE FHRERES fIREEE
46 B EgE

® FERE
8 RE

0 =R

@ TiRE

@ FETREE

H EErEE > B IR SRR, E5iETs SEUERSEE TR
46 Bl BEE

® FEEE
® Fa
0=

® THE

@ FHETES
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B REROIERE A B B RN ARREE?
45 Bl BEE

® FERE
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O EE

0 TEE

® FETRE

SRR RS TERRERERER
45 Bl BEE

® FERS
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H EARE R R R E B TR
14 Bl EEE

g

O

0
DDoS RSk, FREEEE ..

HIEER S 25 Rat B
13 Bl EE

Jm'n

IEEWTIEER A A
EREBRT T

ENHE R BT . EET

R RATRIT i

el SR ISR EE. ERERL

(w) R4 Fa HTTPS A ¥

1. ZLE@I RAER

@ Qualys. ssi Lab Homs  Projects Gy Fra

o b ] 133 308

SsL Repﬂﬂ WWW. tp‘lrc edl.l W (140.192.2208)

Summary
-
_
ad
e —

2. NEWERBRREETHENF

« Website test: www.tplrc.edu.tw

83%

(.- NI

@ DNSSEC

HTTPS

& Secunty Options

® HTTPS % & &% Let's Encrypt

B Certbot:
B SSLForFree: 498 ¥ 3%

® HTTPS Certificate Chain

36

Command Line A #{t% % T B

G NGE Ry s



N 2 EE

B https://www.tplrc.edu.tw/el.php

(Z) #F B A K X% GCB

. HEERERETEHE,F
® LR GCB HEAZ 5

B Bk GCB LA B dofT4k HHEFRTE » B A BRHEZ A E TR
LGPO -~ Policy Analyzer #4T § N $Ax# » R 4 =K F oy T A F A 446 A

=

o L FEMWIM

B https:// www.tplrc.edu.tw/el.php

2. GCB 378 R R
® R GCB #.A| Review

W B G R LR

B % RE A R ME BRI F R
® ik GCB #3s FAQ
o HufHAmlh (FEMEH)
® AT AAE A K w4

3. BRI PHEHAH GCB #ic
® EEIEAR GCB BRI T " RRESR: S/ PMR AT L
B B AR IMFAEUTHABE X EFG-WEABE) T35 %2 GCB

LA T A
B 2FRAEMAE»ITACHERBERD > SRBRAEET S > Tk
B RH T
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BRHE GCB #4F > mIEM R 418
TRACH R e
B Cisco Config Template: £ F % — 3% € #% %2 4 (Login, NTP, SSH, SNMP, ACL

3

%)

w111 FETFBREKS

(—)TH B
. THEHMEPELZECHFEREBMERE/ATR -
2. RAEEIE LB (v AR B KRS o
3. HERBBIAGRZIEEIRBAHARAEGHF STIFBARR -
4. REEAERBET FURFTELKEMZWBETHFE -
5. WERGEEERATL@mEANCacti BEiF A% EAEEF CRRFHHUFTIRR
Ry FEELER
6. 4t¥iE g ¥4y DNS Server 25 AR A BN EE » KB F T RARABRENIR
Ao IR EETCHRAZHHUFT IR RERETEE -
7. ABHEENERAFXERTHER  ZHEEENREBRFIRS
T E@E@EAHNEA
T~ 43 ShH AR E M
i &5 g AR
ii. Netflow 324k 34F
iii. Syslog 3T4%¥ Alert & 40
A~ & 4R AR 2 RURK E M
L THEERPRBAE T EE P HEELAR > THhiREF A Source
IP & &% FAA
ii. 3242 JPerf B3k Server E HFRF
8. HEXEEBEFTFHREAE HHEFTRUBLZREHY R SOP> L EEH

TRRBERSFE -
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10.
11.
12.

13.

SHBATHKRER ipv6 XEREMN > EHHE L H I E L > B R ERH
2% R %% » A]424% Open Source Router #: 82 {5]40 pfsense » 324 4% 47 % 3% #2148
B 2X S5 A

BB B REIBEENXIE IPV6 > f5do DDoS % ~ IPS A/2{HR 4 % °
ERITE P oA ERRF S T 1S027001-2013 & -

# F TCP-based @B L EEXAANEMAT S TREEGEREBER LY
RTT - Packet Lost #45 %% - 47T 24 /N5 B 4% Internet S FEMRFF 2 4988 0 H -
ST B AT LB AR E S0% X huE M E » AT AT H AR % 3 602 POC 2% 5 A
oo BEAZ RS ANHNZEARREHREEH  RREHIIZHRAREREZ

(=) s

A

© L =N

10.

1.

438 iE % 99.9% L

EEMEERLFFE 0% L

RERA ipvo & A F:100%

5B PN ipv6e £ A F:60% A

E#RAEINE B0

F o~ 50% LA b 3RAZF AT AT R B4R R

T~ AT LR Al Rk P iE 20% 0 b

B XY E: R 3HWUALEBETRXMHES

HTTPS #9335 8 By#4i#2 X, - check.twnic.tw (Selenium)

Google & B itz =1 B F %k °

BBt - BRBINRAE B A - AT MIREAF ERiTE MM RAZ
HEAKFIRT S > DR RGERA R B R RIS -
BRI B FER A BE » Bl " #HRERIERERTFHETRE 8
BABMFE UHERAREE -

2 %3 E) IPV6 > 7 IPV6 B3R 4835 82 IPv6 DNS R ARARF » & 4424 2 7] AR
% 100% %A IPv6 z 4ukgr IPv6 DNS R AR HE o
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12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

1& B Netflow S & E AN IPv6 2 Bz IPv6 A & » & IPVO frnk 246
R 54 -

Wi LR EBERSAR S - P2P R ER I R B JER 4T 0 FastiE
AR B 2R SRS # 2 100% -

MRliE 42 2 A DNS JRASLARFS » St 54 A BB IR A 913 & B F ¥ & Open
Resolver #2 i 4 % 3t if 4038 g B AT L& ©

FBEBLE AR A ARBEEREFTRE TRl g 2REETHMAR -
& ¥% & 489 Router 324 Netflow 304k > T IRAL SBFR X ip B304k > L7 Ao
BERE A R E R RIERE AR B A SRS 100% % B A Netflow 32
4t Netflow 28kEATRP RS &I > R PR EREFEE > THMAERBARLA
HARER o

HRERERFTE REEBHRIERBERS > THHR P IIEREMEEHE
WMBHEWEREML > THERERE R TR FETLALZIRETLEHEE
j] o

IP 23 B B JEREH - RIRER o4 - @BBERERATHE -

4t 44938 £ %18 A TCP-based #8388 5b 0 B A 44 > =T Bk FI B & M 3R 4835 %,
Internet AR 75 & % > L& — FRABMFRF X -

S EREREERTITO SN T X -
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