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H ipv6 S4B R I5ERL
Mg ipve SEL EE RS -

=1LEBEEE
QB R? |2 A Hi:21 B
111 £|£ .
‘ 4 11— ‘

_—

w E5EE wRSEH

# Ipv6 GEEHER R RSk

it 1PV GEEY: A ABEE RN, « i
B MR ~ PR -
e i

" E5ER = R5EH

6. F EH%A TP PR - ATHARE (Y L F % h)

(1)2023/01 37Hi @S H =) ¢ & F % b (RERT IVH )

F IPv4 e F:192.83.177.0/24 ~ 192.83.178.0/24
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Fabw E#* 192.83.177.0/23 % 7 ?
(2) B 38 % #: 192.83.177.0/23 e fi 4 77 i £F § 322

i d F P K 2 Static Route:
(config)# ip route 192.83.177.0 255.255.254.0 192.192.7.234

e e 40 “%lnconsistent address and mask”

grd B ouF 2 Fr Static Route:

# ip route 192.83.176.0 255.255.254.0 192.192.7.234
# ip route 192.83.178.0 255.255.254.0 192.192.7.234

(3) 12 F] 4 47!

192.83.177.0/23 1 rEE & T

[23 W RE S 2R L Bk
Ok =

2ERRESE 24 v L [23

P § % /& StaticRoute % i€ * A & /24 % 57

# ip route 192.83.177.0 255.255.255.0 192.192.7.234
# ip route 192.83.178.0 255.255.255.0 192.192.7.234

Root Cause: B4~ IP 3 R E A e i
fiEz B A 24 F EE o fR
Casel: 192.83.176.0/23

192.83.176.0/24 ~ 192.83.177.0/24(" + 5 % /&)

Case2: 192.83.178.0/23
192.83.178.0/24(% + # % k&) ~ 192.83.179.0/24

DL

19



Network/Host/Broadcast Address:

0 192.168.0.0/24 % b

Network Address (First): 192.168.0.0

Host Address (8¢ & 4 $#£): 192.168.0.1 ~ 254
Broadcast Address (Last): 1921.168.0.255

Host Address: For /i & IP & *

(config)# int e0/0

(config-if)# ip address 192.168.0.1 255.255.255.0 --> Good

(config-if)# ip address 192.168.0.0 255.255.255.0 --> Fail, Bad mask /24 for address
192.168.0.0

Network Address: For #d e flig #

124

(config)# ip route 192.168.0.0 255.255.255.0 10.0.0.1 --> Good

(config)# ip route 192.168.0.1 255.255.255.0 10.0.0.1  --> Fail, %Inconsistent
address and mask

/23

(config)# ip route 192.168.0.0 255.255.254.0 10.0.0.1 --> Good

(config)# ip route 192.168.2.0 255.255.254.0 10.0.0.1 --> Good

(config)# ip route 192.168.1.0 255.255.254.0 10.0.0.1  --> Fail, %Inconsistent
address and mask

IP %= 52 5 8#k

7.2 g L S A g R

WVE R d R e e B ClassC REEITRE R ¥

A F IR R
203.64.48.0/22 (203.64.48.0~203.64.51.255)
20



203.71.84.0/22 (203.71.84.0~203.87.255)

203.71.88.0/21 (203.71.88.0~203.71.95.255)
120.97.32.0/19 (120.97.32.0~120.97.63.255)
120.97.64.0/20 (120.97.64.0~120.97.79.255)

deriEdH e B ClassC g E?

@ Fw Hd 120.97.32.0/19 *» N w B gL
120.97.34.0/24 ~ 120.97.35.0/24 ~ 120.97.36.0/24 ~ 120.97.37.0/24
Jo FI(FEiR]): EHEE SRR )RR

PELl o B EEd - L4 A7

-

120.97.34.0/22 -0 ¥ EE &7 > 3

(config)# ip route 120.97.34.0 255.255.252.0 10.0.0.1
%Inconsistent address and mask

i s 24 Fv LEX 22(F 5 4enii#c)
TR ARERLT

120.97.34.0/23 ~ 120.97.36.0/23

ik B 20 R ERRR I

o e £:120.97.32.0/19 > > 2|15 F % 2 B R AT
120.97.32.0/23
120.97.34.0/23 7 ¥ #fre

120.97.36.0/23 7 ¥ i ®

120.97.38.0/23
120.97.40.0/21
120.97.48.0/20

T e StaticRoute ¢ 1 F A 6

=

21



7 3 EBGP x4 % ¥ ISP Peering #d
R 4rirEH = B ClassC fE i f7
2z B ClassC 8 > E e /22

O ELitr pE 22 RE

203.64.48.0/22
203.71.84.0/22

O AhT Jgd Fl iR
@7 B P B, KT A RS dr e

A Bifs g i@ * s> e B Class C
120.97.64.0/20 (120.97.64.0 ~ 120.97.79.255)
oAz S R

120.97.64.0/22 (120.97.64.0 ~ 120.97.67.255) --> F{ric % (4 Class C)

120.97.68.0/22 (120.97.68.0 ~ 120.97.71.255)
120.97.72.0/21 (120.97.72.0 ~ 120.97.79.255)

8.113 # R P g P 4+

(1) € i % 99.9% 7 1
@F # % §HNA F: 0%

(3)+ & Ptz ipv6 @ * F:100%

@)% ®? -] ipv6 & * Z:80% 1}

(5) T e RAR W F kAR 1 50%4
(6)I A & AR I EE A 2 BH =

22



o HHEHF R L FTEIRB - FTERKZ LWy (F LR

Wpl112 # R T AR AF LML o
2113 # & & PRax P (T 64 %) o

? . 108~111 £ B TR % s

w9 w0 | m | _u

12 F REMRE
i 0 34 B 8
JE 32 3 e
FH AT
WA T AT
FHRAE

3V 4MERFHER
FEFHERES THER

M E TR

0.04 B
0.05 /N B
0.74 '

100 %

F & B

100%

112 B
97.04%

v ~ Bped B RH DDoS FE

(1) zz# > ;2 : SYN Flood

(27 420 ~5/15 (B & < 485 )

Q) EFER:5Am~1 ]

(4) 7 & &k 3 Subnets(/24)

0.05 /NBF
0.86 /N BF
1.42 *NEF
99.89 %
100%
0.55/ B

100%

(5)89.248.163.0/24 ~ 89.248.165.0/24 ~ 92.63.196.0/24

(6) 5T & p

(TANet >4 » /24 g # 1~3 24

23

0.001 - EF
0.086 NE
0.087 h B
100 %
94.48%
fit

0.003’ B
56.52%

0.07 /N BF
0.25 /N By
2.88 /| BF
100 %
100%
g3

0.83/Ef

100%



(8) s # P & Port: Random

® TANet 100G 4 # i &2k s & # iF : 4/20 ~ 5/15

"Yearly' Graph (1 Day Average) }‘}}-{% bits per_second

44.0 G

33.0 6 14

oo bkl T i1 - i B [E
1.0 6 {48 4] . | ﬁ;ﬁ@fl:\‘ﬁﬁ

0.0 G

Bits per Second

Jun Jul Aug Sep Oct MNov Dec Jan Feb Mar Apr May Jun

Max Average Current
S = ILEEH 43.8 Gbls (43.8%)  3850.3 Mb/s (8.9%) 11.5 Gbis (11.5%)
LTEES = GILEME 131G (13.1%) 18454 Mbfs (1.8%)  2116.3 Mbis (2.1%)

"Yearly' Graph (1 Day Average) ESR A ) packets per-second

12.4 M
§ 9.3 M
S 6.2 M 1
© :

34 M %
2

0.0 M

Jun Jul Aug Sep Oct Mov Dec Jan Feb Mar Apr May Jun

Max Average Current
In $1 81 %, Packets 12.4 Mpktfsee 10433 kpktisee  1132.8 kpletisec
Out 31818, Packets 2292 3 kpktfsec 488.3 kpktfsec 469.2 kpltisec

®5/14 B p F &7 H

= Xl& f[1]ipv4 - TANet B (&1L EE

40.0 G

30.0 G
20.0 G

10.0 G

Bits per Second

0.06

6 8 10 12 14 16 48 20 22 0 2 4 & 8§ 10 12

= Xl& f[1]ipvd - TANet BE(E 1L EE

12.0 M

9.0 N

6.0 N

3.0N

Packets/Second

0.0 N

6 & 10 12 14 16 168 20 22 0 2 4 & 8 10 12
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[ )
frt
=
-v_é\-;‘\
i

fTEESERAK) — EH2h

24.0 G

=
oo
.

A=
L=

12.0 G
6.0 G

Bits per Second

0.0 G
6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 Q2

SoEAERAE) - M

48.0 G

36.0 6
24.0 G

12.0 G

Bits per Second

0.0 G
6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 |12

Sl EEIIRE) — a3

212.0 G

159.0 G
106.0 G
53.0 6

Bits per Second

0.0 G =

6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 [12

® ;¥ % /n CIDR /24
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+ 89.248.163.0/24 ~ 89.248.165.0/24 ~ 92.63.106.0/24

Pie: Src_IP_CIDR Protocol Top In Packets
185.234.216.0 (0.33%)

92.63.196.0 (12.28%)

89.248.165.0 (26.32%)

89.248.163.0 (58.99%)

® ¥ p e IP CIDR /24

120.96.143.0 (1.14%)

120.96.107.0 (1.12%)

120.96.113.0 (1.08%)

=
S

S
SN

120.96.112.0 (0.67%)
120.96.102.0 (0.6%)
120.96.130.0 (0.59%)
120.96.129.0 (0.59%)
120.96.121.0 {0.56%)
120.96.122.0 (0.56%)

120.96.37.0 (0.51%)

©120.96.112.
Other (65.28%) 120.96.81.0 (0.45%)

® ;¥ p 7 IPCIDR /24

ClassC e Edhin: ==X 1~3 A2 45
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160,000

©

140.000

2096108
SR
120000 iy
12006108
12096148

100,000
@ 2107163
“
20
0 o016

Sum of netflow.in pkts
g
s
8
® 0000000000 000
~ : At

g
°

o

g
()
e

g
o

L

L

130150 130200 130300 130400 130560 130600 120700 130860 130900 1XI090 131180 139208 131300 X400 124500 1X1600 131700 131803 129900 132000 2
@timastamp per 30 saconds L2k

© eT1cP

Data  Options =3 *

Metrics r 3,000 (0.01%)

n Slice Siza Sum of netflow.in_phts

Buckets

B seistices rettonproe. © 1 [x]
B svitsiices © t[x]

Sub Aggregation Terms help
Terms -
Field
netflow.|4_dst_port -
Order By

<

metric: Sum of netflow.in_pkts
Order Size
Descend ~ 100

Gmup other values in separate bucket () TCP [100%)

Label for other bucket
Other

® [ fE 2

DDoS #-;i i % (Out of Band)
¥y KR OIPT HE B Fk
Migd ¢ L ET P e IP7

Router * ACL #-sz# %k IP 3# Drop

27



ACL % 3% 423 100G 4 & In
ACL % z_*> TANet Border Router /i & In

Router * ACL #-3z# %kin AS #73 IP fE 4t Drop
** TANet Border Router 4 & In

T INALEE T ARET AR 42 S

O EmmreR EEEE RS (53)

neilshu

U EF P EEEFE T (Seychelles)RIASN202425%8 8 56{Eclass CHREE,
CIDREZ L& 13Eprefixes,

FERIPATHEAASN202425, BAYisIPATHE S TANCtEI S &,
EeEEERG It MR RRNIEM SRR,
ASN2024258913{BprefixestLEA0 T :

"5.8.18.0/24",

"80.82.64.0/22",

"80.82.68.0/23",

"80.82.70.0/24",

"80.82.76.0/22",

"89,248.160.0/21",

"89.248.168.0/22",

"89,248.172.0/23",

"89.248.174.0/24",

"02.63.196.0/24",

"93.174.88.0/21",

"04,102.48.0/20",

"145.249.104.0/22"

ASN202425iR[HIEM S S E8E -

PR ng = DDoS ¥ % @

M43+ &EELK A7~ 27 HR TR 9 ~smpR
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@ FlE-REER
. @HTFHE WBE, SMES

* 14:03 i@ 3R 4 B’ &
e . 4:03 @R RIFE R R
* 14:08 ¥ % %% DDoS =
T # 5 45 f ELK Stake 447
T RS RS + 1413 % ax, DDoS R g4
2B R 0¥ 0 @4 A-SOC
T 210.60.146.0/24 % 14:17 A_SOC %ﬁkﬁ gﬁﬁ.?ﬁ—ff’t
BiE 57
T rEszEEes
@ EEAEEEntA (o
7 & BB ASOC BET
s TEFT
ST e
R FT e
(QMRTG /i & &£ 3t R
REREERNEAS TR eivsec) ] EERERNBEAS HB@acket/sec) —
S20.0 M H r—— T : 520.0 k - - —
§69o.on b jodd 390.0 k
g w600n 3 0.0k
8 200N i Ay % 120.0 i
© oon 678 10 12 14 16 xvs:zb‘zéo 2 4.6Aé'10 12& NS 8‘1:1214 1szzozrzorz 4 srs 1@ 12 J14
ZEB/RNEXE PING ZEEHER XS PING packet lost %
212.0 80.0 T
159.0 ,,:é 60.0  Prirdusuiadadudadudadadudonde
2 106.0 T 40.0 £t ,
6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12|14 6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 |14

(3)DDoS

S SRS PN
(- B /'F‘ o
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Concurrent Connections

[] concurrent Connections Max 3K Min 1
23.58n 2023 14:19 23.5en. 2023 14:08
4K
2
=]
'§ 3K -"_/_
=4
| =
[=]
& zK
=
E
& 1K
=4
S
R )
1405 1406 1407 1405 1408 1470 1471 149% 1473 14704 1475 1476 1447 1478 1419
Traffic Bandwidth bps pps Inbgund  Gutbound
|:| Received Max 1.9G Min g |:| Dropped  More.
23.58p 2023 14:19 23.58p 2023 14:05
76 _
158 [
% 15
s
500 M

1]

1405 1406 1407 1408 1409 400 147 1402 14003 14004 1495 140060 14007 140E

(4) s ¥ 5 _ ¥7 Packet Size
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Bar: Protocol In Packets History

140,000
120000
100,000
90,000
60,000

40,000
Dtimestamp per 3

Sum of netflow.in_pkts

20,000

L]
13:50:00 13:55:00 14:00:00 14:05:00 14:10:00

@timestamp per 30 seconds

Bar: Packet Size In Packets History

' £} d1 K /N 208 bytes

80,000

60,000

Sum of netflow.in_pkts

40,000

20,000

Sum of netflow.in_pkts
netilow.in_bytes
@timestamp per 3

12:50:00 12:55:00 14:00:00 14:05:00 JERLE

@timastamp par 30 seconds

(G)sT#H KR P h

Bar: Source_IP Padkets History September 23rd 2023, 13:45:00.000 to September 23rd 2023,
14:15:00.000

140,000
R hostkey

120,000

80,000 Iﬁ(ﬁﬂ@ﬁ IP ﬁ%ﬁ

40,000

Sum of netflow.i
etflow.ipvd s
- (1] |I Illlllll
— IR | | | i

135000 135500 14.00:00 14:05:00 14:10:00
@timestamp per 30 seconds

Sum of netflow.in_pkts

Bar: Dest_|IP Packets History

120,000

BEHERIP 38

100,000
80,000

60,000

40,000 )
20,000 IIII
S — e p—— | ey .—.I _

0 — -
13:50:00 13:55:00 14:00:00 14:05:00 14:10:00
@timestamp per 30 seconds

Sum of netflow.in_pkts

(6)7<# KB p
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Bar: Src_IP_CIDR Packets History

140,000

100000

phts

#0000

60000

sm of netflow.in

S a0

135000

e K E CIDR /24 438

- I II III IIIIIIII
I | | | | ||| |

135500 140000 140500 140000

timestamp par 30

Bar: Dest_IP_CIDR Packets History

140,000

120,000
2 1on0m0 K H #Y210.60.146.0/24
k-
¢
$ 0000
5
E 60,000
5
E
& 40000

20,000

| E——

135000

(7)DDoS if 3R (F {54 )

WREA R

Developed By TACERT

_orpzs LNCTEES

DDOSE%E R

it ICMP 15 —>

(8)4¢ %1 DDOS i % % 7

135500 140000 140500 141000
mestamp per 30 5

HUETIE FWATIF HHER

ERBHE BETEMEREER ALT %5

DNS IP

(S AP+ ||210.60.146.0/24

i =T, i3 B +{| TCP/UDP v

[

B EiE| MBEE N CRERN AR

R 7% st AR 4| CMP B0 WER FTP
AR VA il g0
BREE TR
¥z

(2R EERRTANETE G &)

2023/09/01 ~ % % 1 DDoS %
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*

iy
S
e
>
%
St

EE@ETEAN HEA HORA

80.0
60.0 G c\ DDOS immp
<+— DDoS I

§. 40.0 G i
2 2006
2

0.0 6

10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16

« JAF AN F

BAEM(1)ipv4 - TANetS3 B (R E M2 WAGME2IMPLS — TANet S8 (¥ 11E ML)
el EER YRR SRS RNE ERARE s2n - :
Ezm.o k 14 ; 4 i § son Il L
ook g 2enl | DC o
§ 90.0 k % 130§ 2 g}ﬁﬁ m
00Kk N0 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16 ® oon 3 ‘2'1‘4 1.s‘1siz;v 2'2A°'2“'4 > é 1.oA12.1:4‘s

TSR REREYAE

(XX ~ & 2023/09/11 p 4 7b 3+ e Hc B F 3 4

FIBAFL TR Oitsec) ERIBAE1 T B (packet/sec)
200.0 M T——— —_— — 8.8k - —
150.0 1 g 21,6 k :
g 10.0m S 144k
T
2 50.0M 3 72k
- i a "
“ oom 0.0 k
0 2 4 6 B8 10 12 14 16 18 20 22 0 2 4 6 8 0 2 4 6 8 10 12 14 16 18 20
$R1BAE 2 7R (hit/sec) $8fEAH2 F B (packet/sec)
160.0 1 - - 80.0 k T T T T
120.0 1 i i g Seore | o
& 80.0 M ¢ r M g 40.0 k : : :
8 do.0m 2 SERE T -§ 20.0 k i i
& { Bl -4 A
0.0oM 0.0 k
0 2 4 6 8 10 12 14 16 18 20 22 0 2 4 6 8 0 2 4 6 B8 10 12 14 16 18

Q KkmeEp e IP
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Add a filer +

September 11th 2023, 21:00:00.000 to September 11th 2023,
21:30:00.000

Bar: Source_|P Packets History

12,000

10,000

8000

6,000

Sum of netflow.in_pkts
=
2

2000

1:05:00 21:10:00 11500 :20:00

@timestamp per 30 seconds

21:25:00

Bar: Dest_IP Packets History
12,000

10,000

ol
8
s

4,000

Sum of netflow.in_pkts
o
B
E

2000

200500 21:10:00 2121500 21:20:00
@timestamp per 30 seconds

21:25:00

(3)Source/Destination Port

Bar: Source Port In Packets

12,000
10,000
8,000
6,000

4000

Sum of netflow.in_pkts

2,000

Sum of netflow.in_pkts
netflow.14_src_port: De
timestamp per 30 se

21:05:00 21:10:00 21:15:00 21:20:00

21:25:00
©Stimestamp per 30 seconds

Bar: Dest_Port Packets History

12,000

10.000 =
8.000
St netflow.in_pkts
6,000
low.l4_dst_port: Des
4000 stamp per 30 s
2,000 —

0

Sum of netflow.in_pkts

21:05:00 21:10:00 21:15:00 2120:00

21:25:00

@timestamp per 30 seconds

@ 4 4 * PublicIP ® AR %35 B4
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*

e

http://120.96.112.190:8080/

& CA FZ% | 120.96.112.190:8080

(D | HP LaserJet M1536dnf MFP

HF Laserdet M1536dnf MFF NPIZEBOST 120.96.112.190

4hae HP Web RS
ZERRE oS+ s b
=]
bl e FE AR
AEERA A HEERRE
e
s i
B HppE g s o

120.96.112.190

AR RERTAER

(1) =% > Web Site Security

*

*

2021/09 L F B X HRME 2@ FAHTTPS

2022/08 LA ¢H A LB BRS >  EXHAEERITHEEE
A B

2023/12 B 31 K B AR F LAW E 3HE (4 B 53 0 E)

L2ILEH]EE R
# APACHE
" v2.2

4 3B 8 1 Bl

+ CentOS v6 + PHP v2 + MySQL v5 > @7 £ % ~ 1487

+ Let’s Encrypt %, % /& 3% Certbot 2 X 2 & £ 3% CentOS v6

s ABEGEEABREWEALSETERAL - T EAH 2R
BREMEIEMO>OLEAE TS - BAALZEZIH

(Q)F i fRi 2

F] PHPV2 R4 A2 352 237 VB 2 b > #75 23\ 7 £ 4T3 B
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- %

e DRET A REAN LU AL R

$~ WAF 7 B L 53 32

(3) T e 4 T ATIE

www.tp1rc.edu.tw

140.112.2.208 101.1.4 =L | s
s (S e x o
<2 Cen V6
NGINX
Reverse Proxy I APACHE @
), v2.2.41
L7 HTTP Reverse Proxy: & Let's Encrypt
1. 5% FH -SRI Web Server OT_
2.[HiE web server, 0S . certbot Vréﬁlégg\%&ﬂﬁﬁﬁﬁﬁ
EE Internet. 000 | ate Ererunt GESESSE - . e

N : Let's Encrypt (&% © 2 E MRTG ]
3.%54ME{it Load Balance - 1.Certbot Z5EFANGINX - @gﬂﬂéﬁgﬁ(%wgﬁﬁg%)

Content Cache - WAF ThiE. >pesmsE Web Server 3. R IP - 12 Gateway
2. 8B F I EE) Renew IP 5
L4 SS5H Reverse Proxy: 3.3k 8 Web Server MR R HB PYAE (40 Reverse
1. SSH EHiRS A SSL/TLS JufE# Loading Shell)
2. sftp Rt AREIEINEN QTEINE  maEE.
5L IDS/IPS
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www.tp1rc.edu.tw
140.112.2.208 10.1.14 =10E4 | gk
10.1.1.2

HTTPS
> G ._9 i CentOS v
J APACHE @

SSH NGiNX
Reverse Proxy
K Let’s Encrypt v2.2.41

ModSecurity: - A certb‘;’t

1.0pen Source WAF Project mﬂdsecurlw

235% Apache N "S . NGINX Open Source Web Application Firewall

FHuh{EIR 25 ( \ wss>  OWASP Core Rule Set(CRS)
3.9 HHE S EE{EHHI Rule Set \ 9ocies 1.OWASP 8557 fH #E8iHI
Docker 444
1.5 ESHEE
2, 5K ik B Pk

# > Internet

(4)L7 HTTP Reverse Proxy Fefs & =t Web Server, OS %

R 45 8 % L7 Reverse Proxy

il ELEM B E2EN
s eiEs = REE
$ HsTs o EHE @ HsTs o PHP
AR EES feasm pr—— e
Apache HTTP Cent0s
4 Server 2413 © @ Nginx 1221 @ Nginx 1221

(5) T 33 HFIR L
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BB 4h & 3k L7 Reverse Proxy

Alerts distribution Alerts distribution
Total alerts found 15 | Total alerts found 13 |
@ High 0 © High 0
© Medium 3 [ © Medium 2 |
O Low 7 O Low 7
@ Informational 5 @ Informational 4

!

gl 2 {1855 R,

I) Apache hitpd remote denlal of service l

Seoverty Meciium

Repored by modue ISerptsaPerServer/NVerson _Check scrigh

Description

A densal of service vuinerabiity has been found i e wary B muliple overlappang ranges are handied by the Agache
HTTPD server

tep Heeckts o hullssconre2011Aug/ 175

An amack 100l 1s rculating i the wid. Active wse of Svs 1ocls has been cbaerved  The attack can be done remotely and

with & modest number of requests can cause very sgndicant memory and CPU usage on Te server

Thes alert was generated usng only bannes nformation. |t may be a talse positive
Affected Apache wersioos (1.3 2 0.x theough 2064, and 22 x Swough 22 16)
Impast

Remote Densal of Serwce

Recommendation
Upgrade to the latest verson of Apache HTTP Server (2 2 20 or bter), avdable from the Apache HTTP Server Progect

(6) T e T~ BRRIGH:
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+ Command Injection )3
« https://www.tpirc.edu.tw/index.php?a=/bin/sh
+ SQL Injection ~ XSS 3] i SARMEREMEA RS
« BEEMBEANRHK
* %ﬁfrﬁ {:Jr‘ & tpircedutw/indexphp?a=/bin/sh

SALNES 403 Forbidden
IESE: ["or 1=1 - |
RS

_ nginx/1.20.2

+ SQLInjection:‘ ori=1 --
+ XSS(Cross-Site Script): <script>alert(1)</script>
+ Web Shell 2]

« — &) 3% K H(Simple Shell)
« http:/ fwww.tpirc.edu.tw/https/simple-shell.php?cmd=cat+/etc/passwd

+ B374K Shell
« RR| A 0 2K S R Mok E AR
« http:/ fwww.tpirc.edu.tw/https/byzk php

Mk 29 B HR R
2022/12 54 T | T €k
3 A sx WAF: ModSecurity(Open Source WAF)
2023/06 = & T kB HiAr(s 4 % F)
HTTPS & & ¥ mILEF &L
2023/08 & A& 2 Hp An(? L+ F)
Reverse Proxy & it a2 22§ 2 NGINX 3 b
2023/10 & B#E T 4 € &(¥ L+ B)
NGINX Load Balance § #x
% * %< WAF: ModSecurity - #&

(8) 4 T 33 # fic R PR
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193k (RABHFFE) Web
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Scanner
R 0 1 o
R 2 12 =
& 2 FHRMEEZS LI & 5 AR
2.5 B ey i £
&2 2k WEMARS B WHyMAEREF LFIMERS
R H BFF R AR 2.5 EZBA AR
HE

S FMERA LB RENE

. R AE . AT ik
* AR + OS~ BT oF & 3
* BR BP9 # BAR + ACL 3% %
+ DDoS % #. « B R AR B
« hu B EE % Internet
*x BRRE
« 1E5%: 8

* B R M Bh F Gk

PO B A S Internet » o Bod BRI @ EE IP RR
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interface Vlan10 ((t 1)) <—-—
description ## B2, ## &

ip address 10.112,10.254/24 secondary
ip address 140.112.10.254/24

interface Vlan20

description# & T £ ##

ip address 140.112.20.254/24 10.112.10.254/24

ip address 10.112.20.254/24 secondary  /140.112.10.254/24
ﬁ 10.112.10.20

10T
Router Router @%{1‘: IOT mﬁmﬂg@
router ospf 112 ((tll)) <—
redistribute connected

—140.112.20.10

Core Edge

PrivatelP

140.112.10.10

PrivatelP

140.112.20.254/24
10.112.20.254/24 %1 0.112.20.20

A ~112 # B % fikAz(l6 )

g BPY

~ #dp 7/19

< HeHE 7125

~ Bcdh 7126

< #dy 8/2

£ e
Splunk: %) & % # ki sw 2F 2 p 3k » E(RH)

Influxdb + Grafana - p= i & 7| #icdp Al 0 2t Zoe +w
Splunk: iF % 4 5% 2% 2 p 34 LLEYGED
Redis- & kB 4 &7 #¥%s 7L E Winston g < >

Google Workspace 4z § * $37 £ Google Classt CloudMile pf %
R R

BEH - § R RE LSRR AR
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%*; *ﬂﬂ}}

L4
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. Michael Huang + &g
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kg gpg FTREERTZFaHE v
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2 831 DA
T AR B
w0 98 # 7 13 % Google Workspace, REST APIs (4-F+#) CloudMile % %J#
= -
3 9/15 & 12 % Google Workspace, REST APIs (:&Fr#) CloudMile & #J%
= =
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41
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o~ RepRRlE

+ speedtest http://www. speedtest.net
+ 8 KAR http://speeds.ntu.edu.tw/

www. s peedtest. et

S -\L___Ej“ 1__-__|__-ﬂ-_“a\: - — _____--'/\v”---h""--_____,/_ --_,/\\\- P /’“\-__\ //_‘\_
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j speedtest
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B HEaTEIERE BRI e 8 CE120, ISR TR TGRS PUA.-
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