% 855 e B (TANeD) & 385 e e P o

P14 E R AH ATHFTH AR+ 4

113 - 12 n



i

=

S S I 2P 3
T B R R T H 3
D& A P 3
o R R BT 3
G 0 = 3
(LR Hxﬁﬁﬁ—g L 9
QN = R ) S 13
(=) Feiepis W 243 d Vmware ESXi ##& 3 Proxmox Virtual
Environment(PVE) .. ... 14
() TANet 400G #7& ~happraZ B RAIE LI ... 15
gl ﬁ,J—TTPF»z& ............................................................. 17
DB R N RR ST R 17
(~ ) IPvA 328 TR R AR A4 21
(2 ) LayerT B 7 5 A T i 25
(2 ) Line Bot T T N B 3OF i de. 29
() @& * ~ficdp et ELK Stack » 475 % 2 F & < 24 DDoS s % & ... .. 32
(7)) R*FaRPRETER IS 37
(=) 22k LibreNMS 4% &% el 50 8 RS EI 40
(~) Open Source WAF & ®ipipesbia R 2 Hs H i .. ... . ... 42
SRt EBRETEEE TR 46
(= ) T e 46
(B T E 47
(M E R A R AT, 47
() @& E = HITPS R A3 i 51
() KM AT RGO . 51
() P EEgRER DDOS seFF 1 53
() FHBRE 7 & F gk IPvA REAFRM ... 57
(~) BRE = FREATRE L IPVA R AR GRE 58
R B O e R 5 < A 60
(= ) T B e 60
(B I E 61



T VEAREE

- PEpE
114 #1 % 1p 3 114# 12" 31 p

R R R SRk S i s

R LS
-~ RAnuE

(- )RR

1. pavrd + %4 Peering ISP ¢ 3 7 27 2 10Gbps ~ i @ ¢ 17 3Ghps ~ » £ {ri
% 1% 1Gbps ~ & = & 7 1Gbps 2 & 4 F4 2Gbps # 1 & ISP > p # izt ISP 37 e
FHAEFE ASROK Fizpd B > HEgMFRR* o

e T

-"( TANet
(TP-01,/HC-01)

100G g 2
106G g
1G %
100M 822

() 222 OKBTomum

rassanienss, WHRXRER
Armm ARESTFN

10Gx 4
TR P
% elastic—= k\\\‘*ﬁ
52 GigaVUE-HC1 A . )
Mirror Dl
FEER @- TOGY 2 Block k\.\ﬁ__f-/
B AL “1c R
1Gx 14 A HBE )
148
QFX5120x 2 1Gx6 ’_;It{t,_é{; \-:{
2024/04: iZ{H Peer®B g 2G 3k 3G o
2024/05: Hé$i® 100G Dark Fiber{iFp T T _
2024/08: Fi LGB Ay : 3T A e ZEEr )
2024/10: FE&BEA: SIEHEEE 100G x 1 oaw,

2024/11: FrEa By 2ILRE(FEET)
HLLG R WO AYIER 0

IS EE 2
3



2. 449 % IPv4+IPv6 80Gbps #F &, ¢ * I - % 12 10Gbpsx 2~ ¢ £F 2
10Gbps x 2 ~ & ¥ #1410 Gbps x 2 ~ # # [x Dark Fiber 100G
3 BEFERMNER IPREAE -
4, %21 TWAREN ¥ szepozk o @t -
5. % A F{(H =) #% & WEB 2 DNS pRA: 5 A6 i 80 0 253 m ke & o
6. £ EATH = BupME > 2024/08: A+ F 2024/10: % &P = B 4 2024/12:
48
7. @ RHE ¥ 54 T E R/H = o
8. W ¥ BT ME Y e Pt 0B e
9. 44 ;}Q;‘E
® Y iE:RAkfp i
® it E WP
® RRPIEiFAIHEIE
O FXEIMEF A LFEE
® Gilp 2 ERREERAR 18 L
P B RIE L RPRE Gk Sz b {7k~ BPRERRRE 2 A E R iR Linux
PIRE s FEA AP R R L ERRREE Y AN 2
Bl EANT B FTHREEZF o
10. Router g R B> 2212 d F 1L o
11 30 B & w R 3 S R E R h R SR ISP K 2 BT -
12t amBp FRcd g2y ha o
13 4ad L B RERFT R (Aol T S IPV6~ R FEEHLST) o
14. 5 2 B B B AT FEIFRREIFZFAHE o 50 FATFE TG i Bpsz
PRAFAFTALZ2FEAMALES 20 MATAN @ RPRRE w2
YR BATE A o
15. jn & 53t ipvd



"Yearly' Graph (1 Day Average) ()03 "Yearly' Graph (1 Day Average) 2024

LI
80.0 6 60,0 G IPv4. HU'_'!EE‘
§ 60.0 G : E 5.0 6 |- i L
£ 40.0 Gt
] E 30.0 6
#2006 8 15.086
& o0 & g0 :
) Oct Mov Dec Jan Feb Mar fpr May Jun Jul fug Sep Oct ) Oct Mow Dec Jan Feb Mar fpr May Jun Jul Aug
Max Average Curvent Max Average Current
InterDiet=> JbEES 734Cb/s(73.4%)  101Gws(101%)  143Gb/s (148%) EAEEH - ILEES  59.6 Gbis (59.6%) | 13.6 G (13.6%) | 7206.0 Mu/s (7.3%)
AbEEL => InterNet 131 Ob/s(131%) 19587 Mb/s (20%) 22921 Mb/s (23%) EEES -> SILEB 106 Cus(10.6%) TITOMUE(L %) 13932 Mifs (1.4%)
‘Yearly' Graph (1 Day Average) ()27 "Yearly' Graph (1 Day Average) 2023
pe A0
40,06 . 80.0 6 IP‘.M!- ﬂu—*ﬂ:%
E 0.0 6 j: 60.0 G o 4
200 G 40.0 G
£ &
@ 1006 @ 2006
& 400 & o
" Sep Oct MNov Dec Jan Feb Mar Apr May Jun Jul fug Sep Oct ) Oct Mov Dec Jan Feb Mar épr May Jun Jul fug Sep Oct
Max Average Current Max Average Curvent

G EFE = LEES 300 Gus (39.0%) 78228 Mbl(29%)  117Gbs(11T%)  DuerNet=> LEESH 734Gb/sT34%) | 101Gu/s0101%) | 14300l (148%)
LEES = GILEDY 87665 Mpis B5%) 18624 Mbfs (1906) 2506 5Mbls 2%)  JbEESN => InterNet 131Gh/s(13.1%) 19567 Mb/s @0%) 22981 Mb/s (23%)

“Yearly' Graph (1 Day Average) D)7 “Yearly' Graph (1 Day Average) 227

3.0 6

40.0 G

27.0 6 30.0 G

18.0 G 200 G

9.06
006

10.0 G

Bits per Second

Bits per Second

0.0 G :
Oct Now Dec Jan Feb Mar fpr May Jun Jul Aug Sep Dot Sep Oct MNow Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct

Blax Average Current Max Average Current
SibEWL = LEES 320328 61151 Mbls (6.19%) 10.2 Gb/s (10.8%) b3 = - : 39.0 Gbls (39.09)  7882.8 Mbls (7.9%) 11.7 Gbis (11.7%)
EEESH = ST 60759 Mbis (6.1%) 16766 Mbis(1.7%) 18251 Mb/s (1.8%) IEEEE = AR 27865 Mbls (282%) 19624 Mbfs (1.9%)  2506.5 Mbis (2.5%)

BEER QX F9) 2020 "Yearly' Graph (1 Day Average) ()7 1
IPv4 gij—2E 18711 14.2%
21606 36.0 6 . —
E 16.2 6 E i s E HEIFE
E. 108 6 sg 18.0 G
B 546 ._g 9.0 6
® 06 ® ooE
Oct Moy Dec Jan Feb Har Apr May Jun Jul Aug Sep Oct Oct Mow Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct
BA ¥ i Max Average Currext
Sl EmE=> LEES 213GWEQ13%)  S3R29MuAE(G4%) 34517 MuwEp@sw SUENE = EES  3320us@32%) (6151 Mus@1%) | 1080/s(108%)

LEER => SIbEME 11500 (11.5%)  19584MbAD 20%) 20766 Mu/gh 21%) EEEH=> ST 0750Mu/s©.1%) 16766 Mb/s(17%) 18251 Mb/s (1.8%)

16. & %2t ipv6

"Yearly' Graph (1 Day Average) ()23 “Yearly' Graph (1 Day Average) 2024
4.8 G 7.26
§ 3606 § 5.4 6
2 24 G i 3.66
:_3 126 . {1 It || !I ..I Il |-!| | g 1.86 1 (ARANLANREREEER T !
°®% Toct Nov bec Jan Feb Mar for May Jun Jul ug Sep Oct 206 "ot Mov Dec Jon Feb Mar fpr May Jun Jul fug Sep Oct

Max Average Current Max Average Current
SbEIE - BEES 454 2Mbfs(43%) 5162 Mb/s 0.5%) 6812 Mbfs 07%) EAEE IR > L@ EE 7020.5 Mivs (7.09%) L7833 Mb/s (0.8%6) | 375.2 Muis (0.4%6)

 EE-> SibEME 2423Mbfs(22%) 1329 Mb/s (02%) 2246 Mb/s (0.2%) JLEESH => SALEME 23998 Mu/s (24%) 2428 Mbis (0.2%) 2779 Mbfs (0.3%)



"Yearly' Graph (1 Day Average) 2022 “Yearly' Graph (1 Day Average) 2023

4.8 06

, 486 — § T ol Fam s ol 3 BN 11 7
H 'g g H i M D

366 - ‘§ 360
§' 246 E 24 G
é 1.26 | 8 126 i T A i L INRRN] |

0.0 6 e o B . '

Sep Oct Mov Dec Jan Feb Mar Apr Hay Jun Jul Aug Sep Oct Oct MNov Dec Jan Feb Mar Fpe May Jun Jul éug Sep Oct
Max Average Current Max Average Current

Fis
=]

] 45412 Mbfs (4.5%) 5333 MbAs (0.5%) 7852 Mbis (0.8%)

AL I8 => LEELR 4541 2 Mb/s (4.5%) | 5162 Mb/s0.3%)] 6812 Mb/s 0.79%)
LB = GILEEE 19047 Mbls (18%) 2336 Mbls (0294) 2433 Mb/s (0.2%)

EER=> SbEML 12423Mbls22%) 1519 Mbls(0.1%) 1246 Mo/s 02%)

"Yearly' Graph (1 Day Average) 2021 "Yearly' Graph (1 Day Average) 20272
3600.0 M T 4.8 6
2700.0 1 E 3.66
&1800.0 " i 246
B 9000 N 2 126
z a6 N = 0.06

Oct Now Dec Jan Feb Har  Apr Hay  Jun  Jul Sep Oct Mow Dec Jan Feb Mar Apr Maw  Jun Jul Aug Sep Oct

Aug Sep Oct

Max Average Current Max Average Current
EAbEEs - EEES 34313 Mbls (34%) 3720 Mb/s (04%) 7320 Mbls (0.79) GILEHB = ILEES 45412 M/ (4.59%) 5333 Mb/s (0R%) 7852 Mbvs (0.8%)
AEEEEEEH => &b ENES 13616 Mu/s(1.4%) 2321 Mb/s (0.295) 2707 Mbds (0.39%) LB = GILE I 18047 Mbis (18%) 2336 Mb/s (0.2%) 2433 Mbis (0.2%)

BEBER0XF) 2020 “Yearly’ Graph (1 Day Average) 091
3600.0 1 - ) _
e o =]
51300.0 L o &1800.0 N fol:
gm.ou i 3 0.0 _I_I-[--i..: R Y e

0.0 H Py

s J
0.0 1
Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Oct Now Dec Jan Feb Mar fpr May Jun Jul fug Sep Oct

Bx 1 B Blax Average Current
ST = EEER 3018MuP % SNOMUBO3%  SSEOMA 0% g imn-> HEER 34518 Muis G4%) | 20 M @.4%) | 7320 Mbrs @79%)
AEER -> AEW TEAMD AN 4IMEB 026 DAMUR DI  pEE-> ST0EA 13616 Mbis14%) — 2907 Mids @3%)

17. 4 45 4§ % 5L B AR
% L %43 Single Dark Fiber> § 7% # - 5 DWDM 8 Channels: Use 16 Waves

RS R

18. & #* 7 ¢ Iz 100G DarkFiber

ST IR B P F et 1 5+ Dark Fiber & Sk o % % 100G 4E B
i@ G s P 10Gx8 2 Equal Cost Multi Path 7 4 - 100G s> = 7 @ Vlan

i



SR

B

BEAEH

10Gx8

MX 1

ki

10Gx 6
100Gx1

2024/05 FrEeks

5/0/0.11

MX-2
etls/0/0.13 [

ety

100G

1

. '

1

1
\I\
|

i

A

1

1

1

1

i

[100G]

19 @ MF e AR R* 2 Bmkgd 24EE 10Gx2



@ 10G e

B 2mmke  BItEE

+ 10G SFP+ i@ M /—#%

T =7 &

g [~ | 278 Jumbo-Sun,, 37550, E_é i

RIS 1w
< 'u : - it Class 1 Laser

*

CE bt G




Lk

Q 10G e

10G
SRR 2 EEE  sItEH

* qipﬂ%%ijIEﬂﬂéﬁiﬂi

B s7p-106-x20-1330 /

|Wm 5"'! 1330-RX:1270

T
lllllll'l

(C)RERBFREGRE F RIS

HEAap ¥ RURBIET IR

1 #d L @dRFRFT RN (M40 IPV6 % JRIFZ VOIP i & § THHR)

2. %*&%»%%%7Tﬁﬁﬁww’aﬁﬁiﬁ%ﬁﬁﬁﬂo

3. BEAARERRE G RS AE R LT L4E IPV6 o

4, AP T EWRERBFTFEAIVER A REARTAMERTRRER 77
4o 4 4R
v o 35 4% T o AP P
z s 7% Case Study » %

B~ WAF [ekifs A4



6.

N
AN
[SENRN

pos

‘%\
I -
N

B RH =2 JRE - 4F# £ ping ~ packetlost% E LR BE e 0 VR

DDoS ¥ i & 47

BGP Hijacking % i 453

Shodan f 4 22 jig *

Openvas f§ /i % fiu* § &

ipv6 Ja g Briz ¥

eduroam H& 7 £2:& %

Line #F % 4c »

Bipend ¥R

e

AR i Bbitfse) 81 A FFF 3 Bllpacketfsec)
128.0 M 12.0 k
z N z ™y
g s.on r\ i l ﬂ 5 0k R¥iL :
o oo &
g mon J“r L\ “ g 6.0 k LR
@ [
3 2o | E 3.0 k
= gomn s 0.0 k
0 2 4 6 B 40 12 14 16 18 20 22 0 2 4 6 8 0 2 4 6 & 40 12 14 16 15 20 22 0 2 4 6
I A KR PING 6] A ST PING packet lost %
208.0 k £0.0 ”
e i
w 156.0 k n 60.0 i
=3 F
g 1040k o400 :
S 5
Sk | G200
b 8
0.0 k L 0.0

& ot
O 2z 4 & B 10 12 14 16 18 20 2 0 2 4 6 &

D2 4 & & 10 12 14 16 1§ 20 22 0 2 4 6 8

EL T S LA IR 3 R R

B2 @ RE = MRTG %5 T £

7

CHEEE (L ABRATR -

1006

756
5.06
256

Bits per Second

0.06

8 10 12 14 16 18 20 22 0 2 4

6 8 10 12 4

JEEES => Internet
B T csY)

&

cket lost%

R 3-dml =TI epE s

10




7. &% ELK Stack 3z4% TANet % % Router 2 Netflow ¥ # & Src IP/Port ~ Dest

IP/Port % 50 # it » ¥ ¥ kdpdte B /v € 445 ToplOSrcIP ~ DestIP > #5
FREFAEEL TR AR

8. #* Cacti fc# TANET % 4 Router Syslog ;=4 # & Link Up/Down ~ Login
Alerts 2 Config 5 4 13 221l 4v -

9. @M&EFEE & * Ping Latency ¥ 4 Yahoo/Google/Facebook/HiNet DNS % +#
LA 1 LS

10.

2024 & IPv6 * Efufz & 5 & Bk 33

1125

1134¢

HEI—=

>

m E5ER w AR5,

3 HEHERHRK

V6 BRF R IR S
WA ipvb RECEETHELLER

11. 2024 # IPv6 % # B = =

Ly

CRREPEHBEE 20

11



‘ R0 2 1 ‘

>

n B w RFEE m E5EEC  w R5ER

Foipv6 EEE RIS

R pve RfY EARE A BRESHE QI RE RV <

12. ISP #up b3

TIPSR - B - Bz

HEEEE 37
EEERE 6
B EE 5
G 4
g g |
st 53

S H -
w EE(E
WEEEERE

" EZEH
W
2R

Bl 4~ @ SH >~ ISP sk suyt

12



13, B A & 7 A st

e - 5FE - Type

ppit 3z
TBUTP 22
st 54
Type -
E ki
m{EUTP
BIS-~itsHE =@ * 4a it
(PR F R
gy S i e DR 3
EY  |HEUBTFEFEALS HREEE PRIETE 91
e NS i Google Work :
= lﬁuiﬁ;%ﬁﬁii TEE%I oogle Workspace T | iMtile [zt 20
s TAER (B B
fiE TEAEANE %
24 |Proxmox VE AFTE/ERME (LAB &1l . . 37
= (LAB D s WA
it |Google Classroom EFEERS S (4 EEH) CloudMile BR7ZFE 48
fige bl TAPRERHIE ST - Gemini for GWS B HJE ] e
Elif L CloudMile #[55T 77
(4 - B710) "
AL |Al ZEREEE A R FE AT 48
%45 AppScript Generative Al (Gemini API) #23 _
B o . L CloudMile 7EZR¥% 75
Gmail EFANZE (4% EE#)
£0$% Anth
KEdE |Elasticsearch [ Al Bl ML {35 BHELiEF FJusk Anthony B 77

&G

13




RN AT

LIE | AT MR SRS T 2SR R & .
BY  [FEARST RS EE AR S E FER

T | #4S Google Workspace, REST APIs (7% ) | CloudMile [ %5HE

B

Ehy iR LS Google Workspace, REST APIs (#E[E ) | CloudMile BRZEHE

%45 |LA Pure Storage P AIIE g Al HYBESI )] | Pure Storage ki

T | RIS RILAB B R
EE TSR - BRI |
N g W~ T
EE|HAREERERIEL R EE (LAB B | PEET TS
T [ LAB RS (LAB B P SEifE

B WALy EiEYERE A - DL WordPress Boffil|  BREEE - L

) % RFRIE VM i #2¥d Vmware ESXi #$# I Proxmox Virtual
(=)

Environment(PVE)

® ThEEsE A ~ KEMRS % Proxmox Virtual Environment(PVE)
B Open Source Solution
Linux Debian + QEMU/KVM + LXC(Linux Container)
W A M
S Linux Debian Kernel
% #% Realtek g
7% 100Mbps 48
TIRER PCI /4  (F5i: PCI-E/PCI Express)
PCI Passthrough [RI/D
*#% USB Mouse/Keyboad
Z#% USB Audio/Video (USB Camera)
® Vmware vCenter SEf#(ZIHY Proxmox VE #{37$&
B VM Clone
m Full Clone
B VM Template:

14



Link Clone
W Cluster &5

AFLE RS NICEG (vCenter Appliance)

ER R BT R 2 R

%5 Node Brr[ERFiEE

#wEte vCenter ‘Fi%olFTE Host Z1i%
B VM Migrate: (VMware vMotion)

Node FH&HET%

Storage #f%

)‘X( PRO < MO < virtual Environment 8.2.7

Server View o Sto

= Datacenter (TP1RC)
& CE-15U-ASUS-DEA0ME

B pvec? &
B pvect o
ol

&=

102 (TrueNAS)
ket 102 (Cent0S6-TP1RC-Web)

i 104 (CentOS7-TP1RC-MRTG)
Ll 105 (Win11-24H2)

L 106 (OPNsense)

bt 109 (Ubuntu24-TP1RC-WAF)

B HA Sa
W AFEHIMIE - NERISITE
Proxmox Backup Server
SR~ FORHERAR - DR
fFfy VM Disk B - A FFEF R HUHTE S
72 Email Notification

—— e e e e —

(7 ) TANet 400G #7# & F iz eped § e 4 3¢
TANet Hritft 400G Ferlit 113 4 11 MR A SR IR Aok 5

B TR -
s tTAE AR BT T B = ERATR > THETHE H = MR 2= os 3

15



Cl13 ‘C12 ‘Cll ‘CIO ‘CQ ‘CB ‘C? ‘CG ‘CS ‘Cﬁl ‘C3 ‘C2 ‘Cl ‘

B13 BlZ Bll B10 BO BS B7 BG BS B4 B3 B2 Bl
Al3 AlZ All AlO AD AB AT A AS Ad A3 AD Al
TANet 400G Frit (L4

UPS AERERFEMAH - NEREHTREEHAR - HERYEOKEARR > MEF
SRR PE W I B AN ETER EE A - N FE RIS Al

BIRHVE N R FE RN A 2 BRI - 2 8Ue s - (HREHRTE > AT RE R 2 A
BEHEE o

HATRAETHETY 114 5 Q2 FBESCK » Eak il TR ESEAIR » 2 FECHRE T
i o W TUH BRER AT T IR (DA -

16



=~ RIRTIRTE

C)ERIBFPRETES AR

L 2 fpFpry pd il 2 SREFIH N 2 f QARE N e Yl oo 24
(S YT SRR A o il A

erformace Test"\
SpeedTest

| Network |
Availability

o R ERERLIE ROPIZEI £ % 7 Rl ~ Android/iPhone Speed Test App
z ~ R @ 5 WPl E:Ping Latency ~ Traceroute v g5 %34
3. A E RGPS RERA
TN G R AER R R
T~ geRLk % P Ping Latency ~ CPU & * I
P RIREMERICPU @ * 5 ~ ol * 5 ~ gakig * 5
4. TCP-based ke &5 & 477 4 5t
Ty B2 TCP

1. RTT: TCP 3-way handshake
17



1. Packet Lost: TCP Retrasmit & OutOfOrder
NS 18

1. A B 38 RI(3t e Listening) » # @b * 3R TR

ii. ¥ poif BF  Intranct or Internet E & & B ¥
FEERRE  FETAETR

1il. *Z
v,  BEPELE: RRASAERMGHRETRLES

V. ViR i3 2 R Sitiesr

Netflow v9 )
Q| ——> % elastic

L EERE

| nProbe

-~

7 ~ Latency 24 Hrs %3t

18



Client-Latency-3Z15:12ms

+ Actions

Inline &5 Loading [&{E

S——— E ISR

ServerLatency S215:80ms
) 7 \\

"""

Iﬁternet FEEE

~Application Latency ~14:200,000ms
: RS HOAR SRR e

s e VAR AL -Application Server Loading AR,

\

£ \ / \ v

14

B 8 ~ Latency 24 Hrs 3+

A~ Latency 24 Hrs & % ¥ o Su3t

v.server_nw_latency m

s =+
S B
S

9.1.201

netflow.ipv4_dst_addr IP ranges

B 9 ~ Latency 24 Hrs & % %@ & 2u3t

o
’

FER T e et 2 Client *F 3 3%

19



B o~

» ADSL:140.112.5.0/25

ADSL(50ms)

VPN(30ms)

)\ WIFI(20ms)

* VPN:140.112.77.0/24

» WIFL:140112.238.0/24
* A #:140.112.114.0/24

2019/06/01 ~ 3days

) ?“Js‘

7 :FFEI

#F B % % Client Latency 2 82 88-- s 9T b %

ELES

sz
- .
3

Company

oul

B 10 ~ #3387 F g% 32 Client F = 30

Bl 11 -

B q“,\,

7 _‘F\:EI

20

BN RR A 140.112.3.0/24 3¢ 10T E

Client Latency > 5ms
Top 20 Counts

PR RERA



Congestion

age CLENT_LATENCY History

4 6 8 10 12 14 16 18 20 22 ¢ 2 4 6

et
e ] .
B .
™ 3
g il ; e | o
e =00 _ L
® — _!!III Illlll‘ulll “”I‘III»!IIIIIL; - ..::_-__;;__ l!!‘ll
B 12 ~ 4g % 2 % ¥ Client Latency 2 3258
£ #E % 3% ¥ Server Latency 2 ¥ 8RS % R
DStAS=AppIe Ine. o 2 4 6 B8 10 12 14 16 18 20 2 0 2 4 & 8
xR F His
Une: ucrage SERVERLATENCY History BYMES >k 955ME (124%)  SIROMWES (775) 8567 MuEb (1078)
HA o BN JSOSNWE US%)  ISMWE (2%) 1514 MbE (1L9%)
I o RS .

0000

B 13 ~ 47 % %% %+ Server Latency 2 5 %8

(=)IPv4 » 2§ FTHERRR AT

P E#EATN > HRIWIR ) - BF RIS 73047t
5 LI TR RIRERE o IP R IR TR P RS T
£ 7 hpr g IPvA 2 EFTHEETA -

21



PN A EHRETHEE ST R .

1. @7 ISP Fusk#

22014 EFpP R ISP B ARIFY oL iv- BepplEd AP L%k
Bk IS 2 R BT ET] ISP oty Ll RRE RV ET
B IP ok RIS AP 2 RS RELF BT A2 S B gL o

dbip 100%
geolite2 723 723 9 100% 1.2%
ip2location 723 723 430 100% 59.4%

2. & * Round Trip Time %%
B ? fe N D] P iR gk w o1 Z pE AL S Round Trip
Time > ¢t Round Trip Time 2 3+ & At 44| » Bl 27 nkigFiekw
SE R
BEplgp > i@ Google Map £ p| & A Rl o2 B R L 10,899
B ARE ) TRz BRAE S 299,792 2 o Fpt U kg LS A R AR K

-

A
v B CERFR 5 10,899 * 2/299,792=72ms o @ fepdte FRALS A TR B
SR RS 5 LS ALE S SE N Sat A g R
Bk % 5 1% % Queuing £ Forwarding EJZRERF > o p ¥ doge Rl it e o s
ZE2 R A4 2 Round Trip Time B %7 7 it -] *% 72ms »

—_

% * Google 7 F #xk www.google.com » # “74 i 2 ipvd =ut

172.217.160.100 -

22



%

FTEMY IPAYIZ PR PREZRERAETHEEL
https://db-ip.com/172.217.160.100
https://www.maxmind.com/en/geoip2-precision-demo
https://www.ip2location.com/demo/172.217.160.100

4. é%'#_}i DBIPF"}'E—&F’T——«EZ EIS o yﬁh‘f

P AER-

¥¥Fr ping 4p 4 plEd 5 fF I Google § F IP

172.217.160.100 #vF Round Trip Time Z ¥ 1ms o

d RS RIREG Ims 2% kg oy

Vo #a 2V R AER T g DBAIP ARG o

FTREREZ T 583
LR & (R R & SR T

TCP Session %3 = 2_4~ > Client ¥ Server F i i Three Way Handshake

L Google IP 7 %

v BT

2 ¥ 4 0 £ 4 Client 22 Server &k @ 8% — 5 2% #% nProbe > *ﬁ -

#] SYN 22 SYN/ACK #t¢& 13z PFRF L » T @5t TRk & P Server i

Mkw2 prl o )RR LV AL Server Delay Time -

23



Client

RTT

Time
2}

)

Fe

Country
United States
United States
United
TInditecd
United
United
United
Tnitecd
United
United
United
Tinitecd
United
United
United
TInditecd
United
United
United

States
States
States
States
States
States
States
States
States
States
States
States
States
States
States
States
States

¢z ~ Country + ASN Deviation i = :

Country
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States

7 ~ Country + ASN » i+t G & §

? -~ Country + ASN T =

nProbe

Bt

— SYN

(Internet

ACK

\/

A Org
Cloudflare Inc
CloudRadium L.L.C
Centrilogic, Inc.
Centrilogic, Inc.
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Fastls
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International B.V.
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41.032 115196
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a1 433495
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26 12225
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@ CONET_Motify: 2019-11-11 20:50:00

S-TW Kickilack Co., Ltd, TW (AS 131845)

BGP Hijack B[IEsH 5.

CONET_Modify: 2019-11-06 05:07:00
Cutage
KLICKKLACK-AS-TW Klickitlack C

to, TW (A5 131545)

CCNET_Notify: 2019-09-25 20:17:00
Cutage

NCIC-I0C-TW Naw Century InfoComm Tech Co., Ltd., TW (AS 131586)

Start

- . More
Event time End time
type Country ASN UTe) uTC) info

2019-05-  2019-05-
Qutage NETCONMECTWIFI-AS MNet Connect Wifi Pvi Ltd, IN (AS 133873) 06 06 Ij',‘l',l'”

06:44:00 O6:42:00 o

- . 2018-05-

Possible Expected Qrigin AS: JAHIZ, LB (AS 209265) 6 More
Hijack Detected Origin AS: Beirut-Lebanon, LB (AS 9051) 063501 detail
BGP Origin AS: SSALIANDCO-AS-AP § S Ali and Co, BD (AS 136027) Spres More
Leak Leaker AS: AAMRA-ATL-BD Aarmra technologies limited, BD (AS 58601) 063522 detail
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https://nvd.nist.gov/vuln/search 2. ¢ =i CVE &BiF T3 > T P §F L& * 2 F

& & #i-4e Cisco, Microsoft, Apache # & {7 i/ $&% » ¥ {]* Line Notify rpid &v
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https://nvd.nist.gov/vuln/search

NIST

formatio gy Laboratory Elﬂ%@ﬁ@
Cisco, Microsoft, Apache ....

NATIONAL VULNERABILITY DATABASE

VULNERABILITIES SEARCH AND STATISTICS

@ CONET_Notify: CVE-2019-1982

November 05, 2019; 03:15:11 PM -05:00

A vunerabiity in the HTTP traffic fitering companent of Cisco Frepower Threat Defense Software, Gsco

FIrePOWER Services Software for ASA, and Cisco Frepawer Management Center Software coud dlow an
Q Se arc h Re su lts (Refine Search) Unauthenticated, remote attacker to bypass fitering protections, The yunerablty i due to mproper

handing of HTTP requests, incuding those communicated over a secure HTTPS connection, that contan

malciously crafted headers. An attacker could expioit thes vulnerablity by sending malcious requests to an

Search Parameters: affected device. An explot could slow the attacker to bypsss fitering and delver malcous recuests to
protected systems, alowing attackers to delver makcious content that would otherwise be blocked.
« Results Type: Overview ittos:/frwd nist Qovfwdn/detaliCVE-2019-1982

o Search Type: SearchAll CCNET_Notify: CVE-2019-1981
cpef November 05, 2019; 03:15:11 PM -05:00
* CPEVendor: cpe:/icisco A vunerabiity in the nomakzation functionalty of Cisco Frepower Threat Defense Software, Cisco
« Published Start Date: 10/29/2019 FIePOWER Services Software for ASA, and Cisco Frepower Management Center Software could alow an

unauthenticated, remote attacker to bypass fitering protections. The vunerabiity s due to insufficent
nomalzation of a text-based payload. An attacker could exploit this vunerabiity by sending traffic that

There are 8 matching records. contans speciicaly obfuscated payloads through an affected device. An expkit could alow the attadver to
bypass fitering and delver malicious payloads to protected systems that would otherwise be blocked,
hittps: {fnvd.nist govivdn/detad/CVE-2019-1981

Wl 28 ~ T % ik ~Pid £ E
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TP e
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sz # p & Port: Random

2. TANet 100G 4 #* i & 2L sc# 3 F: 4/20 ~ 5/15
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State Timestamp » Device

+ 192.192.60.112
192.192.60.112

192.192.60.112

® LibreNMS ¥ i% i WeatherMap £ = i s i jn & ] o
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140,112,

(~) Open Source WAF j§ % e pzbiaR T His B i+

W4tk G TRl A
fexk OS~Web Server~ # e #4725 kA w2 2 % T EATE K
AN E AT H
Rk B AR BB R AERE
g3 E
W EsE 0 WAF 173841
S afFRET A PBTHMRRE IP 2RI
PRt B Rl s T oA 8 (IPS 4H4) 0 g p B
FEKERET ABESIY VM TR

¢ VM AR TR LB kB F RBFE
EDR(CrowdStrike)
&Ll FEREARET S - SSH -~ RDP

RFHE 5 ZE B WAF Hipl o 0 WAF 0] 4%
42



e WAF 2LP1K %

% % % WAF % %_ Port Forward for SSH, RDP

B Open Source WAF 4 | 7 3£ % v}]&

ww.odb.ntu.edu.tw waf.cc.ntu.edu.tw{cname)
140.112.2.200 + 2001:288:1001:4002::208

HTTPS HTTP
(} > G o
rowser NGiNX

Reverse Prox 10.1.65.x or140.112.x.x
6 0% Oe IPv4 + IPv6 Y IPv4 only
HRE W RIS S IPVE

|/ Web Server:
B Let’s Encr
LR 2 AT
_ Ecertbot SRR
L7 HTTP Reverse Proxy:
1.3 Web S Let’'s Encrypt p&5%35 «
Z.E{égﬁ%WZb S:::::, 0s 1.Certbot Z23EANGINX - F 28 L.
HEZ: Internet. 2. %37 HH 58 Renew.
3.3 M5 it Load Balance - 3. R e Web Server SSL/TLS flifg®

. Loading.
Content Cache - WAF LIAE. AT RS AT IDS/PS R 5347,

ww.odb.ntu.edu.tw waf.cc.ntu.edu.tw{cname)
140.112.2.200 + 2001:288:1001:4002::208

HTTPS HTTP
rowser NGiNX

Reverse Proxy 10.1.65.x or 140.112.x.x
6 0 e 0 e I Let’s Encrypt

_w@;ertbot

modsecurity

Open Source Web Application Firewall

ModSecurity:

1.0pen Source WAF Project

2.57 ¥ Apache ~ NGINX
SEE E A €5

3.58 M ERE 2 FEFH AR HIl Rule Set

OWASP Core Rule Set(CRS)
OWASP #5 FHZH R

B DNS X 27 2

Fogezki@ * DNS Alias Name :},3 = waf.cc.ntu.edu.tw
www.odb.ntu.edu.tw IN CNAME waf.cc.ntu.edu.tw
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2% #_ waf.cc.ntu.edu.tw 2. A Record zzék
waf.cc.ntu.edu.tw IN A 140.112.2.x
Ja sl |P

Aa4F 140.112.x.x  (IPS 34 » & URp 3 5)
iz = 10.1.x.X

B AppScan 4 &%

« > C G: hitpsy//www.odb.ntu.edu.tw

@ Boiexgsz. @ RoEeclds. K 63280764 B xrasestne

* J7 HG 3k

ﬁ BRSO E- NS PIRE RS

B~

; 1
LDAP ¥ A, 3
Bl CORS [FifI 2 fis fE 8 it : 1
1
1

ﬂ Microsoft Windows MHTML § & Scripting

ﬂ SameSite BEPES = i Jiir7 Cookie

ﬂ (target="_blank") 47
H SHA-1 & 1|

[l 271 TRACE &1 TRACK HTTP 1

B H 2|

[+ B ] ADNS 77 [ SSRF 12 |

ﬂ W IR A4 SR ; 15

E| 2 |

* %)\ WAF 4§

[ (e E

=0
ﬂ %] SHA-1 & 1|
ﬂ W %47 SRl (T8 : 7 B

W WordPress xmlrpc #%;% POST listMethod (= * FE38)
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Request Response

Pretty Raw Hex
1 POST /xmlrpc.php HTTP/L.1

n = Pretty ~Raw  Hex  Render

HTTP/Ll.l 403 Forbidden

Server: nginx/1.24.0 (Ubuntu)

Date: Tue, 1l Jun 2024 09:14:24 GMT
Content-Type: text/html

Connection: close

Content-Length: 564

Host: pc4.buda.idv.tw
Sec-Ch-Ua: "Chromium";
Sec-Ch-Ua-Mobile: 20

Sec-Ch-Ua-Platform: "Windows"
Upgrade-Insecure-Requests: 1
7 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé€4) 7

wwn

23", "Not:A-Brand";v=

IS

oo

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.€312.122 g <html>
Safari/537.3€ 9 <head>
2 Accept: <title>
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, imag 403 Forbidden
e/webp, image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.7 </title>
¢ Sec-Fetch-Site: none </head>
10 Sec-Fetch-Mode: navigate 10 <body>
Sec-Fetch-User: 21 11 <center>
2 Sec-Fetch-Dest: document <hl>
Accept-Encoding: gzip, deflate, br 403 Forbidden
Accept-Language: zh-TW,zh;q=0.9,en-US;q=0.8,en;q=0.7 </hl>
Priority: u=0, i </center>
Connection: close 12 <hr>
Content-Length: 95 <center>
nginx/1.24.0 (Ubuntu)
<methodCall> </center>
<methodName> 1 </body>
system. listMethods </html>
</methodName> <!-- a padding to disable MSIE and Chrome friendly error page
2 <params> <!-- a padding to disable MSIE and Chrome friendly error page
</parans> 1= padding to disable MSIE and Chrome friendly error page
</methodCall> <!-- a padding to disable MSIE and Chrome friendly error page

a
a

<!-- a padding to disable MSIE and Chrome friendly error page
a padding to disable MSIE and Chrome friendly error page

B Outbound Rules Test Directory Transversal

+ https://ghp.ntu.edu.tw/icons/small/

~ messages: [Array]
(0] [Cbpect]
message: “Directory Lsting”
~ details; [Object]

. match: "Matched \"Operator "R’ with parameter *(7:<(7: TITLE >Index of. *7<H|titke >Index of.* ?<h)1>Index of | >\\[To Parent Directory\y]</TAa]><br>)' ag
Index of /icons/small reforenoas o7 vt 142008 :
ruleld: "950130°
fib: *fusr/share,mocksecurity-crs/fubs/RESPONSE-9S0HDAT A-LEAKAGES. conf®
lnehiumber: 35"
data: "Matched Data: <tite>Index of ficons/small</title>\n </head>\n <body>\n<h1>Index of found within RESPONSE_BOOY"
o Parent Directory - severity: "3
&) back sif 2004-11-21 04:16 129 ver: (OWASP_CRS.4.0-dev”

rev:
2007-08-28 18:53 181 tags: [Array] 3 ERROR Score4
2004-11-21 04:16 134 maturity: 0"
o
2007-08-28 18:53 172 o ooy |
message: "Outhound Anomaly Score Exceeded (Total Score: 4)°
v details: (Object]
match: “Matched \'Operator "Ge' with psrameter “4' against varisble "TXELOCKING_OUTBOUND_ANOMALY_SCORE' (Value: "4')"
reference: ™
ruleld: "555100"
file: "jusr jshare /modsecurity-crs fules RESPONSE-9S9-BLOCKING-EVALUATION. conf™
Inehumber: *232°
data; **
severity: 0"
ver: "OWASP_CRS/4.4.0-dev"

Name Lastmodified Size Description

rev:

tags: [Array]
maturity: 0"
acouracy: 0"
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- 24,
=~ it
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R

1.

7.

PRARI-FA2FTIE

/3

FIRBFEORT % LR AT ERLY VR EBERT AL DB £
B b 03 RRE AT R c R ERAFREEREER SRR T PR
B RO T SRR P Rk BT AR G R
R0 N A

FRRFRAPE L IR EFIBERAINERE AKARE AT FER
PR R IV DI FRET FEFLHTRET T o AR EIRTY
R AT R b 3 BRI R RIS & * Fde T SRRl P Rk TRy Al B
VoA ﬁii?ﬁa?]ﬂ’.fﬁ%ﬁf#ﬁ{;ié # ﬂ FL B0 23 o

D HRRERTRAF RIS > L& € p 72K DNSserver 3% BRFE: 0 2 F]H
KETARE > Qxp b5 2>FarDNSserver FRALAI* kg 7o ¥ - RFE &
i A a3k 5 DNS server # B > 4%+ Recursion ~ Transfer 2 F fi3-% &+ tdk 4 »
TREGIRPEFEEFT NEAE TG IR -
BEAIEBRELPFAN O AR R FRRRE P F LR Y RIEL A
WoRVESCTEFELFL o

BEA B HFEFRERNE > B Rt e FiptS 0 T A FEAE
IPS 2§ § -

T3 % e H b E o TANet # #7227 Peer ISP £ 7 7.8 2 B % 3 » IPS i B

“)&

&K R

FRFRERRET RRE =
T4 PeeringISP 8¢ 3¢ FR 6 BT RE A BHE LT E P B

EREESr IPS GRFEE  doF] 29 47 o
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TANet *ﬂ'%
Q CL LT

psrasnens, WHEXRER
A WRERTFN

O #ren

Mg PR ML
B7E IPS O aifE

®] 29 ~ Peer ISP 3 » IPS 1 7] §= &l

(= ) 25

1L e MEREFIPAD ELAS 0 3 2 AF Ry Rz 100% -
2. FAES U ARE R R EE T e R0k B T TR S R R IRk 100%-
3. PRt ARE RS R Rk 53 B TP R A R gt PRI B2 100% o

4. txesig R F ¥ d p] DNS server £_F 3% T 5 fro 3f 3t & @ S8 1359 #icz. 100%-

C)RTcRLAREALE

1. 4Ep:6 MEH 2 [ ¥
T A ERFR(E )2 R SR GG EWAR L P2
e~ AERFRE S)Ied RREES SR OEITHRAPE 0 B R oD g
208 g RO
Ao FlE 2Tl 4R e I ?
R TR R PR (V)0 A A R R )R B
1 KD
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A R R(E )RR SRR R 2B Bt B R AR ?
R R(E )RR S IR AL ?

[

B HRSRREY O A RR BT Y I uER

F o~ B F TR KT VRS (Y )RR
BALAEDALET SAERE = e 48 e kv RhF 89%
AR HBA AL N Y

SIS SR AT

AEE BRUZERESRE, IBBRG?
48 BIEE

® x5S
@ 542

o BiE

@ TlEE

@ EEFIES

AFE BSRNEERSELEERER, EBEPONREBESEIERERER?
48 B[ fE

® FERE

@ FE
B

O TEE

® FEFEE
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BRL S IAREEN BE RIE:
48 Bl|m %

O EEEE
0 EE

o EiE

® EE

@ FEFEE

HEEFTERR o B BN ENE, EO0RS BEUERBE LIIER?
48 Bl|mE

® EEES
® T

o HE

0 s

@ FESTFE
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BEUNRERET RBA B2 AR wEE?
48 BUE &

® EERE

® 5=
BiE

@ EE

@ FELEE

SEUHRERED CREERESINFER

48 BI[E|HE
O EEFE
® A=
ZiE
® EE
® EEIHE
YR AR R E SR ES D EsEsE
12 BilE 8
6
il
1(5.3%) 1 (5.3%) 1 (5.5%) 1(8.3%) 1(8.5%) 1(8.5%) 1 (8.3%)

a
SRR O FEAIRED.. FHERIT 23 IERET
B! S BEE AR, A LA AN FERFE=

50



(z) @5 E = HTTPS #p %%

Lo 24%%] Bplss
@ Qualys. = Wams  Prapiens

SSL Repm‘t WV tmrc edl-l tw (14e.112.2.208)

Summary

2. WHEFAE R LRSS
® HTTPS & %
H Certbot:

W SSLForFree: #7 ¢ 3

Command Line p # it =%

~ Website test: www.tplrc.edu.tw

83%

@ v

@ DNSSEC

€ HTTPS

@ Secunty Options

G % % Let's Encrypt

A1 %

® HTTPS Certificate Chain # % B 487 f2/4-2 /2

"

7

TR 2

B https://www.tplrc.edu.tw/el.php

(F) kW T LT GCB

1 " HPEHAEE EE E€RAS

® Futht GCB #r %043

W HJR GCB 2 ALRIZ dofrdy D4Eef 0 o £ ¥ Mclidt -2 A F1E
LGPO -~ Policy Analyzer :& (7 ¥ » &2 #:+2 > = &7 enE > 2 2 ik

R H 5 e

® 7
L 2l =X ¢

| f:_—t—P

7 ~ Pl "-;_‘,'
ASPRTED I

® St kpthe i

% 1% GCB #“/%JE T
S IR GCB RRIZ LT P 0 K4

RTE A

B https://www.tplrc.edu.tw/el.php
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https://www.tp1rc.edu.tw/e1.php

2. GCB #U,% I Kk
® R GCB 7] Review
[ I B NN+ SV R
[ ] ﬁ&%?ﬁxafﬁ&%ﬁﬁ
® HJR GCB % FAQ
® Hi ¥ gk (FEMARE)
® §FRIEE R HwA

3. e [ #¥ § i GCB R4
® ZERPIRGCB AR T H 4" higFaig/e /i Frv i

\\\xr

E4
3

2
23

B RBHRAZRIITES(Frct B~ AN~y LR

£ GCB 4Rl +

B E9F T AR :Frsgw A0 e A %;ﬁ#&%;ﬁ;bﬁf 5%
T RN S

® »H GCB ##4 > m 2P| wid
® TAKZY FIAG A
W Cisco Config Template: £ * %t— % 4§ # # (Login, NTP, SSH, SNMP,

ACL %)

52



(.:

’n

fiip

oo o
~ A @’Eﬁﬁ

B pEA, SHE RIS
EEAEME.

®"
' @
iH

E/MEHE DDos W=

WERERFEHRIEZE D

210.60.146.0/24

|7

AELER S ERE

[

@‘ iEEREEEnatH

—y
S

A HIER ASOC BF T

i T

) P-id ¥ 22 RE R DDoS ¥ F#

x 14:03 @A L B F

+ 14:08 ¥ & %% DDoS %
# . {# F ELK Stake 547

+ 1413 7% DDoS R
BB R o 0 s A-SOC

x 1417 A-SOC &R B/ F %

4
I

1. Jc3)

2. MRTG /ir& &2ife B

ESELK 247~ @ FHREEF 9 S BPFR

ZEERNEXS T R@®ivsec) ZEEENEAE ﬁﬂ(packet/sec) =
920.0 M - 520.0 k - -
§690.011 i i 390.0 k ;
kmon bbbt Nt & 260.0 k S R Bl
H ‘ I §ot H 2 i H *
3.3 A: ;= 3 g5 2 3 T T % | 4.3
8 230.0 M {ededed ki fodordidudoded § 130.0 k
® oom MW . N ‘ 0.0 k < ‘
6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12]14 6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 J14
ZEBHFENEAR PING ZEEHFEN A PING packet lost %
212.0 80.0 —
s i}
159.0 S 6040 g i
% o
£ 106.0 e 400 it
53.0 -i 20.0 Lt LA SLAE:
% i R T : o o ig e S R Piiig
6 8 10 12 14 16 18 20 22 0 2 4 6 8 6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12|14
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3. DDoS i & ik

Concurrent Connections

Min 7
23.8en 2023 14:0a

D Concurrent Connections Max 3K
23.58p 2023 14:19
4K
7]
| =
2
L
=4
=
[=]
o K
5
E
a 1K
=4
[=]
[

)

[ —— s

14:05 14:06 1407 14:08 1408 1400 14077 1402 14002 14004 14005 1406 147 14008 1408

Traffic Bandwidth

bps pps Inbsund Outhound

D Received Max 1.9G Min & D Dropped  More.
23.5ep 2023 7419 23.52p 2023 14:08
X _
156 (
% 16
-
s00 M

1]

4. ¥, 7_ ¥ Packet Size

54

14:05 1406 14:07 1408 14:08 0 740 147 1402 1403 14004 145 140060 147 408



Bar: Protocol In Packets History

140,000

120,000

100,000

w0000 ICMP 2 &(+43/ P R) II
il

60,000
40.000

Sum of netflow.in_pkts

Itimestamg per

20,000
u ST L L

13:50:00 135500 14:00:00 140500 14:10:00

@timastamp par 30 seconds

Bar: Packet Size In Packets History
140,000
120000
S 61K /v 208 bytes
100,000

80,000

60.000

Sum of netflow.in_pkts

40,000

20,000

Sum of netflow.in
netflow.in_bytes_avg Dese
@timestamp per 30

13:50:00 135500 14:00:00 140500 14000

@timestamp par 30 seconds

5. st ke p e

Bar: Source_IP Packets History September 23rd 2023, 13:45:00.000 to September 23rd 2023,
14:15:00.000

140,000

R host.keyword: "
120,000

100,000
E0.000
60,000 Sum of netflow.i

40,000 etflow.ipvd_src_addr: Descendir

Sum of netflow.in_phkts

20,000

14:00:00 1405:00 1410:00
@timestamp per 30 seconds

Bar: Dest_|P Packets History

120,000

B HERIP Z3ax

80,000

60.000 etflow.in_pkts

ipva_dst_addr: Descend
40,000

Sum of netflow.in_pkts

20,000

0 e I e O e O e e . 0 O O B -

135000 13:55:00 1400:00 14:05:00 14:10:00
@timestamp per 30 seconds

6. TFE X REP N
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Bar: Src_IP_CIDR Packets History
140,000

120,000

1090.000

n_pkts

WA CIDR /24 438

0,000

60,000

- I II III IIIIIIII
RIS | | | [ L] [ ]

125000 1355800 140000 140500 141000
@timestamp par 30 seconds

Sum of netflow.i

g

Bar: Dest_|P_CIDR Packets History
140,000
120.000

T8 H /Y 210.60.146.0/24

Bo.000

atflow.in_pkts

60.000

Sum of n

40,000

S milininin

1350000 135500 140000 140500 141000

7. DDoS i 3F(F fS4T )

WREARR

Developed By TACERT

el mzs= HitEETIE FWAFISE TRt ETE
DDOSE AT EHEHE BETENERER ALT &5

S EIP+ 210.60.146.0/24
DNSP [
B iE| BB ZE A RBERRE A S v
fitt ICMP %15 —» (@715 & | TcPuoP v
R icMP (6120 WEB FTP
EA IR (A flin:so
BB IEE
Z

| [Ee( R 25 EBARTANETES 5 1 5)
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() ATHBRIE =7 4§ & 52 IPv4 RE A FARR]

1. 2023/01 s s H = 7 & F % h(REKTNHAH )
B i IPv4 £:192.83.177.0/24 ~ 192.83.178.0/24
B HiEw R+ 192.83.177.0/23 % 1 ?
2. R 5:192.83.177.0/23 g dom iz A F G 7
B rpkd B P fCER K < Static Route:
B (config)# ip route 192.83.177.0 255.255.254.0 192.192.7.234
B ImgiEa i “%lnconsistent address and mask”
B p:d B uF2 i ofr Static Route:
€ #iproute 192.83.176.0 255.255.254.0 192.192.7.234
€ #iproute 192.83.178.0 255.255.254.0 192.192.7.234
KRS SULJ AR £
B 192.83.177.0/23 2L FRie B o7

B /23 WAGREY L ke
4. B
B aEiafas s 24 7 Lo /23
B ¢ i %k StaticRoute F i * A4 /24 47

€ #iproute 192.83.177.0 255.255.255.0 192.192.7.234
€ #iproute 192.83.178.0 255.255.255.0 192.192.7.234

B Root Cause: # 4" IP + ®ER A7 § 5§
B #if2 a3 24 3L

W Casel: 192.83.176.0/23
& 192.83.176.0/24 ~ 192.83.177.0/24(" =« 5 % %)

B Case2: 192.83.178.0/23
€ 192.83.178.0/24(% + § % &) ~ 192.83.179.0/244

5. M AF
B Network/Host/Broadcast Address:
B 7 192.168.0.0/24 % &
B Network Address (First): 192.168.0.0
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B Host Address (¢ & 2 $): 192.168.0.1 ~ 254
B Broadcast Address (Last): 1921.168.0.255

B Host Address: For 4/i& [P i# #

€ (config)# int e0/0

€ (config-if)# ip address 192.168.0.1 255.255.255.0 --> Good

€ (config-if)# ip address 192.168.0.0 255.255.255.0 --> Fail, Bad mask /24
for address 192.168.0.0

B Network Address: For gt d e flig
m /24
€ (config)# ip route 192.168.0.0 255.255.255.0 10.0.0.1 --> Good
€ (config)# ip route 192.168.0.1 255.255.255.0 10.0.0.1 --> Fail,
%Inconsistent address and mask

m /23
€ (config)# ip route 192.168.0.0 255.255.254.0 10.0.0.1 --> Good
€ (config)# ip route 192.168.2.0 255.255.254.0 10.0.0.1 --> Good
€ (config)# ip route 192.168.1.0 255.255.254.0 10.0.0.1 --> Fail,
%Inconsistent address and mask
B P %=-FKZ5REk

(~) BARE =4 FREATRE 2 IPvE 80 H B G252

1. ZR dmfepriief ClassC RELITRE ¥
O FWG R

203.64.48.0/22 (203.64.48.0~203.64.51.255)
203.71.84.0/22 (203.71.84.0~203.87.255)
203.71.88.0/21 (203.71.88.0~203.71.95.255)
120.97.32.0/19 (120.97.32.0~120.97.63.255)
120.97.64.0/20 (120.97.64.0~120.97.79.255)

B ioirE@HEe B ClassC pE?

LR R R R 4
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2. AFvH

d 120.97.32.0/19 *» 1w i e f

B 120.97.34.0/24 ~ 120.97.35.0/24 ~ 120.97.36.0/24 ~ 120.97.37.0/24
B R F|daR]) EHF SRR R

B gl e peRazd - £d &7

® & 6 0 0 o

L
*
¢
¢
*
\ 4
\ 4
*
*

¢

120.97.34.0/22 21 ¥ e flk 7 > 5N

(config)# ip route 120.97.34.0 255.255.252.0 10.0.0.1
%Inconsistent address and mask

AEidge s 24 Fv sEd [22(% 5 4ol )
EATILNNC I N B A

120.97.34.0/23 ~ 120.97.36.0/23

B2 g

B4 £ 120.97.32.0/19 > S 2T % > BRE A
120.97.32.0/23

120.97.34.0/23 # ¥ ffoie®

120.97.36.0/123 # F B{ric ¥

120.97.38.0/23

120.97.40.0/21

120.97.48.0/20

T ey StaticRoute ¢ 1 ¥ 6 &

732 EBGP *x ¥ % 22 ISP Peering §&d

3. ArmiEH e B ClassC EFfi itz

B B ClassC & & /22

B AR P /2 RR

*
*

203.64.48.0/22
203.71.84.0/22

B AT g d o] e R

LI S i 0V S LA S A
4, BfsAg Rt e B ClassC

B 120.97.64.0/20 (120.97.64.0 ~ 120.97.79.255)

I VIR R

*

120.97.64.0/22 (120.97.64.0 ~ 120.97.67.255) --> -t % (4 Class C)
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(-

€ 120.97.68.0/22 (120.97.68.0 ~ 120.97.71.255)
¢ 120.97.72.0/21 (120.97.72.0 ~ 120.97.79.255)

z ~114 # B 1 5P gy

)1 iFp &
1 W rRERLA R I{EAMERTHEZ T
2. BEGAE - RRp M ERE IR o
3. %?ﬁw%i, '1%®mﬁﬁia$ﬂulﬁp%o
4, FEIFPRAFES IR LERNE 22 pRT K o
5. %&&@iﬁﬁ?i&%%C%ﬁEﬁ}%’jﬁﬁﬁgﬁﬁ%ﬁﬁ?Wﬁ%

BY SFEY S5 o
6. 4%t H = DNSServer & @ * s A>3 X ¥ > B2 sl B BT 37K
Ao IR E EREBO R TV RGAEFE FE o
7. S8ETAFTREGFREY T RT R ERFRIRZREFILE:
T TRERTE A
e R RIA
I AR SRR
ii. Netflow eérzj=x
iii. Syslog 3z4x¥& Alert i &
B Tl A RORIE L S
i Tl R R R IP Rl SRR T @ B 5 Source
IP 2 3 e 3
ii. # & JPerf jpli# Server i #$PRjix
8. FHHWpRE ¥ EEILEA SHE VKRR ITH L SOP I &%
EHRETHA T o
9. H¥pE g ART ipve ZBME . AR mEETEERe Y bR AR E
% &7 L3 > R3% & Open Source Router #t#8 &]4e pfsense » #% i-Hojie L 45 22 4p
# 2% 3’;%: A o
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10.
11.
12.

13.

14.

(= )W o

© N o g ~ w bdoF

10.
11.

12.

13.

14.
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