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“Yearly' Graph (1 Day Average)
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"Yearly' Graph (1 Day Average) 2025
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Max Average Current Max Average Current
SibEEzh == ILEEH 0.606bAE(50.6%) 156 Ghis(136%)  7206.0 Mb/s (7.3%) BibEEH = LEEH 714 Gbis(71.4%) 14.8 Gb/s (14.8%)|  7406.2 Mb/s (7.4%)
ILBEM => Sk 10.6Gbis (10.6%) 24710 Mb/s (3.3%)  1393.2 Mbfs (1.4%) ItEEH => BbEHSE 84682 Mb/s (8.5%)  2408.6 Mb/s (2.4%)  1851.5 Mb/s (1.9%)
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Bits per Second

2025
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Max
gl Ensh == IEEEH 70205 Mhis (7.0%)
“tEREH=- SILE e 23993 hMbis (2.4%)

Y 2l

Average
7833 Mb/s (0.8%)
242.8 MWb/s (0.2%)

Current
3752 Wbis (0.4%)
2779 Wbiz (0.3%)

7

0.0 G
Oct MNov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct
Max Average Current
&1L E%E = EEE4  8809.8 Mb/s (8.8%) 11075 Mb/s (1.1%) | 282.4 Mb/s (0.3%)
IEEE = A1 EE 2399.8 Mb/s (2.4%)  318.4 Mb/s (0.3%)  164.2 Mb/s (0.2%)
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TANet CDN vs. Google Global Cache

FEE AR
H 5 HCDNfZ 5 (Google Global Cache ~ TANet) ' SEFE AT AETE T304 Ry ?
TANet CDN Google Global Cache
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TANet CDN vs. Google Global Cache

TANet CDN

"Daily' Graph (5 Minute Average)
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Google Global Cache

‘Daily' Graph (5 Minute Average)
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JEEE 48 => TANet CDN:

Current
15.9 Mb/s (0.2%)

17.5 Mb/s (0.2%)

Max
25.5 Mb/s (0.3%)
26.3 Mb/s (0.3%)

Average
1848.7 kb/s (0.0%)
3320.7 kb/s (0.0%)

"Weekly' Graph (30 Minute Average)
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media.video.cloud.edu.tw

2025/10/27 4

wwwi . tanetcdn. edu. tw

stv.naer.edu.tw

pads.moe.edu.tw

wiwwi . edu. tw

Www . moe . gov . tw

dept.moe.gov.tw

ws.moe. edu.tw

stvstreaming.naer.edu.tw

www. 1gps.ptc.edu.tw
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s3.ilc.edu.tw

twbangga.moe.edu.tw
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Who is RIPE NCC ?

IrRomet Numders Rty e A 8

AFRINIC 33
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RIPE NCC

(Réseaux IP Européens Network Coordination Centre)

* Regional Internet Registry for
Europe, Middle East and parts of
Central Asia

* Non-profit, established in1992
* Provide training and e-learning

* Share our research on RIPE Labs -
you can also contribute!

* We develop Internet measurement
tools

%.%ﬁ%_{ Lia Hestina | TWNOG 5 | 26 April 2024
\ ,




RIPE Atlas 2 If 3 i & P PRI+

+ RIPE NCC's Internet Data Measurement System.

+ a global network of devices, that actively measure
Internet connectivity.

Global Indicators

Global RIPE Atlas Network Coverage Connected Probes (Total) 14,144
© Include Connected? Include Disconnected? 1 Show Country Distribution Layer? HW probes connected 7,787
SW probes connected 5,442

Search ID, ASN, Country, IP, Prefix, ... v

Anchors connected 915
&
..
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RIPE Atlas > Zk f i2 & B PR 7%

=D )] 2 AS1659 & ip| Bk
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Measurement

x Fdp T 22 % - Probe i {7 £
« & % Credits % f# ~ 328> 3\

Time Ailld W Comment Change Balance
M y c red its 2025-10-27 20:24:42  measurement Measurement: 134310815 Samples: 5 100 | 4692724
2025-10-27 20:24:09 measurement Measurement: 134309044 Samples: 2 -40 4,692,824
4 47 7 2 0 4 2025-10-27 20:24:09 measurement Measurement: 134309043 Samples: 2 -40 4,692,864
@ ’ _ ’ 2025-10-27 20:23:52 measurement Measurement: 134308172 Samples: 2 -40 4,692,904
Credit Balance
) 2025-10-27 20:23:52 measurement Measurement: 134308171 Samples: 2 -40 | 4,692,944
No credits used today
2025-10-27 20:21:34 measurement Measurement: 134300892 Samples: 4 -80 4,692,984
2025-10-27 20:21:31 measurement Measurement: 134300755 Samples: 1 -20 4,693,064
2025-10-27 17:01:26 probe Probe ID: 7632 Anchor uptime 5x extra credit  [108,000 4,693,084
2025-10-27 17:01:26 probe Probe ID: 7632 Anchor host 5x extra credit 108,000 4,585,084

P AESBERS N

v=  Step 1: Definitions

Please select the type of measurement you want to create (you can add multiple).

oo | mccvre o s e o RN

;%a i‘{f
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Traceroute for Probe 1012493  TraceRoute From US to =N

Hop

IP Address
10.233.64.1
167.100.32.76
209.173.175.42

208.143.25.37

216.66.72.29
184.104.193.94
184.104.196.14

184.105.65.196

184.105.222.14
184.104.195.114
198.32.176.160
175.41.60.229
203.78.181.210
175.41.63.54
140.112.0.201

140.112.254.4

Reverse DNS

W

cpe-167-100-32-76.brightohio.net

lima-tsc-dia.cniteam.com

worth-core.bright.net

e0-38.corel.cmhl.he.net

100ge0-74.core2.indl.he.net

100ge0-19.corel.stll.he.net

port-channell5.core3.mci3.he.net

port-channell4.core3.sjc2.he.net

port-channell2.core2.pacl.he.net

public-peering-twgate.net

175-41-60-229.twgate-ip.twgate.net

203-78-181-210.twgate-ip.twgate.net

175-41-63-54.twgate-ip.twgate.net

core_wan_0201.cc.ntu.edu.tw

dns.ntu.edu.tw

ASN

397803
7106

7106

6939
6939
6939

6939
6939

6939

9505
9505
9505
17716

17716

RTT1

0.207 ms

1.063 ms

1.086 ms

4155 ms

3.975ms

10,367 ms

16.148 ms

20.873 ms

55.894 ms

56.266 ms

56.313 ms

180.136 ms

185.585 ms

181.973 ms

238.964 ms

186.502 ms

RTT2

0.086 ms

0.635 ms

1125 ms

4.37 ms

4,026 ms

10.362 ms

15.496 ms

21.046 ms

56.405 ms

56.02 ms

180.085 ms

1859 ms

181.142 ms

186.804 ms

187.156 ms

RTT3

0.077 ms
0.839 ms
1.039 ms
4.635 ms

4,08 ms

15.508 ms

20.934 ms

56.446 ms
59411 ms
180.005 ms
194.105 ms
180.88 ms

186.497 ms

186.384 ms N-I-U



Measurement

+ HEIIRFp & T FE 7P
+ Domain Monitor: ntu.edu.tw
+ Kp 22 % = 10 B Probe pliE %

Probe 000 o ASN (v4) ASN (v6) Z’ﬁ“ v v Time (UTC) Response Time RCODE
53324 209 7922 (] us 2025.10-28 07:52:34 w NOERROR
53953 208 32890 [] us 202510-2807:5233 [EONITE NOERROR
61997 209 37002 [ RE 202510-28 07:52:25 [E N L NOERROR
1010009 208 21738 ] 215527 [] us 202510-2807:52:20 [ETEACEI] NOERROR
1004374 902 8075 ] us 202510-28 07:52:28  [CLARACE NOERROR
54280 202 701 701 us 202510-28 07:52:34  [PALR Tl NOERROR
51715 209 8758 ] CH 202510-28 07:52:29  [PLIREIR D NOERROR
1009487 902 12322 (] FR 202510-28 06:52:38 IR NOERROR
1008082 902 16276 [/ FR 2025.10-28 07:52:28 m NOERROR
17020 208 5410 7 5410 ] FR 202510-28 07:5232 | C NOERROR
—I % IS » 2 5, Y
= N >
* ¥ =4 3 2 m R 5
= H ) 3 % X N gk A2
* F EH ) NN IR P RO X
— /7N ﬂ - N ‘2 F N

%;ﬁ? « - 30
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RESULTS

Russia
Poccusa

South'Korea

c;iél’ tetei= @

) Phil{@ines

IndonesialiPapua|New

Gui.)
Australia
@
New
Zealal
&j RIPE NCC

\,/\( >

OpenFreeMap © OpenMapTiles Data from OpenStreetMap

<300ms: 5 No Reply: 86 No Report: 4 Total: 100

<200ms: 4

o

DETAILS

Result summary (latest, as o 2025-07-10 16:50:37

UTC):
10 probes reached their target.
86 probes did not.

4 probes did not report (yet).
Min RTT: 75.737

Mean RTT: 214.9

EEETT, TANet 22T XD

TANet-LYBR(MX480) - Traffic - ae6 - to HE

REFIR S E

TANet £

bits per second
w
)
o

12:00
Current:
Current:

]
10:00 14:00 16:00
B Inbound

W Outbound

18:00
6.03 G Average:
1.52 G Average:

20:00 22:00

2.83 G Maximum:
1.13 G Maximum;

=7
*

Daily (1 Minute Average)



DNS Log 2. & & |+

« &% 23 K & X Domain(RPZ) ~ 42 %
C I FREABLRT ¥ KR IP A
+ DNS Server £ % J& /=4 47
x 18 * —*Ff B DNS Resolver
= PR B4 E Domain I %
1w PIRE i <X DDoS st #
« = PP EE < DNS Scan sz #
+ a.ntu.edu.tw b.ntu.edu.tw c.ntu.edu.tw ...
+ aa.ntu.edu.tw bb.ntu.edu.tw cc.ntu.edu.tw ....

*

*

* e o

%;\% L ig, 32



DNS Log F i %k ik 1/2

+ DNS Server Log
« BIND =% 73 ;0

Loggrng {
Channel query log {

category queries { query _log; }; };

* 4~ 2E
x B 28 DNS Server
o LOG Té. = fﬁlﬁpv —?-‘,:Eﬁ‘;r » 2R [T O~ B & St
v/ A TRy
x ;aé*;— Resolver 7%}32 i —J-ﬁ R Ay R o
w AR PIRE L 8
x = Rl g Resolver +Author|tat|ve Query

2 B i CNAME 239 2 %

%&%ﬁ Y- 33 NTU



DNS Log T #L % ik 2/2

+ 7] 5 DNS £ 2_i¢ * P g5 f@ﬂi&ﬁ » Mirror DNS
Server gt 3t¢ » i ¥ ELK Stack 2. Packet
Beats :& {7 #f ¢ fZ+7

x BB
« # 3258 DNS Server #ziy
« 3 & A s % > B B % » ELK Stack it 7 B %

S
¥ e Pr iz 4k Resolver "L @ * % 5337 2 “r 7l
L ES PIRE” 2 %

Y 2l 34 NTU



T T
MALWARE-BACKDOOR

+ DNS request for open LocalXpose reverse proxy backdoor domain ANY.loclx.io
EHER

BHAE AR TS LETREREESR

[RHAACER MALWARE-BACKDOOR DNS request for open LocalXpose reverse proxy backdoor domain ANY.loclx.io

IR 140.112.254.71 / N/A
FIRPORT 51612

RERE ERVET-PN- ]

BRYEA 65.22.162.17 / N/A

BR9PORT 53

REAS FAREEREA

[F#540 8 MALWARE-BACKDOOR DNS request for open LocalXpose reverse proxy backdoor domain ANY.loclx.io, AMSEBIEF 2 2 RS HIFIPETRE
IP(140.112.254.71) » 5 EERABETRER IS » HEEIP(65.22.162.17)ETES » [FHESHBERE : 2025-04-14 17:51:37 - IE=1R
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