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1. @®% ISP Faz®
B2014 #RP 5 ISP & hR:y TP o git- BRppliEird 450 9h%

EX
BABAPHD LR FRAFTFY F LT ISP rr L RBEREET

@ IP okt KPR R PE 2 RO RERF EATAZ BT B

dbip 100%
geolite2 723 723 9 100% 1.2%
ip2location 723 723 430 100% 59.4%
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;"’// : Client Network Delay
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ACK

XAk 2R

Time
P Y g a2
? -~ Country +ASN T35 2 H = ASN % B
,
Fi
Country A5 Org

United States Cloudflare Inc
United States CloudRadium L.L.C
Tnited States Centrilogic, Inc.
TUnited States Centrilogic, Inc.
United States Highwinds Network Group. Inc.
United States Lewel 32 Communications, Inc.
Tnited States Lewvel 3 Communications, Inc.
United States Level 3 Communications, Inc.
United States Sprint
United States Unvrired
Tnited States Fastls
United States netDI A
United States kMassachusetts Institute of Techn.
United States Akamai International B.W.
United States Akamai International B.W.
TUnited States Akamal International BV .
United States Akamai Technologies, Inc.
United States Akamai Technologies, Inc.
Tnited States Diropbox, Inc.

¢ ~ Country + ASN Deviation i~ :

Country
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States

i ~ Country + ASN %~

R4 1P

A5 Org ASN
apple Inc. 714
Apple Inc. 6,185
Amazon.com, Inc. 16,509
Amazon.com, Inc. 14618
Microsoft Corporation 5,075
Microsoft Corporation 3,065
Microsoft Corporation 3,598
Cloudflare Inc 13,335
CloundRadium L.L.C 33,330
Centrilogic, Inc. 21,863
Centrlogic, Inc. 19,693
Highwinds Network Group, Inc 20,446
Lewvel 3 Communications, Inc. 3,356
Lewvel 3 Communications, Inc. 3,549
Level 3 Communications, Inc. 10,753
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IP> GeolP DB % &

ASD Avg Delay(ms)
12,335 24.76
33,330 74.453]
21,863 80.544
19,503 102.462
20,446 26.249

3,356 59.701
3,549 75.526
10,753 96.5
1,229 62.74
32,354 F0.678
54,113 29.230
54,104 24.7432
2 82.457
20,940 15.595
23,905 53.675
21,342 52
25,904 13.896
16,625 22.808
19,679 105.147

» GeolP DB 7 it 7%

Ave Delavims) Standard Deviation ¢

7621 965.279
41.032 115196
1,192.79 6,257.81
901.908 5,929.70
79.898 263.647
91.142 1,293.45
75 85.436

35 4385.279

74 181.358

a1 433495

102 109.72

26 12225

70 330.522

79 92.897

a7 99.5

» GeolPDB #* i 7¥
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f
f

B 20 ~ 87 5 ~ 7 Port Number + AS Number
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AT AT 0t 3 E - S 5 DPI(Deep Packet Inspection ) 4 47 o

Pmd g e EEAMKATES DPI A 47 0 bl4e P-Cube % 2 {544
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Line Notify T p¥i 4w s 4 | > 7 P 459N 4 £ 2 TH B pp 5 - T T
£.2019 & 11 % 25 ¢ Email 24591 K 4% #cis ke Ceiba 4 5u9) B ALPF » pttcc

z_ Post * & - pFE@# * Line Notify i w2 F & o

& C @ piecbbu 8 hi r B oo e O

@ CCNET _Notify: 1108
[#78] SANBEATEY: | BERIES ST I THEERT)

hittps: { fwww . ptt.cofbbs INTUM. 1573155279, A.9C3. hitml

CCNET _Notify: 11/08
[#7hl) HARIAERFEY: AA87H | HERE
https:/ fwww.ptt.co/bbs/NTU/M.1573189876.4.994 himl

CCNET _Notify: 1111
[Ze#] NTU Mail
https:/fwww.ptt cofbbs/NTUM, 1573449576.4,42C html

Bl 26 ~ ptt #8 R 3 4 ~poik F F~

2.  BGP Hijacking Trp&F2u g,
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2.3 % > %73 BGPHijacking # 2 > B i * ﬁi CEIE R Tl eE A AR
PR AR E e AAITL AS 1% 4 BGP Hijacking %
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L3 EBZ
~

https://bgpstream.com/ & 2+ % & + ISP 3 fwiE3F 7 i /p] BGPAS Path %

Pok i o Fp ¥ TEE Rl & & ¥ BGP Hijacking ¥ i -

Flp B % - 2 Line Bot TpFiE N 3 4F 4 %> ¥ HF https://bgpstream.com/ 1p
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33


https://bgpstream.com/
https://bgpstream.com/

Notify _}

&
=

@ CONET_Motify: 2019-11-11 20:50:00

td, TW (AS 131645)

BGP Hijack B[IEsH 5.

CCNET_otify: 2019-11-06 05:07:00

Cutage
FLICKMLACK-AS-TW ihckidack C

to, TW (A5 131545)

CCNET_Notify: 2019-09-25 20:17:00
Cutage
NCl

W Naw Century InfoComm Tech Co., Lid., TW (AS 1315865)

Start

- . More
Event time End time
e Country oy uTe) urcy  nfo

2019-05- 2019-05- More
Qutage NETCONMECTWIFI-AS MNet Connect Wifi Pvi Ltd, IN (AS 133873) 06 06 Ij"‘lla-ll

06:44:00 O6:42:00 :

e 2019-05-

Possihle Expected Qrigin AS: JAHIZ, LB (AS 2082649) 06 More
Hijack Detected Origin AS: Beirut-Lebanon, LB (AS 9051) 063501 detail
BGP Origin AS: SSALIANDCO-AS-AP § S Ali and Co, BD (AS 136027) o 9-05- More
Leak Leaker AS: AAMRA-ATL-BD Aarmra technologies limited, BD (AS 58601) 063522 detail

) 27 ~ BGP Hijacking T pF3n 4

3. 2 2 W N’V i %N

ERTE AR AN I ERRXELZIAF - EARE AR AR
) s R GG Hept R o PRI C RF R PAE B TREL AR L i g
%> CVE Database - F]}* B % — £ LineBot 7 N 230F (%> v HF

https://nvd.nist.gov/vuln/search 2. ¢ =i CVE Bk F > T fp §F LB @ * 2 &

& #i-de Cisco, Microsoft, Apache % i& {7 /g &% » ¥ {|* Line Notify pid 4v
g AR VEREEASRFALL D RGPS o T BT AP Cisco
FirePower & 7> 2019 & 11 * 3Rz & F &Kk ¥ P& 7 Y Line Notify °
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https://nvd.nist.gov/vuln/search

NIST

Information Technology Laboratory E%@E@

e RNy Cisco, Microsoft Apache.....

VULNERABILITIES SEARCH AND STATISTICS

@ CONET_Notify: CVE-2019-1982

November 05, 2019; 03:15:11 PM -05:00
A vunerabiity in the HTTP traffic fitering companent of Cisco Frepower Threat Defense Software, Gsco
FrePOWER Services Software for ASA, and Cisco Frepower Management Center Software coud alow an
Q Se arc h Re sSu lts {(Refine Search) unauthenticated, remate attacker to bypass fitering protections, The vunerabdty s due to mproper
handing of HTTP requests, incuding those communicated over 3 secure HTTPS connection, that contan
makciously crafted headers. An attacker could exploit this vulnerabiity by sending malcious requests to an

Search Parameters: affected device, An explott coud dlow the attacker to bypas fitering ard dskver malcious requests to
protected systems, alowing attackers to delver makcious content that would otherwise be blocked.
o Results Type: Overview ittos: frved.rist. covivdn/detal/CVE-2019-1982
o Search Type: SearchAll CONET_Notify: CVE-2019-1981

i 7 November 05, 2019; 03:15:11 PM -05:00
* CPEVendor: CDE./.CISCO A vunerabiity in the normalzation functionality of Cisco Firepower Threat Defense Software, Cisco
o Published Start Date: 10/29/2019 FrePOWER Services Software for ASA, and Cisco Frepower Management Center Software coud alow an
unauthenticated, remote attacker to bypass fitering protections. The vunerabiity is due to nsufficent
normalzation of 3 text-based payload. An attacker could explat this vuinerabiity by sending traffic that
There are 8 matching records. contans specifical obfuscated payloads through an affected device. An explait coud alow the attacker to
bypass fitering and deliver malicious payloads to protected systems that would otherwise be blocked,

https:/frvd nist.govivun/datal/CVE-2019-1981

Bl 28 ~ T % iFk~Pid £ E

() #* <&y E ELKStack &~ 47§ % ¢ + &+ 4 DDoS =¥ ¥ ¢

1. DDoS =z#
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FERER.S sh~1 )P

< %k 3 Subnets(/24)
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TP e

TANet > £ > /24 fEfpin: * 5 1~3 Séa

iz # p ¢ Port: Random

2. TANet 100G % #* i & 2 sT# 8 F:4/20 ~ 5/15
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Max Average Current
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& 75 # Kk CIDR /24
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Pie: Src_IP_CIDR Protocol Top In Packets

185.234.216.0 (0.33%)
92.63.196.0 (12.28%)

89.248.165.0 (26.32%)
89.248.163.0 (58.99%)
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© e
®120.96.142.0

@ 12096
120.96.143.0 (1.14%) @120.96.144.0
120.96.107.0 (1.12%) ©120.96.1080

120.96.113.0 (1.08%)
120.96.112.0 (0.67%)
120.96.102.0 {0.6%)

120.96.130.0 (0.59%)

120.96.129.0 {0.59%)

120.96.121.0 (0.56%)

120.96.122.0 (0.56%)
120.96.37.0 (0.51%)

//
8
S

Other (65.28%) 120.96.81.0 (0.45%)

117.0
®120.96.1180

7. A& +t73c# p & [P CIDR /24

Class C fthin: ®=x 1~3 &4

©

142000
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Terrms
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O Emermn ESEReORE 53)

neilshu

U EF P EEEEFE T (Seychelles)RIASN202425%8 8 5618l class CHEEE,
CIDRE A& 13{Eprefixes,

FEEIPATHE B ASN202425, HAYisIPATHE S TANtEI 3 &,
EefHRERSG It AR AIEMNEREE,
ASN2024258913{B prefixesLEAN T :

"5.8.18.0/24",

"80.82.64.0/22",

"80.82.68.0/23",

"80.82.70.0/24",

"80.82.76.0/22",

"89.248.160.0/21",

"89.248.168.0/22",

"89.248.172.0/23",

"89.248.174.0/24",

"92.63.196.0/24",

"93.174.88.0/21",

"94,102.48.0/20",

"145.249.104.0/22"

ASN2024253FHIERI S S8 E

(%) 7 ¥RPREFEL A2

1. g o iR

i EF it g R OY ETAR R @R F T

& FirpRIiramzImE* ‘ﬁ i

® Uit HERE YRR R

B ELK Heartbeat: ICMP ping ~ RTT £ i#] ~ HTTP GET/POST Delay Time

B P pi#: Speed Test
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iF=iN R - 352

ubuntu
(&) vmware

% = E’\@E‘gﬁﬁﬁ Search Visualize

& &
ELK Beats Analyze Manage

________________

& R G ERR: . " B ‘= — K

Selenium + Python , : :
yt \ AUDITBEAT i METRICBEAT %% elastlcsearch klbana

SPEEDTEST CLI + | fusea |1 »

4k | e i

HEARTBEAT Wi ‘LO(:BEAT

Python

3. @R fE R R iREk

® A <$2000
® T <10Walt
® BIFl ik b
o

\

P

} s R RRRE

4. R BT

&« & & myntuedubw

At ofEp nitp paat{my st sdute)

2 R R EA | A
r 1% I R I I T
o3 200,500 \ ® g neL i afinance - Aesta

o ]I @ ey AL P oy e - A
- . i i T financ - Breta
O - (e i
o) * T (7 1 ) E
X mx f -
g - .
s 0,20 f "ﬂ'. B |,‘
+ HPWERIREER ¥ AP I\ A
- EEEEEHNAE B e e — A IR VAN

+ RN

SRS R T s

wrarw geogiaicom

Down Counts - e
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5. eRepld

® gspeedtest http://www. speedtest.net
® o < pli& http:/speedS.ntu.edu.tw/

AL S et et et

- o — N \‘/—__/\/_ —~—
.ﬁ\bﬁﬁﬁmﬁff- V7

;- speedtest
i ﬁ;' V\F,W\M_Jw\/w’\/\/—-/
. Download f/“\/x e
e M \ /
j - \/M YPRRANYE
i. 5 AR

Enleraatamp par 30 mivan e

6. ELK Metricbeat 3 5% -
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CPU Disk

CPU usage {1 minute) Disk Percemage of Busy
= © ubuntu-203 i \/ ® i 2035
B j »

i, i
£ ¥
50 3 .
3 . H
o g o0
3 H
e == @timestamp per 10 minutes
Process Network
Network bits per second

system.cpu
user
35 2 e
. . ® stedl ® Out
iowait o e
o softirg i
s

§ .. lowai o fowet

® system
® user

e T ———
zan b '
Octooer 2072

)
241n
@rimestamp per 10 minutes

@timestamp per 30 minutes

() %% LibreNMS # &%+ 3 4¥ - 2R EFEH

® LibreNMS % i SNMP & £ % % ASR 48 B 7 3t
® JEIX L E KL R AR e E

P

@ F - Wi Bl &

. -
Tew 15:00 Tou 18:00 Toe 21:00 Wed 00:00 Wed 0300 wed 06:00 Ved 05.00 Wed 12.00

@& 12 @ 274 @ 15 @o
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Tve 1500 Toe 18 00 Tor 21 00 Weld 00 00 Wl 0000 Wed 0400 ved 00 00

® LibreNMS A # 2 44| » 2 2 #7408 B ¥ £ 2 ~ Line 2 ¥

edutws

& 2
Alert Log entries
Device - state Severity Q
State Timastamp ~ Device ABort Sewerity

+ 192.192.60.112

192.192.60.112

192.192.60.112

® LibreNMS ¥ i% i WeatherMap & > i3 8 T pF /& B -

&y
oy
B

\_
[
Ex
e
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140,112,

(~) Open Source WAF j§ %ozt aR T His B i»

W4T kG TRk T
fxk OS~Web Server~ # g #4258 » S A ¥ iz L o T £ ATX K
e E ATy
Rodesb B AR BB B GERE
g3 E
W EsE 0 WAF 173841
S afFRET A PBFTHMRERE IP 2RI
PEdgte et B R AR T A 8 (IPS #H4) > WU 3B
7 EERETAPESIY VM TR

P OVM R F R L RSB REBFR
EDR(CrowdStrike)
&Ll pFERERRET S - SSH ~RDP

SEHILE 53 FUE WAF #ipl o &> WAF 0]
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FaE WAF B[R 2

* % & WAF X Z_ Port Forward for SSH, RDP

B Open Source WAF | 17 3£ 2 ﬁ

ww.odb.ntu.edu.tw waf.cc.ntu.edu.tw{cname)
140.112.2.200 + 2001:288:1001:4002::208

HTTPS HTTP
(} > G o
rowser NGiNX

Reverse Prox 10.1.65.x or140.112.x.x
6 0@ Oe IPv4 + IPv6 Y IPv4 only
HRE W RIS S IPVE

|/ Web Server:
B Let’s Encr
e S BT
_ Ecertbot SRR
L7 HTTP Reverse Proxy:
1.3 Web S Let’'s Encrypt p&5%35 «
Z.E{égﬁ%WZb S:::::, 0s 1.Certbot Z23EANGINX - F 28 L.
HEZ: Internet. 2. %37 HH 58 Renew.
3.3 M5 it Load Balance - 3. R e Web Server SSL/TLS flifg®

. Loading.
Content Cache - WAF LIAE. AT RS AT IDS/PS R 5347,

ww.odb.ntu.edu.tw waf.cc.ntu.edu.tw{cname)
140.112.2.200 + 2001:288:1001:4002::208

HTTPS HTTP
rowser NGiNX

Reverse Proxy 10.1.65.x or 140.112.x.x
G 6 e 0 e ‘B Let’s Encrypt

_w@;ertbot

modsecurity

Open Source Web Application Firewall

ModSecurity:

1.0pen Source WAF Project

2.57 ¥ Apache ~ NGINX
SEE E A €5

3.58 M ERE 2 FEFH AR HIl Rule Set

OWASP Core Rule Set(CRS)
OWASP #5 FHZH R

W DNS % %

o gezbig ¥ DNS Alias Name :}fﬂ # waf.cc.ntu.edu.tw
www.odb.ntu.edu.tw IN CNAME waf.cc.ntu.edu.tw
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3k Z_ waf.cc.ntu.edu.tw 2z A Record iz4k

waf.cc.ntu.edu.tw IN A 140.112.2.x
ek [P

a4F 140.112.xx  (IPS 34 » & ARP 3B)
i 10.1.x.x

B AppScan 4 & % b

« > a G: hitpsy/www.odb.ntu.edu.tw

@ moEexpcr., @ RoBscedu. E 6221760 B xasen i

* J7 HG 3k

@ BRSO E- NS PIRE RS

B~
LDAP i1 A

1
3
ELURb HE bR FE R G : 1
ﬂl“hcroso Windows MHTML § & Scripting 1

1

ﬂ%anlpﬁlts B RS - R o T Cookie

ﬂ (target="_blank") 47
| SHA-1 & 1
[l 11271 TRACE 51 TRACK HTTP 1|
PR A A 2|
[+ B ] ADNS 77 [ SSRF 12 |
it f SRI ; 15
& 2 |
s
* )\ WAF 4§

(e

SHA-1 &i 1|

ﬂ |
47 SRI ( T8 ; 7

B WordPress xmlrpc #2;% POST listMethod (= 74 FE3%)
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Request Response
Pretty  Raw Hex n = Pretty Raw  Hex  Render n =
1 POST /xmlrpc.php HTTP/L.1 1 HTTP/1l.1 403 Forbidden
2 Host: pcd.buda.idv.tw 2 Server: nginx/1.24.0 (Ubuntu)
Sec-Ch-Ua: "Chromium"; 123", "Not:A-Brand";v= 3 Date: Tue, Ll Jun 2024 09:14:24 GMT
Sec-Ch-Ua-Mobile: 20 4 Content-Type: text/html
Sec-Ch-Ua-Platform: "Windows" S Connection: close
Upgrade-Insecure-Requests: 1 & Content-Length: 5&4
7 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé€4) 7
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.€312.122 g <html>
Safari/537.3€ 9 <head>
2 Accept: <title>
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, imag 403 Forbidden
e/webp, image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.7 </title>
¢ Sec-Fetch-Site: none </head>
10 Sec-Fetch-Mode: navigate 10 <body>
Sec-Fetch-User: 21 11 <center>
2 Sec-Fetch-Dest: document <hl>
Accept-Encoding: gzip, deflate, br 403 Forbidden
Accept-Language: zh-TW,zh;q=0.9,en-US;q=0.8,en;q=0.7 </hl>
Priority: u=0, i </center>
Connection: close 12 <hr>
7 Content-Length: 95 <center>
nginx/1.24.0 (Ubuntu)
<methodCall> </center>
<methodName> </body>
system. listMethods </html>
</methodiame> <!-— a padding to disable MSIE and Chrome friendly error page —->
2 <params> : <!'-— a padding to disable MSIE and Chrome friendly error pa
</parans> == padding to disable MSIE and Chrome friendly error pa
</methodCall> <!-- a padding to disable MSIE and Chrome friendly error page

a
a

<!-- a padding to disable MSIE and Chrome friendly error page
a padding to disable MSIE and Chrome friendly error page

B Outbound Rules Test Directory Transversal

+ https://ghp.ntu.edu.tw/icons/small/

~ messages: [Array]

v -[0]: [Cbject)
message: “Directory Lsting”
~ cetails: [Object]
. match: *Matched \"Operator "Ry’ with parameter *(7:<(7: TITLE>Index of, *?<H| titke>Indax of. *7<h)1>Index of|>\\[To Parent Directory\\]</[Aa])><br>)' ag
Index of /icons/small e o7 v wimose ]
ruleld: "950130°
1 fil: © - TA-LEAKAGES. conf*
MName Last modified  Size Description IID A"ﬁfgmcumm#umm& SS0HDATA-LEAKAGES. con
data: "Matched Data: <title>Index of ficors/small</ftite>\n </head>\n <body>\n<hl=>Index of found within RESPONSE_BOOY"
9 Darent Directory - saverity: "¥"
() back sif 2004-11-21 04:16 129 v TORASP RS A DG
% backpne 2007-08-28 18:53 181 > tags: [Array] 3 ERROR Score' 4
binary, gif 2004-11-21 04:16 134 maturity: '0*
Tl
W binary.ppe  2007-08-28 18:53 172 o [0:;‘(‘:]3"

message: "Outhound Anomaly Score Exceeded (Total Score: 4)°

v details: (Object]
match: “Matched \'Operator "Ge' with psrameter “4' against varisble "TXELOCKING_OUTBOUND_ANOMALY_SCORE' (Value: "4')"
reference: ™
ruleld: "555100"
file: "jusr jshare /modsecurity-crs fules RESPONSE-9S9-BLOCKING-EVALUATION. conf™
limehurmiber : "232°
data; **
saverity: 0
ver: "CWMASP_CRS/4.4.0-dev"

rev:

tags: [Array]
maturity: 0"
acouracy: 0"

(1) =% RIPE Atlas 23 5 8 pPRF%
B RIPE Atlas 2 I 52 & P PRF>

RIPE NCC's Internet Data Measurement System.
a global network of devices, that actively measure Internet connectivity.
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Global Indicators

| Connected Probes (Total) 14,144 |

HW probes connected

Global RIPE Atlas Network Coverage

@@ Include Connected? 1 Include Disconnected? 1 Show Country Distribution Lay

SW probes connected 5,442

1 SearchID, ASN, Country, IP. Prefix, .. v | S 915 |

B RIPE Atlas Device
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Probe Anchor

+ Linux variants (Debian, + Virtual Machine
RedHat, OpenWrt, x X86_64-v2+CPU
Raspberry) + 4 GB of RAM

+ 50 GB of Disk Storage

RIPE Atlas Probe V5

+ AnchorVs

- T o BN v
B RIPE Atlas Measurement
x 9 15 T o " AE — Probe i 4T &8
« 45 B Credits 244 - J0ik 7 &

Typé
All e
My Cred itS 2025-10-27 20:24:42  measurement Measurement: 134310815 Samples: 5 00| 4692724
2025-10-27 20:24:09 measurement Measurement: 134309044 Samples: 2 -40 4,692 824

4 477 2 0 4 2025-10-27 20:24:09 measurement Measurement: 134309043 Samples: 2 -40 4,692 864
S I

) 2025-10-27 20:23:52  measurement Measurament: 134308172 Samples: 2 -40 4,692,904
Credit Balance

i 2025-10-27 20:23:52 measurement Measurement: 134308171 Samples: 2 -40 4,692,944

No credits used today -
2025-10-27 20:21:34 measurement Measurement: 134300892 Samples: 4 -BO 4,692 984
2025-10-27 20:21:31 measurement Measurement: 134300755 Samples: 1 -20| 4,693,064
2025-10-27 17:01:26 probe Probe |D: 7632 Anchor uptime 5x extra credit 108,000 | 4,693,084
2025-10-27 17:01:26 probe Probe |D: 7632 Anchor host S5x extra credit 108,000 4,585,084

* X355 HE AT
Y= Step 1: Definitions

Please select the type of measurement you want to create (you can add multiple).

PING TRACEROUTE DNS NTP
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Traceroute for Probe 1012493 TraceRoute From US to JJ_J[\ )[\:

Hop

10

n

12

13

14

15

IP Address

10.233.64.1
167.100.32.76

209.173.175.42

209.143.25.37

216.66.72.29

184.104.193.94
184.104.196.14

184.105.65.196

184.105.222.14

184.104.195.114
198.32.176.160

175.41.60.229

203.78.181.210

175.41.63.54

Reverse DNS

&

cpe-167-100-32-76.brightohio.net

lima-tsc-dia.cniteam.com

worth-core bright.net

e0-38.corel.cmhl.he.net

100ged-74.core2.indl.he.net

100ge0-19.corel.stll.he.net

port-channel15.core3.mci3.he.net

port-channell4.core3.5jc2.he.net

port-channel12.core2.paol.he.net

public-peering-twgate.net

175-41-60-229.twgate-ip.twgate.net

203-78-181-210.twgate-ip.twgate.net

175-41-63-54 twgate-ip.twgate.net

51

ASN

397803

7106
7106
69239

6939

6939

6939
6939

6939

9505
9505

9505

RTT1

0.207 ms

1.063 ms

1.086 ms

4.155ms

3.975ms

10.367 ms

16.148 ms

20873 ms

55.894 ms

56.266 ms

56.313 ms

180.136 ms

185.585 ms

181.973 ms

RTTZ2

0.086 ms

0.635ms

1125 ms

437 ms

4,026 ms

10.362 ms

15.496 ms

21.046 ms

56.405 ms

56.02 ms

180.085 ms

185.9 ms

181.142 ms

RTT3

0.077 ms

0.839 ms

1.039 ms

4635 ms

4,08 ms

15.508 ms

20.934 ms

56.446 ms

59411 ms

180.005 ms

194.105 ms

180.88 ms



OVERVIEW RESULTS DETAILS

Result summary (latest, as of 2025-07-10 16:50:37
uTC):

10 probes reached their target.
86 probes did not.

4 probes did not report (yet).
Min RTT: 75.737

Mean RTT: 214.9

(om0 ] = ' BB, TANGLSRT 0|
TANet-LYBR(MX480) - Traffic - ae6 - to HE ila
§ = - ‘o
TANet RBEJR i & [H [
3 50 .|e
g 106
i 306
E 206
1.06
% 10:00 12:00 14:00 16:00 18:00 20:00 22:00 oq:
@ Inbound Current: 6.03 G Average: 2.83 G Maximum3 6.87 6
W Outbound Current: 1.52 G Average: 1.13 G Maximum]

Daily (1 Minute Average)
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x A TIRFS B B T U AT = A

+ Domain Monitor: ntu.edu.tw

Proba
@
53853
G1997
1010009
1004374
@
SITIS
1008487
1008082

17020

x 7] &

S’Ig‘l . ASN ivd)
122 ]
32890 [
3702 [
#1738 [
8075 (]
o155
8758
12322 [
16276 7

5410 (]

ASH (v

218527 [

01 7

54104

All
us
us
RE
us
us
us
CH
FR
FR

FR

w

EOREE NI 2

Time (UTC)

2025-10-28 07:52:34

2025-10-28 07:52:33

2025-10-28 07:52:25

2025-10-28 07:52:20

2025-10-28 07:52:28

2025-10-28 07:52:34

2025-10-28 07.52:20

2025-10-28 06:52:38

2025-10-28 07:52:28

2025-10-28 07.52:32

x B At 4E 10 18 Probe jA]3% 4 £

Responsa Time

305.589 ms

343028 ms

CErE—

E70.232 ms

x 7] & FAGAE A o B 6 REK ST AR

53

REODE

NOERROR

NOERROR

NOERROR

NOERROR

NOERROR

NOERROR

NOERROR

NOERROR

NOERROR

NOERROR



‘PRRFCRLE FTEFE

FUEBFEOR % LR e L3 ERLY W REBEBTIL DB £
foighe (03 TR RAFTER o R{GARFIREEREDBIER T G RIR
TR T TR S R SN E T EE R SR
EN0 BN A

FOR AR L L AR RIS ER AR KRA ATV ER
Wb B S TR s g BRREYFEFIIHATETLE AR EARE
R AT R b 3 BRI R RIS R * fFdy T SR Bl P R TRy Al B2
VoA ﬁii?ﬁa?]ﬂ’.fﬁ%ﬁf#ﬁ{;ié # ﬂ FL B0 23 o

b RERTRAF RIS > L4y € p (72 % DNS server 4% & PRAx > & F|¥
KETARE > Qxp b5 2>FaDNSserver FRA* hiE 7o ¥ - RFE &
i A 23k & DNS server # B > 4%+ Recursion ~ Transfer % F f3-% 1tk 4 »
TREBGIRPERFLET LEAFIEB LKL -

BEA R EBRELST N AR HR AT A F L BRI D

WoRVFEOCFTEEREZFA .

ARG EERERNE ) B At Bt 0 T ARE T AR
IPS 2 f 4%

T3 % e d b E 0 TANet # #7227 Peer ISP £ 7 7.8 iR B % 5 » IPS i B
FE TR T G AR

7. T PeeringISP T8¢ 3¢ F7 6 2@ 4 #HAE LT 2FTE 7

FREEGr IPS HRFEE  4oF] 29 47 o
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( HERCER ) ¢ ( I i Wi 1sp TANet B&
N~ N s . 7 ("““ 0 RAmR
A &=

10G x 8 | Ifiie i
G S PTA BIh HLER TEAR(E Gnas
B AL IPS R TE

Gigamon
HC1

SourceFire
IPS

B 29 ~ Peer ISP 3 » IPS i 2l §

(= )EHPxE

y_a

PR RETABADELAS P E S AT R R 2 100% °
C PR AR E R P E O ek R B T T N A R PRIz 100%-
PSR AR R R AL TE ek i gk A A PR PRI 2. 100% o

T4 430 20 8 4 18 P DNS server §_F 3K @0 Fro T35 = 5 F 3539 B2 100%-

A WD

Cl)ERE-RIRANLARES

1. 3EP:6 BEHE 2 FH ¥
o kR R(E )2 R SURTE 0 GRS TR 5 P 0
en hERFRE )0 R EA DR SEATEARE 0 R e
FREGDFR?
By FUE T 4R R et T 9
T MR ROTEIRL KT YRR (V)R LE AR SR R(E )R E E
1 ehg 2

Ay FRED)E R SIREA R AN B R AR ?
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o

R RE )N R R CFE IR AR ?
Ao HH RS ERY o e i 0 I R
F o HBRTESRL KT PRSI (Y e
2. ABRAANAEG S6MmE D 51 v R v RF 91%
3. 2 RA AL R
4. FETLA AR E T

AFE BSENZERERRS, IBiBEE?
51 RIEIFE

0 FERIEES
@ |EE

o =R

® TEE

@ EETEES

AFEE BEVNGEESEEGNER, EETONHmEEEEIENHBRREE?
51 AIEIFE

0 EEEE
® w=

O EE

0 ~EE

@ EERNEE
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BEZEHBREEZMHRERE:
51 Bl[EIFE

@ EREE
0 ==

® =&

® THE

@ FENEE

HEEERCHEIRRIAEFE, 2T BENEREF LT
51 Hi[EfE

2

[ Fue=y

o =ZE

@ ~Ia

@ FEiEs
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BEMHREEDORBABZITIFENONEEE?

51 BEIfE
® FEEE
® 7=
O ZE
® ~E=E
® EENEE
BEHREREAPOGEEEREINER
51 HEIfE
® FEEE
® ==
0 ZE
® ~EE
® EENEE
HEEERP OEREAEEIRENEE 0O sxE=
14 BIEIFE
6
# N
B 6

1(TA%)  1(7A%) 1(71%) 1(7A%)  1(71%) 1 (7A%)  1(7.1%)  1(7.1%)

good CEERE T, SEHrMN EFEEEh O EEEEOEESE E
ABIEEAVBIEESE BiE, EREEEW ESUEREENEEaE =EER.
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(z) @5 F > HTTPS %l
L 2 A%E] HRRESE

Yoy b i <

2- —}’/\ SF l pﬁ‘ﬁil 'fg? g \:iq’é'\ %
® HTTPS ﬁb
B Certbot:

B SSLForFree: #F ¢ 3

Command Line p #* {*

~ Website test: www.tplrc.edu.tw

83%

@ v

€ DNSSEC

€ HTTPS

@ Secunty Option

& 7 % % Let's Encrypt

X HI1E

® HTTPS Certificate Chain # % i 4822 3,4 ;2

B 53 R 2

B https:// www.tplrc.edu.tw/el.php

(F) kW T LT GCB

I T HEREHAEE EE XA

® FEHKi: GCB ¥~ %043

W HR GCB 2 PIZ 4efrdy H0p 00 > SR frgide e A Y 1R

LGPO - Policy Analyzer :&£ 73 » 2 » N =73 b ¥ r 2 2 &

SEEER

¢ 7
|

7 ~ Pl "-;_‘y
ASPRTED I

® St kpthe i

F et GCB #5574 <
F AT H o R GCB P A D o H T

‘o

RE A

B https:// www.tplrc.edu.tw/el.php
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https://www.tp1rc.edu.tw/e1.php

2. GCB #U,f I Rk
® HJR GCB #.p| Review
[ I D NN < AV 4t
[ ] g&@?ﬁz@f@&%ﬁ&
® HJR GCB % FAQ
& HuFRENgH (WEMAILRE)
® §FRIEE R HwA

3. Rz {H#F§ 0 GCB #4F
® ZERPILGCBARAITH 4" h'&F B /¢ /M7 v ix

\\\xr

E4
3

2
23

B RFRAGRLEES (A | SR R R

£ GCB 4R # +

)3T b

|
W

PR HALITES R ARR R FRPEAAY ST

ciE A AT o

=

S

3 GCB #4 » @ 2L m1g

FOAKGEY B IR A

B Cisco Config Template: % * $t— 3% 4§ 4 # (Login, NTP, SSH, SNMP,
ACL %)
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—
’

£y

7i'lu‘}1

oo o
As, @’ETZZ

@ BrE AT,
HEEDEME.

@Eﬁl

SE I B AT 24T

E/MEHE DDos W=

WERERFEHRIEZE D

210.60.146.0/24

|7

AELER S ERE

[

@‘ iEEREEEnatH

A HIER ASOC BF T

¥f34 RE R DDoS % F ¥ i

* 14:03 BRMARFAERF
 x 14:08 B E# % DDoS %
# 4  ELK Stake 447
+ 1413 7% DDoS R
R BR2H 0 @4 A-SOC
x 1417 A-SOC &R B/ F %

s
EFRFT .-
e
I 3|4 ®~BLK A7~ FHRERY 9 AR
2. MRTG /=& £ 3¢ B
REERNEAS TR Oivse) | ZEREEZRNEAS H8@acket/sec) —
S20.0 M T T 520.0 k
§69o.on Pl 390.0 k
8 230.0 N {eind A‘E-'l KA % 130.0
& oon W - “L-.._M: L 0.0 k Foig o i a3 H
6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12|14 6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14
ZEBHFENEAR PING ZEEFEN A% PING packet lost %
212.0 80.0 . ™ v
1%3.0 ,: 60.0
8
2 106.0 2 40.0
i o . : L2 T e
oo i : 50 Eal SUEEN i .: iy
) 631012141613202202468101214_ i 6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 J14
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3. DDoS iniFi%

Concurrent Connections
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Bar: Src_IP_CIDR Packets History
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() ATHBRIE =7 4§ & 5H2 IPv4 RE A FARR]

1. 2023/01 Ari:g s i ¢ 4§ 2 h(REBERYVLHE )
B i IPv4 3 F:192.83.177.0/24 ~ 192.83.178.0/24
m T ER Y 192.83.177.0/23 % 7 ?
2. R %E%_/Fi 192.83.177.0/23 e f i 1% £.F 5 32
B tpad B P HER K 2 Static Route:
B (config)# ip route 192.83.177.0 255.255.254.0 192.192.7.234
B g iEea i “%lnconsistent address and mask”
B pLd B uF2 0 ogr Static Route:
€ #iproute 192.83.176.0 255.255.254.0 192.192.7.234
€ #iproute 192.83.178.0 255.255.254.0 192.192.7.234
3. F1FL 47
B 192.83.177.0/23 2L FriEe Bl 4 o7
B /23 WhaFRel s LBk

4. %%

B 2AEiaysd 24 v L@ /23

B ¢ L5 %k StaticRoute 7 18 * & 3 /24 £ 57
€ #iproute 192.83.177.0 255.255.255.0 192.192.7.234
€ #iproute 192.83.178.0 255.255.255.0 192.192.7.234

B  RootCause: # 4" IP + el fe? i §

B R85 24 FREAR

B Casel: 192.83.176.0/23
€& 192.83.176.0/24 ~ 192.83.177.0/24(7 + 5 % k)

B Case2: 192.83.178.0/23

€ 192.83.178.0/24(% + § % k&)~ 192.83.179.0/244
5. A F
B Network/Host/Broadcast Address:
B 7 192.168.0.0/24 3 &
B Network Address (First): 192.168.0.0
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B Host Address (3¢ & 2 $£): 192.168.0.1 ~ 254
B Broadcast Address (Last): 1921.168.0.255

B Host Address: For /& IP i# *

€ (config)# int €0/0

€ (config-if)# ip address 192.168.0.1 255.255.255.0 --> Good

€ (config-if)# ip address 192.168.0.0 255.255.255.0 --> Fail, Bad mask /24
for address 192.168.0.0

B  Network Address: For §&d 3 fli #

m /24
€ (config)# ip route 192.168.0.0 255.255.255.0 10.0.0.1 --> Good
€ (config)# ip route 192.168.0.1 255.255.255.0 10.0.0.1 --> Fail,

% Inconsistent address and mask

" /23
€ (config)# ip route 192.168.0.0 255.255.254.0 10.0.0.1 --> Good
€ (config)# ip route 192.168.2.0 255.255.254.0 10.0.0.1 --> Good
€ (config)# ip route 192.168.1.0 255.255.254.0 10.0.0.1 --> Fail,
%Inconsistent address and mask

B P %=-FZ 5k

(~) BARE =4 FREATRE 2 IPvE 80 H B G252

. 4 dmgerrdie B ClasC EREITRE @ ¥

LI S
€ 203.64.48.0/22 (203.64.48.0~203.64.51.255)
& 203.71.84.0/22 (203.71.84.0~203.87.255)
€ 203.71.88.0/21 (203.71.88.0~203.71.95.255)
€ 120.97.32.0/19 (120.97.32.0~120.97.63.255)
€ 120.97.64.0/20 (120.97.64.0~120.97.79.255)

B ioirE@HEr B ClassC #E?
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2. AFwHd 120.97.32.0/19 > e B
B 120.97.34.0/24 ~ 120.97.35.0/24 ~ 120.97.36.0/24 ~ 120.97.37.0/24
B R F|daR]): EHF SRR R
B 221 v BRepEEd - Sd &7
120.97.34.0/22 221 F g d 7 > 50
(config)# ip route 120.97.34.0 255.255.252.0 10.0.0.1
%Inconsistent address and mask
i RaaFe s 24 FFLEES D2(T 5 4Bl )

TR A AR AT

® & 6 0 0 o

120.97.34.0/23 ~ 120.97.36.0/23
B EhD RS

T

& BEE:12097320/19 S HET P 2 BAEEL A
¢ 120.97.32.0/23

& 1209734023 # ¥ RART

& 1209736023 # ¥ RAcRT

¢ 120.97.38.0/23

¢ 120.97.40.0/21

¢ 120.97.48.0/20

€ T rxp StaticRoute ¢ 1 £%2 6 £

¢ 7.F EBGP %% % % ISP Peering § ¢

3. 4rPEHe B Class C iz fzz
B 2% ClassC #E > &k /22
B ORLRr PR 22 Rk
¢ 203.64.48.0/22
¢ 203.71.84.0/22
B AL gd o] Rk
B 7L e, R Bt ke e R
4. BfoAdT iR iyl B Class C
B 120.97.64.0/20 (120.97.64.0 ~ 120.97.79.255)
B =2z B3 R

€ 120.97.64.0/22 (120.97.64.0 ~ 120.97.67.255) --> 4=+ % (4 Class C)
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€ 120.97.68.0/22 (120.97.68.0 ~ 120.97.71.255)
€ 120.97.72.0/21 (120.97.72.0 ~ 120.97.79.255)
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