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TIL: [64

3
Retry Count: IE "I | : IJ : : : tmes

T T T T T T T T T T T T T
1 2 3 4 5 fi 7 g ] e 12 14 16 18 il 25 5 1o@

Retry Interval: -

T T e

T T T T T T
e 12 14 16 18 X 25 50 188 250 546 il 868 GEOE 1a68a

+ ¥ p 37 Packet Size ~ TTL
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Probe - TCP (telnet)

& telnet - Probe -0l x|
Weaame:; Ok
IT}I‘pe: iTCP ] | | Cancel
A gent; Idefault [ | Apply

reneral TCP probe, that can be nzed for varonz TCP Notes
protoco] checking
Copy
(Port: |23 |
Eemove

v Connect Only

[T First Receive, Then Send
send |

Eeceive: |
Send |

Eeceive: |
Send: |

Eeceive: |

« B p|TCP # Z_port i3 2}k /%

%{% ” %Z, 29




Probe — TCP (http)

& http - Probe Ol =]
Wamme: Im Ok
| Type: [TCP ] x| | Cangel
L gent: |u:lefault 3 | Apply

Feneral TCF probe, that can be vged for various TCP Notes
protocol checking Copy
Pot: |EEI p—

[T Connect Oy

[~ First Beceive, Then Send
send: |HEP;D."HTTP."1 Dihn'rn

Receive: [*HTTE .

Sed: |

Eeceive: |
Send: |

Eeceive: |

|
; 2 .
x F47 FIRGE: > ¥ p 7 T_&Send ¥ 3g 3+ Receive

2. g
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X

Probe - UDP (netbios)

' netbios - Probe

Type: |T.TDP

Port
Send

Receive:
Send:
Receive:
mend:

Receive:

R

he, that can be wsed for various TDP

protocol che

: [137

: | e N0 DOV CEAALAAAADAAAA AR ANANANANMANMADSD S LI ]

I.-'-.




Probe — DNS

' dns - Probe Ol =]
o s Ok
T - <] [ comn
& gent: Idefault j o non Lpply
Notes
Copy
Femove

Port: |53
DI mame; |www.n’ﬁkmtik.mm

Allowed Addresmes: |159.145.147 196

L1




Probe - SNMP (Cisco CPU load)

B cpu_snmp_cizco - Probe _ O] x|
Waime: |cpu_mnp_cis:-:n
| Type: [sHME ] ~| | comel

& zent: Idefault jlzl

Snmp Profile: |defanlt j EI

[~ Treat service as avadlable only if up

0id Type: Igauge j
Compare Method: |<= (lezz or egual) vI
Gramge Value: |BEI
Q9o . INTUIRIS A B TANETOMSS L0 - B (RRT) o@D
Ea & 0 o
X A o @on e, + cpmCPUTotalsminRev.1
4 sizEn cL | i B - ,\_
R JuE ¢ B NERFEe B0 O ER cowewe S8 wae

P o B (1.3.6.1.4.1.9.9.109.1.1.1.1.8.1)

RN BTN SHEM  201312/5 (A% T4 0134

+ 3% TSNMP OID# it % w @ §

N (NTUSEBS IS ) TANETGGRIRF 118

ANETEK ¢ e % 3 £ — N S )
Service cpu 140.112.1.5 on TANETEK TANETEK is now fBIERY (Pt 90<= 80 FRKaY) - * ? i}é:{yl } L%] Z:t\' Vit ﬂ 'y—‘["? —-‘__;-; P;‘,PEE*“:SE e

O 2-zeva7x. Py »
Lo 53 NTU
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SNMP of Cisco CPU load

+ How to Collect CPU Utilization on Cisco I10S
Devices Using SNMP

+ http://www.cisco.com/en/US/tech/tk648/tk362/te
chnologies_tech_noteogi86a0080094a94.shtml

+ cpmCPUTotalsminRev (.1.3.6.1.4.1.9.9.109.1.1.1.1.8):

+ The overall CPU busy percentage in the last five-minute
period

+ Cisco SNMP Object Navigator

+ http://tools.cisco.com/Support/SNMP/do/Browse
OID.do?local=en

+ Download CISCO-PROCESS-MIB.my
+ Rename to .txt or .mib

Ho W 34 NTU



Cisco MIB download

+ Show version

TAMET_MNTU_CBK>sh wersion

ware (s72033 rp-IPSERYICESKS WAN-M),|Version 12.2(33)5XI4a, RELEASE SOFTWARE (fc2)
ol 2CMsLU

+ Cisco IOS MIB Locator
+ http://tools.cisco.com/ITDIT/MIBS/MainServlet

+ MIBs Supported by Product

+ http://www.cisco.com/public/sw-
center/netmgmt/cmtk/mibs.shtml

%;% - ),‘;?, 35 NTU



Cisco MIB download

+ Download CISCO-PROCESS-MIB

-1_5 Cisco [0S MIB Locator - Internet Explorer - |D|ﬂ
GE - I@ hitp/innls cisco com T ,Oj +3| (2 Ciseo 108 MIE Locator X | | T 5.7 o3
HEFR REERE WRE EHEEE ITAMO  HEM

MR - e - @\EE - E2ES - TEO)- @ N [N

l'llllllq ~
CISCO MIB Locator

Make Selections to get to a Specific Cisco 108§ Release:
Release

Platform Family

| CATED00-5UPT20/MSFC3

Feature Set

|IP SERVICES

Mew Search

Download all V1,V2 MIBs

Image Information

57203 3-ipservices_wan-mz.122-33.5X14a.bin Get list of features for this image from Cisco Feature Mavigator

MIBS Supported in this Image Details Download MIB

ATM-MIB W1 W2

BGP4-MIB V1 V2

EBRIDGE-MIB V1 V2

CISCO-AAA-SESSION-MIB V1 V2

CISCO-AALS-MIB V1 V2

CISCO-ACCESS-ENVMON-MIB W1 W2

CISCO-ADMISSION-POLICY-MIB

CISCO-ATM-EXT-MIE V1 V2

CISCO-ATM-PVC-MIB V1 W2 W
.@ CISCN-ATM-PUCTRAP-FYTH-MIR W1 W7

6‘?\ L LTI



Files — Upload MIB file (Method1)

LR 163.28 16 44 - FHES S mis

% admin®@127.0.0.1 - The Dude 4 Obeta?

Fde

@ Preferences || {0 Local Server Help
o] | settings | || (88 S en
L | Packages Transfers
|C|:|ntent3 : |
] Address Lasts | = = =
% ith;s Nanme | Type ¢ |Bize Hotes
&= Cﬁ:.rts certificate pem certificate kXN ]
. [] tmages directors
. [ muibs directors
@m abe ¥ era. font 64 6 kE
. . abe ¥ erabdono Hf font 122 kB
% Efﬂhf Actons abe arial tf font 760.2 kB
/] Lo abe [ncomn font 1127 kB
= Mifsﬂndes [@hf| ArubaContollerjpg image 2300 B
= 5 Netwark Maps [fhS] CiscofiS09 jpg himiage 4797 E
= AF || ToiperF W jp2 image 2798 B
= Lacal [lhg] Switch jpg mage 2064 B
= Netwark Ma [EF Action-2014 .02.10-08.58 log log
[ Wetworks d [P Debug-2014 .02.10-08.59 log log
£ Notifications [ Bvent-2014.02.10-08.59 log log 223kB
= [ Panels [+ Fslog-2014.02.10-05.50 log log 319kB
= admin 127001 | *i CIRCO-PROCERE-MIBE v bt mib 000 kB
F Pihes
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Files — Upload MIB file (Method2)

C:AProgram Files (x86)\Dude\data\files

9(_}v | - B - FAEHEE (C) - Program Files (236) - Dude - dats - files -

HEF REE R0 TR HEM
EHEEIE ~ AR o« FUED SRR
g Documents and Settings ;l EZE - {E&e EEA EAzil] ol
::iﬂgs images 2014210 _EF 0250 fEFEEEE
Program Filss mibs 20147210 L 08:59  FEIEEHIE
Frogram Files (46 || Action-2014 02 10-09.59 og 2014/210 £ 08:50  TFSTi OKE
Citrix  arial tf 2011511 4 06:30  TrueType RS 761 KB
Common Files )
Dude | ArobaContoller jpg 2042411 0951 JPEG E4E 3KB
Jata || certificate. pem 011142 T4 0845 PEM 43 4KE
files & Ciseo6509 jpg 2014/217 FF 0143 TPEG S48 SKB
images B CISC0-PROCESS-MIB_my et 20147730 _H2F 09:02 100 KB
mibs =T Debug 0T A L 1008 S0 1o AT Lo 0050 T TED
G:?;iu&ge || Event-2014.02.10-08.58 log 201477530 £9F 0648 STFsTiE 23KE
Internst Exploter B TunipedFW jpg 2014/211 £2F 0942 TPEG S48 3KB
Microsoft NET + | lncon tf 20096111 F2F 04:43  Troe Type SFRUGESE 113KE
FRTG Network Mondtor | Switchjpg 20142111 L9 09:48  JPEG S48 3KB
ﬁmﬂumﬁm || Byslog-2014 02 10-09.59 log 20147728 T 08:14  TFTi 32KE
Windows Madl v Vera ttf 2011143 FF 0845 TroeType FAUGEE 65 KB
Windows NT v | Verablonn tf 20111143 T4 0845 TroeTvpe SFAURESE 49KE
PoemmrrarnTata

+ P 7 @ % C\Program Files (x86)\Dude\data\files

Fde
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MIB Nodes of
cpmCPUTotalsminRev (1/2)

2 admin®127.0.0.1 - The Dude 4 Obeta3

| Freferences ||D Local Server || Help |

(=[] [setings | =[] |

|Contents

4]

] Addres: Lists
& Adming
] Lgents
= ] Chearts
] Cheut-ping Cheart
] Devices
[ Files
] Functions
] History Actions
] Links
=] Logs
[ Mib Hodes
= ] Wetwork Maps
=R
= TANET-Bchoal:
B Wetworks
] Notifications
] Panel:
] Probes
£ Services

] Tacl:

4

Tree | Moduls File

LI

| 4

. ;%& ré"

|Nnde i |T}Te |Acce&s |S1atus
[ ceitt-0 other
F[Jio-1 other
[ anomprmons# 120 - 2 other
E[]omg-3 other
E[]dod -6 other
= ] internet- 1 other
@ directory - 1 other
[ mgmt- 2 other
[ expertmental - 3 other
[ ] private - 4 other
=[] enterprises - 1 other
[ iz - 4 other
E [ cisco - 9 other
@ cizoProducts - 1 other
@ local - 2 other
@ ternporary - 3 other
@ pakonon - 4 other
@ workgroup - 5 other
@ otherEnterprizes - 6 other
@ cizod gentCapability - 7 other
@ cizoConfig - 5 other
B[] siscobgmt - 9 other
=1 [ siscoProcesshIB - 109 module il entity
=[] ciscoProceshIBObjects - 1 other
B[] cpmZPT - 1 other
E B cpmCFI Total Table - 1 other 10 ACCEEs current
= ] epmCPUTotalEntry - 1 other 0 access current
B cpmCPU Totallndex - 1 32bit wnsigne... noaccess current
@ cpmCPT TotalPhopsicallndex - 2 Fabitdnteger  read only current
@ cpmCPT Totalbse: - 3 range read only deprecated
@ cpmCPT Totallmin - 4 zange read only deprecated
@ cpmCPT TotalSinin - 5 mangE read omnly deprecated
@ cpmCP T TotalSscRey - 6 range read only deprecated
@ cpmCPT Totall minFey - 7 zange read only current
@ cpmCPT TotalSminFey - 8 mange read omnly current
@ cpmiCFUMonInteryal - 9 22bit wnsene... read only current

NTU



2 admin@127.0.0.1 - The Dude 4. 0beta3

MIB Nodes of

cpmCPUTotalsminRev (2/2)

. | Preferences ||{:} Local Berver || Help |

2 o [ seting | II IIE Tos

|Cu:untents

% r\){

] Address Lists
A Ldrnins

] Agents

] Charts

] Devices

[ Files

] Functions

] Historyr Actions
] Links

# ] Logs

] Mib Nodes

= ] Wetwork Maps

==
] Local
] Netwark Map

] Wetworks
] Notifications

= 5 Panels

] adinin 127.0.0.1

‘Module File .
EIEIT Module: [CISCO-PROCESS MIE — 175
Node \ etFarp /
=[] ciscoProcesskIB - 109 module 1den11t3,r
= [ ciscoProcessMIBObjects - 1 other
=[] cpmCPU - 1 other
= ] cpmCPUTotalTable - 1 other
= ] epmCPU TotalEntry - 1 other ]
] comCPU Totallndex - 1 32bit vnsigne. .
@ cpmCPU TotalPhosicallndex - 2 32bit tnteger
@ cpmCPU Total S - 3 ZEngE
@ cpmCPU Totallmin - 4 Zange
@ cpmCPU TotalSmin - 5 Zange
@ cpmCPU TotalbecRey - Zange
gt atad b on o) Lo
@ cpmCFT TotalSminFey - 8 oange
@ com_ T U Mol nteryal - 3 OB UnEEnE..
@ cpmCPU TotalMonlntervalValue - 10 ZangE
@ cpmCPUTIntermpttdondntervalValue - 11 ZEngE

@ creeal” PTTR avnmmd Tead - 19

40
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2 Snmp Walk 140 1121 5

Fromm: Ise.-wer ;Iln_l ooo
To: |14|:|.112.1.5 I&l
Profile: [ntu-cisco =lla ||sea
Type: © all &+ subtes  specific oid
. : |1.3.5.1.4.1.9.9.109.1.1.1.1.8 oon

List Tree | Table

Oad fl‘.?alue
El[Jio-1
=[] org-3
=[] dod-6

=[] interet- 1
= [ private - 4
= [ enterprizes - 1
=[] cisco-9
= [ viscokMgmt -9
=[] ciscoPmocedIE - 109
= [ cisoProcesMIBObects - 1
=[] cpmZPT -1
= B cpmTP T TotalTabls - 1
= BE] comCFU TotalEntey - 1
= @ cpmCPU Total SminFew - 8
1 16
15 aa

00 -1 ' f= e b3
)
]

+ cpmCPUTotalsminRev (.1.3.6.1.4.1.9.9.109.1.1.1.1.8)
%;%r\ )g’ L NTU



Cisco-SNMPEx * (1/2)

+ (config)# snmp-server community public snmp-
acl

+ (config)# ip access-list standard snmp-acl
+ (config-std-nacl)# permit 140.112.0.0 0.0.255.255

%;\% e )g, 42



Cisco-SNMPEx * (2/2)

sh snmp group

e'\h‘;?» =3 NTU



Windows -SNMP £z * (1/2)

. RARBERS
HBEE  BITW wE S
=27 H
% mrwees omoncrs) B
AR "
i BhEE
= kR s R L {FIAR 88 b ST 4ERIThAE AR AR AP BRI SR T ERR THEE -
@ HitmiRas &
(%) #re
= EEEES — z
it ohiEln®E E ThiEiE s el
=2 1T _
~ ThikE: BZFdE42 71 L ERISThEE L]
e, FERHTHHE =
WiEThERS [ x|
It SHEE
e
R E— 25 ST RS L AT -
s ThaeF:
HEE [ ] NET Framework 2.5.1 ThiE = S SR
[] BranchiCache
[ Directbcress BB FiEs
[ Internet Storage Name Server
[ LPR iE{EERERES
[] RPC over HTTF Prosxy
[] SaN g S

SMTP {SARES
=[] S
SNMF RRTE
SNMP W 483

-

[] Telnet {31AR 85



Windows -SNMP £x* (2/2)

OB
BEER BT

AR SHEAE

& |mE = |HE» m 1 p

. BRTE ()

ALME Service

% Yol

—— AT ooz

Lk Boftware Protection
Ehepecial Admindstration,
ig 5' SPP' Wotification Jervic

SHHP Senr;;:e Pﬂﬁ-ﬂﬁiﬂﬁﬁ}. N

a=E - | jEat | AARE | EratEly | B B4

L1 8hell Handware Detecti.. S EEMERTEREHEHEEA - EErEh Hih Local 3wstem
£k Bmart Card Eiihﬁﬁﬂﬁﬁﬁﬁﬁ%’%fmﬁﬁ ﬂﬂ%hﬁlﬂﬁﬁ?ﬁr—ﬂ: iSEIEERE ... Fih Local Service
Lok Smart Card Bemoyal ﬁT.E*F AR iz k= ﬁﬁ = F#h Liogal S-ystem

— | BA | | mEmEs| B E2E ||
IV e RE
~EBHIWEEN
EZTT T
public =
o). | #®mE. | sRe |

" WA E T HEER SNME HEC)
— 0+ g TRIEREER SNMP HE(T)

l ‘140.112.35.252

2

Loocal Sastem

L 1'-?‘-\.-..!'£

g, | wmem@. | Ron |
R T HE SHMEP
== | T e | == irn

Fih
F&h
F&h

-

Metwork Service
Local Svstem
Local Service



Linux(CentOS) - SNMP £x * (1/2)

+ yum install net-snmp net-snmp-utils

[ ]
+ Vi /etc/snmp/snmpd.conf
# First, map the community name "public" into a "security name"
# A e community
defanlt public
140, 112.3.0424 public
d, map the zecurity name into a group name:

secnTitviode

FHEE

# Third, create a view for ng to let the group have rights to:




Linux(CentOS) - SNMP £x* (2/2)

+ service snmpd restart

+ Firewall 4p B 2% %_
+ UDP port: 161

%{%« x‘g?’ <1l NTU



Probe - Function (Host CPU load)

+ e pozZE Function()
» PEATARYBFEFEEFET AL
+ Error: if(cpu_usage()<60,"","cpu load over 60%")

+ Value: round(cpu_usage())

= cpu_usage_host - Probe _ O] x|
[T}I‘pe: |Fum1:i1:un lj | Cancel |

& gent: Idefault jl;l

Perfornms cuztonn fonctions to decide if senvice iz
available and up. If up graphs value of another
s tion

Tty

[ Value: Imund{cpu_usageﬂl} l

TTnit; | g opu
,%Z, 48 NTU



Function: cpu_usage

= cpu_usage - Function

Hame: |FIRETD 0
Dezcription: | Camneel
averagal :I Apply

oid_columm{"iszo.org. dod. internet . .mgmt . mib-2 hoszt. hrDevice. hrProcessorTable. hrProcessorEntry. hrProcessorload™)

Mote
Code: o

Helr el

| | Remove

+ average(

+  oid_column("iso.org.dod.internet.mgmt.mib-
2.host.hrDevice.hrProcessorTable.hrProcessorEntry.hrProcessorLoad")

+ )

Fde . NTU



SNMP of Host Processor Load %

+ iso.org.dod.internet.mgmt.mib-
2.host.hrDevice.hrProcessorTable.hrProcess
orEntry.hrProcessorlLoad

* 1.3.6.1.2.1.25.3.3.1.2
+ 1. CPU1 Load
+ 2: CPU2 Load

* L)

+ for Linux and Windows, not for Cisco
device

Ho W 2 NTU



MIB Nodes of hrProcessorLoad

dmin@127.0.0.1 - The Dude 4 Obeta?

| Preferences ||D Local Server || Help |
II | setings | II Tos | Mot | Bl

|Cu:un13&nts

[ Address Lists DIEIM Moduls: [l =] Type: o0
4 Admins |Node 2 |T3me |Access |St&tu.s |Des:ri1:utinn
B Agents S[go-1 other
= Eléhaéim_pmg —_— (7 anonymons$263 - 2 other
= Devices B Dggcl'il ! C'xf & hrProcessorLoad - Mib Node _ 1ol x|
: =] od - other
B e o B0 inbruet- other - Generel | Advanced
@ directory - 1 other
= H1S1J:|ry Actions =0 t-3 other Warne: |]'IIP1'CICE$SJJILDEJZI Cangel
=] Shs}?gte ;1 , Exi Parent: |h:rPrc-ce$mrEnt'}r Apply
[ interfaces - 2 other Mumber: |2
[Jat-2 other .
in-4 ather | Modules: |HOST-RESOURCES-MIE |
% Empé 5 Dxf Type: |2bit infe ger
D- other
[Jwdp-7 other Lecess: |read anly
[TJezp-8 other }
= S etk Mg (] transmission - 10 other Status: | cusrent
I NTH [ sump - 11 other The average, over the last minute, of the percentage ;I
B TANET-Schools [ rmon - 16 other of time that this processor was not idls.
(3 dotldBridge - 17 other .. |Implementations mey approsdinsats this one minute
] Networks =[] host - 25 ather Deseription: smoothing period if necessary.
= % ponflations [ heSystemn - 1 other r
= admin 127.00.1 1 (] hedtorags - 2 other
] Frobes = =1 [ heDevice - 3 other |
Sarvines [ huDrevice Types - 1 other
@ Taols ] huDevice Table - 2 other no access curent The (conceptual) table of devices contamed ba the host.
E = ] huProcessorTable - 3 other noaccess cument The (conceptual) table of procesors contained. by the host. Note that this tabl

=l=| h.ercests-:urEntr}r 1 other no access  cument & (con::eptual}l entry fu:ur ong proce&mr cu:untmmd h}r the host. The heDevicely

321:11’[ inte ger 7

(e hIProcess:anoad 2

;?’«r\ )g’ o NTU




SnmpWalk of hrProcessorLoad

% Snmp Walk 163.28.16.44

Fromm; Isenfer j EI

{E}v
Profile: [vZ-public = ||
Type: € all = subtee  specific odd

04l ; Iis::u.u:urg.du:u:l.mtemet.mgmt.nﬁb-ﬂ.]'u:ust.]w]:levice.}anrncess-:urTable.}urPrc:cesmrEntr}r.]qucesmrLDad

To: [16328.16.44

List Tree | Table i Windows T {FE® 5 =] E3
HRE BEO) WRY RAH
0id . [alue RS | SR | S O |@ont | mmE |
fe - 1
Bz CPU{ERIE —  CPU (BRI
=[] dod -5
=[] intemet - 1
= [ mgmt - 2
= [ mib-2 - 1
I host- 25 e EEEEEERRS
=[] haDewvice - 3
= ] huFrocessorTable - 2
= ] huProcessorEntry - 1 ==
= @ heProcesmorload - 2 105 GE
I 7
2 1 Enigm
3 1] 4095 RIS 14852
4 ] 3 e EhiTER 662
oTH ama2 RRI{EFr 50
H{EH 2047 17 S 0172217
£E] (ME 1045 /3189
LIS ME) e
BAE 164 _
*HE 12| | ERERER). |
%;%& )g’ EIRAERE: 50 CPU {HFI%E: 10% EEIEE 5% P NTU
N




Probe - Function (Disk Usage)

{® disk_usage - Probe 1ol x|
Type: |Function v| | Cancel

Error: || if(hdd_usage()<80,"", "Hard Disk usage over B0%") |

Should retorn value fo graph if up

Talue: llrl:uuml (hdd_uzgel)) l

Unit: ([ % disk |

0 fE5h: 2014/3/14 TF 05:.04 EFEIEEAE -
i ntozcneb® gl com

Wi+ & T

gl

EE:  [NTUERESE] dEEE LN

Service disk_usage 114.34.121.216 on 114.34.121.216  is now fr?ﬂ:ﬁ"j [HardDisk usage over 80%) ]

Ho G &




Probe - Function (RAM Usage)

' ram_uzage - Probe =101 x|

Tarpe: IFunn:tiJ:un j

Cancel
4 gent: Idef&ult jl;l

Lvadlahle: |1

Error: Ii.f{mﬂm_usage(}ﬁ[h L RAM vsage over B0%")

shonld retorn value to graph of up

WValue: Imund{mﬂm_usage §)]

| Unit: | % ram )




Function: mem_usage

5
Ix

2 mem_usage - Function

IHI
=

Diescription: | Caneel
oid{concatenatel"izo.0rg . dod. internet mgmt . mib-2 host. hr3toraze. hr@torageTable. hr@torageEntry. hrltoragellzed . ", a | Lpply
array_element(
oid_columnd"iso.org.dod. internet .mgmt . mib-2. host he@torage. hedtorageTable, heBtorageEntry . hedtoragelndex", 6007,
array_find(

Code: |oid_column{"iso.0rg . dod. internet .mgmt. mib-2 host. hr8toraze. hr@torageTable hr3toragzeEntry hrBtorageType", 6007,
"izo.org.dod. internet. mgmt .mib-2. host. hrtoraze. heftorageTypes. hrltorageRam"
e L
100 mem_sizel) LI Femowve

oid(
concatenate("iso.org.dod.internet.mgmt.mib-2.host.hrStorage.hrStorageTable.hrStorageEntry.hrStorageUsed.",
array_element(
oid_column("iso.org.dod.internet.mgmt.mib-2.host.hrStorage.hrStorageTable.hrStorageEntry.hrStoragelndex", 600),
array_find(
oid_column("iso.org.dod.internet.mgmt.mib-2.host.hrStorage.hrStorageTable.hrStorageEntry.hrStorageType",600),
"iso.org.dod.internet.mgmt.mib-2.host.hrStorage.hrStorageTypes.hrStorageRam")

)
)

) *100 / mem_size()

B3 . NTU



Function: mem Size 1/2

& mem_size - Function -0l x|
Wame: |m£m_s:ize
Description: | ezl
oid{ooncatenate{"iso.org . dod. internet .mgmt . mib-2. host  hr3torage. hrBtorageTable. hrdtorageEntry hrdtoragelize. ", ;I | Lpply
array_element(
oid_column{"izo.org.dod. internet .mgmt .mib-2. host . hr@torage. hr@torageTable hrBtorageEntey. hedtoragzelndex", 6007,
arvay_find(
il oid_column{"izo.org.dod. internet . mgmt .mib-2. host. he¥torage hrStorageTable. heltorageEntry. hel¥torageType", 600),
“|"iso.org.dod. internet .mgmt.mib-2. hoszt hrftorage. hrltorageTypes. hrdtorageRam”
3l e
Eemove
[~

oid(

concatenate("iso.org.dod.internet.mgmt.mib-2.host.hrStorage.hrStorageTable.hrStorageEntry.hrStorageSize.",

array_element(
oid_column("iso.org.dod.internet.mgmt.mib- 2.host.hrStorage.hrStorageTable.hrStorageEntry.hrStoragelndex", 600),

array_fin

d(

oid_column("iso.org.dod.internet.mgmt.mib-2.host.hrStorage.hrStorageTable.hrStorageEntry.hrStorageType", 600),
"iso.org.dod.internet.mgmt.mib-2.host.hrStorage.hrStorageTypes.hrStorageRam")

)
)
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Function: mem size 2/2

+ 1.0id_column("iso......hrStorageEntry.hrStorageType", 600)
+ 12 * snmp walk #% "iso......hrStorageEntry.hrStorageType"
« W BER @ array 7T,
+ 2.array_find(array from stepi,"iso.org.dod.internet.mgmt.mib-
2.host.hrStorage.hrStorageTypes.hrStorageRam")

x+ 3% array £ ¢ {* & "iso.org.dod.internet.mgmt.mib-
2.host.hrStorage.hrStorageTypes.hrStorageRam"

x+ W & array index ¥ ¥] 6
+ 3.array_element(oid_column("iso......hrStorageEntry.hrStoragelndex",
600),6)

+ ¢ * snmp walk # & "iso......hrStorageEntry.hrStorageIndex" ¥ % i# Array % 6 i
element 2_ &

+ 4.oid(concatenate("iso......hrStorageEntry.hrStorageSize.",6)
+ & * oid("iso......hrStorageEntry.hrStorageSize.6") % 3§ & % .

%;\% e )\é 57



SNMP of
Storage/Memory/Virtual Memory

+ For Linux/Windows % ¥ %
* 1.3.6.1.2.1.25.2.3.1

+ iso.org.dod.internet.mgmt.mib-

2.host.hrStorage.hrStorageTable.hrStorageE
ntry

%&\%)\ )‘é 58 NTU



SNMP of hrStorageEntr

B Snmp Walk 163.28.16 44

To: [16328.16.44 v

Profile: |v2-puh]ic jE Tries: |E -

Type: ( all f» subtee ¢ specific oid

0id: [13612125231

List Tree | Table

0id 4 | Value
E[Js0-1
E[Jorg-3
[ dod-a
[l (] internet - 1
=1 [ mgmt - 2
=[] mib-2- 1
[ host- 25
[ [ hodtorage - 2
=1 ] hetorage Table - 3
[= ] heitorageEntry - 1

@ hedtoraged llocationFailures - 7

heitoraged locationlTnits - 4
@ hobtorageDescr - 3

1 AN
Ch Label: Serial Humber c0198d4c
Virtual Memonr
Phovsical Memoryr
Togelndex - 1
=1 @ hritorageSize - 5
1 a
2 10485503
i 131028
4 Boo2E |
] @ hoetorage [ype - 2
1 150, 0rg dod tntemet gt meb-2 host heStorage hu@ torage Tvpes ha tora geRemovableDisk
2 1s0.0rg dod intemet mgmt mib-2 host heStorage oS torage Types hei torageFixed Disk
3 isn.org dod interet mgmt mib-2 host hiftorage hedtorage Types hrdtorage Virnalbdemorys
1 4 ss0.0rzdod internet mamt.mib-2 host historage hebtaraze Types hrbtorageRam
=1 @ hristoragellzed - 6
1 a
2 BAGE63ZT
k3 170HY
L 1033 )




Functions Reference

+ average(array)
+ calculates and returns average value of given array
+ array_element(array,index)
+ return array element with given index.
+ array_find(array,criteria)
+ return array index from element that match criteria.
+ concatenate(stringi,string2,..)
+ concatenates two or more strings.
+ round(number)
+ return number rounded to nearest integer.
& Oid(Oid)
+ returns value of given snmp OID
+ oid_column(oid)
+ returns array of values using snmpwalk with given base OID."

+ Ex. oid_column("oid_column("iso.org.dod.internet.mgmt.mib-
2.host.hrDevice.hrProcessorTable.hrProcessorEntry.hrProcessorLoad")")

%;\% e )g, 60



B F i N —email 1/2

¥ 12 * HE SMTP % :% email

dmin@127 0.0.1 - The Dude 4 Obeta3

| Preferences Hﬂ Local Server H Help ‘
W || || Bettings = —
=l (%] 0 ]&]en

|C0n1aents ¢ |
] Adduess Lists / LE Toe Notes
Ad rins beep heep = v —
é bgents BE beep € Notification =10] x|
= [ Charts Notification simail Genersl \gch&duh Lidvanced
] Chart-ping Chart Crmadl execle On mrver __
] Devices flazh flash i [ citification Cancel
[ Files log to ewents log [ Enabled
] Fanctions log to swslog log : —
] Histoxr Aetions popup popup yDE: ie 3'
Links otes
= \ J it
= 3 Logs Server: [
o =
= TR To: [davizou@nty edu. by —
HHTE - ) | |
. ; | M Test
: et Variable
L7 Syelng . [Bervice [Probe Name] on [Device Name] iz now [Bervice Status] x|
] Mib Nodes Subject:
=l (] Wetwork Maps
=R Ll
] TANET-2chonols
g Netvorks + Iisert Variable
] Wotifications
= ] Panels Bervice [Probe Name] on [Device Name] is now [Bervice Statng] ;l
] adimin 127.0.0.1 Body | [Fervice-ProblamDescription])
] Probes
£ Services
(] Toals 61 ll




B %> ;N-email 2/2

+ SMTP Server Setup

T EEBNE - Server Configuration
General |SHMP Polling Zerver  Agents Zwslog Map Chart Eeport | Discover  Eouwter0Z | Mis Ok

weill be nzmd to look up device

Lpply

Reset

1 gl
Ix

z il be sent vsing one of these

1|:1-E:rn:3jl add

Primary SMTE: [140.1123 351 P
Secondary SMTE: [0.0.00 v
Fram: |davizyoun@ntn.edu. tw

F - :



+ o Client @ "o E T AL 7

Timne

|Eiant

I
15:58:49 Fervice ping on 10.10.151 251 iz now doven (Hmeont)

Fde
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ﬂ ’ﬁk‘ i I
» Event: 2s45 82 ¥ £

--m-- --EI -

SE=

EN7E-1 &
B N7K -2 & é.E
= NTUR\%E%K

&= Shmwan e
B SocialbE EF%
B TANET B3
H TANETEK ...
B TWIATE &...
B WAN] BT
B wWaANz B

] Devices
Files

3 Functions

= History Actions

£ Mib Nodes
= Network Maps
£ EEGS0S
B k6500
B NTU
B TANET-Zche...
1 dormbk
3 Metworks
] Motifications
= 3 Fanels
H admin 127.0.0.1
£ Probes
& Services
1 Tools

1

> 7v— log to events

S oo

LEET < |[Hitht

=

Y Sl

Mlar/17 07:06:11
Mlar/17 05:35:15
MAarf17 05:34:57
Marf17 05:34:45
Mar/17 05:34:37
Mar/17 00:52:11
Mar/16 23:10:48
Mlar/ 16 23:07:27
MAars14 09:22:20
Mar/14 09:16:40
Mar/14 03:11:00
Mar/14 03:10:30
Mar/14 03:09:55
Mlar/14 03:06:34
Marfll 13:18:12
Marf10 12:18:12
MAarA9 23:11:18
lar/09 23:07:28
Mar/09 20:21:28
Melar 09 20:20:50
Mlar09 20:18:21
MAarf0 20:17:50
Mlari9 20:10:43
lar/09 20:10:23
MAar/09 19:54:19
lar/09 19:54:12
Mlari09 19:52:58
MAarf9 19:52:52
MAarf9 19:41:43
MAarA9 19:41:23
MAarf9 19:37:58
Mlar/09 19:37:52
Mlar/09 19:33:52
MAarf9 19:33:48
MAar9 19:33:22
MAarA% 19:30:45
PAarf9 19:28:27
a9 19:28:22
lari09 19:24:21

192, 192.7.46
140.112.160....
140,112, 162....
140,112,160,
140,112,162,
192,192,746
192,192.7.134
192,192.7.134
192,192, 12,68
192,192, 12,69
192,192,12,105
192,192,12.105
192,192,12, 106
192,192, 12,106
140,112,22.254
140,112,145,
192,192.7.134
192,192.7.134
192, 192.7.86
192, 192.7.26
192, 192.7.26
192, 192.7.86
140,112,1,154
140.112.1.154
192, 192.7.86
140,112.1.154
192, 192.7.86
140,112.1.154
140,112,1,154
192, 192.7.86
192, 192.7.86
140,112.1.154
192, 192.7.26
140,112,1,154
140,112,1.154
140,112.1.154
192, 192.7.86
140.112.1.154
140.112.1.154

Service ping on tu.edu. tw is now IBIERYd (Soa% ) i
Service ping on General Affairs is now IEIERY (ST AV
service ping on 140,112, 162,230 i3 now IEERYT (LR
Service ping on General Affairs is now (£ RRY (FEA
Service ping on 140.112.162.250 is now {Z IERY CEEEE
Service ping on tinedu.ter is now 1S 1/ GEERT)
Service ping on hhivs tp.edu.twr is now IEERT (STARY)
Service ping on hhvs tp.edu.ter is nowr fa?JJ:E!’J (FREE)
Service ping on nrvs.ntpe.edn.tw is now IEIERY (TR
Service ping on nrvs.ntpe.edn.tw is now {= BB (FEEF
Service ping on 192,192.12, 105 is now 22T ST
Service ping on 192, 192,12, 105 is now {2 1EAY GERIF)
Service ping on 192,192, 12,106 is now =R (TEAL)
Service ping on 192,192, 12,106 is now {=Z 1R GEBR)
Service ping on 140,112.32.254 is now {5 IERY GERAT
service ping on 140,112, 148,124 15 now FEREERYT (LAY
Service ping on hhvs tp.edu.ter 1s now IEERT (SR
Service ping on hhvs.to.edu. tw is now 12 1EAY (ﬂﬁ%)
Service ping on MTCB.EDUL TW is now PEER 5L
Service ping on NTCEB.EDU TW is now = 1kAY (ﬁﬁﬁ)
Service ping on MTCB.EDU. TW is now 82507 (oY)
Service ping on MTCB.EDU. TW is now {Z1EAT (FEATF)
Service ping on steinway is now i LR

Service ping on steinway is now I'J?_IJ:EV'] CERAT )

Service ping on MTCB.EDUL TW is now 5%?%&"] (FEAE)
Service ping on steinway is now 18 (5ERY

Service ping on NTCB.EDU. TW is new 1'»~;—.-_|J:EY'J 6229
Service ping on steinway is now {5 |RRY GERA

Service ping on steinway is now MEIERY (FLAY)

Service ping on NTCE.EDLL TW 15 now FEREERT (TLAY)
Service ping on WTCB.EDU. TW is now S 1LY (FERE
Service ping on steinway is now I'?_IJ:EV'] CEBAT)

Service ping on NTCB.EDU, TW is now i@}%ﬂ"} (TR
Service ping on steinway is now 18 eI,

Service ping on stelnway s now I'?_IJ:E”"] (ﬁﬁﬁ)

Service ping on steinway is now BIERYT (ERAY

Service ping on NTCB.EDU.TW is now f*?JJ:EYr:T GFEERF)
Service ping on steinway is now I'*?—-_IJ:EV'] CERAF )

Service ping on steinwavy is now BIEHT STAD

NTU



B % i@ 7+ ;N - execute on server

» TServer =3 (7 £ TN

x 1® * Gmail % ¥ email

PGt 2% v 2 Gmail - Notification Ol x|

%* FE? "‘3% 5? 3E Gensrel | Scheduls  Advansed
Wene: | KRS | ezl
¥ Enabled o

Type: [FERETEEREAIT ]

-I'Intes

| Insert Variable

" AProgram Files (300 stunnelblatemadlblat cmd " "[NTUSEREE -

&E): [Device NotesCommal 3R [Service Statnz]" "Service J BB
[Probe Mame] [Device Firsthddress] on [Device Wame]
[Device NaotesColwmn] iz now [Service Stahnz] Test
([Bervice ProblemDescription])”

Comoand ;

){,;%K ,g, - NTU




2 ¥ ATEN—7

NEECIEEEIES

~—

|I'Ia.me

| Type + [Hotes

Fde

beep

e

Crimail
popup

log o events
log o svslog
flazh

SIS — S—
=EE B beep - Notification

EREBIT  Gonend Schedule | Advanced
H

=
=F

Pt

wed | thu | fr

zat

0000

0100

000

0300

0400

0500

0600

0700

0500

0900

Ltivibyr: 10:00

1100

12:00

1300

14:00

1500

16:00

1700

15:00

159:00

20:00

2100

200

2300
- Active hours

- [nactive hoors

L]

=
S| EIE 2|6
X

Lpply

Test
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Discovery 1/2

T Device Discovery
services | Device Tyvpes

Advanced
Enter submnet nunmber wom want to sean for devices Cancel
111

LT ¥ Ty
| | |
edu. =

Creneral

Hean Networks: [140.112.3.0/25

I ||
BENL SN W TN W T
S e

-
[~ 8
certadm.cc.ntu.edut chunghann.cc.ntu.edu.tw
A Y T LWLy \\\

% )

[|‘ 244 Networks To Luto Scan
Elack List: |mnf,

% )

Device Name Freference: IDI'IS, SNMP, NETBIOZ, IF
[ Dizcovery Mode: % fast (scan b pingd ¢ meliable (scan each s:en-'ice]l]
9 Y
T 140.112.3.242 \ 140.112.3.248
LY LY. . T
9

a
Recursive Hops: I!] vI I) —_— —
B 2 4 @ g 18 14 XA 5a
' 1
speedS0m.ntu.edu.tw 140.112.3.249
Y LY L3 %Y
9 N
140.112.3. 243 140. 112 3. 250

[ [~ Layout Map &fter Discovery Complete ]

4N, pan . A ¢
» Scan Je FP-i# R 4o
3 \
140. 112 3.244 140. 112 3.253
A . 9§
L | 5y
speedl00m.ntu.edut Servert509.ntu.edu.tw

%R
PR R Y

4=

* P 7

G

N

he.co.ntu.edu.tw

140.112.3.124

-
|| P
ipverc.cc.ntu.edu.tw cc3f3lenat.contu.eduty jermyfu.contu.edu.tw
LY LY LI ]
L |

L |
davisyoupc.cc.ntu.edu.tw WIN-MOB04MEAST! wecchang-pri.co.ntu.edu.tw jiuan.coc.ntu.edu.tw
111l

chnb.cc.ntu.edu.tw

140.112.3.123
IR R 1L

Rux: 76.1 Mbps
Tx: 8.22 Mbp:

2 kbps
ki bps

P kbps

IHIrg] (X} Frr

L 9 )

|| 140.112.3.202 NTU-1BE9E3F45AF

| 1 r llf rr r
speed.cc.;tu.edu.tw

.'I
_|

: lJoANNA pC
.' SRy iry

9

140.112.3.212

r r r

pc238.contu.edu.tw

i bps

140.112.3.128/25

R



Discovery 2/2

+ Add networks to auto scan:

+ It will keep updating the map when new devices appear
even after the initial scan is finished.

+ Discovery mode

+ Fast(scan by ping) -- devices can respond to ping will be
added, and then their services will be proofed.

+ Reliable(scan each service) -- the Dude will look for the
specified services even in the devices that couldn't be
pinged.

+ Layout Map After discovery complete:

+ It will attempt to draw a logical map layout. Especially
useful if discovering by more than 1 hop.

F3 ; NTU



Device Type

#'adlmin@127 0.0.1 - The Dude 4 Obeta?

| Preferences H{:} Local Server H Help |

Lol e Seftings e
te ||: List Tree RouwkrOS Types | Ma; Mappings
onter ’
e )=o) o) 48w
% i nnngs # | |Name |I'Io1ses
o5 P I Mikeo Tik Device
C hart-ring Chart 2 Bridge = Web Server - Device Type o ]
= ATPIE 3 Eouter - . .
g gi?:wes 4 Swiich General Required Services |A]lu:|wed Services  [gnored Services  Tools
3
: 5 Dude Berver
% Eulsn;ﬁrifchuns ] Windowes Computer
: 7 HF Jet Direct e - Apply
= % E?;: a FTP Server |cpu
osH == con_smp_cico
7 75 10 Web Rerver CpYU_UsgE_rimo
TP E 2 11 Duu :cx T CDU._'U.Sﬂ,gB_]'I.CISt CDP}'
g i;ﬁfﬁ 12 POP3 Berver disk
fj Dk 12 [MAPS Berver disk_ Eemaove
D Eve:i;g 14 Wews Server dins
[ Byslog 13 Tnm Server Eeqguired: dude
= Hib Nodes - pmer ftp ...
= 5] Network Maps oime Levice ﬁﬂph:il' :
=R B IERe
] TANET-Schools L ]_1th3 ]
] Netwarks imapd
] Notifications mEmAry
= ] Panels _ nul;mtk
] admin 127.00.1 nethaos
£ Piobes nntp -
& Services 4] | L4
] Tocle |

+ Required Services: d }* /& %_DiscoveryF¥, Devices Type = i#.
+ Allowed Services: Discoveryp#, p #+4% 4t » 2_ Services

Ho W
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' TANET6K - Device

General |P|:|]l1'ng percices  Ontages | Snmp | Historr | Tools

Wame: | TANETGE Agent: |defoult == Canzel

P

Addreses: |14D-112-1-5 3w ¥ | Snmp Profile: |ntu-cisco jl.,_ Apply
DS Mames: |u11:ima.nm.edu.hl.-' = Tser Name: Iﬂ.lj.]'.l'.l.‘i.'l'.l. Notes
DN% Lockop: © none % addressto msome 0 name to address - Im*mmmmm*

Eemove

DS Lookup Interval: |I5EI [T Secure Mode

[ Eouter OF w Toals
. - . [T Dude Server
MAC Lookup: © none % dptomac O wacfoip Repuohe

it
=
[ Tape: IRu:uuter - EI ok
=

MAC Addresses: [00:08:7C:12:4C:00

fle e

[ Parents | TANET.111 A Services I
Cuztom Field 1: |
Cuztom Field 2: | Statnz |up
; Reconnect
Custom Field 3: |

Fde . NTU



SNMP Protfile Setup

2 EEBAE - Server Configuration

Ok

Lpply

£l
Ix

Resst

General SNMP | Polling | Server | Agents 3vilog Map  Chart Feport Dimover RouterDd  Misc
Diefanlt options
Protocol (ZMM
Default: &
= a A& =
|I'Ia£3 |Ver3£.. i |Cu:-mmunipr [Pt |Notes
w1-pmblic 1 puhlic 161
n-ciseo 2 nh-ciseo 161
w2-public 2 public 161
71




Parents of Device

¥ dnsui temt edu.tw - Device

General |Polling | Services  Outages  Smmp | History | Tools

o = femd ed o by

Addresses: [192.192.7.30 L

DN Lookup: % none ¢ addressto name 0 name to address
DN Lookup Interval: |60 T
il
-

MAC Addresses: [30:E4 DE:F5F5D4

il
-
DS Hemes | g

rFe
MAC Lookop: ¢ none & iptomsc © mactoip M
Rec: 238 kbps 3 38 mp Rx: 5.65 Mbps -
Tx: 2.1 Mbps 7 gg HhEE Tx: 377 kbps Type: |Router dE v
— R

Parents: |TP1IRC_Bwitch |+
are I = , I .
MAT Addreses: IDD:ID:DB:EE:E?:EE =

s % MAC Lookop: € none % iptomac  © mactodp

I' l" Type: IRDuter j : oon
L\ temtedutw-2 ot edutw-1 Parents: ITPIRC_Switch d =

+ Parents: Which device is the hierarchical parent of this one,

builds reachability dependencies to avoid multiple notifications
in case parent device fails (in which case child devices are also

unreachable)

%{%} ” )g, 72
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Agent Concept

+ Agent: Other Dude servers that have acess
to networks the current server can't reach

\
[r— Internet IP
mﬁ | nterne




Agents setup

T admin®127.0.0.1 - The Dude 4 Obeta3

| Preferences ||ﬂl Local Server || Help |

o e B e
L e e IR ORI
|

|Cu:untent3 i |
T Address Lists |Statos | Name | Address
Admins ok L gent 162281644
& '
] Agents
= [ Chaxts - 0] x|
= Chart-ping Chart [
] Devices Name: | IR
% Files v _Enabled Cancel
[ Funstions . [16328.16.44
5 History Actions Address: [16228.16. i m
[ Links Part, [2210
=] Logs Hotes
P B User Name: [tplx:
=T -Cl:u
g %glﬂ Pagzwoud; |k ") Ly
=7 Achion [~ Recure Mode Remove
£
[P Debug
[=P Bvent |

0

Lpply

Gy
Ix

Diefanlt: SETVET j Reset

| |S1}&tus |I'Ia.m£ |ﬂddmss K, |P|:urt |T.Ts:er Wame |I'I|:|
A pent 163281644 2210 fplic




Device 3k - Services

B

= tprc tanet.edu tw - Device

Greneral  Polling  Rervices |Dutages Snmp  History  Tools

g5 | = " o % | =b|| csv| | Discover
Type ¢ |Poblem Wotes

P cpuusage host ARG )

- disk_ =T

I hiip =

%;%K )g, 75



= TANETGAK - Device

Device

(feneral | Polling | Services  Oufages =Smp |Hish:ur3.r Toolz

B

H)

-Snmp

Interface |Ip Foute Arp Bridze Fdb  Storage Cpn Wireless Station | Eegistration Table  Simple Quene  Dhep Leass

=

Cancel

Bl
Ix

Lpply

Ci=IEe - =
|I'Ia.me F; | Tape MTO x Rate ExRate -
Control Plane In... other 1] 0 bps 0 bps
EOBCO0A (104) 1500 140 kbpz 200 kbps
FaztEthemetd/1 .. ethemetcemacd 1500 31 kbps 386 kbps
i FaztEthemet2/10. . |ethermet-camand, 1500 [ bpsz 1 bpsz
FaztEthemetd/11 ... ethemet-camacd 15000 187 Mbps 495 kbps
i FastEthemetod12... |ethemet-camacd 1500 0 bpz 0 bpz
i FastEthemetd/13.. | ethemet-camacd 1500 0 bpz 0 bpz
i FastEthemetdd14 .. | ethemet-camacd 1500 0 bpz 0 bpz
FastEthermnetd/15. . ethemet-camacd 1500 238 kbps 100 kbps
i FaztEthemet2/16. . |ethermet-cemand 1500 0 bps 1 bps
FaztEthemetd/17 ... ethemet-camacd 1500 169 kbpz  1.09 Mbpz
FaztEthemet2/18. . ethermet-camacd 1500 0 bpsz 0 bpsz
FaztEthemet219 .. ethermet-camacd 1500 0 bps 0 bpsz
FastEthemets/2 ... ethemet-camacd 1500f  1.08 Mbps 219 kbps
FastEthemet?/20... ethemet-camacd 1500 192 Mbps 122 MMbps
FastEthemet?/21 ... ethemet-camacd 1500 16 Mbps a01 kbps
FastEthermnet9/22 .. ethermnet-cemand 1500 107 kbps 16 bpz
FazstEthemet/23 . ethermnet-cemacd 1500 0 bps 0 bps
FaztEthemet/24 .. ethermet-cemacd 1500 1.26 Mbpz 503 kbps
i FaztEthemet2/25 . |ethermet-camand 1500 [ bpsz 1 bpsz
FazstEthemet/26. .. ethermet-camacd 1500 \ 4 29 Mbpz 335 khpg ;JI

Naotes

Remove
* Tools

Repmobe

nack

Eebhoot

L
b

Eeconnect
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Device 3k Z_--Notification

' TANET6K - Device

(fenersl FPolling |Senfices Cutages | Swmp | History | Tools

=101 %]
o |
2 o |
default
P].'CI]:IE I]'.I.ten"ﬂl: I"-I T T T T T T T T T T T T T T T T T T Appl}r
default 25 55 los 155 Hs 1m 2m 5m 18m 15m 3m 1h 2h 3h Gh 12h 1d
et
Pmbe Tm-.lﬂl:lut I"'-I T T T T T T T | T T | T T T T | T T
default 25 55 los 155 Hs 1m am 5m 1ldm  15m 3m 1h Zh 3h Gh 12h 1d
- o |
P].'ClhE Dl:lwn CDU.HT: I/I T T T T T T T T T T T T T T T T T T
default 2 3 4 5 i} 7 2 9 18 12 14 16 18 X 25 5 188
v [Tz Notificatio
v o Hotftions
=] "o |
[ Mame !
o |
v il
Notification Eeconnect
AR o8 v  heep
Notifications;
v flash
v log to events
v logto ovslog
\¥ popup )

» 2 FF 3

%{%} ” )g, 77




Polling/Notification Setup Level 1/2
x Level: 427 B iR L g A% 3

+ Server Configuration

+ Network Map

+ Node

+ Service
+ % #& 7 ¥ Use Notifications, B4+ — & 2
+ % 9 i£ Use Notifications, | Jp 5 # F T 2

Notifications, % # 7 iE B4 F #& Notifications.
+ Polling 2 #2 4 4p IF.

IR T

2R T

)%;\%& )Y i NTU



Polling/Notification Setup Level 2/2

= BHBRE - Server Configuration _ o] x|
General | SNMP Polling | Server Agents | Swslog  Map  Chart Report  Discover | RoutrQS | Mim Ok
Lo |

Bervice polling defaults  HTU - Network Map
[v Enabled

General Polling | Outages  Appearance  Background | Export

pe e (O] 7 _ _
1s 5 FEEmE 163 28 16 44{Windows) - Device

Probe Interval: | iEER

default e Ceneral Polling | Services Cutages Snmp History Tools

default

Probe Timeout; |iEER

default 1:
default
Probe Down Count; |60
default 1
¥ s Notifications ]
default |I'IB.'I'.I'.I.E
default IS
| Wame Frobe Down Count; | 5e Crmail
B S default Notification
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v v logtoevents |I'Iam13 . sysln
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Appearance Setup Level

T RHBRE - Server Configuration (=]
General | SNMP | Polling  Server Apente | Syslog  Map |Chsrt Eeport  Discover BouterDd  Misc

@ NTU - Network Map
General  Polling Outages

Appearance | Baclgvound | Export

Backzromnd:; |
[T Antialissed Geometor
[v Crradients

| Label Refresh Interval:

| Label Refresh Interval:

—a— Tlevice Appearance
Statoz ko

Tp:

Partially Do han mec
this item if

Completely Dowi Diown Partial:
Acknowled ged: Do Complete:
| vInsert Verishle || InsertOid || Functions... | Acked: Lahel:
[Drervice Hame]
Label: |[device performance (1][Device ServicesDiown]
Label: default
(_ Label Refresh Interval: |default ~ [} J S
+ Insert Vouisble || InsertCid || Funtions.. default 3= 135 Im
: : : T o
~ |Device [Device Name] ([Device. Type]) : |
Tooltip: [IP: [Devics AddressesCommalist] Shape:
bAC: [Device MacdddressesCommalst] — Up: |
[services_tnfo ()] [snmp_name O] Euomp_descoiphiond] [znmp_uphme (]
[zmp_contactd ] [sump_location)] [ros_info () Notes: Doy Partial: |
Font:
Shape: ||:|1‘eu:tang]3 Dioyen Complete: |

Iﬁ-‘f%ﬂﬂ j j IN_ [ —w—Metwork ——— fcked




Appearance-#z 5+ Cisco CPU Load

2 [Device Name] CPU:[oid("1.3.6.1.4.1.99109.1.1.1.18.1%]-

11|}

9 MbpS
¥ | - Y
L Abps Tx: 17
.3 Mbos:" -
[Device.Name]

Creneral | Image

5
Ix

8]

Tape: |item

Item Tupe: |device

Map specific valves of following sthings are veed for
thig item if ot specified here

w Insert Variabls

[Denvice Mame]
Label: |CPIT:[odd("1.361.4.199100.1.1.1.1.81"]

default
Label Befresh Interval: Idefault vI I) | | | | |

T
default 55 155  1m 5m  15m 1h 2h 12h

Unknewn: | -

Up: | -

Down Partisl: | -
Down Complete: | -
heked: | -

Shape: | v

Font: -

CPU:[0id(“1.3.6.1.4.1.9.9.109.1.1.1.1.8.1")]

Cancel
Lpply

Eemove

il

!
81




Appearance -¥ ~ b7 %L

B RBHEMNSE - Server Configuration

B Rt A

| | Cop
Backgromnd: * y
[ Antialiased Geome | Rest | , )
P C:\Windows\Fonts\kaiu.ttf
Label Refresh Intervel: [OEOMD~] 1; - to C:\Program Files
. Devie hopentee S e (x86)\Dude\data\files
Statnz Tnkomawn: | |
Tp:

Partially Diown:

Completely Diown:

Leknowled ged:

| Insert Varisble || InsertOid || Functions... |

[Device Naume] ;I

Label: |[device_performance 0] [Device ServicesDown]

+ Insert Vorisble || InsertOid || Functions..
Device [Device Name] ([Device. Type]) j

Tooltip: [IP: [Device. AddresesComumealist]

MAC: [Device MacbddressesConmalist)
[services_infod)][sump_name (] [snmp_description)] [zump_uoptime ()]
[smp_contactd ] [sump_location))][ros_info O otes: LI

Shape: I [ rectangle j

[ -[@ = NI NTU
Font:

ch ™




Admins: login user

© admin@127.0.0.1 - The Dude 4 Obeta?

| Preferences ||ﬂl Local Server || Help |
88w E

|Cu:untents i’ |

] Lddress Lists
A Adming
] Lgents
= ] Charts
] Chart-ping Cheart
] Devices
[ Files
] Fonctions
] Historr Actions
] Links
= ] Log:
S
CPiTR
CPHEHTE
[EP Action
=P Debmg
[5p Event
£ Sydog

-
Ldmning |Gr|:uu1:us LActive

* =l ® (0] #& e

F; |I'I-:|tes

|I'Iamﬂ |G1‘|:uup

ad min full

Paseweond : I Hokokokokokokokokokokokok

(Foonp: Ifu]l

=~

Lpply

Allowed Address: [127.0.0.1/32

] Mib Nodes

v &llow More Than Cne
v Separate Panels

Notes

Copy

ferliel
- [x

83




Admins: Groups

® davisyon@140 112 36.163 - The Dude 4 Obeta?

. | Preferences ||{:} Local Server || Help |

0[] | setings | Il ll@ B —

|C0ntents
S S IBEC I
5 Agent |I'Iaim |I'I|:|tes
=1 5 Charts = uﬁ'ﬁ i =10l x|
] oK-TK B i -
oo T
ooz B - e
BT v read Iv write
% Ei';g CES [v local v temote
B BS B v web [ policy Note
Sree - —
B = opy
= B8 E&

+ Read - can't change settings, only view them .
+  Write - can't become Full user or connect as an agent (has no policy and agent rights)
+ Local - connect to local server.
+ Remote - connect to remote servers by specifying an address.
+  Web - access to Web service
+ Policy - changing of users and groups.
Agent - connecting to remote dude as an Agent.

% «M{ 54



Server - Allowed Networks

T REHEEME - Server Configuration

(femeral  SNMP Polling Server | Agents Swslog Map  Chert FReport  Dismover  FouterD® | Mise 0

= ety ntrol servers and access to them with

smple IF
Port: [2210 Apply

£1)
|x

secure Port: IEEI 1

Eest

12700152

Allowed Networks:

[140.11230/24

i 4 4

|14EI.1 12.5.0/24

TWeb i
[V Enable
( Port: |30
secure Port: |443
Allowed Networks: |140.112.0.0/16 -
{0.0.0.0:0 &
15m
Session Timeout: 2

Fefresh Interval: IMVI : 0 T T ."] T T T T T T

T T T
1ls 25 5s 1ds 15 Fs 1Im m 5m  18m 15m Fm 1h

Certificate: Icerﬁficate.pem j IZI
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+ Ping ~ Traceroute
© ping 14001121154 = = |

ooo %E fl:ié: ooo 2
e (EI=R2liY E hat |—L|—|—|— brtes =
: ’ = Al |140,112.1,154 & 22 128 1W0 65535 =ik
% T2 = Ping a7
=10 Al £ Traceroute _ 1o0g - = B2,
= H ':'4 & [ I |) T T
= @ Snmpwalk Felfe: 1o > 2%  Woo e T b B 1 24 B4 25
R < Scan
O S H Winbox dh B
- s Terminal # | EF i R, ERE AREE -
mrmime ey Remote Connection 89 140,112.1.154 Steinway <1 ms 32
it ¢ Torch 90 140,112.1.154 Stetnway <] ms 32
. 91 140,112.1.154 Stetnway <] ms 32
= | Bandwidth Test o0 140.112.1.154 Steinway <I'ms >
Spectral Scan 93 140,112.1.154 Steinway <1 ms 2
B Telnet 94 140,112.1.154 Stetnway <] ms 32
O web 95 140,112.1.154 Stetnway <] ms 32
O Fp 96 140,112.1.154 Ste@nwav <] ms 32
O Dude 97 140,112.1.154 Stetnway <] ms 32
e 53 140,112.1.154 Stelnway <] ms 32
O ERBEelnet) 99 140,112,1.154 Stetnway <] ms 32
B web 100 140,112.1. 154 Steinway <] ms 32
N 101 140,112.1.154 Stetnway <] ms 32
102 140,112.1.154 Stetnway <] ms 2
103 140.112.1.154 Stetnway <] ms 32
104 140,112.1.154 Stetnway <] ms 32

113 transmitted, 113 WRRT, 0% ELAEEE, BiEe DRGSR = 00,040 ms




Syslog Server

® Server Configuration =10l x|
Genersl | SNMP | Polling | Server Agents Swslog |Map Chart | Report Discover  FouterDd | Misc
v Enable m
Port: |514
)= ][] [ [52] [ (][ &Besl
# | |S|:|u1'ce ﬂdd...|Regex1:u |An:1i|:|n |I'I|:|ti:fica1:inn |I'I|:utes
accept log to swslog

almin@127.0.0.1 - The Dude 4 .0beta3

| Preferences ||D Local Server || Help |
#] & E

|C0ntents * | / —
] Address Liste | Time | Adduress / |Event
& Ldmins / 1006:24 14011215 «13=751779: Dec 5 10:00:2% ROC: %08FFy3-5-ADJCHG: Frocess 1659, Mbr 1921920117 on Vlanl\
] dgents r 10:08:24 14011215 <13=751780: Dec 5 10062 ROC: SOSPF3-5-ADJCHG: Process 1659, Nbr 1921920117 on Vla.nllj‘
] Charts 1006:24 14011215 «13=751781: Dec 5 10:00:2% BOC: 08Py 3-5-ADICHG: Frocess 1659, Mbr 192.192.0.117 on Vianl0
=] Devices 10:08:24 14011215 «13=7517828: Dec 5 100628 ROC: SOSPF3-5-ADICHG: Process 1659, Nbr 1921920117 on VianlO
r% Files 1006:24 14011215 «13=751782 Dec 5 10:00:22 ROC: SO8FF3-5-ADICHG: Frocess 1659, Mbr 192.192.0.117 on Vianl0
] Fonctions 10:08:24 14011215 «13:=751784: Dec 5 100628 ROC: SOSPF3-5-ADICHG: Process 1659, Nbr 1921920117 on VianlO
] History Lctions 1006:25 14011215 «13=751785: Dec 5 10:00:23 ROC: SO8FFy3-5-ADICHG: Frocess 1659, Mbr 192.192.0.114 on Vianld
=] Links 10:08:27 14011215 «13:=751780: Dec 5 10:06:26 ROC: SOSPF3-5-ADICHG: Process 1659, Nbr 192.192.0.114 on Vianle
E ] Logs 10:06:27 14011215 «13=75178T: Dec 5 10:00:26 ROC: SO8FFy3-5-ADICHG: Frocess 1659, Mbr 192.192.0.114 on Vianld
[E Action 10:080:27 14011215 213=751788: Dec 5 10:06:26 ROC: FOSPF3-5-ADJCHG: Process 1659, Nbr 192.192.0.114 on Vianle
[ Debug 10:06:27 14011215 «13=751789: Dec 5 10:00:26 ROC: SO8FFy3-5-ADICHG: Frocess 1659, Mbr 192.192.0.101 on Vianld
Euant 10:080:27 14011215 213:=751790: Dec 5 10:06:26 ROC: SOSPF3-5-ADJCHG: Process 1659, Nbr 192.192.0.114 on Vianle
{2 Byvslo 10:06:27 14011215 «13=751791: Dec 5 10:00:26 ROC: SO8FF3-5-ADICHG: Frocess 1659, Mbr 192.192.0.114 on Vianld
= Bib Nodes 10:06:28 14011215 «13=751793: Dec 5 10:06:26 ROC: SOSPF3-5-ADJCHG: Process 1659, Mbr 192.192.0.114 on Vlanlt
=l ] Network Maps 100629 14011215 «12=75170% Dec 5 100027 ROC: SROSFF3-5-ADJCHG: Frocess 1659, Mbr 192.192.0.101 on Vianl0
] Local 100620 14011215 «13=751794: Dec 5 10:06:28 ROC: SO3PF3-5-ADJCHG: Process 1659, Mbr 192.192.0.101 on Vlanl0
] Networks 100629 14011215 «12=751705: Dec 5 10:00:28 ROC: SOSFF3-5-ADICHG: Frocess 1659, Mbr 192.192.0.101 on Vianl0
] Wotifications 100620 14011215 «13=751796: Dec 5 10:06:28 ROC: SO3PF3-5-ADJCHG: Process 1659, Mbr 192.192.0.101 on Vlanl0
= ] Panels 10:00:29 14011215 «12=701707 Dee 5 1000028 ROC:; SORFF3-5-ADICHG: Process 1659, Nbr 192.192.0.114 on VianlO
B admin 127.00.1 10:06:29 14011215 «13=751798: Dec 5 10:06:28 ROC: SO3PF3-5-ADJCHG: Process 1659, Mbr 192 192.0.101 on ¥lanl0
] Probes 10:00:30 14011215 «12=751700: Dee 5 1000028 ROC:; RORFF3-5-ADICHG: Process 1659, Nbr 1921920101 on VianlD
£ Services 10:06:30 14011215 «13=751800: Dec 5 10:06:28 ROC: $O3PF3-5-ADJCHG: Process 1659, Mbr 192 192.0.101 on ¥lanl0
] Taols 10:00:30 14011215 «12=751301: Dec 5 10:00:28 ROC: SORFF3-5-ADICHG: Process 1659, Nbr 1921920117 on Vianlo
10:06:39 14011215 «13=751802: Dec 5 10:06:37 ROC: $OSPF3-5-ADICHG: Proces: 1659, Mbr 192.192.0.117 on ¥lanl
% < 14011215 «12=751802: Dec 5 10:00:37 ROC: SORFF3-5-ADICHG: Process 1659, Nbr 1921920117 on Viagdo
N\ 6 14011215 <13=751804: Dec 5 10:06:37 ROC: $OSFF3-5-ADICHG: Proces: 1659, Mbr 192.1920.117 16
N
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¥ admin@®140.112.3.91 - The Dude 4.0beta3

K

® BEEEIE | O FHEETEEE | =B

e na B |dh S o
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B Address Lists
& Admins
B Azents
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% Files
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] Links

Ev

)% Yol



DB Optimization

g"- )= ~ Elle -~ FHEEE (T » Progrem Files (486) ~ Dude - data -

HEElR » MARESE ~ HAHE ~ HEEHEE  EERR

. Documentsanda| 2% fis2i BE 1ER ry |
PerfL ]
PE DESFHB files M014/523 HAF 0909 EEEEIE
rogram Files
oatam Files | [¢ dude - R4 db G014/%5M T 0547  Dats Base File 365,726 KB ]
Common Fil %) dude db 014/5/4 F4F 0555  Data Base File 20,533 KE
Due dude db-jomral D014/%H T4 0555  DE-JOURNAL B2 4,201 KE
data dude viw 014620 E4F09:37  VIW A3 1 KB
langmage B sylite3 exe 01464 T 1022 FERER 535 KB
Internet Expl

RRERL: ;s LT

Microsoft WE
PingPlotter § Microsoft Windows [fFF 6.1.76811
) Copyright <c? 2009 Microsoft Corporation. All rights reserved.
blat C:slserssnetworkmagr>cd C:sProgram Files (x86>“Dude>~data
ninstall Ind

Windows Me C:~Program Files <x86>“Dude~datarsqglited dude.db "UACUUM;"
Windowes 1T

+  http://www.sqlite.org/download.html

+  Precompiled Binaries for Windows: sqlite-shell-win32-x86-3080500.zip
+  Compress DB

+  sqlite3 dude.db "VACUUM;"
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Case Study

14011214599

|

Re: 6.11 Mbps
Tx: 3.03 Mbps
NTU Rec: 60,7 Mbp = .’ e % .2 Mbps -
B5/0/0 Tx: 7.6 Mbps T 162 Mbps T " —

Re: 7.33 Mbps
Tx: 227 kbps

Re: 88.7 kbps

Tx: 90.7 kbps

l 140.112.168.3
3 Mbps Re: 80.8 Mbps

6.
1.32 Mbps Tx: 433 Mbps 140.112.168.6
f 4 .

14011216865
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x ° T R ET Go/3 Port k45 7 96% 2. Uplink + @47 %

Switch#sh int counters

*

+ Port InOctets InUcastPkts InMcastPkts InBcastPkts

+ Glo/1 2082901 4581 0 0

+ Glo/2 403844 205 0 0

+ Glo/3 345965276 319264 g1 21

+ -—> ' PortitJx 7 96% 2 Uplink + #4f 5.

+ Gio/20 37621472 194975 167 207

*

+ Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
+ Glo/1 1416620 5154 223 149

+ Gilo/2 87908 342 223 149

+ Gio/3 34180984 183987 132 128

+ Gio/20 358330002 328251 74 20 --> Uplink

%‘%)\ ’g’ 03



10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

% ¥ ¥ R R ¥ % O O O X O O X

oooe.7fe1.9f68
oooe.e301.92fg
0011.322d.038¢
001a.6422.91eb
0024.8121.abdo

0860.6e47.06bf DYNAMIC
0860.6e61.5464 DYNAMIC

10bf.48d6.aa27
10bf.48d6.abde
10fe.edab.177d

20cf.30ec.8a33

4061.86ec.2452
5046.5d51.88fd
5046.5d51.8a0c
60a4.4ccf.acdc
78e3.b5a0.3bo1

DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC

DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC

fe F] & ¢ Port 2 {8 J&3%:% 3 4% Switch, F]pt P o & 72 D) e R IR 5 T
Switch#sh mac address-table | in 0/3

Gio/3
Gio/3
Gio/3
Gio/3
Gio/3
Gio/3
Gio/3
Gio/3
Gio/3
Gio/3
Gio/3
Gio/3
Gio/3
Gio/3
Gio/3
Gio/3

b8a3.8649.96e9g DYNAMIC Gio/3

Ho W
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Sqlite -- Database Browser

+ Database Browser 5.1.0.10

+ http://www.dbsoftlab.com/database-
editors/database-browser/overview.html

+ Support Oracle, MS Sql Server, ODBC, MySq]l,
OleDB, PostgreSQL, SQLite, MS Sql Server
Compact, Interbase and Firebird

%;\% e )g, 95



