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IOPS (Input/Output Operations Per Second ) & _— i #* >+ F Pkt %8
(4ci #- (HDD) ~ Hiz A # (SSD) g i#E - G T R (SAN) ) %
fe BIRRIE R N T ARG §F F)eak B =x #ic o

7,200 RPM SATA 7= & 718 ~75-100 IOPS SATA 3 Gbit/s
10,000 RPM SATAA &% A d-%~125-150 IOPS SATA 3 Gbit/s
10,000 rpm SASH #-4% & -1 ~140 IOPS SAS
15,000 rpm SASH #-4% & #-1% ~175-210 IOPS SAS

¥4 7 Intel X25-M G2 (MLC) SSD ~8,600 IOPS  SATA 3 Gbit/s
¥# % Intel X25-E(SLC)  SSD ~5,000 I0PS  SATA 3 Gbit/s

ALL FLASH ARRAY 500K IOPS = 4KB X 500K X 8 = 16Gbps
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SQL INJECTION example from;/”
speed.ntu.edu.tw -

[ id 1P SelectCity SelectZone speed satisfied suggestions daytime
- XX 2947 218.65.12 200 77?7 PP 7 e test 2015-05-25 13:04:41
= X 2948 218.65.12.200 7?77 TP 7 ala's test 2015-05-25 13:04:48
= XX 2949  218.65.12.200 7?77 TR 7 7? test 2015-05-25 13:04:49
= XX 2950 218.65.12.200 7?77 i e s test 2015-05-25 13:04:49
= XX 2951 218.65.12.200 7?27 TP ?? a'a's test 2015-05-25 13:04:50
= XX 2952 218.65.12.200 7?77 TR 7 7? test 2015-05-25 13:04:50
= X 2953  218.65.12.200 777 T 77 e test 2015-05-25 13:04:54
= 2K 2954 218.65.12.200 7?7?77 PR ?2? s test’ and "1"'="1 2015-05-25 13:05:03
XX 2955 | 218.65.12.200 7?7?7.. TR 7 7P test’ and "11°="11 2015-05-25 13:05:04
= XX 2956 218.65.12.200 7?77 TP 77 s test’ and "1'="11 2015-05-25 13:05:04
& < 2957  218.65.12.200 7?7?77 C s e test’ and "%'=" 2015-05-25 13:05:04
= X 29583 218.65.12.200 7?77.. TR T rala's test’ and "11%'="11 2015-05-25 13:05:03
> XX 2959  218.65.12.200 7?77 TP 77 e test’ and "1%'="11 2015-05-25 13:05:08
- X 2960 218.65.12.200 7?7 PP P e test 20150525 13:05:08
= X 2961 218.65.12.200 777.. TP 7 ra'a's test 2015-05-25 13:05:09
= XX 2962 218.65.12.200 7?77 TP 7 *?? test 2015-05-25 13:05:09
- XX 2963 218.65.12 200 777 PP 7 e test 2015-05-25 13:05:09
= X 2964 218.65.12.200 7?77 TP 7 ala's test 2015-05-25 13:05:13
= XX 2965  218.65.12.200 7?77 TR 7 7? test 2015-05-25 13:05:16
& < 2966 2186512200 7?77 TP 77 ] test 2015-05-25 13:05:40
= XX 2967  218.65.12.200 7?7?77 TP ?? a'a's test 2015-05-25 13:05:41
= XX 2968 218.65.12.200 7?77 TR 7 7? test 2015-05-25 13:05:50
= X 2969  218.65.12.200 777 T 77 e test 2015-05-25 13:05:51
= 2K 2970 218.65.12.200 7?7?77 PR ?2? s test 2015-05-25 13:05:51
XX 2971 218.65.12.200 77?7.. TR 7 7P test 2015-05-25 13:05:52
= XX 2972 218.65.12.200 7?77 TP 77 s test 2015-05-25 13:05:59
& < 2973 218.65.12.200 7??7?.. C 27 and "1'="1 e test 2015-05-25 13:06:04
= X 2974 218.65.12.200 7?77 TR ¥ and "11'="11 rala's test 2015-05-25 13:06:07
> XX 2975 | 218.65.12.200 7?77 TP 7?7 and "1"="11 e test 2015-05-25 13:06:11
- X 2976 218.65.12.200 7?7 PP 2 and "%%T=" e test 2015-05-25 13:06:11




The Open Web Application Security Project
OWASP top 10

« Allnjection (% ¥ 3 iz §)

« A2 Broken Authentication and Session Management (was formerly 2010-A3)
« A3 Cross-Site Scripting (XSS) (was formerly 2010-A2) ¥ = "<& % & 24

« A4 Insecure Direct Object References

« A5 Security Misconfiguration (was formerly 2010-A6)

« A6 Sensitive Data Exposure (2010-A7 Insecure Cryptographic Storage and
2010-A9 Insufficient Transport Layer Protection were merged to form 2013-
Ab)

« A7 Missing Function Level Access Control (renamed/broadened from 2010-A8
Failure to Restrict URL Access)

« A8 Cross-Site Request Forgery (CSRF) (was formerly 2010-A5)

« A9 Using Components with Known Vulnerabilities (new but was part of 2010-
A6 — Security Misconfiguration)

« A10 Unvalidated Redirects and Forwards
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