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(1=h:ly;

* [

+ input_snmp ZEH output_snmp
. B
+ Kibana: Script Field

if (doc['netflow.input_snmp'].value - doc['netflow.output_snmp'].value == 0)

{ Lenguege

return true; ]

} else {
retu rﬂ false, Fo_r;n;:?fau't: Boolean | )

Forrnatting allowrs you to contral the way that specific
values are displayed. It can also cause values to be
i completely changed and prevent highlighting in Discover

. from working,
{doc'netflow.input_sn
) ) Jwvalue -
netflow.in_out_snmp_loop painless i
doc['netflow.output_s 0
p'lwalue == 0] { return
true; + else 4 return fals

Fogpulerity

Script

if (doc['netflow.input_snmpTwvalue -

4 doc'netflovwoutput_snmp'lvalue == 0] {
rTrue;

retu
}else{
&
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X hostkeyvword: "192.182.60.112" netflow.in_out_snrmp_loop: "true" & Last 24 hours

Pie: Host Input_snmp In Packets

®192.192.60.112
@34
@65
@164
®167
® 165
§5?
®n?2

® 157
@158
@125
192,192.60,112 i @ Other
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E

R 4=

interface GigabitEthernetO/8/0/2
description ## $4{8 KB CHT-288AT-215245 ##
ipv4 address 192.192.7.101 255.255.255.252

#sh route next-hop 192.192.7.102

S 120.96.80.0/20 [1/0] via 192.192.7.102, 1y19w
S 120.96.96.0/19 [1/0] via 192.192.7.102, 1y19w
S 120.96.128.0/20 [1/0] via 192.192.7.102, 1y19w



Routing Loop IP

X hostkeyword: "192,192.60,112" X netflovwinput_snrmp: 34"
Fie; Dest_IF Frotocaol TDF:I I Packets

netflow.in_out_snmp_loop: "true”
wiin_out_snmp_loop G Last 24 hours

C:sWindows“Systemd2 *tracert —d 1208.96.116.2208
OO Pl - [ 36 i L3S 120.96. 116220 HURSE
120.96.116.249
120961334
12096127250
12096127113
& 1200612789
®12096127114
®120.96116.8
®120.96127.69
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<1
<1
<1

<1
<1
<1

<1
<1
<1
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192.192.7.182
192.192.7.181
192.192.7.182
192.192.7.181
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192.192.7.182
192.192.7.181
192.192.7.182
192.192.7.181
192.192.7.182
192.192.7.181
192.192.7.182
192.192.7.181
192.192.7.182
192.192.7.181
192.192.7.182
192.192.7.181
192.192.7.182
192.192.7.181
192.192.7.182
192.192.7.181
192.192.7.182

2
2
2

2
2
2

2
2
2

2
=
2

2
=
2

2
=
2

2
=
2

L= - = e (= T 1 [ TR I - I
2 3
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El
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2

2
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2

2
=
2

2
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2

2
=
2

C:sMWindows“Eystem32>ping 120.96.116.228

2
=
2

Ping 120.96.116.228 ¢{HH
= 192.192.7.1682:
192.192.7.182:
192.192.7.182:
B 192.192.7.1982:

2
2

2
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2

2
=
2

2
=
2

2
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2

120.96.116.228 F
HH: T

C:sMWindows“Eystem32>ping
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2
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3
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3

2
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2

Ping 120.96.127.244 ({EH
FBE 192.192.7.182: TTL 7%
.192.7.1@2: TIL -
192.7.182: TIL -
B 192.192.7.182: TIL 7F
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3
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t host G Q[0 #* 192.192.60.117
# netflow.in_bits & a 1,054

# netflow.in_bytes o0« 132

@ netflow,. in_out_samp_loop & S 00 true

# netflow.in_pkts a3 a 0% 3

# netflow. 1nput_snmp a9 [0« 34

O netflow. ipwd_dst_addr @ 9 [0 & 120.96.114. 209
0 petflow, ipwd_sro_addre @9 [0 %« 196.52.43.130
# netflow. 14_dst_port a3 a0« 22

# netflow. 14_src_port 8 9 [0 %« 65,067

# netflow.output_snmp H o [0« 34

# netflow. protocol g al*x &

t netflow. protocol. keyword & G 01 TCP

# netflow. src_tos a9 [0 %« 40

# netflow.tcp_flags H o0« 2

e e e ]

7
7
7
7
7
7
7
7
7
7
7
7
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X hostkeyvword: "192.182.60.112"

owLinNpUL_snmp

@ Last 24 hours
Bar: Routing_Loop Pkts

00,000 e @ false
@rrue
5an.oon

A00,000

300,000

200,000
,

20:00 23:00 n2:00 n5:00 0s:00 11:00 14:00 17:00
@timestaimp par 30 minutes

Sum of netflow.in_pkts

Bar: Fouting_Loop Bytes

€ Wfalse

300.000.000 ®rue

200,000,000

100,000,000 II “I I I
u-IIIIIIIIIIIIIIIIIIIII-I.---...I II III III II

20:00 23:00 n2:0n n5:0n ns:0o 11:00 14:00 17:00
@timestamp per 30 minutes

Sum of netfl ow.in_bytes
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ARG FiZ(bit/sec) A AZ FH(packet/sec)
1000.0 W T =TT T T T 108.0 k

= P - £

[ = c :

8 750.0 M § 81.0 k 1=

A &

£ 500.0 M % 9.0k

ey @
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5 & '

0.0 N 0.0 k
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g 780.0 N
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- |
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@

0.0 1

| ZFN Fih HEil
SRS - JLEERE: 4704 MWEF 0.5%) 385 MbER (0.0%) 2126 MWER (0.2%)
AEES — /R 10027 MWEF 1.0%) 1175 MuER (01%) 1657 MWER (0.29)
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(5]
b
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IEES =AMV (10%) 934 MuFF (01%) 2601 MbER 03%)
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interface GigabitEthernet0/8/1/13
description ## 51 A 5Zp5_CHT-268YD0O00017 ##
ipv4 address 192.192.7.165 255.255.255.252

#sh route next-hop 192.192.7.166

S 203.71.206.0/24 [1/0] via 192.192.7.166, 1y19w
S 210.60.127.0/24 [1/0] via 192.192.7.166, 1y19w
S 210.60.128.0/24 [1/0] via 192.192.7.166, 1y19w
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Routing Loop IP

& Last 24 hours

X hostkeyword: "192,192.60.112" X netflovw.input_snrnp: "85

netflovein_out_snrmp_loop: "true"

Pie: Dest_IP Protocal Top In Packets
C: “Mindows“Systemnd2*tracert —d 218.60.128_228

RN =[5 30 {EFfEEL FiER: 218.60.128.220 HYFEEH
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2
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2
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EFEE 192.192.7.166: TTL j
192.192.7.166: TTL ;

EFEE 192.192.7.166: TTL 7
192.192.7_166:

2
2
2

] ]

2
2
2

[ Y
MORSE  a] s] TR S W N
2

LI - N T O O I I I O O I O O O O I O I O O I I I I I T

El
El

El
2

E]
E]
[y
=
2

210.68.128. 22@
.T-JL P _L

3
]
=Y
=
2

3
]
jury
[y
2

3
]
=
b
2

2
2
[ Y
b2
2

E]
E]
[y
I8
2

: TTL E
192, 192 7 166: TTL -
192.192.7.166: TTL

3
]
[y
o
2

3
]
=Y
o
2

3
]
=
-3
2

2
2
[ Y
-3
2

=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=

(7 - N T T I 7 I N T O 7 I N O O O I T N O O I I I I I

2
2
[ Y
~J
2

210.68.127.165
i O




Routing Loop IP

t host @ Q[ % 192.192.60.112
# netflow.in_bits L= = 320

# netflow. in_bytes a2 0 & 40

@ netflow, in_out_samp_loop & S [0 true

# netflow. 1n_pkts H oM *x 1

# netflow. input_snmp &S M & &5

0O netflow. ipwd_dst_addr @ 9 [0 & 210.60.127.193
0 petflow, ipwd_sro_addre a2 0%« 112.8.93.98

# netflow. T4_dst_port oM 23

# netflow. 14_src_port &S M & 49,831

# netflow. output_snmp a2 0 % a5

# netflow. protocol B e % s

t  netflow. protocol. keyword & G [ TCP

# netflow, src_tos ==

# netflow.tcp_flags aaeldx 2
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3 Last 24 hours

X hostkeyword: "182,192.60.112" X netflovwinput_snrmp: "65"

& Wtrue
100,000 @ false
I
£ snnon
=
=
E  snam
=
T annoo
E
=
T3]
2EI.uuul IIII III II
u l
20:00 az:00 n2:00 05:00 0z:00 11:00 14:00 17:00
@timestamp per 30 minutes
Bar: Routing_Loop Bytes
12,000,000 © @false
oo, ®true
10,000,800

8.000.000

g 0o0aon
4000000
. | Henattan i
u LTI L 1

20:00 23:00 0z:00 05:00 0g:01 11:00 14010 17:00
@timestaimy per 30 minutes

Sum of netflow. in_bytes
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R A2/ S B (bit/sec) it A 22/ il (packet/sec)
72.0 M 7.6 k
g : ¥ i - _
& 54.0 M rﬁ 9.7k 71
g 36.0M G 38k
9 18.0n e £ 15k
@ A M 'Jl""" “ 0.0 kK
st o o ) 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16
BH Bk G0 74 )
9.0

720 H R
48.0 H
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BX Fia HEl
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IEEH =B AR 99 MWED1R) 11.0 Mb&E D.0%) 17.2 MbAR (0.0%)

B H BE @ /NF F1)

100.0 M

7.0 N1

Bits per Second
2
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R (=V:paprs

+ Ping: Both
x lracert: Both

+ Netflow: (£ EE1F 2 H Router F/EH]
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Routing Loop
WAN <-> Border

C:“Windows System3dZ>tracert —d 120.96.116.220

T£ LI 30 {EREEL LB 120.96.116.220 HYFEH

<1
<1
<1

<1
<1
<1

<1
<1
<1

I O I

1468.112.3.126
146.112.8.178
146.112.8.206

146.112.0.70 0.70 @%E{

192.192.7.182

192.192.7.101 7.102 Border

192.192.7.102
192.192.7.101 e 1.0l @g%
192.192.7.1@82 ; »
192.192.7.101

192.192.7.102

192.192.7.101

192.192.7.102

192.192.7.101

192.192.7.102

192.192.7.101

192.192.7.102

192.192.7.101

192.192.7.102

192.192.7.101

192.192.7.102

192.192.7.101

192.192.7.102

192.192.7.101

192.192.7.102

192.192.7.101

192.192.7.102

192.192.7.101

192.192.7.102

3
2
3

3
2
3

3
2
3

=%
3
3
W
3

3
2
3

3
2
3

=T = BT B R TR L
2 3

2

El

2
3

3
2
3

3
2
3

3
2
3

3
2
3

3
2
3

3
2
3

3
3

3
2
3

3
2

2
3

3
2
3

3
2
3

3
2
3

3
2
3

=Y
3
3
3

3
2
3

=Y
3
=IO~ A - - L N N N - N A -
3 3
3

Deptl Dept2
Router Router

3
3

=Y
3
3
3

3
2
3

3
2
3

LI T T - I - B - R R R R I R O I I I I I I I I T T
[ T 7 T - 7 B 7 N 7 I 7 - A 7 7 T O O O A O I I I I I I I I I
LI T T - I - B - R R R R I R O I I I I I I I I T T

i = = =T - - - - = = = = A = T O e (Y NV S W 1 I TE R S o Y L I AT
=

3

2
2
2
4
3
3
5
4
6
4
5
5
6
6 m
6
?
?
?
a
?
a
9
6
8
9
a

[y
T

3
2

19



Routing Loop
WAN < Border 2> Core

C:sWindows“Systemd2 *tracert —d 120.97.89_182
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Routing Loop
Border <-> Core

C:slzers~Administratortracert —d 1260.96.4.92
1£ EFE 30 {EEEEL F3BHE 120.96.4.92 HYfEH
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Routing Loop
Border < Core = Dept

Router

Deptl Dept2
Router Router
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Routing Loop
Core <->Dept

Router

Border
Router

Core
Router

Deptl Dept2
Router Router

23



DDoS Z /I3 47



DDoS ZE B2

+ DDOS I 3
« 7R LDAP B2 4% DNS ~ NTP AT

* DD0S Iﬁ%%/}?
+ n8 [ Internet Server(NTP, Open Resolver)
A R B m =R
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EI\J % 3\2 DDOS
YRR B A

,m; FERbised I Gl 3 flpacketisec) ________________

| 10400 m 100.0 k

X TEO.O M T 750 k

g 52001 ] 50.0 k

| @ 2600 m 1d- 750 k

'E ig! I @ O O | o o 2 G i g8z ]

! 0.0 N e e o — 0.0 k e

, 10 12 14 16 18 20 22 ¢ 2 4 6 &) w|1z 14 16 101.214151&2&22&245319121415
Bar: Frotocol In Bytes

' e October 12th 2018, 09:10:00.000 to October 12th 2018,

09:30:00.000
3 LRI INDRELELE .UDP’
5 ) ) @ ICHP
15- 1 J'J_l]l]u LTI . 1Pt
g
(=]
& 100,000,000
:
b
E 50,000,000
=
i
L-.-_-----l--l B
09:11:00 09:13:00 pu:fs.00 51 7:01 08:19:00 09:21:00 09:23:00 092500 09:27:00 09:29:00
@timestamp per 30 seconds
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Bar: Source Part In Packets I&%%;K;‘E Port 389 (LDAP)

S L
£ 150,000 ® 443
& @ 49,618
£ ®5.254
é 100,000 .53
- ® Qther
- 14,866
S 50,000 @14,
E @ 60,026
g . @ 49,588
D —— T T T T ——m— @ 40,025
08:11:00 08:13:00 08:15:00 09-17-00 19-18-00 082100 05:23:00 08:25:00 0%:27:00 08:29:00 ® 43,169
GBrimestamp per 30 seconds ®5274

Pie: Dest_IP Protocol Top In Packets

e HEY IP and Protocol

d §192192.7.62 I

210.60.141.1 @ 210601411
®210.60141.4

@ 210.60.146.217
@ 210.60.146,78
®210.60.146.42
@ 2106014676
@ 210,60.146,38
@ 210.60.146.41
@ 2106014677

— W

192.192.7.62




W EE KR Top ASN

RN
—

« TOAC: & KBl

Taz: Source_AS In Bytes
MCl Communications Services, Inc. d/b/fa Verizon Business

Time Warner Cable Internet LLC
Comcast Cable Commmunications, LLC

Amazon.com, Inc.
e r Chinanet  Colombia
TELEFONICA BRASIL S.A Missing Orange o.ex Telecom
GoDaddy.com, LLC OVH SAS |Microsoft Corporation
CLARD S.A Rackspace Ltd.

Telmex Colombia S.A.
Uninet S.A. de C.V.

Data Communication Business Group
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OVH

[+
0|

ElggA : Octave K

BITTHE : 1999 = |
W= 32 EBx

EEE

F438 : OVHUSLLC » OVH Limited
#iakE 1 Octave Klaba + Henryk Klaba
LiRHE © Ovh Groupe

A\
rlml

A

22288 Top ASN

OVH SAS

Google

"/

OVH.com

OVH SAS Q

25 iuf =] BR #rEd ER EE HIE IH

£95 1,380,000 E&%F (BSHE - 043 )

OVWH: Cloud computing and dedicated servers

https:/fwww_ovh.comiworld/ ~ BIZEEES

Products and servicesEmailsVPSDedicated ServersSo you Start serversPublic CloudDedicated
Cloud - Hosting Plans. Community & toolsOVH ManagerCOWH _.

Dedicated Hosting Servers - About - Report abuse (abuse@ovh.net) - VP3

ECEEREAES 2 3 - t3iEEHE - 2015/9/20

OWH: Web hosting, cloud computing and dedicated servers

https:fovh couk! ~ EIEEEER

CWH provides everything you need for a successful online project: web hosting, domain names,
dedicated servers, CDN, cloud environments, Big Data. ..

About - Abuse - Webmail | OWH - OVH Mews

OVH - Wikipedia

https://en.wikipedia.org/wikiiOVH ~ EEEEES

Products, VPS, Hosting, Web hosting, DSL. Revenue, Increase 320 million € (2016). Website,
www.ovh.com. OVH is a French cloud computing company that offers VPS, dedicated servers and
other web .

Headquarters: Roubaix, France Industry: Cloud computing, Hosting

Products: VPS, Hosting, Web hosting, DSL  Revenue: 320 million € (2016)

Facts and figures - Wikileaks

I'EEEE?EIE“@E 2% - FREZAEE - 2018/920



X hostkeyword: "192,192.60.112"

A

Ay
rlml

22288 Top ASN

OVH SAS

mMap: Source_Location In Packets

me 2+

X netflow, output_snmp: "159"

'},J"O

X netflow.protocal keyvword: "LOP" X eeoip_src.as_orgkewword: "OVH SA5"

™
- Sum of netflow.in_pkts
fa | A O T74-17 8931
t‘ ! @ 17,931 -35,788
" t 2 @ 35,788 - 53 645
A ® 5364571502

@ 71,402 — 83,359

OpenStreetian contributors | Elastic Maps Service
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IWE KR Top ASN
Microsoft Corporation

X hostkeyword: "192.192.60.112" X netflovw.output_snmp: "159" X netflow.protocal.keyword: "UDP" Eenip_stc.as_orgkeyword: "Microsoft Corporation”

Map: Source_Location In Packets oon

| m . | &

] iy o Sum of netflow.in_pkts
fa | ) 105 -7,497.8
!\ Y @7 497 8148904
L I & @ 148906222834
@ 222834 -29RTR2
® 206762 — 37 069

CpenStreettap contributors | Elastic Maps Service
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Microsoft Azure regions

= Microsoft Azure Contact Salss: 0809090343 “ea My account  Portal  Signin

Overview v  Solutions Products v Documentation Pricing Training Marketplace v Partners ¥  Support v~  Blog

54 regions 140 available in
worldwide 140 countries

Norway Wes

West Europe # Norvaay East

UK Whest - 2 Germany West Central
] Germary Nosth
North Europe

US Gav lowa, 3 Germany Northeast

West Central US Central US Canada East S Germany Central -
France Central Switzeriand North China North,

West LS 2 Canada Caritra China North 2

France South 7|
L
North Central US Switzerland West
West US US DoD East Korea Central

Japan East
US Gov Arizona East US, Korea South

Japan West
East US 2,
US Gov Texas US Gav Virginia UAE North
South Central US - US DoD Central

China East,
China East 2

. East Asia
West India

Central Indis

South Indis

Southeast Asia

Available region

1 Announced region Brazil South outh Africa North

Availability Zone(s) present 3 Australia East

4.4 South Africa West
Australia Central,

Australia Southeast (_ Australia Central 2




IWE KR Top ASN
Amazon.com, Inc.

X hostkeyword: "192,192.60,112" X netflow,output_snmp: "159" X netflow.protocol keywaord: "LDOP" geaip_src.as_orgkeyword: "Amazon.com, Inc"

Map: Source_Location In Packets

+

| m * L

(o}
! o o Sum of netflow.in_pkts
= L O 100—1,259
kA 1 @ 1,259 2418
{ i A @ 24183577
4 Py ® 35774736
® 4736 -5895

CpenStreethlap contributors | Elastic Maps Service
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AWS Global Infrastructure

Global Infrastructure

https://aws.amazon.com/about-aws/global-infrastructure/?ncl=h_Is

34

Region & Number of Availability

Zones

US East China

N. Virginia (6), Beijing (2),
Ohio (3) Ningxia (3)

Europe
Frankfurt (3)
Ireland (3),
London (3),
Paris (3)

South America

Sdo Paulo (3)

AWS

GovCloud (US-West) (3)

Tokyo (4),
Osaka-Local (1)

Canada
Central (2)

New Region (coming soon)
Bahrain

Hong Kong
SAR, China

Sweden

AWS GovCloud
(Us-East)



DDoS ZE B2

| DAP Z {8 Active Directory mone (5 2 i s
N E AR E o e Emales 550k - MORIRH
FIEIP - ﬁﬁ%ﬁ@%ﬂ VEZ%J%U@Q% °

DDoS N EEASE L e e o Internet Server(NTP
Open Resolver) H& i F1] FHHH G EiaE

EimE R FS HEINREK ©

gﬁﬁﬁ’ﬁ*ﬁ ETE =G HERERETE ~ (E515E MEk
/JILE

x Elm T WA FEISE AR E2E (Money $$$$%...)
« T Em{E 2w DU AP LEEETT > PEOREE S
EIRZEFEINEKERE - Azure’=EE A R89%

EREBEELFHAMRSNNENSZE  FRRHRSZCEE T FENEEIER  LULRESE
RS - REAAE - RETFHRE ASICanalystI B » ARERRBESAEET B SLEEI6% . B
B EBAWSH ZHRE A IRREHER -
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To Do List

* A
« TS A R HIETIA BR 2 4 > RARIE i) HAZ ZUHR
25 Threshold 57 525 Protocol 4534 EE 45
(UDP vs. TCP) Zk EH &#{E Al

ALArfE Threshold BY 25 S EL 2 5 EE.
EIJ H R SE Bk H 822

* JH L

+ Open Source J& 5 E#EE
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