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Wifi cAWPA2F % i i

WPA2 INZ#&HEIIRRE, AP B RLIEAWI-FiI LEERER EXEBEERE
https://blog_trendmicro.com._tw » EFE="BHl » WIiFiI «

20M7=1082193 - &3 « Wi-Fi EE2f#EENS=SEEWPAZ2 e SEE=EEE=RE « mEalsE=EWIi-Fi E=iE
EEETFFER T | EFEEIEE | (Key Reinstallation AttaCl - ESEKRACK) « E—=Z|# s WPA2
NEEIEENESRENE - KRACK EEmE "TEaTEENEisEdfE. 8=  IFmMERE:E
AEEEHEEER I EES R

[WIi-FITlZ A ERIE ] EFWPAIR ESEMEEEHEEE AZEE(I1/65E...
https/fwww. ithome com. twinews/117532 -
201 7T=108178 - https://support.apple.com/en-us/HT208222WPA2 EE/IE > « EE=EWI-FinnsEiE
HEEERE - FEME - Google - BHRAEEEE - 88 - fFRFHEEEB4EERFESTESE
HEEHNR  FRESXOTEREEEm XEBESVBHEEF FFHEETEE - SESRIAEIRER
201711726 12:00.

14FERZARAEES - WPAIIEIREEZZ=ESH| iThome
https/fwww. ithome. com. twinews/117600 «

2017=1082208 - ... HEEE - et SmEEsnEFE - =g HErEsEsSwWirins==EatEREEs
B » FzmEAndroidF# - 055 » SEWindows=ERS -~ Linuxs2EafSostEH » =S AEWPA2
n=EamagyEE=sEWi-FIsSiE£ » SiojcEEEERENsERE - 4= EFEEEFEEmAWPAZINEE

[Wi-FilnZ XgeE 1] wPA2 SN ~BZx=Z= ? 3l TKRACKsINZE[EHE| iThome
https/fwww . ithome com. twinews/117583 «
2017102200 - EESEEMNTEAEAEEWPALSEEEEE  FRAMRBEEEFD r MEEEREES
BlEFEAWI-FiF » BiriliaEEnEmiciEEE » LIERERATEE - B S Ssiia =R onE
SEAPHEEAFEEERER ESEEEEEEAEETIEEITIEE -

{wym}m&ﬁﬁﬁﬁ%; wpggzﬁiﬁfﬁﬁﬁﬂﬁhﬁmﬁﬁﬂ » TE PR BEWI-Fi ...

Copyright (c) 2010-2018 @ Diamond Liu %] %




Wi-FifE FIWPANIZEEE A E - Android B EBEEERE | Ul

https /fwww_bnext. com_tw/article/46565/wifi-found-vulnerability-on-wpa2 «

2017F10817H - ANEEERAMNESFAREWI-FiEEEIERE  RESERwPA2INZE S ZV:EHFAERS
sEOjsE=RIEE - EZMER ~ Apple=AnTl » B EETCELR =5

[WPA2FIE ] ErEHEEZE EFHEFROSEANndroidiZFHE E238- UNWIRE.HK
https /funwire_ hk/2017/10/1 FiwpaZkrackpatch/tech-secure/ =
2017FE10817H - wi-Fi BEIR9INZE R ficwPA2 ( Wi-Fi Protected Access Il ) #8317 R » 88=F
TKRACK , BIZE » FENREFAAE—FLIEE - MWI-Fi FREIESEE

E=EEBEAEE : WIi-Fi " WPA2 , WBESEREIE - Android EERE&EIZE ...

Jc. lin.com.tw/news/31694 -

20175108178 - 7 # » BRWPA2 85I1% A S AR P ES =R - FEMRSEE R .
SEEERETEEESMAPEMEILSE « FiIB—BwWPA2 (B EHFRERE -

[WIi-FilNzZ2 X g8 ] = EREM10EHEBEM | 14EQA T BMWPAEFE ...
https/fwww_ithome com.tw/news/117511 -
2017FE10817H - 8F8FWindows - Linux » i0OSTFlAndroid FERIEEEZEIZSEE | KRACKs ( Key
Reinstallation AttaCKs ) E—&5|WPA2EERAERERE - WPA2ZE

Wi-Fi WPAZ security cracked: Android & Linux most vulnerable, but ...
https://9to5mac.com/2017/10/16/wifi-wpa2-hacked/ v ElZiEEHEE
2017E10H16H - Update: Apple says the security vulnerability has been fixed in the beta versions of
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Android+ 8 » & % % A s &

New Android malware samples
(per year)

2,333,777

1,548,129
1,192,035
| E——— |
2012 2015

2014

3,246,284

2016

3,500,000

2017
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Search Mp3

ErepRAEE7 /A EBHi. see You Again Free
Mp3 Download
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BR{%IH - See You Again F3ZRREME (Bt
solEAEE 7 /2] PR1EEIw - B R original
by Wiz Khalifa (JERIC CHINESE

COVER)

» Play Mp3
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EBloombergTechnology v China Adopts Cybersecurity Law Despite Foreign Opposition

China Adopts Cybersecur_!ly
Law Despite Foreign™ = -
Opposition

Bloomberg MNews
201611 F7H T 5 01:33 TST Updated o

rn 2016=11575 T 04:56 TST

—  Law takes effect in 2017 and imposes certification reguirement

—  Foreign tech firms worry it will shut them out of the market

China has green-lit a sweeping and controversial law that may grant Beijing
unprecedented access to foreign companies’ technology and hamstring their operations

in the world’s second-largest economy.
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BloombergTechnology W China Adopts Cybersecurity Law Despite Foreign Opposition

The requirement on certification could mean technology companies will be asked to
provide source code, encryption or other critical intellectual property for review by
security authorities. This is something Microsoft already does with its software, under
controlled conditions.

L

The law also requires business info and data on Chinese citizens gathered within the
country to be kept on domestic servers and not be transferred abroad without
permission. That last condition hampers the operations of multinationals accustomed

to a global Internet computing environment.

“A number of IT companies have really serious concerns. We don’t want to see barriers
put up,” U.S. Deputy Secretary of Commerce Bruce Andrews told reporters during an
October visit to Beijing. “Cross-border data flow has become increasingly important to
trade and to companies in the way they operate every day.”
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NOT YOUR LANGUAGE? USE htips://translate.g
What happened to your files ?

H AN

All of your files were protected by a strong encryption with RSA4096

More information about the encryption keys using RSA4096 can be found
How did this happen ?

111 Specially for your PC was generated personal RSA4096 Key , both public and private.

What do Ido ?

ALL YOUR FILES were encrypted with the public key, which has been transferred to your computer via the Internet.
11! Decrypting of your files is only possible with the helpofunpﬁvmkayandd.uyptmnm,wmalhonwr

data
So , there are two ways you can choose: wait for a miracle and get your price doubled, or start obtaining .!;:’OO!N NW!,.M.WW easy way
If You haveroallvv-luabledata.youbcmrnatmyourﬂme,boa_umhnoothaw-vwwmr les, except make a payment
Your personal ID: :

For more.pedﬁcmpl..vﬂtmmdlmmﬂnmar.afmdﬂ«m.“mvdnﬂnwmrmm
1 - http:/ /Skiujogtkmofnyaq.onion.to
2~ htp:// skiujogtkmofnyaq.onion.cab

= http:llskiujogtklnofnv.q.onion.dty
!fformmﬂnw-notw.lhﬂqﬂolwmmz

1 - Download and install tor-browser: http:/ Im.lewM/torbrmr.hbnlm
2 - After a successful installation, run the browser

3 - Type in the address bar -

hep:// ékiujogtkmofnyaq.onion
4 - Follow the instructions on the site

Be wwwmm“dﬂlmbﬂllnkmyourmmwmm.
sure

v rEwsave e privawe Key andg ae("ypgon pTogr‘an; L‘p ‘;
any decrypted folder - inside there is the special file (*_HELP,
5 i with complete instructions how to decrypt your files
A 3 ¥ = B D < e .
If you cannot find any (*_HELP_HELP_HELP_*) file at y
S follow the instructions below: :
Download “Torarouser"

2.

% -4 S R SN =
from https://www.torproject.org/ and install it
In the "Tor Browser" op your personal page A

T b T S L i
http://h hqmbxyiniskkt

Note! This page is available via

Copyright (c) 2010-2018 @ Diamond Liu % %
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Ooops, your important files are encrypted.

If you see this text, then your files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your

files, but don’t waste your time. Nobody can recover your files without our
decryption service.

He guarantee that you can r

ecover all your files safely and easily. All you
need to do is submit the

paynent and purchase the decryption key.

Please follow the instructions:

1. Send $388 worth of Bitcoin to following address:

1M2?153HMuxXTuR2Rlt?BmCSdzaﬂtNhBHX

2. Send your Bitcoin wallet

ID and personal installatio -
wousnith1234568posten.net n key to e-mail

. Your personal installation key:
qurHJ—BCngd—iQu?ES—erEJZ—fBXﬂKX-

tPBtNS-1t2FHd—M?TBJE-3ansx

~A6BchH
If you already purcha

sed your ket
Keg: & v g

please enter it below.

Z0wolay 4

»

&£

22
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voops, your importd@mt files are en rypted,

If you see this text, then your files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your

files, but don't waste your time. Nobody can recover your files without our
decryption service.

We guarantee that you can recover all your fik ely and easily. All you
need to do is submit the payment and purchas cryption key.

Please follow the instructions:
1. Send $388 worth of Bitcoin to following address:
1%z7153HMuxX TuRZR1t 78nGSdzantNbB

2. Send your Bitcoin wallet ID and personal installation key to e-nail
wowsnith123456@posteo.net. Your por:oai installation key:

WYS6iZ-226%zw-R8 jycF-pqZHDz-gNICKS R-K76pXb-5 J ¥1nk-JUMHXu - ZCS ANk

If you already purchased your key, please enter it below.
Key:



' Wana Decrypilr 2.0

Ooops, your files have been encrypted!

HEREEH 7T EESE Y
ey —EBEERECFFEFENEERET -
BRF. BAF. =& . Effe. 8. fHRETHF. exexF3F,. 2EFEPFHEAIRY
SCEEEFEINE T . EEETREEEFTE .
Efl—fEFREFFE LN ER . EFAaER LEEEEE R FE, FE
Payment will be raised on | R TIRGHCEAREEE 10 ke TR Rk e b it S e Bt —ha
1/4/1970 08:00:00 ﬁﬁﬁﬁiﬁiﬁ%iﬁ H{jﬁm <
Time Left EFERIRERGIE. HeeiERFEMEERETSFsERE. FELL A EIER. gE
s sTRTs o e HIEHT = F AT ERETS.
Bis2lrEr, HT-gEEIEEATTEE.
FEELME <Decrypt> FEEE, MWK BWE —LEXE . BERL, BR2ETE
Your files will be lost on ST Y -
BB E=SIE, TETFEEEH.
1/8/1970 08:00:00 L PEIFEI B LLEF =E{TR, P EMEMNE, EET 2, H:ETFIFHEEE
¥R T F .
EIFIFZIAMEERER. AT ==AF AT HFE.-
=R, —EIEFELAEFEAR,. &3 EWRE-TT -
¥T . BT BeRIE, EHFFL E=EEITEAAEL,. THEHGERETRE, BGEDSm v

Send $600 worth of bitcoin to this address:

A bout bitoodn b i t ca i n AAR -
How 1o buy bitcoins? i 12t9vnpgwu =29 NvM BWE.IBP? ISJrESMW —
Contact Us Check Payment

Copyright (c) 2010-2018 @ Diamond Liu %] ¥ = 26




Lycorisradiata

Ooops,your files have been encrypted!

IRE 9FPF-

i /A HE

BS (Check Payment ) f{H2%5 B0 % {1

FHB0=t, #EEt. Eft=EEM

BAR  (IRERFERFEED LETHER

(TS iR=E (Copy) MURHNHFRISEESTE ( Contact

Uis » 1B 7SSz TRL LI 2 BB & S 55 1F E.

FIMERkTHS . (FE ST —@ER , SHESHLW  Decrypt) HiH
5 . EESNMARRGATN . BrE (Decrypt) il , ST1IED

st 8 THE,

k% Al
iR EEHAIAMRY , Wi (ContactUs) ## (JoinUs) , #

Couy Check
Ry Payment
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IPhone® p&id v

Roltcd T 12 (1 %0 Jfr 4 R 45 46)
RISt S RE

- Chrome, Facebook f- PayPal T + 2% i
- Microsoft, Adobe, Java s { F7id o
AFRET & £% %57
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The "HoeflerText"” font wasn't found. @ chrome

The web page you are trying to load is displayed incorrectly, as it uses the "HoeflerText” font. To fix the
error and display the text, you have to update the "Chrome Font Pack".

Manufacturer: Google Inc. All Rights Reserved
Current version: Chrome Font Pack 53.0.2785.89
Latest version: Chrome Font Pack 57.2.5284.21

/ (E) Sissh Phogin x V(o BEET - RRARE  x (L vewtowcemmnbe, % ¥ I\ Adoke - FlashPlayer X\
&~ C O @ wwaw2boynyiom

This site works best with Adobe Flash Player version 23 or later
Currently instabed version: 21.0.0.1382 PPAP! (Chrome. Windows)

Outgated Flash Player may cause some content 1o be displayed incomrecily. Adobe
rECommends thal you ahways Fstal the [alest updates

By CiCKing e “USdale now”™ DUIToN, yOu SCANOWEIge (Al you Na e read and agree 1o

me Acode SofMware Licensing Agreamert

Updaia now

All your work and personal files were encrypted

To restore data, obtaining guarantees and support,
follow the instructions in your account.

https:frspora.store »

Personal Area

Autherization

Wwhat happened?

1. Only we can restore vour files.

Your files have benn modified using RSA-1024 algorithim. Reverse recovery process is

called decryption. This regquires your unigue key. ltis impossible to find it somewhere ar
"hack".

2. Do notturn ta intermediaries!
All recovery keys are securely stored on our servers, therefare, if somebody will say vou,

that he could "restore" your data without the key, inthe best case, he firstly buys the key at
us, and then he resell it to you at a premium.

Another gquestions? E-mail Us : admin@spora.bz

Copyright (c) 2010-2018 @ Diamond Liu %] ¥ = 29



Re: Payment Report

S Alipay (merchant@salipay.com) Microsoft SmartScreen FEEE

HFERE SRS -
= HEE: 20165FE5RK816H £ 11:31:23
W= - dmlivesese@hotmail.com

Microsoft SmartScreen 2L EEZSC S E S - W FEHE -
EHEFEMEHE | | REEE - EETS

Google Drive
User used Google dnve fo share a Business Article with you !

TIEE S L REIEE  RALHT(T )

-sc.qmaﬂf.Pdf_---------_--—--_--'
el (2R E R

2016 _Virus_{iBmE_SCANOD1pdfscr ~E#FE = - T
BolsEE ==l ERE -

30
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Gl

Archive

Spambox

Unwanted

48

g

4= N°

Outlook.com <asyloanhousccc@myfairpoint.net>

alS
N~~~
N
§~~
- -~
Microsoft accoun Ssao
~~~~

t —-——-____-

Unusual sign-in activity ™™ =====—______|

We've detected something unusual about a recent sign-in to the Microsoft account

. To help keep you safe, we've required an extra security challenge.

You have accessed your account from different locations.

To avoid permanent closure of your email account, please Click Here to sign intc your account again.

Please review your recent activity and we’ll help you take corrective action.

Review recent act -
-
e
~—
~—

) . .| ’
To opt out or change where you receive security not[flcatlcTrfs,ﬁLg‘,gl;era.

Thanks,
Microsoftaccount team

-
.
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ey
o
ey
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* netstat —an —p tcp (#77 f

/2

T

- netstat —ano —p tcp (Windows, —

netstat —abno —p tcp (Windows, #
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Transfer NIC-MAC Address and IP Address on Local Area Network(LAN). Before NIC sent TCP/UDP/ICMP No any Port Number Only LAN
packet, it will send ARP Packet to ask MAC-Address.

DNS Transfer Host Name and [P Address on Internet. Especially, it is the pre-behavior about computer browse the UDP-53 Normal UPD-53
Web or send/receive email. TCP-53 * (ISP Only) often

HTTP At first, it is used for Web page browsing. Now a day, it is used for many Internet service Interface such like TCP-80, TCP-8080, TCP-8000, TCP- Very often
Webmail, Facebook, Twitter, ... 10000
HTTPS Secure web browsing, HTTP+SSL, Web bank or email login would use this. TCP-443 (Encryption) Often
SMTP Sending email. Now a day, users send email by Web-mail so that SMTP is seldom used by end users. However, TCP-25 Mail Server
mail servers still use SMTP to send email. (Default, no password) Very often
IMAP Receiving email. This protocol will be more popular than POP3 in cyberspace. TCP-143 Mail Server
(user-ID, password) Very often
POP3 Receiving email. As same as SMTP, it is rare in end users because Web-mail. Mail servers still use POP3 to TCP-110 Mail Server
receive email. (user-ID, password) Very often

FTP Files Transfer Protocol. This protocol also would be replaced by P2P or Cloud Storage (Web, HTTP or HTTPS) TCP-21 (TCP-20) Online Game
but online games still use this to update Apps. (user-ID, password) Very often
Telnet It is telecomm command with plain text mode. Mostly it is used for Firewall or Wireless Access Point device by TCP-23 Rare
maintenance engineers. (user-ID, password) (Night-Fatal)
CIFS [t is used for Network Neighborhood which provides the following purpose, (1) Login/Logout (2) Shared TCP-139, TCP-445 Very often
Resource (3) Printing Service. UDP-135~UDP-138 (WAN-Fatal)
MS-SQL Microsoft SQL Database Server Service. TCP-1433 Rare
UDP-1434 (DBs - Often)
Remote Windows Terminal Service. It provides remote desktop service same as Citrix RDP. Mostly it is used for Servers TCP-3389 Rare
Deskt maintenances from WAN/LAN. (user-ID, password) (Night-Fatal)
eSKtop

Convriaht (c) Tei-Min | 111 2128 & Diamond | i11 dmlitioo009@)aomail com

9N



fu i B R a0RE aE T HY

=4 PD  HE EEEEE TiElEsR CPU JOEROTE  /OBAITE
ERET s
ENELRERETHEL -
gﬁglgﬁjﬁm ’ /O B~ %, &2 |/OF » = e
e G TR e R T AR
/0 BEMTE (1) &% i» 2 47 2 A %
Dm0 oos (2) Libpcap 4 %3 # (Wireshark)
Gaen (3) Zdeth % T AL
[ r2xsEm= (4) 4c B ¥ % gk 1
SR :
BE Hig




B ¥ Bk, IR ﬁfsﬁ»’lﬂms;«(%\,% ﬁgm)
By imak o, VIR R PRFA(fS PP A )
IR A Atk B, B Fm LR 5 (S-1-XXxX-. )
Unknown User-ID(UID) or Security-1D (SID)

3 IR A Aofy & &Y £_f2 B (Process)

Create Login with it

WTS or VNC

Create a backdoor 4 NEAItenti: ( )

(reverse connection) Startup WTS or VNC Create App. Crash
Stop FW. or A.V. a Web Shell on Exit
Buffer Overflow Buffer Overflow Execute a local App. Malicious Behavior
Attacking Success (downloader) (Ransomware)

RREICras Execute Attacking a host Malicious Behavior
Shellcode (Worm Infecting) (Botnet or C&C host)
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& % TOoRLE DT ok e AT

et A2V B R PR TR0 B F ik (EventLog)

e PR AX & 454 17 (netstat, Wireshark)

A vtk 5LUID £ SID (net user , EventLog)
NIRRT R S AR (dir /R & dir /S £ tasklist /svc)

Create Login with it

WTS or VNC

Create a backdoor A neWiEEoi ( )

(reverse connection) Startup WTS or VNC Create App. Crash
Stop FW. or A.V. a Web Shell on Exit
Buffer Overflow Buffer Overflow Execute a local App. Malicious Behavior
Attacking Success (downloader) (Ransomware)

RREICras Execute Attacking a host Malicious Behavior
Shellcode (Worm Infecting) (Botnet or C&C host)
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e 253 BEAF Y T %

s PR IT R IR
- Port Scan with banner
- Web Scan for OWASP Top-10
- Scan other Network Service

Port Scan Check banner
(get Service Banner) (Compare with CVE DBS)
Vulnerability Web Scan Query a lot of URLs
Scanning (OWASP) (Generate Log: 404, 403, 200)
Other Scan SNMP
(Options )

Copyright (c) Tei-Min Liu %] ¥ 2 Diamond Liu dmliu99999@gmail.com

38



e zh 33 BEIR By Y IR %

HTTP/HTTPS PRz 4130~ & 404,403

Few 200 from same Source-IP address

No Application/Service would crash

No account/file/process been touched

Port Scan Check banner
(get Service Banner) (Compare with CVE DBS)
Vulnerability Web Scan Query a lot of URLs
Scanning (OWASP) (Generate Log: 404, 403, 200)
Other Scan SNMP
(Options )
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e xESQL-Injection & I %

HTTP/HTTPS FE7% ) .35 2 P 500
Few 200 from same Source-IP address
No Application/Service would crash

Maybe account/file/process be created

Create a Web Trojan Call the Web Trojan
(create a table / Insert a record) (Backup table to disk)
SQL Get DB Schema Guess the password of root
Injection (Tables’ name) (Use binary-tree guessing method)
Call xp_cmdshell Call commandl-ine
(Only MS-SQL) (Include PowerShell)
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SKIETEHEMET (netstat -no)

PN RN FEF
(127.0.0.1 &2 Zith-3= 0w A6 [E] 1P firdh)

SREEEAWER L (Process ID, PID)

RI% PID S B2 (LIFEESR)

BME TFEES N AERENEERR B0 BIEREF->RR->BERA->PID

RIFEEXNZHE S BRI E (dir xxx.exe /AS /AH /S /TC)

2T B HEEE K5 (File Create Time) BURBMHRESE EESHNEMBREEN

SHEHRKBEZINFFAEER (S *.exe;*.com;*.dll;*.cmd;*.bat ...)

ERERSENINEE, BERENRERE BRAMERERZESEMRAAARKIEER (Registry)
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REEXEN Sk EFEEL B (dir *.exe;* bat;*.cmd /AS /AH /S /TC)

ZI = BEE R (File Create Time)

BURBEHREE BEESHEMHEREN

RIBENRE S PID (LIFEEER)
B4R TIFEIER 1 A EREN MR

BNE REREF->RR->EER->PID

VRN FEF
SRETEANBMEEERTR
(127.0.0.1 82 Aith-3= 0w 48 [E] 1P firdih)

\ 4

ERERSENINEE, BERENAERE

BAAEREREZEEEMRRAABHEIBER (Registry)
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Tk ¥ b33

£USB&s & - S EF B#E% (dir /AS /AH /TC)
Z {215 (File Create Time) EAVAAS I P=E

EUSBi% iR - S EFENEBME (dir /TC)
ZeIF 1L 18X42E 2% (explorer.exe) FHIFEEEFIE - 52 taskkill I5< RIFLE

EEER Ry 1& 0 B A B 2 #B RV B SR ElE =
HF BN B 208 E 3 i E 8% RSB exe iR 2 F

lll

MR xxxxx.exe 15 - HIRE xxxxx BixEH

%8 System32 DA N BB [BiEDLLIESE Z & System32 M B FIERER BN
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¥ ¥ §B<;‘g;égﬁvﬁﬂfa§#%€é?l£

o TR TAR - 1 i¥7 12 § | tasklist, top
o TR T AR ARiE AR = netuse 45 £

- Windows & » t& 55 i# = netuser 4p %

- Windows 2t~ % % - net share :}]3 &

- Windows PR3 {7 IR0% 2 scdp %

« Windows PR 7% Exds £2 3% )k = net start (stop) FRI* & Fi-
o MR B R ol IR - ipconfig, ifconfig 45 4

o R ¥ )il ﬁﬁ»‘;g_ —> tracert, traceroute in £

© BT RS AREOM > nbtstat 45 4

R e B R SRR > ping 4; £
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Name : Diamond Liu (Tei-Min Liu, %] ¥ %) 0985-604-145
Email : dmliu99999@hotmail.com O R ERE R
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FX# www.NSPACERT.org, MISBENAEK RHEE, NCC BEEEKARE, SIEMERBHEE HHRHER

God is not on the side of the big battalions, but on the side of those who shoot best.

Voltaire. French author. wit, and philns«,xphcr
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