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e Join Trend Micro on 2009
— Infra Developer
— Threat Researcher
— Machine Learning Researcher

e Join XGen ML project on 2015
¢ Now leading the Machine Learning Research/Operation team of XGen
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Agenda

* Alin Cyber Security
— Why we need Al
— Al Application in Trend Micro Services
— Deep Learning Application
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Why we need Al
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Cyber Threat and ML
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Cyber Threat and ML
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Daily Volumes in Trend Micro

 150M+ sensors worldwide

« 10 TB+ raw logs collected from the world

| SiiaRt
NETWORK-
’ 4

Collects

Identifies

Protects
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Traditional security solution dilemma — Long Tail

Prevalence (# of infections per malware)

Known good/bad (Pattern)
Traditional heuristic detection

Malware Entities

Big Data can help!
15+ billion logs processed per day

*  Monitored Files =» 717+ million executable files
*  Monitored Domains/IP =» 707+ million domains

Copyright 2015 Trend Micro Inc.



Security in Old Days
n good/bad
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You Can See

---------------------- Intelligence from BigData Analytics
(90%)

Entities

BigData

Data JSecu rity

Science Expertise
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In the begining

e Stagel: drop the e-mail if contains any SPAM WORDS.
— Hi, you can buy the cheapest iPhone here. o

— Hi Charles, would you please buy a iPhone and bring back to me?x

tl)



In the begining

e Stage2: make more complicated rules
— if contains any SPAM WORDS.

* |f not contains name.
— |f contains more than 3 SPAM words.

»  If not contains signature
If contains phone-number
If not contains URL

If....
. If.....
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Machine Learning

Domain know
how

Feature

Good samples

Bad samples

Rules/logic



Machine Learning

e Goal:

— A systematic way to create rules/logic by data
to get the optimized performance

» ML Algorithm



Machine Learning

Training Data Training Data

Benign Spam Testing Data

Feature
Engineering
A 4

—{ ML Algorithm J




Machine Learning

 Example:
T e Words [ score
* Spam:
— Hi, you can buy the cheapest iPhone here. buy -0.2
T cheapest -0.6
* Benign: help 0.4

— Please help to take care of my son, thank you.
— thank you 0.1

— Testing
* Hi Charles, would you please help to buy an iPhone and bring back to me? Thank you.
— 0.4-0.2+0.1 = 0.3 (Benign)
* Hi, do you need any help? You can always buy the cheapest stuff here. Thank you.
— 0.4-0.2-0.6+0.1 = -0.3 (Spam)



Al Application in Trend Micro Services




&

Effective Al at Trend Micro since 2005:

40+ applications of Al & machine learning used in Trend Micro products

TREND MICRO WWW |_
@ SMART ‘ Al A
Protection
Network™ Web page Unknown network
scripts threats
N
Spam Website Enhanced Writing style
categorization detection of

unknown threats

2005 2008 2009 2010 2016 2017 2018
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BERIHY Al £ e

- =EE££/EH (Cost reduction)

1R EHPETE (Big data + Model operation) .

5t B ZBLEE X-Gen (Cross generation)
# R SEERPEIE (Personal model)
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Obfuscation to hide real command code @

O O) Get EXE from dangerous URL (D
®© Save to local script @
® 1 P
Delete script after execution()
F o2 Ea T b Hide window while running@ i 3
o] B e =R ‘ M N— - Bad
\ 4

AR D HE 2 @ #H AL Macro DNA, &
SandboxVTE X &= 187R[E) DNALL S, ¥
N EEESREEE
1§}jzzl§|3 1EE %}F%D% Hl TS

Sandbox
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2 Page keyword

Keywords & Expressions

Add ‘ Copl,- ﬁ Delete

Dashboard
Systemn Status Eevword & Expression Mame Condition Used in Policy
Cloud Pre-Filter [T Profanity Any specified u]
- Policy [T HoaxEs Ay specified o
Policy List [T Chainmail Any specified u]
Scanning Exceptions [T Senual Discrimination any zpecified [u}
Approved List [T Racial Discrimination Any specified u]
Policy Objects [T HIML and script meszages Euceeds threshold 0
Addresz Groups
Keywords & Enprazsions | [T Credit Card Mumnber Any specified u]
DLP Compliance Templates [T Social Security Mumber Any specified u]
DLP Dvata Identifiers [T Bounce Mail Any specified u]

Palicy Matifications

Stamps
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N1 EZ/HREBE8RE LR

~EHRE - AZER

Validate patches and | Details on Patches and Updates Kubernetes

fixes from scan results for remediation of newly
| discovered vulnerabilities

Deep Security Protected

Integrations Docker Hosts

*ﬁ%%ﬁ £ EE’] E %‘E code
/~&‘L‘b E£ oo 70
I:I/\ :':IJ ﬂk*ﬁ
SR E 4

puild
=
(1)
—

|

test

| Runtime detection and

Automated scanning Risk assessment for Image Assurance | Continuous monitoring for
prevention of exploits

of new build pipeline promotions Docker activity and new
CVEs/malware

3y IREND
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POWERED BY

O @& @

Known Known Unknown Noise
Good Data Bad Data Data Cancellation

SECURITY

LEGEND

Intrusion Prevention (IPS) & Firewall
Early Zero-Day Protection
i Anti-malware & Web Reputation
------------- i Application Control

: Variant Protection
Integrity Monitoring

eeo0o0o0o0 ooooooooogoooooooo
° °
e NS A A2 A2 A VS Pre-execution Machine Learning E&) L
° °
hd ooooooooooooo@oooor
i Behavioral Analysis
— 1R .. ; i ; J
—= Runtime Machine Learnlng EIN)
i Network Content Correlation
Safe files & o000 000000000O0C0OCOC o o « Maliciousfiles &
act|ons.allowed ______ Custom Sandbox Analysis actlo:s blocked
° ° ° N o
° ® ° -~ Investigation & Response °
oooooooooooo@oooooooo e0eo0 00000 000000000000 O0C0OCGOO
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e CEO
Immediate Wire Transfer

Uz A Chief Financial Office

20152538 £48:09
A4

Please process a wire transfer payment in the amount of $250,000
and code to “admin expenses” by COB today.

Wiring instructions below... % % @'7':52 E '_I%_' | |
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; o’rt;Words
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Stop training

Mail number: 0
Performance Varian

Reset

ce: 0

CEO

Capital

ho'rt—Words

-Letters

Blank-Lines

Punctuations ‘

Funetion-Words |

Distinct-Words

Repeats

CFO

Capital—-Letters

hortQWords

Blank;Line

Punctuations ;

Function-Words |

Distinct—_Wordé

Repeats

Finance Manager
Capital—-Lettgrs

hort—Words Blank-Line

Punctuations f ‘

Funetion-Words Distinct-Words

Repeats
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Deep Learning Application




Malware Classifier



Static Malware Classification

* NVIDIA
 Malware Detection by Eating a Whole EXE

* Avast

* Deep Convolutional Malware Classifiers Can Learn from Raw Executables
and Labels Only

2
INPUT: 1-2M raw bytes 128 [ Fully Connected |
1
* Tokenization 160 | F]_]_“Y Connected |
{ = 192 [ Fully Connected | 'J
8D real embedding J
Full ted
i ; 199 ully Connec |~
{ 1D conv } { 1D conv + Sigmoid } Glﬂ _mﬁl
128 filters, K=500, $=500 128 fitors, K=500, S=500 1096
l ® | 192 x (N/1- 4 4-8.8)
[Conv 16 (stride 8)]
ReLU 128 I
' |Conv 16 (stnde 8)|

=)
[ Temporal r:axvpoollng ] I&M_I E

15 |Conv 32 (stnde 4)]
[ 128D fully con:ecled +RelLU |Coﬂv 32 (Btﬂde 4.”
M2D soﬂr:a‘x 8 x N |

[ Fixed Embedding |




Static Malware Classification

* NVIDIA
MalConv MalConv w/o DeCov Byte n-grams PE-Header Network
Test Set  Accuracy AUC  Accuracy AUC Accuracy AUC  Accuracy AUC
Group A 88.1 | 98.5 I 83.3 98.4 87.0 98 4 9.8 97.7
Group B 89.6 95.8 86.6 94.3 92.5 97.9 83.7 91.4
* Avast
classifier | restricted AUC | cross-entropy accuracy
MalConv 66.1% +0.9 | 0.204 £ 0.028 | 94.6% = 0.6
Our convolutional network 70.4% £+ 0.5 | 0.165 £ 0.020 | 96.0% + 0.6
[FNN on handcrafted features 73.2% +2.3 | 0.151 +0.015 | 96.2% + 0.3




Isn” t Deep Learning the Best?



Primary ML software tool used by top-5 teams on Kaggle
in each competition (n=120)

3

LightGBM
XGBoost

PyTorch

TensorFlow
(non-Keras)

Sci-kit Learn
Fastai

Caffe

. Deep . Classic




Static Malware Classification

* Avast

classifier | restricted AUC | cross-entropy accuracy

MalConv 66.1% +0.9 | 0.204+0.028 | 94.6% + 0.6

Our convolutional network 70.4% £0.5 | 0.165 £ 0.020 | 96.0% £ 0.6
FNN on handcrafted features 73.2% £2.3 | 0.151 £0.015 | 96.2% £ 0.3
FNN on enriched features 76.1% +£ 1.0 | 0.114 +0.006 | 97.1% + 0.2

Grad-CAM for “Cat" Grad-CAM for "“Dog"
WV = ’ z




Behavior Log

Word embedding Classifier g " |

1-max softmax function
pocing | | it
I L
‘ . 3 region sizes: (2,3,4) 2 feature ver ¥
ne1ghbors (2] -2 100 Sentence matrix 2 filters for each region maps for 6 univariate 2 classes
¢ 7x5 sizaﬁ each vm:ﬁed
" totally 6 filters jion size concaten:
o ((d8, SystemPartition, 0, 12¢3f4, 156218, 1223(8 ) distance COSINE EUCLIDIAN - = together to form a
SystemPartmon 0, 12e3f4, 145150, 12e38) single feature
. vector

Nearest points in the original space:

( d4, SystemPartition, 0, 6e3f4, 87578, 6... 0.546

( d4, SystemPartition, 0, 6e3f4, 84af0, 6e.. 0.557 lil:e
(4, SystemPartition, 0, 6e3f4, 84ec8, 6... 0.592 n:gﬁe
( d4, SystemPartition, 0, 6e3f4, ,6... 0. very
d4 SystemPartition, 0, 6e3f4, 8 (o4 systemr 0, 6e3f4,873d0, 6.. 0.593
4, ystemParlmun 0, 6e3f4, 873d0, 6e3f8 ) — much
( d4, SystemPartition, 0, 6e3f4, 84fa0, 6e... 0.646 |

( d4, SystemPartition, 0, 6e3f4, 94ea0, 6... 0.648

( d4, SystemPartition, 0, 6e3f4, 87590, 6... 0.653
( d4, SystemPartition, 0, 6e3f4, 85548, 6... 0.666

( d8, SystemPartition, 0, 12e3f4, 156218 0.675
Source:Zhang, Y., & Wallace, B. (20.
A Sensitivity Analysis of (and

Practitioners’ Guide to) Convol,
Neural Networks for Sentenc
Classification.

APl embedding Args embedding



Hybrid Model: File + Behavior

Ca *

Behavior Behavior Feétures Behavior Model

Hybrid Features Hybrid Model

Predictive & Accurate
Insightful




The Hunger GANs

GAN




GAN for Generating Training Data

e Does it make sense?




GAN for Generating Training Data

* Learning from Simulated and Unsupervised Images
through Adversarial Training

Unlabeled Real Images
n" s v
L]

Synthetic Refined




GAN for Generating Training Data

* Intelligent Hybrid Learning Architecture for Cyber-
Phishing Attack

Email

Password

P Login to your Payl
€« C | @ PayPal, |

ayPal s X

nc. [US] | hitps://www.paypal. ¥y

P PayPal

i | € © @@ secure | nttps//wwwpaypalcom- % |

< = a x

P Login to your PayPal = X

P PayPal
® Red point : legal data
T ® Green point : phishing data

SMOTE

Log in
Autoencoder-decoder based on SMOTE GAN(24 Features) Autoencoder-decoder based on GAN
(24 Features)
i ~ 10 0.4 10
a -




Others



URL classification

* Using LSTM to detect malicious URL

L S A AR |
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b 6 & © - ¢
000000000001111100 000111111111111

0000000000100000000000000Q0O0COO111111 17111 1 1171 111 1 111
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URL classification

= URLDEEP

= Quite similar to URLNet, however they use
* Dynamic amount of convolution layers

= k-max-pooling schema

= Use dynamic graph to calculate optimal loss
value to select best depth of convolution layers.

Max-Pooling

2-Max Pooling

https://www.researchgate.net/publication/331639572 URLDeep Continuous Prediction of Malicious URL with Dynamic Deep Learning in_Social Networks

URLDeep Model

Input URL
http://www.sample.com

Char Level URLDeep Word Level URLDeep

LTI
| I | | 2 | (2 | 2| X ) 0 {

Matrix , Matrix
Representation
2

Representati]n
1

Input k Input k
lnzuto Inguto Cony

Input k 4 Input k
Inzuto Inguto I—i_l
Concatenated

Input k
Input o

l
inputo [P

Conv

Dynamic CNN
Process

Conv



https://www.researchgate.net/publication/331639572_URLDeep_Continuous_Prediction_of_Malicious_URL_with_Dynamic_Deep_Learning_in_Social_Networks

Malware AutoEncoder

312 samples/2017-03_base

file filesize offset va nfuncs totalfuncsize

MAC.OSX Trojan.FlashBack.AG ~ dbB5c02586f7a6555ec86750cab835a696394dfBaT3554... /malware 220784 0 7152 366 41757
/db65c025867a6555. ..
284 samples/2017-03_base
MAC.OSX.Trojan.F F  b99b37! 0760240a0eeed3d175e2f774474706... /malware 132860 0 6448 280 16402

/b98b375c0chbed2¢50...

¥
K 00 A OO
500 7000 - 7500 00
input reconstructed
call mommes E8 . E8
L e encoder decoder 6A
push 6A 6A
e —— . ;g
nov — 18 l 89
lea o 8D 89
PUSH s 6A 8D
call -~ EA 6A
EA

q(z|x)

plx|z) p(x
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Conclusions

 Deep learning is the best for the data that hard to be

represented by features.
* Image/Voice/NLP
 There are a lot of progress in the near future.
e AutoEncoder
* GAN
* Attention
* Explanation

* There is no silver bullet algorithm
* Try the different algorithms for the problems.
or
* Try to convert problems to fit the algorithms.
@) TREND



Adversarial Al in Cyber Security




Agenda

 What is Machine Learning ?

 What is Adversarial Machine Learning ?
* Adversarial ML Methodologies

* Possible countermeasures

* Conclusions




Machine Learning
&
Adversarial Machine Learning



XGen ML — Layer protection

THERE ARE NO
MORE UNKNOWNS.

With its evolutionary blend of threat protection
techniques and infused machine learning,
Trend Micro™ XGen Endpoint Security™

is always adapting to identify and defeat

new ransomware and other unknown threats.

Known Known Unknown
Good Data  Bad Data Data

LEGEND

|©.O

i Web & File Reputation
i Exploit Prevention
... Application Control
i Variant Protection
i Census Check

i)

"----- Behavioral Analysis

Safe files
allowed Malicious
e 1 1 =a.y Runtime Machine Learning files biocked
° ® °
[} e o [

ooooooo.ooooo@oooooooo..o o........®..o......-......'




What is Machine Learning

Static files ML model

s Virus
e EXE

I (Malicious)

Normal

-~ = = B

Behavior logs ML model

58 Unttledl - Event Log rplorer
i Hle Tree View Event Advanced Window Help
MR AD@ERNT ot - XZLOMDE
X | agpicatoncsoesxTom kot (x| st sepescion
- 9 ceaxiop s e Ui
P T s peerg s et

Virus
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u __ [owe [tme et fsarce o
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O Key Mrmnent 50 (]) nfrmaton 0205017 115651 | 10000 Moo
Wty () () rkrmaton 0305017 114655 4007 Moo
O Sreen ¢ (@ irfrmaton 0205017 1E3%11 | K01 Window
e (D IMrnaton 0205017 112396 | 903 thaoso
B Mot tory Ol (] informaton 62052017 15286 | 16304 Moo
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4 g e -
v =
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20T A7 A7 33k STISTSAN T, 1,0 (0 [0RCX
g Vindows Netwrkas | OXPXONTIN G

| 3 ks oAb bR 23753035107, 1,0 0 DRCEX
XD XK
22100300 €22 LD75 054 Qo MISIINE, 1,0 [ X
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What is Adversarial Machine Learning

Adversarial machine learning is a technique employed in the
field of machine learning which attempts to fool models through
malicious input.

- Wikipwdia




What is Adversarial Machine Learning

Image Recognition




What is Adversarial Machine Learning

Image Recognition

+.007 x

panda

gibbon
58% confidence 99% confidence

Classifier Output

place sticker on table

stug snail crange

Classifier Input Classifier Output
s

(@) TREND -




What is Adversarial Machine Learning

Face Recognition

https://www.cs.cmu.edu/~sbhagava



What is Adversarial Machine Learning

Spam Detection

Spam
content

salad
word

After 24 Hours, Only 55% of Missing Dogs Are Found.

Do everything you can to increase your chances of finding your lost pup, before they go
missing. A proper tracking system can give you nearly 99% odds of finding your dog no
matter what.

There are plenty of GPS tracking systems for dogs that are loved by pet owners. Here is
the best-reviewed collar tracker.

5

Want to see a video of the interface or make sure it will fit your dog? Come on in
and learn more.

people. no we don't. those are the radical twitter es. i love vou same to you bud i love you more <31 love yvou both i
love you moarer vou don't love all of us white people that's a bit much since there are great and py people from every
creed 1ol, as sweet as that sounds, but i definitely don't think "most black people hate white people.” i appredate yon
calling that out. i imagine meet of society isn't bizoted and judgzes on a person by person basis. i could be living
under a non-racist rock though. 1 will never understand how we sterectype each other as racist or thieves or even
rapist when there are billions of people across the planet. we've only ever seen a handful of that amount in person. i
know. i think it's like a defense mechanism, people don't understand something and just




Adversarial ML Methodologies



Adversarial ML Methodologies

e Evasion Attack
e Black box
e White box

model stealing

* Poisoning Attack




Prediction

" JOROX XOXO) (classification)

OO0O00eO
000000 misclassify
Evasion ?(

Evasion attacks
i X X X NOIOAGA®]
O [ X X JOIOIOXO]
{ X X X NOXOX@) O
) TREND 0000000

_________________________________



________ , e00
I Prediction I 000
: (cIassifi_cation) X X )

| JONON JOX®)

OO000eO misclassify

| X JOIOION®) 000
OO0
OO0

29000000
00000000

_________________________________



Evasion

* Black Box
» Hacker can only test model with Input/Output

Input — —> Output

 White Box
 Hacker knows the detail parameters of the model

Input — —> Output




Black Box Evasion: Iterative Random Attack

Add some W

_ Repeat
hundreds times

o

- 4| Select the best
» k. one

Evasion successful ratio = 1/1000

#%) TREND,
I CRO



Black Box Evasion: Genetic Algorithm

Baseline (seed) 0‘0 Model ' e e‘
‘ Random "‘ Random OOQ
l'i 15t generation “G next generatio'e’

n poss:ble changes (DNA) D

N 4 N generation...

Evasion successful ratio = 1/100



Poison Attack

Online training

TayTweets to 8l  Following

dTayandYou

@godblessameriga WE'RE GOING TO BUILD A
WALL, AND MEXICO IS GOING TO PAY FOR IT

3 5 FBE0EHRSS
-
3 5 A

1:47 AM - 24 Mar 2016

4+ 3 w




Countermeasures



Adversarial ML Countermeasures

e Evasion Attack - Black box
e Abuse Protection

e Model Retrain
. Reactive
*  Proactive (GAN)

e Evasion Attack - White box
e Data/feature/model protection

* Poisoning Attack
e Data/Label quality control

/), TREND
M1 CRO



Adversarial ML Countermeasures

e Evasion Attack - Black box
e Abuse Protection




Adversarial ML Countermeasures

Attacks

| Reinforcement learning

Defense

| Genetic algorithm

{ Defense model 1 l

—{Efense model 2 l

| Deep learning

|
J
|
]

'l Defense model 3 |




Adversarial ML Countermeasures

e Evasion Attack - Black box

e Model Retrain

. Reactive
. Proactive




Adversarial ML Countermeasures

Security company model to identify malware

/ O real data o
| i pdata(ﬂf) sigmoid

| = ——__functior
1 : g I g || Discriminator / 1

Network

z ~ p.(2) | Generator || D(x)
® | Network A1
prior G(Z ) generated
data

Hacker generate malware to cheat classifier

’ TREND https://www.analyticsvidhya.com/bl
J MIGRO generative-adversarial-networks-



Adversarial ML Countermeasures

Reactive model retrain

Adversar‘ Classifier designer
1. Analyze classiﬁerﬁ| 4. Develop countermeasure

(e.g., add features, retraining)

2. Devise attack ’ 3. Analyze attack




Adversarial ML Countermeasures

Proactive model retrain

Classifier desngn‘ “lasslf‘ er designer

‘1 Model adversary 4. Develop countermeasure

L (if the attack has a relevant impact)
2. Simulate attack ]' 3. Evaluate attack’s impact

This method can stop attack A but not stop attack B

/), TREND
MICRO



Adversarial ML Countermeasures

What if the hair length
Is an important
feature?

/), TREND
MICRO



Adversarial ML Countermeasures

e Trade off

e Robustness or Accuracy
* Proactive or Reactive

e Fast or Confidence
ML model




Adversarial ML Countermeasures

e Trade off

e Robustness or Accuracy
e Proactive or Reactive
e Fast or Confidence

Runtime Machine Learning ﬂij




Adversarial ML Countermeasures

e Evasion Attack - White box
e Data/feature/model protection




Adversarial ML Countermeasures

* Poisoning Attack
e Data/Label quality control

/), TREND
M1 CRO



Conclusions



Conclusions

 Almost all models can be cheated
* Find possible vulnerabilities and take the
proper actions

e This is an endless battle

* Pros: Global visibility and excellent operation
e Cons: 1FN will cause the damage




Conclusions

 There is no silver bullet for Cyber Security
 Dynamic & Fast Response are the key points




Thank You



