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B I5FRISHZR d
B 15 F NS (Cloud Core Router)
CCR2004-1G-12S+2XS CCR1036-8G-25+EM
-"." ! The Connectivity Router - your best companion when it comes to Gyt & (B :::)Jrerzc:Tcz)l(J;nl-tl'zgé;;L;gztgtBE::Se:f;riEE: fZifs:t’thL;Jg ’;6
g i : ' P '
SF!:’, SFP+ :find SFP28 manag.}ementll 1, 10 and 25 Gbps ports in 28Gbit/s throughput, RouterOS L6, Dual PSU
a single device to make your life easier. —
CCR1016-12S-1S+
N 1U rackmount, 12xSFP cage, 1xSFP+ cage, 16 cores x 1.2GHz
Semsmm——TT=T CPU, 2GB RAM, LCD panel, Dual Power supplies, RouterOS L6
CCR1072-1G-8S+
A 1U rackmount, 1x Gigabit Ethernet, 8xSFP+ cages, LCD, 72
b dv e eb el u = cores x 1GHz CPU, 16GB RAM, up to 120 million packets per
second, 80Gbps throughput, RouterOS L6 CCR1009-7G-1C-1S+
. S 1U rackmount, 7x Gigabit Ethernet, 1x Combo port (SFP or
R — Gigabit Ethernet), 1xSFP+ cage, 9 cores x 1.2GHz CPU, 2GB

RAM, LCD panel, Dual Power supplies, SmartCard slot,
RouterOS L6
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S HIEBABBEmR . A0 : OMmniTIK, Groove, SXT, SEXTANT,
Metal, LHG, DynaDish, cAP, wAP
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1100, 1200, 2011
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RouterOS

As Quick Set

Terminal

G CAPsMAN
\-. Interfaces
- — -
IKrOT I

2 Bridge mm mm KKK TTTTTTTTTTT KKK
RouterOS v6.46.2 4 pep mom KK TITITITITTT R

o MM MMM MMM III KKK KKK RRRRRR 000000 TTT III KKK L

drmiini . £ thi N . . == Swich MM M MW ITI KEREK FRR RRR 000 000 TTT III KEEK

You have connected to a router. A I'I"III'I_IS!:rEtI\-'E access only. If this device is not in your possession, o2 Mesh p— MMM III KEK KKK RERRRR 000 000 TTT IIT ERE
please contact vour local network administrator. @ ~ mm MM III KKK KKK RRR RRR 000000 TTT IIT KEK

" MPLS ¥ MikroTik Router03 6.46.2 (c) 1999-2020 htep: S/, nikrotik. com/

WEbFlg LDQIH: %2 IPvE ¥ [2] Giwves the list of awvailable commands
4 Routing [ Mcommand [?] Giwves help on the command and list of arguuents
Login: |ﬂl:|l'|"lll'l | | Login | o System " NTab] Completes the command/word. If the input is ambiguous,

g Queues a second [Tab] giwves possible options
Password: | | :

] Files Move up to base level

u Log .e Move up one lewvel

/conmand Use command at the base lewvel

M paplus

Y& Todts v fl[2dnin@300MmAT] >

| Mew Terminal

e
Ld

Dot1X
MetaROUTER

C4m

Winbox  Telnet  Graphs

e (2

Partition

[; Make Supout.rif
& Manual

ﬁ Mew WfinBox

=

@ mikrotik
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RouterOS CHR (Cloud Hosted Router)

< TEBIER . R
X #Ex86 64bit 281E

ST REZERANEREREs - A0 : VMWare ~ Hyper-V -

VirtualBox * KVM&
% CHR #EBETERIRouterOSTEEZ INEE



MikroTik SwOS

SwtichOS

MilkroTik SwO0S

(SwWOS)

[ Link H SFP H Port Isolation ” LAG ” Forwarding H RSTP ” Stats ” Errars H Hist ” VLAN ” VLANS ” Hosts H IGMP ” SNMP ” ACL lm’m

General

Address Acquisition

Static IP Address

Identity

Allow From

Allow From Ports

Allow From VLAN

Watchdog

Independent VLAN Lookup

IGMP Snooping

Mikrotik Discovery Protocol

MAC Address

Serial Number

Board Mame

Uptime

DHCP with fallback

192.168.88.1 |

| MikroTik |

[

64:d1:54:c7:3a:58
7a3C076756AE
CRS5326-24G-25+

00:08:17
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The Dude

@ admin@192.168.3.120 - The Dude 6.43.4 - B X
!® (BN ,7 Hep MIKRBTIRIRGUTERS AND WIRELESS -3

4 é O || x| | Settings — -
(,:0; s bedibsl e e i +v SHIESY| - o | | B 4 k Seftmgs Discover w Tools “ .'. o Layer: Ilm}(s Ll Zoom: IIDO%—]

s
= Chart
5 Chart
£ Char2
E Devices 118.163.8.0/24

7 Files A 938 kbps
Functions Tx: 54 kbps Wmm
% History Actions : .
] Lmks
7 Loz
3 Mib Nodes
= (5] Network Maps
[ Center
] FAE
[ Gentrce

£ Lebl

5 Lab2
RD

] Networks
[} Notifxations "
= 0 Renel T e

] admin fH£:192.. x: 9.
5] edmin - 14£:192... ] " L]
5] admin :ffff:192.... e — e
5] admin #1192 192168140142 R 2.7 ibps
] admin ::ffff:192. . > e
[ dude ffff:152.1...

1 Probes vi

~

Rx 32 1 I\bps

/ 192.168.10.99
M

aew  Tx: 0 bps

Rx: 32.7 kbps
Tx: 992 kbps Tx: D

Chient: 1 4.13 kbps/ tx 353 bps Sexver. 1x 0 bps /tx 0 bps connecied
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HRlRH160ZEAENEM https://mikrotik.com/products

& I
Mikror ik

Home About Buy Jobs Hardware Software Support Trair

Product categories

All products
Ethernet routers
Switches
Wireless systems

Wireless for home and office

LTE products S ——

Data over Powerlines

loT products

RouterBOARD
Enclosures
Interfaces
vl [
Accessories

Antennas

CCR1009-7G-1C-PC

7x Gigabit Ethernet, 1x Combo port (SFP or Gigabit Ethernet), 9 5
cores X 1GHz CPU, 1GB RAM, passive cooling case, RouterOS
L6

CCR1009-7G-1C-15+PC

7x Gigabit Ethernet, 1x Combo port (SFP or Gigabit Ethernet),
1xSFP+ cage, 9 cores x 1GHz CPU, 2GB RAM, LCD panel,
passive cooling desktop enclosure, SmartCard slot, RouterOS
L6, PSU

&

CCR1009-7G-1C-15+

1U rackmount, 7x Gigabit Ethernet, 1x Combo port (SFP or
Gigabit Ethernet), 1xSFP+ cage, 9 cores x 1.2GHz CPU, 2GB
RAM, LCD panel, Dual Power supplies, SmartCard slot,
RouterOS L6

&
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MikroTik RouterOS™ 2 —E S IKHzs 24 -

o1& —ARPCEiMikroTik RouterBOARD ™ i §2 4% gk B2 FF

RouterOS EZEIINEEMF

Firewall & NAT (E&32EHl).

Routing (RIP, OSPF, BGP, RIPng, OSPF V3)
VPN & Tunnel (EolP, PPTP, L2TP, PPPOE,
SSTP, OpenVPN)

Wireless (802.11 a/b/g/n/ac, 2.4/5Ghz)

DHCP -~ Hotspot ~ Radius (F Plme )

QoS & Bandwidth limiter (J8 = &)

Proxy (Web Proxy)

Tools (Torch, MAC-Ping, MRTG, Packet Sniffer)




RouterOS—fixhRHVERRS IR 1
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< RouterOS— iz hRRVEXR B IR HES R 7 X Level O0~6

A 0 (FAAER) 1 (RERER) 3 (WISP CPE) 4 (WISP) 5 (WISP) 6 (Controller)
B mEis EE R B RERHE $45% 7T $95% 7T $2503=7t
YRR ESZ IR - - - 15 H 30 H 30 H
Wireless AP A 24/ % - - <18 <1z <18
Wireless Client & Bridge Al 24/ )\ - %1% <& > & %1%
RIP, OSPF, BGP #3 %€ il FH24/)\BF - &%) ~iE <& <&
EolP tunnels A 24/ 0\ 1 PR PR PR PR
PPPoOE tunnels Al FB 24/ B 1 200 200 500 PR
PPTP tunnels Al 324/ B 1 200 200 500 PR
L2TP tunnels Al 24/ B 1 200 200 500 APR
OVPN tunnels Al 24/ M\BS 1 200 200 ABR AR
VLAN 7T H A 24/ )\B5 1 N PR AR PR
HotSpot 4R _t & FA &Rl Al 24/ )\BF 1 1 200 500 APBR
RADIUS & Flis il FH24/)\BF - <1 ~ i <1z <&
Queues 75l il FH24/)\BF 1 AR PR AR PR
Web proxy# & {1 a1 FH24/ NS - < 1& x 1% <& < 1%
User manager il 324/ )\ 1 10 20 50 AR
& ENsession ]
KVM guests#l= it 1 APBR PR AR N

(*) - BGPIIEEEE R EERIFE#AIRouterBOARDY - HNEMBERES

AL E SRR BT BEEBBGPIIEE °



MikroTik RouterOS CHRIE Bt 1% hR 2 15 #

CHR(Cloud Hosted Router) RAERES R 7D AL IUK:

<+ Free %2 &

<+ pl (perpetual-1) $453=7T

< pl10 (perpetual-10) $953=7T

< p-unlimited (perpetual-unlimited) $2503=7t

REFR 8 % 2 [ PR %1 {B18(5=mT)

Free 1Mbit RE
P1 1Gbit $45
P10 10Gbit $95

P-Unlimited PR $250
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RouterOS#BIGNS3 1EEtz3 712

ENTRICE
:ﬁéﬂﬁﬁﬁnﬂ%

GNS3 8% "Graphical Network
Simulator., E—mEAEEER VS
t5htzs - 0JEBEERAIRouterflSwitchk
I B AR RAEIRIE -

GNS3 2B R 2IER K .

“ GNS3-all-in-one software (GUI)
ZENRAEEPC(Windows, MAC, Linux)
“*The GNS3 virtual machine (VM)
J3EiVMServer

GNS3’




RouterOS#ZHBGNS3 15E#tzs 712

ENTRICE

[FFHGNS3HYEES :
- =
<+ FHiREEE (Open Source)
SEEHEGFERE(License)

> ER KBS ERE(FRIEESFHRCPUKIERE)
vEI]H—:(ReaI time) B 515
SIEBIERANZENIERERBRESE
MI‘EI%E**@HE%Q%E&&UJ

& B 8 A IS L =

<+ GNS3E e 0] LUEZSME B B VA i
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GNS3 f§i%8Packet Tracertbi 403 P

Cisco Packet Tracer

< IERE RS (FHE5E ML 4 15 22 B Bl & K 51
<+ B ENIGIEAFRERESOpen source

< HEEtEEICisco HEAZIEHMERER -

S AZIEE D ERIERTREIETE -

< HAIRIMEASERBEZESERNBREELING -

+ AZEMac0S
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Zlg FE(IE
https://github.com/GNS3/gns3-qui/releases
U TN ERWindows WRAZEE 6 - 5t F GNS3-x.x.x-all-in-one.exe

I‘I

®|GN53-2.2.1 2-all-in-one.exe | 84.9 MB
P GNS3-2.2.12-all-in-one.exe.sha256 93 Bytes
@ GNS3-2.2.12.dmg 73.6 MB
) GNS3-2.2.12.dmg.sha256 82 Bytes
P GNS3-2.2.12.source.zip 15.4 MB
@ GNS3-2.2.12.source.zip.sha256 89 Bytes
) GNS3.VM.Hyper-V.2.2.12.zip 735 MB
P GNS3.VM.Hyper-V.2.2.12.zip.sha256 93 Bytes
@ GNS3.VM.KVM.2.2.12.zip 655 MB
@ GNS3VM.KVM.2.2.12.zip.sha256 89 Bytes
@ GNS3.VMVirtualBox.2.2.12.zip 664 MB
@ GNS3.VMVirtualBox.2.2.12.zip.sha256 96 Bytes
@ GNS3VMVMware.ESXI.2.2.12.zip 709 MB
@ GNS3.VM.YMware.ESXI.2.2.12.zip.sha256 97 Bytes
@ GNS3.VMVMware Workstation.2.2.12.zip 709 MB
) GNS3.VM.VMware Workstation.2.2.12.zip.sha256 104 Bytes

[?) source code (zip)

[7) source code (tar.gz)


https://github.com/GNS3/gns3-gui/releases
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& MikroTik CHR(Cloud Hosted Router) image

a1t : http://www.mikrotik.com/download
%%l CHR-> Raw disk image->stable T &

Cloud Hosted Router

6.45.9 (Long-term) 6.47.1 (Stable) 6.48beta12 (Testing)

Images wmdk, vhd
Main package
VHDX image
VMDK image
VDI image
OVA template = =
Raw disk image =l =
Extra packages =l =
The Dude server =l =i
The Dude client =l =i
Changelog
Checksum
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S M ITELS

€ GNS3 2.2.12 Setup — Py

€ GNS3 2.2.12 Setup -

License Agreement
Welcome 1o GNS3 2.2.12 SETUP Please review the license terms before installing GHS3 2.2.12.

Press Page Down ko see the rest of the agreement.,
Setup will quide waou through the installation of GNS3 2,212,

| U GEMERAL PUBLIC LICERNSE ”
It is recommended that you close all other applications Version 3, 29 June 2007
before starting Setup. This will make it possible to update
relevant system files without having to reboot your Copyright (C) 2007 Free Software Foundation, Inc, <htkpef/Fsf.org)=
computer. Everyone is permitted to copy and distribute verbatim copies

i ) af this license document, buk changing it is nok allowed,
Click, Mext bo conkinue.,

Preamble

The GMU General Public License is a free, copyleft license for
software and other kinds of works, W

If wou accept the terms of the agreement, click I Agree ko continue, You musk accept the
agreement to inskall GHSS 2,2.12,

GMN33 2.2, 12 installer

< Back, ‘ Cancel

Mext = Cancel
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€ GNS3 2.2.12 Setup

Choose Start Menu Folder

Zhoose a Start Menu Folder for the GNS3 2,2,12 shorkeuts,

Ly

Select the Start Menu Folder in which you would like o create the program's shorbcuks, Yoo

can also enkter a name to create a new folder,

7-Zip
Accessibility

ACcessories

Administrative Tools

Cisco

D-Link SmartConsole Ukiliky
evebBeam

FileZilla FTP Client

ik

Image Writer

Java

Jeplorer

aMa3 2,212 installer

% Back

Cancel

€ GNS3 2.2.12 Setup

Choose Components

Choose which features of GNS3 2.2.12 you wankt tainstall,

Check the compaonents you want ba inskall and uncheck the components ywaou don't wank ko

inskall, Click Mext bo continue,

Select the type of install:

Qr, select the optional
components wau wish to
install;

Space required: 307.8 MB

ahga 2.2, 12 installer

Local installation

o

e MAWC Runtime 2017

Descripkion
Position your mouse

GMNS3 Desktop aver a campanent fo
- [] GNS3 WebClient see its description,
-] GNS3 M
el v | Tools
< Back E ancel
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@ GNS3 2,212 Setup — ¥ @ GNS3 2,212 Setup -

Installing
Please wait while GM53 2.2, 12 is being install=d,

Choose Install Location
Zhoose the Folder in which ko inskall GMNS3 2,2.12,

Sekup will inskall GMS3 2.2.12 in the Following Folder. Tao install in a different Folder, dick Extract: user.svwq

Browse and select another folder, Click Next bo continue, _

CxLraLL; SLui, =w A
Extract: server-cluster,swg
Exkract: server.svg
Exkract: square,svg
Exkract: statiskics,svg
Destination Folder Extract: storage.svg
C:\Program FilesiGHSS Browse. .. Extract: switch.svg
Extract: switch_muolkilaver,svg
Extract: kablet.swg
Space required: 3078 MB Extract: kree,svg
Space available: 19.5 GE b
GMS3 2.2.12 installer EM53 2,2, 12 installer

< Back Cancel < Back iZancel
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B % 5

ENTRICE

4= ri= Y4
S HITEE
€ GNS3 2.2.12 Setup —

Inztallation Complete
Setup was completed successfully,

Completed

Cutput Folder: C:\Program FilesyGHS3hcpulinmit

Inskalling TightYrC Yiewer 2.7.10

oukput Folder: CriProgram FilesiGss

Extrack: bvnviewer . exe

Cutput Folder: C\Program Filesy GRS

Create shortouks CrProgrambatal Mickosoftiwindowsi Skark MenulProgramsiGrSai, .
iCreate shortouks CriProgrambatalMicrosoftiwindows) Skart Menu\ProgramsiGrEEUn, ..
Created uninstaller: C\Program FilesiGhS3 Uninskall, exe

Extract: cygeinl . dll ~

Completed -

EMS3 2.2, 12 installer

= Back, Cancel

€ GNS3 2.2.12 Setup

Completing GNS3 2.2.12 Setup

GMN5S3 2.2.12 has been installed on your compuker,

Click, Finish ta close Setup,

Start GMNS3

< Back. I Finish

Zancel
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.. . ENTRICE
GNS3 #iiZRouterOS img %ﬁﬁnﬂ%

+ R EIGNS31& - BFIFEEZLE (FRouterOS (&5
+*GNS3->Edit->Preferences

€ demo- staw]GNS.’:
File iew Control Node Annotate JTools Help

Select all Ctrl+A o ‘
|
Select none Ctrl+Shift+A ——J

(© Manage snapshots

Preferences... Ctrl+Shift+P




P - ENTRICE
GNS3 #fi&RouterOS img @Hﬁﬂ%

@ Preferences ? 5
General * |QEMU preferences
Server
GNS3 VM Local settings
PaFkEI.t capture v | Enable hardware acceleration (KVM/HAXM)
= Built-in

Require hardware acceleration (KVM/HAXM) |

Ethernet hubs
Ethernet switch...
Cloud nodes
- VPCS
VPCS nodes 4
~ Dynamips
I0S routers
= [0S on UNIX
10U Devices

Qemu VMs

- VirtualBox
VirtualBox VMs

- VMware Restore defaults
VMware VMs

~ Docker - OK Cancel




ENTRICE

GNS3 #iZRouterOS img AR

@ Preferences ? b

General |Qemu VM templates
Server

GNS3I VM
Packet capture
= Built-in
Ethernet hubs
Ethernet switches
Cloud nodes
- VPCS
VPCS nodes
~ Dynamips
10S routers
= 10S on UNIX
10U Devices a
~ QEMU /
VirtualBox VMs
- VMware 5
VMware VMs L

~ Docker New
Docker containers 4 r

Canc




GNS3 #iZRouterOS img

1ENTRICE
fE 347 3 7

€ MNew QEMU VM template

QEMII VM name
Please choose a descriptive name for your new OEMIT virmal maching,

6
Mame; JCHE| f

This i5 a legacy A5A VM

o

e |

Cancel

€ Mew QEMU VM template

CQEMIJ binary and memory

Please check the Qemn hingry is comrectly set and the virual machine has enough memory to work,

Qemu binary: | C:\Program FilesWGNS 3gemn-3, 1. 0hgemu-system-xi6_6dw exe

RAM: | 256 MB

< Back

\

. [




GNS3 #iZRouterOS img

ENTRICE

€ New QEMU WM template ? X @ New QEMU VM template
Console type _ R Disk image
Please choose the console type. Telnet will connect 1o the serial consols of the machine. VNG will connect to Please choose a base disk image for vour virtual machine.

graphical output of the machine,

o~ ' H

Note: You don't need to install anything on the VM itself. Diisk image (hda): |C:\Users\Kasper\GNS 3\images\QEMI \chr-6.47. L img

/10

<Back [ New> ]| Concal

< Back

Brovwrse...

Create

/12

|

(Cancel




GNS3 #iZRouterOS img

ENTFl ICE

N SO

7 7 & A

@ Preferences

General
Server
GNS3I VM
Packet capture
~ Built-in
Ethernet hubs
Ethernet switches
Cloud nodes
~VPCS
VPCS nodes
~ Dynamips
10S routers
-~ 10S on UNIX
10U Devices
- QEMU

~ VirtualBox
VirtualBox VMs

- VMware
VMware VMs

~ Docker
Docker containers

[Qemu VM templates

= General
Template name:
Template 1D:

Default name format:

Server:
Console type:
Auto start console:
CPUs:
Memoary:
Linked base WVM:
GQEMU binary:
+ Hard disks
Disk image (hda):
Disk interface (hda):
~ Metwork
Adapters:
Mame format:
Type:
+ Optimizations
CPU throttling:
Frocess priority:
- Additional options

MNew

|

€ QEMU WM template configuration ? *
CHR General settings HDD CODVD MNetwark Advanced Usage
nane
[namea}-[0} Adapters: al 5 | =
Kaspermac 1 4
Ve First port name;
False )
1 Mame format; Ethernet{(]}
256 MB Sepment size: ] =
True
gemu-system-x86_6dw.exe Base MAC: | e e
ChUsers\KaspenGMNS3yimages\QEMLY Type: Intel Gigabit Ethernet (2 1000) -
ide
Custom adapters: Configure custom adapters
1 v | Replicate network connection states in Qemu
Ethernet{0} .
e1000 1lse the legacy networking mode
disabled 1 3
narmal /
Copy | Edit | Delete

OK



GNS3 #iZRouterOS img

ENTFl ICE

N SO

7 7 & A

@ Preferences

General
Server
GNS3I VM
Packet capture
~ Built-in
Ethernet hubs
Ethernet switches
Cloud nodes
~VPCS
VPCS nodes
~ Dynamips
10S routers
-~ 10S on UNIX
10U Devices
- QEMU

~ VirtualBox
VirtualBox VMs

- VMware
VMware VMs

~ Docker
Docker containers

[Qemu VM templates

= General
Template name:
Template 1D:

Default name format:

Server:
Console type:
Auto start console:
CPUs:
Memoary:
Linked base WVM:
GQEMU binary:
+ Hard disks
Disk image (hda):
Disk interface (hda):
~ Metwork
Adapters:
Mame format:
Type:
+ Optimizations
CPU throttling:
Frocess priority:
- Additional options

MNew

|

€ QEMU WM template configuration ? *
CHR General settings HDD CODVD MNetwark Advanced Usage
nane
[namea}-[0} Adapters: al 5 | =
Kaspermac 1 4
Ve First port name;
False )
1 Mame format; Ethernet{(]}
256 MB Sepment size: ] =
True
gemu-system-x86_6dw.exe Base MAC: | e e
ChUsers\KaspenGMNS3yimages\QEMLY Type: Intel Gigabit Ethernet (2 1000) -
ide
Custom adapters: Configure custom adapters
1 v | Replicate network connection states in Qemu
Ethernet{0} .
e1000 1lse the legacy networking mode
disabled 1 3
narmal /
Copy | Edit | Delete

OK
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€ untitled - GNS3 - O *
File Edit Wiew Control MNode Annotate Tools Help

B O "HC Pmio AREEE

All devices =

|I | € Node properties ? 5%
Clondl
.:)C ATM switch : |

'Cloud] configuration

g [EH

«‘ I Cloud I

P Ethernet hub

| Ethemnet interfaces | TAP intesfaces UDP tunnels Misc,

| ZAsmes 3 - Aal_aw ][ adan |[ Refewn |[  Dele |
Z ARG 8

>_ Consale

FZ Custom console
@ma® Ethernet switch

0 Frame Relay switch
MAT

& E vpes RouterOS(

=)

<

[ Change hostname
# Change symbol
Duplicate

Lo

Show node information
Show in file manager
Bring to front

Raise one layer

Wi @04

Lower ane layer
& Lockitem

[£] Delete

Show special Ethemet interfaces

| Resst | I ok ||  Camcal || aply || Help |

+New template 4

£ 1 error 2 warnings
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++ 1ty OO S| ==k E_NTF":E
RouterOS 1% #tz3 815 Rovienss

8 demo-20200825 - GMNS3 - O =
File Edit Wiew Control Annotate Tools Help
\ — ---I - ’
B O >_ =[] . [O]

All templates (] “ Topology Summary e

G | Filter | Node Console
. Cloud] b0 Cloudl none
ATM switch p B3 PCH telnet localhost:5002

b ) RouterOSCHR vne localhost:5901

W CHR
ﬁ- Cloud

aa® Ethernet hub

192.168.137.1/24

aa¥ Ethernet switch

Q H Frame Relay switch
MNAT

192.168.137.2/24

| °c)

Q& B vecs Servers Summary ®
g 0 — RouterOSCHE. PO b £ Kaspermac CPU 86.0%, RAM 84.7%
( >. +New template 4 b
Console ()
Copyright (c) 2006-2020 GNS3 Technologies., -

Use Help -= GNS53 Doctor to detect common issues.

==
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RouterOS ERERAEELT :
+*Web

 SSH

“+ Telnet

*WinBox

% MikroTik mobile app

“* QuickSet




RouterOS £ FHWebE4R

: ENTFIICE%'

sWebZE A
T EiFEER{E IP: 192. 168 88 1 PR3E :

® ® < i ) 192.168.88.1

iy =)
RouterOS router configuration page e

MikroTik
RouterOS v6.46.3

You have connected to a router. Administrative access only. If this device is not in your
possession, please contact your local network administrator.

WebFig Login:
Login: iadmin l | Login |
Password: [ J

SdAm

Wnbox Telnet Graphs Lloe nse Help

© mikrotik

admin 1§ : Z=



http://192.168.88.1/

RouterOS {EFHSSH

ENTRICE

<+ SSH
N

B

#R PuUTTY Configuration

Category
-1 Session

Logang

Teminal
Keyboard
Bell
Features

Window
Appearance
Behaviour
Translation
Selection
Colours

Connection
Data
Proxy
Telnet
Rlogin

+- SSH
Seral

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) _ Port
192.168.88.1 |22

Connection type:

(ORaw O Telnet (O Rlogn ) Serial

Load, save or delete a stored session

Saved Sessions
Default Settings Load
Save
Delete

Close window on exit

(O Aways (O Never (® Only on clean exit

Cancel

MMH

MMMH

MMMH

MMM MMHMM

MMH
MMH
MMH

MM

MikroTik

[71

comnmand

[Tab]

~

[71

scommand

[

B

TTTTTTTTITTT
TTTTTTTTITTT
TTT
TTT
TTT
TTT

KKK

KKK

KKK KKK
KEKEKEKE
KKK KKK
KKK KKK

MMM KKK

KKK

KEE EKEK
KEEKEKK
KEE KEEK

KEE EKEK

IT1
IT1
IT1
IT1

MMM
MMM
MMM
MMM

ITI
ITI
ITI
ITI

RERRRR oooDoo
RER RRR 000 o000
RERRRR ooo ooo
RER RRR oooDoo
Router0d3 6.47.1 (c) 1999-Z0Z208 http: s wwuw.nikrotik.con~
Gives the list of available commands

Gives help on the command and list of arguments

Completes the command-word. If the input i= ambiguous,
a zecond [Tabl gives possible options

Move up to base level
Move up one level
Uze command at the base level


http://www.putty.org/

RouterOS {EFHSSH

ENTRICE

+*Telnet

N

B

ﬁ PuTTY Configuration

Category:
Session
Logging
Terminal
Keyboard
Bell
Features
Window
Appearance
Behaviour
Translation
+Selection
Colours
Connection
Data
Prosy
Telnet
Rlogin
+/SSH
Serial

About Help

Basic options for your PuTTY session

Specify the destination you want to connect fo

Hast Name {or IP address) Port
192,168.88.1| 23
Conneclion

(O Raw |® Telnet JO) Rlogin () SSH () Serial
Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Clase window on exit:
) Abways () Never (@) Only on clean exit

Open Cancel

MMM

MMMHM
MMM MMHMM
MMM HMH

MMM
MMM

MikroTik

[71

command [7]

[Tab]l

F

sCcomnmand

[

0

MMH

MMMHM

MMH
MMH
MMH
MMH

Router03 6.47.1 (c) 1993-Z2820

ITI
ITI
ITI
ITI

Gives the list

Completes the command-word.

KKK

KKK

KEE KKK
KEEEE
KEE KKK
KEE KKK

RRRRRR
RRR RER
RRRRRR
RRR RER

oooooo
ooo  00o
ooo  00o

oooooo

TTTTTTTITTT
TTTTTTTITTT
TTT
TTT
TTT
TTT

I11
I11
I11
I11

KEEK

KEEK

KEE EKEK
KEEEKE
KEE KEK
KEE EKEK

http:rrwww.mikrotik.comn~

of available commands
Givesz help on the command and list of arguments

Move up to base level
Move up one level
Uze command at the base level

If the

input iz ambiguous,
a zecond [Tabl] gives possible options
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RouterOS {EFAWinBoXxiE#R

New

ENTRICE

Telecom Era

## &5 5H

+WinBox&EIETH
http://www.mikrotik.com/download

O winBox v3.24 (Addresses)
File Tools
Contert Toe | (LS At el
Login:
Pasaword:
Sesslon; | <owms
Mote: | MitaraTik
Caroup;

RoMON Agent;
Add/Set

Mataged Meighbors
T | Refresh

MAC Address IF Address
DB TTEA M LTAETY]

&
1 item (1 zelected)

#* | Browse...

*

>

Cennect To RebON

Tdentity
MikroTik

v | Keep Pasawond

O

X

¥ Alfreave Sezaion
Crpen In New Windows

—:

ind all

Version
47,1 (stable)

*



http://www.mikrotik.com/download

RouterOS {FAMikroTik 1TE]APP ﬁgf;;fme%

JJJJJ

< 0J3%E#BEMikroTik 1TEIAPPEIE 245

< TIEANdroidfliOSIE(E £ 4 - %:“"f

#  Download on the

@ App Store
»iOS T H

MikroTik

P GET IT ON

¥ Google Play

< Android FTEH{S



https://apps.apple.com/app/id1323064830
https://play.google.com/store/apps/details?id=com.mikrotik.android.tikapp

ENTRICE

RouterOS {#FMikroTik 1TEIAPP RerTucon s

12:33 & 12:33 %
hAP ac lite <& BACK <&  BACK Safe Mode .
'\k Router ID: a952
— Router0S: 6.43.3 (stable) Interface Ad d
M/KrOl lk Model: RB952U-5ac2nD vVance
v1.0.0 Interfaces (9 items) S e _t tl n g S
*~*  Quick setup e bridge e
/" Configure your device in a few simple steps [yFe: Bridge
LOG IN SAVED DISCOVER MR CAPsSMAN
etherl
CPU % ) ) ° Type: Ethernet ¢
Memory  23.9 MiB/64.0 MiB mE = Wirel >
Uptime 14d 23:05:11 - eless
192.168.88.1
ether2
e Type: Ethernet Q I
- Internet ms == |nterfaces >
: Available on ether?, ether2
IP: 10.55.8.241,192.168.88.1, 192.168.88.54
Type: Ethernet Q
mXS CE PPP >
Interface ~ Download ~ Upload
ether 23.4 Kbps 251.0 Kbps o _
Type; Eth :
Keep password ether2 8.6 Kbps 2.6 Kbps :Ef e Q 2 Switeh >
_ _ ether1 Download: 23 kbps Upload: 251 kbps ethers ¢
SAVE CONNECT e Type: Ethernet :
977 kbps :g gi Brldge ?
FE1 kbps
586 kbps 2.4 GHz Wireless
391 kbps
195 kbps ° wian' h ) N Mesh
0 bps Type: Wireless (Atheros AR9300)
W Tc W Rx m
. -
o5 GHz Wireless
wlan? ol

New software is available!
Current: 6.43.3 New: 6.43.5

o 1. Ethernet
o= |nterface <G ether?

>)




ENTRICE




ENTRICE

OO0

B % 5

RouterOS New Terminal /743

1 CAPshAAN
| Interfaces
3 Wireless
‘““ -, Bridge
.g‘;] BER
== Switch
“a Mesh
lzzs) [P F

MM Jululil FEK TITTTTTITIT FEK
w5l |PwE I MMM M FIE TTTTTTTITIT FEEK
O MPLS I MM MMM MMM IIT EEE EEE FREREERR oooooo g b IIT EEE
. DpenFlow MM MM MMM III  ERREK FER RRE 000 000 TTT III FEE
4 Routing KK
- MM MMM III EEEKE EEE  RERRER ooo ooo LR IIT EEE
=0 System | pw
QQueues Mmm MMM IIT EEE EEE FER ERER oooooo TTT ITT EEE
—— FF¥E
[ Files
] Log MikroTik Router03 6.37.1 (c) 1999-2016 http: A nikrotik. com
M Radius
A Toals [~ 1[2] Gives the list of awvailable commands
NewTermina! comnmatd [ 2] Gives help on the command and list of arcquments
i?_;JMetaROUTER [Tab] Completes the command/word. If the input is awbigquous,
#& Pariition a second [Tab] giwes possible options
&
l_c',;MakE Supout.rif |/ Mowe up to base lewel
QManual . Move up one level
= /ocommarnd Use command at the base lewvel
9 NewWinBox  |[adwin@Mikrotik] >




RouterOS 5%

EEF41FF1H:EE

<+ BBV 254E, fldl : /ip route

[admin@MikroTik] > ip route

[admin@MikroTik] ip route> print

Flags: X - disabled, A - active, D - dynamic,

C - connect, S - static, r - rip, b - bgp, o - ospf, m - mme,
B - blackhole, U - unreachable, P - prohibit

# DST-ADDRESS PREF-5RC G GATEWAY
@AS 0.0.0.0/0 r 10.0.3.1
1 ADC 1.0.1.8/24 1.0.1.1

2 ADC 1.0.2.8/24 1.0.2.1

3 ADC 10.0.3.08/24 10.08.3.144

4 ADC 10.10.10.0/24 16.10.10.1

[admin@MikroTik] ip route>

o (O F_E: r..J

[admin@MikroTik] ip route> ..
[admin@MikroTik] ip=

< [O]1R B §F : r‘/'J

[admin@MikroTik] ip route= /
[admin@MikroTik] =

4

INTE...
bridgel
bridgel
ether3
bridgel
wlanl



L HENTRICE
RouterOS 1§55 JEgest

»ZFA[TAB]IETR

[admin@MikroTik] = interface set e[Tab]_
[admin@MikroTik] = interface set ether[Tab]_
[admin@MikroTik] = interface set ether([Tab]_

etherl ether5
[admin@MikroTik] = interface set ether_

< R ETIEE
[admin@MikroTik] > pi 108.1 ¢ 3 si 100
=N

[admin@MikroTik] = ping 10.0.0.1 count 3 size 100




TN HENTRICE
IQUE)ljitGEI‘(:'E; EfEi':? BB =

(N — = AN
R MHIET-

add, edit, find, move, print, remove, set

[admin@MikroTik] > interface print
Flags: X - disabled, D - dynamic, R - running

1

# NAME TYPE MTU
@ R etherl ether 1500
1 R ether2 ether 1580
2 R ether3 ether 1500
3 R etherd ether 1580

[admin@MikroTik] = interface set ©,1,2 mtu=1460
[admin@MikroTik] = interface print
Flags: X — disabled, D - dynamic, R - running

# NAME TYPE MTU
B R etherl ether 1460
1 R ether2 ether 1460
2 R ether3 ether 1460
3 R etherd ether 1580

[admin@MikroTik] =



e s ENTRICE
RouterOS B E1EHE G eyl ;ﬁ(%

<+ /system backup save name=7F1E1E &

[admin@MikraoTik] > /S=zvstem backup =save name=20200825-CHE
Saving svstem configuration
Configquration backup saved

Syatem E E
8 Crees T i@ | Backup | Restere || Upload.. Find
B File: File Mame Tyme Size Creation Time -
Log 8 skins directory Ang/18IH) 03:25:57
24 RADILS B pub directery A TRFHIE) (43000
&' - — antcaupontrf Jif file X RB Ang/TRNIN) 09,4331

% DotlX Name: | M00825-CHE] | & Backup
@ Password: b e
s | Make Supout.rif g . T —
! A Heryiion: |aes-sha2ss *

' el 45% fi
@'Hﬁw WinBox Don't Encrypt 5% free
=1 — .




ENTRICE

v Telecom Era

7 7 & A

RouterOS :xEEHE M

< /system backup load name=F1E1E &

[admin@MikroTik] > Saystem backup load name=20200825-CHE.backup
passwords:

Fastore atd reboot? [y/N]:

Fesztoring system configuration

System configuration restored, rebooting now

oyatemn |E|£|
R s w T [} B  Backup | Restore | Tipload.. Find
Bl Filc: File Mame £ Tvpe Size Creation Time -
Log - NENS-CHE backap backup A KB Angl 182020 1k03:51
— i | antosnpout fif 1if file 4027 KiB Ang 18372000 004331
@& RADIUS 1 pub directory Augf18/2020 09:43:00
2, Toalz (3 zkdins directory Angl182020 05:25:57
B Mewr Terminal ]k Restore
% DotlX _ :
@ File Name: | 20200623-CHR.backup OK Backup File; |20200825-CHR backup | %] | &
Type: back 1
#| Make Supout.rif ETH; = | Remove *
@Hﬁw WinBox Creation Time: | Aug/ IS0 10.03:51 Restore
— .
8 Eit

Do you want to restore comfiguration and reboot?

[Fes] Mo
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ENTRICE

RouterOS &R L

i3

EESIEE

/system reset-configuration

[acminBM1kroTik]
=l Auto Upgrade
MEFLS Certificates
& Routing Clock
Syelem Console
R ees Dhsks
B Files Heaith
Log Hiztory
- .
& RADIS Tdentity
#, Toalz LEDk
B Mewr Terminal License
@ e Mote
| Make Supont.rif Parkages
! Pannal Fasswrord
@' Mewr WinBox Poots
i‘ Bxit Fetont

Rezet Coofipuration
Resonrces
Erater B R

CRTTT 7Hlo—d

-

Eun

Adter Reset;

_ reseb-configuration
Dangerous ! Reset anyway? [voHN] :

Keep [eer Confipntation

CAPS Maode

Mo Defanlt Confipurati on

Do Mot Baclarp

Rezet Comfiguration

Caneel
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7 7 & A

RouterOS {FHEZSE B R AA

1% N, %J‘ E% .‘..,“ ];E%

[:.;.;EmikroTik] =
old-password:
new-password:

. /password

[ras swWord

Frr ook

—_ R - - - e i e - o

confirm-new-password:
e System AZato Upgrade sex L [=1E3
B Crcues Cextificates Users Groupe SSH Keys SSH Private Keys  Active Users
i Gk CEIGEIEh Find
o _ Qnsole | Name Group Allowed Address Last Logged In v
&7 RADIUS Disks SR =
# Todls Health admin  full | Ang/18/2000 10:17:
BN New Termind  History :
% DotlX Tdentity Name: ‘admin OK |||  NewPassword:
@Du.dz ; LED: Group: full ¥ | Came | || Confirm Password: [ Cancel J
E?&:‘j‘w“mf m Allowed Address: | v Avoly | Aoty |
@New WinBox Note Last Logged In: |Aug/18/2020 1{:17:19  Disable. 7[
I e Parkages Comment |

Password _Copy |

Ports Remove [

Reboot Passypord... |

Rezet Configuration e

Resources

RouterBOARD

SNTP Client

Scheduler

Scripts

Shutdown

Special Login

UFS

Users

Watchdog
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< RouterOS EHRAEIE

Archive

Long term

Stable

Beta
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RouterOS EAXERE :
+IP Address

+ Default Gateway
+*DNS

+*DHCP Server
*NTP Client
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Ql:uMu{EHIETRE F3llE?

+IP -> Address

<+ IP -> Route

“IP-> DNS

+IP-> DHCP Server

< System -> SNTP Client

< System -> Packages

< System -> Routerboard

Q2:UN{I:2EIF;ZHIDHCP Server [ ?
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Lab: Static Route [rgest

SW2

192.168.20.0/24

192.168.20.254

3 192.168.20.1
PC1 as) 192.168.10.254

10.0.0.2 b» 10.0.1.1

10.0.0.0/24 10.0.1.0/24
192.168.10.1 1.(_).'_0'1'2 100168301 192168.30.0/24
- - - ; Rt ~ " " // sw3
192.168/10.0/24
192.168.10.253
o BB

Cloud 1

PC4 192.168.30.254

A

192.168.40.254 192.168.40.0/24
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Lab1: Static Route # %I #i P

“FBl N

+*QRCODE E



https://0rz.tw/6Ea5v

Labl: Static Route

<+ R1
/ip address
add address=192.168.10.1/24 interface=ether3

add address=10.0.0.1/24 interface=etherl
add address=10.0.3.2/24 interface=ether2

/ip route

add distance=1 dst-address=192.168.20.0/24 gateway=10.0.0.2
add distance=1 dst-address=192.168.30.0/24 gateway=10.0.0.2
add distance=1 dst-address=192.168.40.0/24 gateway=10.0.3.1

% R2

/ip address

add address=192.168.20.1/24 interface=ether3
add address=10.0.1.1/24 interface=etherl

add address=10.0.0.2/24 interface=ether2

/ip route

add distance=1 dst-address=192.168.10.0/24 gateway=10.0.0.1
add distance=1 dst-address=192.168.30.0/24 gateway=10.0.1.2
add distance=1 dst-address=192.168.40.0/24 gateway=10.0.1.2

_ ENTRICE
£H i = 57
<+ R3

/ip address

add address=192.168.30.1/24 interface=ether3

add address=10.0.1.2/24 interface=ether?2

add address=10.0.2.1/24 interface=etherl

/ip route

add distance=1 dst-address=192.168.10.0/24 gateway=10.0.1.1
add distance=1 dst-address=192.168.20.0/24 gateway=10.0.1.1
add distance=1 dst-address=192.168.40.0/24 gateway=10.0.2.2

+ R4

/ip address

add address=192.168.40.1/24 interface=ether3
add address=10.0.2.2/24 interface=ether2

add address=10.0.3.1/24 interface=etherl

/ip route

add distance=1 dst-address=192.168.10.0/24 gateway=10.0.3.2
add distance=1 dst-address=192.168.20.0/24 gateway=10.0.3.2
add distance=1 dst-address=192.168.30.0/24 gateway=10.0.2.1
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S B 209 - MERBMAC Addressme...

< TEfE - Switch& kR FRJACL

< 0HE : Bridge/TH_LAJACL




RouterOS L XiGgEEAENE?

5B &

ENTRICE

=<

gt

“Layer2 FhXik
® Bridge — Filter
® Switch — Rule = Access List & EAt

+Layer3 (KL L)HI IPvAPs Xi&

® IP — Firewall
® [P — Web Proxy

+Layer3 FiXi& IPv6

® [Pv6 — Firewall
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L3 PXKiBHERFEERRHT (table ) - ## ( chain ) F1FREI
(rule) #HRB

TABLE 1 TABLE 2 TABLE 3

Chain 1 Chain 1 Chain 1

~ ~ ~ ~
=) Rule 1 =) Rule 1 ) Rule 1
=) Rule 2 =) Rule 2 =) Rule 2
=) Rule 3 =) Rule 3 =) Rule 3

g . - \_

Chain 2 Chain 2 Chain 2

— ~ ~ ~
=) Rule 1 ) Rule 1 =) Rule 1
=) Rule 2 ) Rule 2 =) Rule 2
=) Rule 3 ) Rule 3 =) Rule 3

. A S .
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_ ENTFI ICE
%ﬁff&ﬁﬂ%

B5XKiE Filter PEF

H9=1{E:E(chain) :

< input
BEEEHREBRNMAAR
EENNE

% forward
MBI E BRI AZ
NERIET B

< output

R B ARNFERIE B[ IMBIE

prerouting

Routing

Routing

Decision

Local
Process
» input

forward >—>< postrouting

Decision




ENTRIC

RLENPh KiZiBEFilter Rules Chain: Input py e

< Chain: Input

Firewall

Fiter Fules | MAT | Mangle  Faw  Service Ports | Connections | Address Lists | Lawet7? Protocols

|l = e || 22 T | | @ recet counters || (0 Reset 1 Counters Find | gt | ®]

# | | action | Chain Src. Address | Dst. Address |Proto..|Src. Port  |Dst. Port |In. Inter...| Out. Int... In. Infer.| Out. Int...| Src. Address List | Dst. Ad..|Bytes | Packets | |
5 Establizhed connections
0 " accept inpLt 4397 8 MiB 37 762 837
i Related connections
1 o accept it 37835 KB 2237
son Dropinealid connections
2 8 orop inpLt 1933.8 KIB 32252
ssdroptelnet brute forcers
3 ® drop inpLt 6 fcp) 23 telnet_blacklist OB 0
4 E* add src to address list it =R {s]] 23 telnet_stages OE 0
g E* add sre to address list it & ftcp) 23 telnet_stage? OE 0
5] ¥ add sre to address list it B itcp) 23 telhet_stagel OB 0
7 ¥ add sre to address list it B itcp) 23 OB 0
aa I Check for welldsnown viruzes 1
g 3 jurng inpLt 2361 MIE 3985 451
o lChMP
9 @ accept inpLt 1 fic... 186 MiB 269059
sondurnp to demo chain

10 3 jurmp inpLt 2M7AMEB 3719392
oo Drop everything elze

11 8 orop inpLt 105 MiB 70137




ENTRICE

B ENBL X &R iEFilter Rules Chain: Forward Qe

<+ Chain: Forward

Fitter Fules | MAT | Mangle  Paw | Service Ports | Connections | Address Lists | Lawer? Protocols
ab ([l= | | e | 22 T | | 10 Resst Courters || 10 Feset 2 Courters |Fm|::l' | |r|:urward " $|
# | |action | Chain Src. Address | Dst. Address |Protocol | Src. Port  |Dst. Fort |, Inter...| OLE. Ift... In. Inter .. Out. Int...|Src. Address List | Dst. Ad.. Bites  |Packets | | ¥
5oy Establizhed connections
12 ¥ accept farward 0OE 1]
;o Related connections
13 & accept farward 0OE 1]
oo Drop inwvalid connections
14 4 drop farwatd 0OE 1]
s Check for welldknown virnses N1
14 3 jumnp forward 0E n
G UDP
16 ¥ accept farward 17 (udp) 0B 0
s IChP
17 o accept farware 1 (icmp) 0DE o
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B EIBL X &R iEFilter Rules Chain: Output |EFEEE

< Chain: Output

Firemsall

Fitter Rulez | WAT  Margle  Faw | Service Pots | Connections | Address Lists | Layer? Protocols

e (= | ] B2 I | | oo Reset Courters || 00 Feset Al Counters |FJ'nL:1' | ||:|utput ” il
# | |action | Chain Src. Address |Dst. Address |Proto..| Src. Port | Dst. Port | In. Inter...| Out. Int...|In. Inter..|Out. k... Src. 8. Dst. 8d.. Byles | Packets | e
44 o accept output 287558 KB 2076

1 item out of 45




ENTRIC

# Interfaces

RouterOS v6.40 (stable) Quick Set WebFig Terminal @ | B
= PPP
gi Bridge Filter Rules || NAT | Mangle ” Raw H Service Ports ” Connections ” Address Lists “ Layer7 Protocols Firewall
== Switch
°2 Mesh [Add New ] [ Reset All Counters] (an g
sl 1P
ARP 8 items
Accounting . i Dst. In. Out.
P # Action Chain Src. Address Rddress Prot... Src. Port Dst. Port Any. Port Interf... Interf.. BYtes Packets
Cloud ;;; place hotspot rules here
DHCP Client -|E|l x 0 [ passthrol unused-hs-c 0B 0
DHCP Relay ,,, defconf: masquerade
DHCP Server -lE] | x 1 = masquer: srcnat etherl |0B 0
DNS -lo] 2 = masquer: srcnat ether2  2703.5 KiB 38 484
Firewall -l D] 3 =| masquer: srcnat ether3  2338.3 KiB 32 999
Hotspot 6] 4 =] masquer: srcnat ether4  2330.4 KiB 32 856
Theae -|E] x 5 = masquer: srcnat 192.168.0.0/16 unknown | 0 B 0
Neighbors -|p] 6 = masquer: srcnat 192.168.0.0/16 6.1 MiB 31 934
Packing ;;, masquerade hotspot network
Pool -lEl | x 7 =l masquer: srcnat 192.168.0.0/16 0B 0

Routes
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Address-List HorTureans

B e e [ Filter Rules ” NAT ” Mangle ” Service Ports ” Connections l Address Lists [ Layer7 Protocols Firewall
¥4 PPP

4+ Bridge

== Switch _EI-
6 Mesh 4 items

L IP ¥

ARP 4 Name Address Timeout

Accounting [=][e] @ server 1.1.1.2

Addresses [=16] @ server R s

Cloud -lo] @ server 2 2a.da

DHCP Client ~-|p] o server 2 2.4.1.1

DHCP Relay

DHCP Server

DNS

Hotspot

IPsec

Neighbors
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v Te unmEr1

FE &

Bh K im i AR AR A5 2E Bt Connection tracking

=

...........

5 Firewall )
Fer Ruse NAT Mangle Service Pods  Comections | Address Lists  Layer7 Protocols

(=) | W] | Tmdkdng | Los

| | Src. Address / Dst. Addrass |Reply Scc. Addrass Protocol \Connecti. Connecti_ P2P  |Timeout | TCP State [ICMP Type v

1A 105820858337 6622811324829 6622811324829 6 cp) 00.04:23 estabishad -

U 101003 2005 24008 83 losph) 00:09:17 |

A 10100347445 6622811324161 6622211324161 17 i) 00:0223

A 10100351186 662281132423 652221132423 § 4cp) 00:00:05 close

A 10100351997 662281132480  ©£6228.113.24:8) § 4cp) 00:00:03 time wat

A 10100355102 £6.228.11324825) £6228.113.24829 6 4cp) 23:59:20 extablshad

A 1010035727 66.2281132422  €6228M3.2822 6 4cp) 00:00:04 close

A 1010035423 662281132421 652281132421 6 §<p) fo 00:00:05 time wat

U 6622811324 24005 224005 &3 {ospf) 00:09:24

U 662281132422 159,148 172 205:1631 158.148,172 205:1631 6 cp) 07:41:27 establshed

U 6622811324:23  159.148.172 2054566 159.148.172. 2054565 6 dcp) 06:03:50 establzhad

(U 66.228.11324:80 6124726 2431177  £1.247.26.243.1177 6 dcp) 21:53:32 estsbizhed

U 662281132480 4123855312001 412349631200 6 dcp) 06:52:43 estabishad

U 662281132480 589632684304 585624684304 6 cp) 01:43:51 estadishad

U 662281122480  41224129.14313058 41.224129,149.13058 § tcp) 12:29.52 establshed

(U 6622811224:20 125.160.169.17951... 125160169173 51566 € ¢cp) 22:27:30 establshed

U 662221132480  77.48.2352158530 77.48235.215:8530 § #cp) 05:49.42 estabizhad

U 662281132480 4123655312000  41234.55.312700 6 dcp) 065245 estabishad

U 66226M32480 1752931003265  217.52.99.170:3269 6 4¢cp) 06:17:51 establishd

U 6622811324:80 6552224750726  £5522247.50725 6 8cp) 10:42:12 establshec

(U 6622811324:8291 412332814 50087 41233 48,14:50087 6 4cp) 19:58:00 establshed

U 6622811324:8291 189.58.322351424  18952.32.236:1484 §8cp) 19:58:28 establshed

U 6622811324:8291 41.2362523552727 41236.252.35:52727 6 4cp) 15:57.35 establshad

U 6622811324:8291 1895832235478  189.58.32.236:1478 6 4¢p) 155332 astabishad

U 6622811328 24005 224008 83 (ospl) 00:09:24

A B093243214:2050 6622811324829  €5228113.248291 § cp) 06:54:20 establshed

|A  B093248214:54893 E6228.113248291 65222113.248291 € §cp) 23:57:55 establshed

[A B0.93.245 573687 E6.22B.11324:8291 ©5228113.24:8291 6 §cp) 02:08:30 establshed

;A 153.148.172.205:3160 £66.228.11324:16) £5.225.113.28.181 17 fudp) 000224

A 159.148172205:4177 662281132423 8522813423 6 dcp) 00:00:00 close

A 1591481722054336 662281132422 €522 UR 6 dcp) 00:0002 close

A 159148172205:4403 €6228.1132421  £5222113.2421 6 gcp) fp 00:00.04 close

A 159.148172205:4512 662281132480  6£6228.112.2480 6 tcp) 00:00:04 trme wat

|A 153.148.172205.4339 €6.228.11324 8251 ©6228113.24:8291 6 &cp) 23:5523 establishad

lA 193.183.117.122:42... £6.228.11324.161 £5.225.113.28.161 17 fudp) 00G.0140

|A  183.183117.122:42... 6622811324161 85223 113.28.180 17 4%0) 00:01:40 -

139 tems Max Entnes: SE304
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RouterOS vs.40 (stable)

| Filter Rules ” NAT ” Mangle ” Raw ” Service Ports ll Connections ” Address Lists || Layer7 Protocols

| Add New ]

5 items

4 Name Regexp
DNS_AAAA \x1C\x01

facebook ~.+(facebook.com).*$
qqweballow www.qq.com

-] o
- o
-] @ gqweb w.qq.com
-] @
- o

wechatweb wx.qg.com
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1B XiEtE R E Facebook ?

Q1: «0alF,

Al: MikroTik Face

book Block Script:

/ip firewall layer7-protocol add name=facebook regexp="".+(facebook.com).*$"
/ip firewall filter add chain=forward protocol=tcp dst-port=80,443 layer7-protocol=facebook
action=drop comment="Block Facebook"

< Q2: MR X IEHE{EUDP 139,445 Port ?

A2: MikroTik Bloc

k UDP 139,445 Script:

/ip firewall filter add chain=forward protocol=udp dst-port=139,445 action=drop

Q3: #N{alF
e ?

A3: MikroTik NAT m
/ip firewall nat add

IR K AS EINAT I3t #2$3 (118.163.8.254:53->192.168.10.20:514)

apping Script :
chain=dstnat action=dst-nat to-addresses=192.168.10.20 to-ports=514

protocol=udp dst-address=118.163.8.254 dst-port=53



JENTRICE
e ﬂ%

MikroTik RouterOS a5 B IhEECWP



1ENTRICE
%ﬁﬁf&iﬂ%

s BEXETBR

endlessorigami.com

. .

- BY) - 8K . AR
. EEEE . XY LK - FEiE - RM(TTE)




2020F7H25H—
HMEHAGE " 5#55E .
i i 28 B 2 FE FE
REAH "EERER
I B i3 M 45 R IR H
I -

BERA: mER T
=& fEM_FRYWIFI

B R i& : Mobilisation Nationale Wakashio




)

1ENTRICE

al
=
O
D
Jm®
=
HIK

ig A

237
AIGY




mong 48 2 INEECWP(Captive Web Portal ) ﬁ;;,z;%a

((9))

Router Mikrotik

MikroTik AiZAIHotspot BABLEINEENE?
. SARIRE ( AABEEIRTI =M EACEERE] )
. Hotspot ServerZERE LA
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e

BB INEECWP-Hotspot 1R

JENTRICE
i &5

H@ALEExROLBS XS

CUEUES

Files

Lo

RADIIS

Toalz

e Terminal
Partition

hake Supout rif
hanusl

Ple i B

Exit

ARP
Accounting
Addreszes
Cloud

DHCP Client
DHCP Relay
DHZP Server
DS

Firewwall

IPzec

kid Cortrol
Meighbars
Packing
Poal
Routes
SME
SHMP

Services

Settingz

Servers | Server Profiles

Uzers

U=zer Profiles

Artive

Hosts

= |5 || T

Reset HThIL

Hotspot Setup

IP Binding=

Service Pors

Walled Garden

Set Hot Spot s

Cancel

[l B3 | Hotspot Setup

for interface

|#| Local Address of Network: [192.165.58.1.24

Masouerade Network

Back Met

Cancel

Address Pool of Metworl: §165.585.10-192 165.55.254 I¢

et

Back Cancel

DME name of local hotspot zerver

DRSS Marme: | hotspot wifi

7

Back ‘l et

Cancel

Pazzwaord for the User: |test

| Mame of Local HaotSpat User: |test

Back

Pt

Cancel

Select SMTF server Setup DS corfigurstion
Select Cerificate: Inu:une I " il IP Address of SMTP Seruer:ID.D.D.D I | DMS Servers: ||1 £5.95.1.1 I | -
Back || Pt Carcel Back ‘I Mlect Cancel Bachk: Pzt Cancel
0 iterns -
Hotspot Setup E E Hotspot Setup E E

Setup haz completed successfully

_ 5T X
o o]«
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RouterOSv6.47k1 B1HYHotspotfEitEAEH  RouterOSv6.47ix{ EHotspotfE:iE A EH

% /|
Mikror ik
Please log in to use the internet hotspot service

login

OK

Connect

HOTSPOT GATEWAY
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56 BRWH

ey : BROBARZER

BARS : @—& @yiTaiwan g &R o%fﬁﬁ

(o) ZE A (Nationals) o SMEA (Foreign)

gA BGH
B ARFE @]

— English

PRTHBRER

ivfalwan Ansmewss . ®
HBLEE {FRRA

iTaiwan#® 4R {9 ARF5(E
FAf&TR

159F » BUl{ERiTaiwaniE4R 48
ARFS (DA T RS M AS AR TS) ©

ARETDOERER > BFRER
RARFFZ A0 > FAR EiTaiwan
AR L RRFBERIF (A T RETE A
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18 EMEE > BIRTREEARISE
HLRUTHABIRARAR -

—  [ERBETRRE

BES.RE L
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BIXRZEZEE IR#EFTA Ocopyright 2011
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N2
JI‘FE

ENTRICE

alecom Era

I E &

# Interfaces

4% Bridge

| start || stop || close |

5= Switch

=4 PPP

“15 Mesh

sl 1P

MPLS

# Routing

<, System

v(iv| v |V

& Queues

|| Files

| | Log

@ Radius

A Tools

BTest Server

Bandwidth Test

Email

Flood Ping

Graphing

IP Scan

MAC Server

Netwatch

Packet Sniffer

Ping

Ping Speed

Profile

RoMON

SMS

Telnet

Torch

Traceroute To

Packet Size

Timeout

Protocol

Port

Use DNS

Count

Max Hops

Src. Address

Interface

DSCP

Routing Table

Hop

[0.0.0.0 |
56 |
[1000 |ms
|
Host Loss Sent

Last

Avg.

Best

Wors




RouterOS I & Ping

ENTRIC

o rreon

o 1P

MPLS

#4° Routing

., System

vy v v |V

Q Queues

|| Files

Log

J

M Radius

X, Tools

BTest Server

Bandwidth Test

Email

Flood Ping

Graphing

IP Scan

MAC Server

Netwatch

Packet Sniffer

Ping
Ping Speed

Profile

RoMON

SMS

Telnet

Torch

Traceroute

Traffic Generator

Traffic Monitor

Ping To

Interface

ARP Ping

Packet Count

Timeout

Src. Address

Packet Size

TTL

DSCP

Routing Table

Dont Fragment

(168.95.1.1 G
1000 ms
50
Host Time R_eply
Size

168.95.1.1 3 50
168.95.1.1 2 50
168.95.1.1 2 50

TTL

248
248
248

Status
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i Wireless
# Interfaces

.+ Bridge

[ start [ stop [ ctose |

== Switch
2 pPP Flood Ping To 168.95.1.1 |

“5 Mesh

Packet Count |1000 |

Ge TP
MPLS

4 Routing
<o: System

Packet Size |1500 |

Timeout 11000 |

o il A |

& Queues Packets Sent 507

|| Files

| Log

é@ Radius

%, Tools 4
BTest Server Average RTT 3
Bandwidth Test

Packets Received 506

Minimum RTT 3

Maximum RTT 8

Graphing

IP Scan

MAC Server
Netwatch
Packet Sniffer

Pinn
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OO0

ENTRICE

7

—
_ Jteytaces [ Start H Stop H Close ]
&4 Bridge
=% Switch
34 pPP Interface [ ether1-gateway $)
116 Mesh Address Range a 192.168.3.1-192.168.3.254 |
wss IP >
- MPLS > # Address MAC Address Time (ms) DNS SNMP Netbios
#7 Routing > 0 192.168.3.6 5C:FF:35: 41
. System > 1 192.168.3.12 0
& Queues 2 192.168.3.20 00:21:5€ 74
. Files 3 192.168.3.15 70:F1:A1 0
. Log 4 192.168.3.17 A4:DB:30 0
A Radius 5 192.168.3.16 40:B8:37 126
A Tools v 6 192.168.3.11 80:EA:96 98
BTest Server 7 192.168.3.14 B4:CE:F6 0
Bandwidth Test 8 192.168.3.251 8C:73:6E 1
Email 9 192.168.3.19 5C:3C:27 mm 0
Flood Ping 10 192.168.3.32 00:13:02 0
Graphing 11 192.168.3.26 34:51:C9 0
_IP Scan_ 12 192.168.3.33 F4:09:D8 0
MAC Server 13 192.168.3.36 6C:40:08 0
Netwatch 14 192.168.3.34 30:10:B3 0
Packet Sniffer 15 192.168.3.44 08:00:27 0
Ping 16 192.168.3.48 AC:F7:F3 0
Ping Speed 17 192.168.3.37 00:F7:6F: 0
_ Profile 18 192.168.3.50 00:26:BB 0
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RouterOS 1 H Graphing st

Interfaces
- ‘ Interface Rules “ Queue Rules ” Resource Rules H Interface Graphs ” Queue Graphs H Resource Graphs

Interface

4 Bridge

[ Add New ] [ Graphing Settings ]

=% Switch

“15 Mesh

1 item
i22sl IP

MPLS > 4 Interface Allow Address

Store on
Disk

Openflow - all 192.168.0.0/16  yes
&4 Routing

o System
& Queues
|| Files
.. Log
‘@ Radius

%, Tools Y

BTest Server
Bandwidth Test

Email
‘ Flood Ping

Graphing
IP Scan
MAC Server
Netwatch
Packet Sniffer

Dinn
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]
N2
JI‘FE

I E &

ENTRICE

v Telecom E

& Bridge

5= Switch

“15 Mesh

4 1P

MPLS

OpenFlow

4 Routing

.o System

e Queues

|| Files

=) Log

H Radius

%, Tools

BTest Server

Bandwidth Test

Email

Flood Ping

Graphing

IP Scan

MAC Server

Netwatch

Packet Sniffer

Ping

Ping Speed

SMS

[start ][ stop | cise |

N W O vt A H%

Name

idle

profiling
www
management
firewall

networking

¥ Usage
94.0

5.0

0.5

0.5

0.0

0.0
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ENTRICE

“15 Mesh

3 1P

7 MPLS

&4 Routing

<o System

vy vy Vv |V

9 Queues

|| Files

-J Log

@ Radius

™ .cp

A, Tools

BTest Server

Bandwidth Test

Email

Flood Ping

Graphing

IP Scan

MAC Server

Netwatch

Packet Sniffer

Ping

Ping Speed

Profile

RoMON

SMS

Telnet

Traceroute

Traffic Generator

Traffic Monitor

Interface ether1 v

Entry Timeout |00:00:03 |s

% Src. Address

¥ Src. Address6

~ IMAC Protocol
Port

~ |DscpP

Eth.

Protocol Pro... Src.

Dst. Address
Dst. Address6
| Protocol

VLAN Id

Dst.

VLAN
Id

Src. Address

Dst. Address

Src. Address6

Dst. Address6

MAC Protocol

Protocol

Port

VLAN Id

DSCP

DSCP Tx Rate

Filters

10.0.0.0/0

10.0.0.0/0

|::/0

|::/O

<

<

<

<

<
N N —/ N N’

Tx

Rx Rate Packet

Rate

Rx
Packet
Rate



RouterOS 1 EPacket Sniffer

| Interfaces

=3 PPP

[ Apply ] [ Start H Stop ] [Packets”Connections” Hosts ][Protocols]

22 Bridge

== Switch

“15 Mesh

53 1P

.~ MPLS

4 Routing

<, System

¥ | I [

9 Queues

|| Files

L Log

. Radius

™ Lcp

A Tools

BTest Server

Bandwidth Test

Email

Flood Ping

Graphing

IP Scan

MAC Server

Netwatch
Packet Sniffer

Ping

Ping Speed

Profile

RoMON

SMsS

Telnet

Torch

stopped

Memory Limit

Only Headers

File Name

File Limit

Streaming Enabled

Server

Filter Stream

Interfaces

MAC Address

MAC Protocol

IP Address

IP Protocol

Port

Direction

100000 kb
|raidus.pcap |
[100000 kb
0.0.0.0

General

Streaming

Filter

ENTRICE

v Telecom Era

B A
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