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Sodinokibi

You probably already know about us. Many publications call us Sodinokibi.

If you've read them, you know that our Ransomware is different in its technology and reliability.
We've developed the best data encryption and decryption system available today.

Our competitors allow themselves to lose and destroy their victims' data during the encryption or decryption
process, making it impossible to recover the data.

We don't allow ourselves to do that.

So you should be glad you were infected by our guys, not our competitors. This means that when you pay
for the decryption, you can be sure that all your data will be decrypted.
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Your documents, photos, To decrypt your files you need to Follow the instructions below.
databases and other important files buy our special software - But remember that you do not
encrypted General-Decryptor have much time

General-Decryptor price
the price is for all PCs of your infected network
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All of your files are encrypted!

Find ixkwewg-read-me-AT TRATTIVO.txt and follow instuctions
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-- = Welcome A.X.F. 5.A. ~
[+] Whats Happen? [+]

Your network has been penetrated. Your files are encrypted with strong military algorithm, and currently unavailable. You can check it: all

files on your system has extension ixkwewg.

By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant return your data (NEWER).

Also, all your info copyed to our servers. If you do not take action to

contact us, the data will be published for free access to everyone. &s scon as we receive the payment, all data will be deleted from cur servers.

[+] What guarantees? [+]

Its just a business. We sbsolutely do not care about you and your deals, except getting benefits. If we do not do our work and liabilities -

nobody will not cooperate with us. Its not in our interests. To check the ability of returning files, You should go to our website. There you

can decrypt one file for free. That is our guarantee. If you will not cooperate with our service - for us, its does not matter. But you will

lose your time and data, cause just we have the private key. In practise - time is much more valuable than money.

[+] How to get access on website? [+]

You have two ways:

1) [Recommended] Using a TOR browserl

a) Download and install TOR browser from this site: https://torproject.org/

b) Open our website: http://aplebzud7wgazapdgksbuvrcvbzcnjppkbxbréwketfsenfeag2nmyoyd. onion/46764733B4A6FECE

2) If TOR blocked in your country, try to use WPNI But you can use our secondary website. For this:

a) Open your any brawser (Chrame, Firefox, Opera, IE, Edge)

b) Open our secondary website: http://decoder.re/46764733B4A6FECE

Contact with us in chat on website. You have 3 days.

I you need more time to make a decision and collect money for payment - inform the support chat about this.

[+] How wWill the decryption process proceed after payment? [+] v

Windows (CRLF) Ln1, Cal 1 100%.
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After payment we WILL send To you our scanner-deccder program and detatled instructions for use.
With this program you will be able to decrypt all your encrypted files.

Warning: secondary website can be blocked, thats why first varlant much better and more avsilable.

when you open our website, put the following data in the input form:
¥ey:

WEZFYEPZIIFRLDNLY SpY CRFBPTOY SQPERDr 1SS LT 2Ky ZPYPODXAASTIHP
Lr3hoW0g5ehTaSH14r68q 72t JSacToR T/ §T FEoBDOVsVLsUMLEE quivyFea
dekepsuB/EreSMar i farPrgLX3GS05 9gJACHEDNXE S 260k UnihFpE LD /W
Goil41z3C45 1IN 2GITf dBel 1 +gzbGrirdofs 1ehtHE LioceLhalpHatars
yhIT74STURCHBhEBE595 2 FETSB4L0P0F G5 Y JBShEVBT 351 A4 F WM gof /b
eJe19Th 090501 ZnBLyaSKL DS 3zbHC QKB D3P hABr 2B dUpURyr FEZACCF P
Tq2hEK T y2MequySptuddgs Dekns Juhos ABKDbtvIRd4J4el3 2 ReqkE 2a3L
863 zudtiab 2g173keT 1 &GboFvRoligruE 2YFPBYBGBNXH o7 xBLbKENI 32HAL
BFERPOBCS ErQdog I rprinrisofRE D] Ly2AF4rd LMbVEQTERNKY SIKOKROEPAS
WEFEVESTLg T ees DDOGEN 200 HHHG-2 PR IES 1AILS 1)z 25 PRBBHE: KXP ByxzS UNS tzq3eE L /¥ C L7 dxMzeclkVaMmyolBor
/11 1G0T R FOAHEIDS - 1zs bagar1X3KBLYLpF15 I3tyxyHAXL bzt LXUENULMChT vl dxPT 3UPHSJWhkE
100hacdQuiasqIEHITr 268 llgol C36e0UNS FY X3S Bok 3+ H3Xoaa28Mogb THg
WECeS@uONK YERHQF SobRKzs T0n7@Us 3Rk SZWDEUCTITUS LH /Mo /G CENPRVHT
B8QC3aydBuANBYL CXou L SgE0nd3ys Prppnxap FYevFKrEpyLUNZas okRwn
25 TwrsinT k8200 UK 23k T csoe 1UpeOMCh 3T Sqlivas 38 LpBiWizk gtied
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How to decrypt files? . .
You will not be able to decrypt the files yourself. If you try, you will Trla I- decryptlon

lose your files forever.

To decrypt your files you need to buy aur special software - Upload your image file for trial decryption to make sure that

General-Decryplor General-Decryptor works,
* If you need guarantees, use trial decryption below,

Ry :
How to buy General-Decryptor? This file should be an encrypted image. Example

1. Buy the required amount of XMR (Monero): 1252.7606 XMR o} yourfimagej pg]zw}o(i

If you have problems with buying XMR, you can buy BTC (Bitcoin}
and exchange it for XMR. See «Exchange BTC for XMR»= on the page O your-image png.7/zuwxxi

2. Send 12527606 XMR to the following Monero address ,
O your-imageglf /zuwxxi

86bZtgsGeZXYbigbal2SK71Z8WMKUBXLg Z8kxXtIKVNZKCKYEprz
IsKPYUvAgtCOAWIRKGW T gvBaNI7AY TVaBm2UAKgkzLm

*This file should be an encrypled image.

“This receiving adchess was created for you. to idertify your transactions

3. Wait for 10 confirmations by blockchain
Browse...
4. Reload current page after, and get a link to download

General-Decryptor
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Marre Date modified Type nize

A0z Fne-read-rme-AT TRATTIVO b6 2021 820 PM Text Document KB
% eula 3192019150480 Shortcut 1KE
D lidil-1q359 docxd0z A B0 2047 S20PM SR File 30 KB
D lidil-1q359, pof A0z Py B0/ 2021 S20PK SOTTW File 41 KB
@ Mew Bitmap Image.bmp b6/ 2027 210PM BMP File OKE
D Mew Compressed (zipped) Folderzip 4z, 67162027 220PM - 405000 File 1KB
D Mewr Rich Text Docurnent, mif A0z Fay B 16/ 2021 S20 PR SOTTW File 1KB
‘ Wireshark-winbgd-3.4,0.exe BE2021 15 A Spplication 59,945 KB
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All of your files are encrypted!

Find 40z7w-read-me-AT TRAT TIVO.txt and follow instuctions

| & O = | TexT
Home Share Wiew

- S > This PC » Windows 10(C:) > Windows > TEXT » v O Search TEXT
Name Date modified Type
# Quick access
B Desktop
& Downloads

\=| Documents

o eula 3/19/20193:50AM  Shortcut 1KB
M lidil-1359.docx 6/ 4 Office Open XML ... 20KB
@ lidil-1q359.pdf /1642 8:14 PM PDF File 41 KB
(8] New Bitmap Image.bmp 6/16/ 810PM  BMP File 0KB
&= Pictures * ¢ New Compressed (zipped) Folder.zip 6/16/ PM  Compressed (zipp... 1KB
b Music | New Rich Text Docurment.rtf 6/16/2021 8:04 PM Rich Text Document 1KB
B videos A ireshark-win64-3.4.6.exe 6/8/2021 415 AM Application 59,945 KB

@ OneDrive
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B Cyberlink
. FTPServer®

B Python Scripts
B swiftConnection for ..
Virtual Machines
Office @&

B testevil txt

B YOUR FILES HAVE B...

2021/3/8 F
2020/10/20

2020/1/16
2020/9/7
2019/12/6
2020/9/9 T4 03:47:31

2020/4/23 2:00:...

2020/4/23 2:00:

7o 106.11.15
755 107.1.10_
7o 107.5.16_
7 107.10.3_5
75 108.3.27_

75 108.4.17_

Binfozip

#F SKMBT_C2
7o SKMBT_C3
7o SKMBT_C3!
7ok SKMBT_C3
7¢ SKMBT C3

276 K8
224 K8
251 KB
881K8
205 KB
220K8

9,330 KB

1,248 KB

1,547 KB

3,322 KB

18,219 KB

9,638 KB
112KB

3,446KB  2021/2/
411KB  2018/9/]
325KB
155K8  2018/11
231KB  2018/11
237KB  2018/11
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