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Max Average Current

SAbHAEAE = JLEEA:  7522.0 Mbis (18.8%) 1747.1 Mbiz (4.4%) 2276.1 Mbis (5.7%)
ILtEEH = =thHEHE: 263 Ghiz (65.7%) 40109 Mbfs (10.0%)  5513.1 Mdb/s (13.8%)
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* Ejt I_j \Z\‘EJ I pV6 "Monthly' Graph (2 Hour Average)

4.4 G
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116G

Bits per Second

0.0 G b M el W R U ) ) Pl oo 5
Week 20 Week 21 Week 22 Week 23 Week 24

Max Average Current
SlLhHEEMEE == ILREM: 15022 Mb/s (3.8%) 1849 Mbfiz (0.5%)  350.6 Mbis (0.9%)
B EH == FILHEEMIE: 42704 M (10.7%4) 5552 b/ (1.4%)  874.4 Mb/is (2.2%4)
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Week 20 leek 21 lleek. 22 leek. 23 Week 24
MMax Average Current

InterMet == ILEEM 361 Gbfs (36.1%)  8716.5 Mbis (2.7%) 18.9 Gbis (12.9%4)
LB E L == InterNet 98588 Mb/s (9.9%0)  2781.9 Mbfs (2.8%)  5577.3 Mb/s (5.6%4)
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SAXEA Gigamon 77t 2818 40G -> 80Gbps
Inline Network to Inline Tool (JM1 )

TANet ASR9912 9 :

Tx®
10G*3 3 1006 2 (3 E.'..".! OKBT wmiie

A3

1G*
Ry A B
Layer3 Layer2 TABE G s
TeO0/6/1/7 O/7/1/7 O/5/1/5 0/5/1/7 Te0/6/1/6 0/7/1/6 0/5/1/4 0/5/1/6
Te0/4/0/1 0/4/0/3 0/4/0/5 0/4/0/7 4 P M4 Te0/4/0/0 0/4/0/2 0/4/0/4 0/4/0/6
Bundle-Ether2020.xx i >Bundle-Ether_lOlO.xx |2transport
ipv4 address xx.XX.XX.Xx/22 encapsulation dotlq xx
encapsulation dotlqg xx rewrite ingress tag pop 1 symmetric

1/2/x5 1/2/x7 1/3/x5 1/3/x7
1/2/x1 1/2/x3 1/3/x1 1/3/x3

(Internet Port)
x1 1/2/x2 1/2/x3 1/2/x4

1/2/x6 1/2/x8 1/3/x6 1/3/x8
1/2/x2 1/2/x4 1/3/x2 1/3/x4
(Intranet Port)

Inline Max 80Gbps
Bypass 443 port
% B35, 8% SourceFire

Max 20Gbps IPS




Gigamon HC1
Z [R#4R[E 40Gbps

ASR9912
Te0/6/1/6 Te0/7/1/6 Physical Bypass: EF—%  140/5/1/4 Teo/s/1/6

Te0/6/1/7 TeO/7/1 Te0/5/1/5 TeO/5/1/7

Cisco Synesis
FirePower



Gigamon HC1
ZE R EARE 80Gbps

ASR9912
Te0/6/1/6 Te0/7/1/6 Physical Bypass: EF—%  140/5/1/4 Teo/s/1/6

TeO0/6/1/7 TeOl7/1/7 Te0/5/1/5 TeO/5/1/7

Cisco

FirePower
v

Synesis
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Ether Channel/Port Channel/Aggregation
LACP/Teaming/Bundle/Bonding

+ Protocol

PAgP(Port Aggregation Protocol): Cisco proprietary

Link Aggregation Control Protocol(LACP): IEEE 802.3ad standard
No protocol: & H NS —Imx Server. (ex.ESXi)

* X X ¥

§1.(5% 4, Load Balance &7HH)

+ Bundle Interface
+ Access Mode(Layer2)
+ Route Mode(Layer3)
v TR
+ 25 0% H 5 or Dark Fiber
*+ Same Speed, Duplex, Trunk Mode, Vlan

10

il

T AT > W BB [E— TCP/UDP Session 2:[8] &5 7E[Hl—

i

i1



channel-group mode

+ LACP

* active
+x Enable LACP unconditionally
x [EEE—1F Link B, % up.
* passive
+x Enable LACP only if a LACP device is detected

» PAgP: Ml /H B 2& Cisco 51
x auto
+x Enable PAgP only if a PAgP device is detected
+x desirable
x Enable PAgP unconditionally

* No protocol

* 0N

+ Static. IRIFH AR HAE N (E(F{a] protocol)
« [EIEN M Link B, AT 2L up.

11



AR B R E IS &5 2 1% Ether Channel ?

pes Pc3 + LACP, PAgP

e . + Layer2 protocol

|- Lo RS

]

x Cisco 3 %W?J%’JEQ

E:i?n 20) E.Jﬁ LJ\%XE%EE

Fail T ZE1T Ether Channel >

el 20 AIEEA EFENBLER RN

e0/1 * 3[5 CISCO {% (4t l%[
Ij] )2"7/[\ n/h\{ﬁ"ﬂ:t:tj‘

oo Al /'\Jﬁt 7hIE BB H]

i [EVRIES %

1003

eD/0 e0fl

e0/0
(vlan 100

1009 IGUS

e0f1
{vlan10)

I0U8

e0/0

1004




LACP protocol (Mode Active)

+ (config-if)# channel-group 1 mode active
+ 10UG, IOU7: # sh etherchannel summary

Group Port-channel Protocol

—————— e e e e
| PO1(SD) LACP Ete/o(s) Ete/1(s)

+ 10UG, I0UT:

* *Jun 17 07:15:26.229: %EC-5-L3DONTBNDL2: EtO/0 suspended: LACP
currently not enabled on the remote port.

* *Jun 17 07:15:26.862: %EC-5-L3DONTBNDL2: EtO/1 suspended: LACP
currently not enabled on the remote port.

R B AR RER

13



PAgP protocol (Mode Desirable)

;: + (config-if)y# channel-group 1 mode desirable
- + 10UG, IOUT: # sh etherchannel summary
! el/0 Group Port-channel Protocol
I0U6 ﬂ """ Foommmmmmmm e L Fooome e
o o/l 1 Po1(SD) PAgP Ete/a(I) Ete/1(1)

o e s fEEEAREEC A

e/l 4o/1

e0f1

e0/0 W
el/0

ircs

FCt

14



10U8

PC5

e0/0

20/1

20/0

10U7

A

e0/1

e/ |

e0/1

e0/1

10U9

ToUus# sh int status

Mame

No protocol (Mode On)

Status

connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected

status
err-disabled
err-disabled
Luniey \.El.i
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
err-disabled

vlan Duplex
i auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto

R e e e e T = T S R S

vlan Duplex
1 auto
1 auto
1 auto
1 auto
1 auto
1 auto
1 auto
1 auto
1 auto
1 auto
1 auto
1 auto
1 auto
1 auto
1 auto
1 auto
1 auto

Speed
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto

Type

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

Type

unknown
unknown
unknown
unknown
unknown
unknown
urnknown
unknown
unknown
unknown
unknown
urnknown
unknown
unknown
unknown
unknown

*

*

b

(config-if)# channel-group 1 mode on
#sh etherchannel summary

Group Port-channel Protocol Ports

(P) Ete/1(P)

Humber of channel-groups in use: 1
Humber of aggregators: 1

Group Port-channel Protocol Ports

Eto/1(D)

By A ARSI T 7T 22



No protocol (Mode On)

Role Sts Cos Prio.Hbr Type

+ 1I0OUG:

+ Sh spanning-tree

Dispute

« IOU7: sh log

*Jun :40:37.791: %PM-4-ERR _DISABLE: channel-misconfig (STP) error detected on Pol, putting Et®/@ in err-disable state
*Jun 140:37.791: %PM-4-ERR_DISABLE: channel-misconfig (STP) error detected on Pol, putting Et@/1 in err-disable state
*Jun :40:37.791: %PM-4-ERR DISABLE: channel-misconfig (STP) error detected on Pol, putting Pol in err-disable state
*Jun :10:38. : %LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet®/e, changed state to down

*Jun :40:38. : %LINEPROTO-5-UPDOWH: Line protocol on Interface Ethernet®/1, changed state to down
*Jun :49:39. : %LINK-3-UPDOWH: Interface Ethernet®/o, changed state to down

*Jun :40:39. : %WLINK-3-UPDOWN: Intertface Port-channell, changed state to down

*Jun :49:39. : %LINK-3-UPDOWH: Interface Ethernet®/1, changed state to down

*Jun :40:40.801: ALINEPROTO-5-UPDOWN: Line protocol on Interface Port-channell, changed state to down




No protocol (Mode On)
KARE A7 (3R

« 10UB, I0U7: Mode On i AF 54

o
o « Spanning Tree #{ER} > 257 Loop
,;j;g]”" (I0UG,I0U7,I0U8,I0U9)ZE24:
/ \ « I0UB: Po1 -> Block
%fl ';Hm * IO_U7: Et_O/O, EtO/1, Pol -> ERR_DISABLE: channel-
R on misconfig (STP)

\ L & BRI

*T| « I0UG/I0U7 or I0US/I0U9 Spanning Tree [iES

b o0 + N0 spanning-tree vian 1

L
x IOUG, IOU7: Reload

FCoh

17



Load Balance

£RE output JT[RIEFEL > input EHESTTIRTE
B channel-group mode(LACP/ PAgP/On) 4R
+ Hash HE]
src-ip

src-mac THE (S a0 = 1)

dst-ip
dst-mac

* X X ¥ ¥

src-dst-ip :Src XOR Dst IP Addr - Z&:31E
x Src-dst-mac :Src XOR Dst Mac Addr

*

x src-mixed-ip-port FE IPEAPort #E1T hashE B4 5 pl & Sk 1T
x dst-mixed-ip-port
* Src-dst-mixed-ip-port

18



Ether Channel/Port Link Aggregation
Google Global Cache (Layer2)
+ 2960S 2L 5E (To ASR)

— "

4 . . .
( gx@%ﬁmﬁ) interface TenGigabitEthernetl1/0/1
To ;“S‘R “ode on switchport mode access

ISP provided
layer-2 switch |3
with LACP 5=

T — channel-group 4 mode on

L] U EACP
To Server(fp interface TenGigabitEthernet1,/0/2
B switchport mode access
channel-group 4 mode on

bundle
LAGP
To Server((|D

interface Port-channel4
switchport mode access

GGCl1




Routing & Switching £ E1& 1

_ 126 .209 210222 221 .254
SWILChX 10112 3. e 140 112.0. 140 112, o . 140.112.153.

@S S S 5 g
/% RouterA RouterB RouterC :ﬁ:f: ]

Tl:l‘._

12 Dest IP

Switch Y

PC x PCy PC x RouterA .126

3 Dest IP
PC x PCy RouterA .209 RouterB .210

Dest IP
PC x PCy RouterB .222 RouterC .221

Dest IP

56 PC x PCy RouterC .254 PCy



GGC C2960 To ASR(10G x 2)

+ ASR to GGC(EEZ4R): [ ASR B¢ 1E sre-dst-ip » (N & Y415
+ GGC to ASR(%£4%)

« ELZHT by src-mac: GGC Server 3t 3%

>

FiE BE 30 28 F19) Fifl EFE 30 98 F19)
o WAN 3600,0 1
6.4 G T a . - . - .
2 =y, T B
5 4ac 0 OSSO WA S | — 8 2700.0
& : 2
L 3.0 A TS 9 . [EUTOUORUUTIURIL SOOI (U I o & 1800.0 1
2 : =
# 1.66 900,01 g
E e = aon
Tue Wed Thu Fri Sat SuR Mon Tue Tue Wed Thu Fri Sat Sun Mar Tue
B T Bai i 1y BT
GGCL == EEEL 62553 Lb/At (6.3%) 2267 7 DIb/F (2.3%) 12757 LIb/AT (1.9%) GGC2=>1EEELE 354000 ML/ (3.5%) 12945 WIb/FD (1.3%) 1653.2 M/ (1.7%0)
EEEH => GGC1 1207 4 LIb/FE (1.29) 307 2 Bb/A (0.5%) 4552 Mh/# (0.5%) EEE = GGC2 11772 Wh/F (1 2% 5079 Wb/ (0.5%) 441 2 Wb/ (0436

x [EZ41% by src-dst-ip

GGC1 s , GGC2
5.6 G 36000 M
il ral
[ [
o 4.26 3 2700.0 M
[Tl [Tl
wl (3]
L 286 & 1800.0 1
o o
B 146 B 900.0 M
& L &
0.0 G 9.0 M
0 2 4 & & 10 12 14 16 18 20 22 0 2 4 & & O 2 4 6 8 10 12 14 16 18 20 22 0 2 4 & &




C2960 To GGC Server

+ GGC Server to ASR(%%45): GGC Server E

+ ASR to GGC Server(EZ45)

+ 1Z4 R by sre-mac: Only 1 MAC Addr

x 1B41% by src-dst-ip

-

AT ‘l' (EE

163.28,18,66_C29605_GGC - Traffic - Gil/0/1(10101)GGChost1-Gb1l

L i

500 N — =] . — =
- | =t S —
500 M =
v
|4
S 400N
H}
T 300M
-4
Z 200N
100 M
1240 13:00 13:20 13:20 1200 1420 1440 1s5:00 1520 1540 16:00 16:20
From 2020-12-22 12:31:12 To 2620-12-22 16:31:12
B Tnkound Currents 472,45 8 Average: 559,40 M Maximus: 638,48 N
B outbound Current: 110.33 M Averasge G4.04 M Moximuw: 145.62 M
. 163.28.18.66_C29605_GGC - Traffic - Gil/0/3(10 GGChost1-Gb3
500 M — B S
= e 3 |
= 300N —-‘ |
H
§ 400 M
g s00M
z 200 M
100 N
1240 13:00 13:20 13:40 1200 1420 1440 15:00 1520 1540 16:00 16:20
From 2020-12-22 12;31:12 To 2020-12-22 16:31:12
@ Inboand Current: 500,23 N Average 576.58 M Maximus: 672.56 M
W outbound Current: T7.4Z M Averasge 39.16 N Maxinmue: §6.19 M

1 Google

X4)

e

ASR peer IP

%

[ow] g

N

If gl %2

o Ex B €

BT ‘l' (EE

163.28,18.66_C29605_GGC - Traffic - Gil/0/2(10102)GGChost1-Gb2

600 M - T — -
500 M =
b
4
S 00N
]
T os0eM
-4
Z 200m
100 N
1240 13:00 13:20 13:40 1400 1420 1440 15:00 15:20 15:4C 16:00
From 2020-12-22 12:31:12 To 2020-12-22 16:31:12
B Tnboand Current: 497.26 M Average: S75.12 M Maximue: 640.52 M
B outbound Current: 151.656 M Average 84,32 M Maximuw: 269.67 M
o 163.28,18,66_C29605_GGC - Traflfic - Gil/0/4(101048GGChost1-Gb4
T00 N
600 M
T soom
s
]
» 400N
v
= 300m
£ 200m
100 N
1240 13:00 13:20 13:40 1400 1420 1440 15:00 15:20 1540 16:00
From 2020-12-22 12:31:12 To 2020-12-22 16:31:12
@ Tnbeand Current: 584,75 M Average 595.35 N Maximue: 742.49 M
W outbound Current: 132,83 M Aversge: J49.11 M Maxinuw: 567.46 M

16:20

16:20

e Bx 5 (1] g

S B B €0 (0] 45



+ TCP/UDP Session 2%

+ [ J= switch

+ port-channel load-balance src-ip
» T8

+ port-channel load-balance dst-ip

sz SWitch

Load Balance

A 3] %

7=

O

27 [E]

23

i

Interface -

v’\

[LiE]

A==
A AE

TEEEA



N300
A
56 A48
Li
ne
piE:
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