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ISO 27001:2013 Sl Z =)

H &Y

- R REEAREERER
c FEAEGRBIUER. SN, #HE. UREAEAREEIEER
RO B E
.?*%‘ﬁ%l%ﬁ%ﬁﬁﬁ%ﬁ
BRAREREAN. EEEBEIAELY

HiR

« LIEERIE ¥ (proactive). ZE# 1L (systematic) Xz & &g 1t (logical)
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HEETER
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1ISO 27001 EflZ = EHEEA

ERENTE

R MR

Rt =S HBAA B ¥ E R EIERE 0
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4. Context of the organization #A%&IR1%E

€ 4.1 Understanding the organization and its context B 240 & & HIR15
The Organization shall determine external and internal issues that are
relevant to its purpose and that affect its ability to achieve the intended
outcome(s) of its ISMS
AR el EHN AR BT EENEESNLEEEARTREANRENE
ANV SN

€ 4.2 Understanding the needs and expectations of interested parties
R R = R R B BSRV TE SK EA B EE
« (a) interested parties that are relevant to ISMS
HENZ=ERRmaRZE L7 ;
» (b) the requirements of these interested parties relevant to ISMS
T AHENEZE ZEKRSEIRE
o BRFIROBIZEEERENK - DIREHERT -

#B76H EY=x



4. Context of the organization #B#IRI% (48)

€ 4.3 Determining the scope of the information security management system
REBMEZTER A MEE
Shall consider the external and internal issues, the requirements and
interfaces and dependencies between activities perform by the
organization, and those that are performed by other organizations
EEZSNINELZERE(4.1) ~ BEIMEKREIE(4.2) ~ AHMEPARITREED -
PUR B E A AR @ TS BN E RV 7T E B AR -

€ 4.4 Information security management system
KIBAZEZKEIR - 1 - BF - #ERSENEENZEEEZRHF

=778 EY=x



5. Leadership $EE

S TR

@ 5.1 Leadership and commitment 8&E1EGE
Demonstrate leadership and commitment with respect to the ISMS

FRIZETISMSRIRE B EGE
- ERCEUEMZZBEGRMNEMNZZEIR - WEES 2 REZ7@1H

=

z

- EFRENZEZEEZABXRBEESAEGISIEBRE

- BRSMEZEEERFAFTZERIEUS ;

« BEAVZENZEZEENEEZNY  UAGEENZEZEERME
SKBIHZEZRM

- BRENZZEBRAMENETRHAR ;

- EEREAE  DiEEEMZEEERM 2B/

o EITENE

- 2EREMEEESEREZETHER - MECOSURIRESASE

At

}

\
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5. Leadership S8E (&)

SEEEREERE

@ 5.2 Policy EIZR
Establish an information security policy 217 Z L E H R

- Vad&SBER

- BEREBEMZEZER(21R6.2) N RAREEMNLZEBRERZER ;
- BREEmEMRBEREMNEZEZ ZERZEKSEIEREGE

« BEHSENEENLEEERF ZEGE

EMZEHRERS FIIRE
« DIXHHEERRSE ;
- REHBNEE ;
- B - ERGEESRIZSHERE) -

28798 EY=x



5. Leadership HE(48)

SEEEREERE

€ 5.3 Organizational roles, responsibilities and authorities
AEAEe - EEEERE
Ensure the responsibilities and authorities for roles relevant to
information security are assigned and communicated

EREZEAFENETEEECSEIRKEESE

= e R E Ik FNIEERER
- BRSBMNMZEZEERAFTINEEZZKEIE |

« MEeEEERRSEMZEEERM AN -

#80HE EY=x



6. Planning 732l

@ 6.1 Actions to address risks and opportunities J&| [z EE 14 = FRIB 15 It
6.1.1 General 18#tt

Ensure the ISMS can achieve its intended outcomes; prevent, or
reduce, undesired effects; and achieve continual improvement
fEIR ISMS BEZEMFRERSL - TRIFEPHRIETREIRE - WEMITE
= e

The organization shall plan actions to address these risks and
opportunities, and how to

ABFERRE LSRR RIS E 2 BIBEN - WRIT FHBIEYA

A

1) Integrate and implement the actions into its ISMS
RSREES NEBFREENZEEBAMEBE P -

2) Evaluate the effectiveness of these actions st & it 2 B -

2818

EY=x



6. Planning FREI(#&)

@ 6.1 Actions to address risks and opportunities & }—LIKM/JfAz 2 [ZIEE I
6.1.2 Information security risk assessment & il % & & [ 51 i%

Define an information security risk assessment process, criteria
and risk acceptance criteria

REBMZZEMRERRE - FIRERIDIKE RS AL -

Ensure that repeated information security risk assessments
produce consistent, valid and comparable results

EREENTHENZZREEEEEE 2 - B0 I LAY

=+
it

o

#8808 EY=x



6. Planning FREI(#&)

@ 6.1 Actions to address risks and opportunities & }—L o B S R IR IS I
6.1.2 Information security risk assessment & &l Z = [& f 51 8% (48)

Identify information security risk I E % 2 E b
1) apply the information risk assessment process to identify risk

associated with the loss of confidentiality, integrity, and
availability for information within the scope of ISMS
FEREMZEEMGERE - LEAISMSEH BN E SRR M
ST K o] FtE RE R AR B 2 R B

2) ldentify the risk owners B Al E B #EESZE -

838 EY=x



6. Planning FREI(#&)

@ 6.1 Actions to address risks and opportunities J&| [ E2 14 = FRIB 15 I
6.1.2 Information security risk assessment & &% = [& f 51 8% (48)

analyses an information security risk 2T EfMZ 2 &%
1) assess the potential consequences that would result if the risks

identified were to materialize
AP Ad sk Al PR O] BEE E R B4R -
2) assess the realistic likelihood of the occurrence of the risk
identified
ArAd St Al B PR EEE B IR O] FEME -
3) determine the levels of the risk R ERERIZE LR -

#8848 EY=x



6. Planning FREI(#&)

@ 6.1 Actions to address risks and opportunities J&| [ E2 14 = FRIB 15 I
6.1.3 Information security risk treatment Bl Z = @ 2R IE

Apply an information security risk treatment process
NITEMNZZEEEIERRE
1) Select appropriate treatment options
EEREMNESR  EEEUNEEER -
2) Determine all controls
HhETEMZTAMEREIR  REPMB L AEF ZZGHIE -
3) Compare the controls with Annex A
B2 THYERA L ERIFEILCE - MERARRBRIBLE 2 EHIEH -
4) Produce a Statement of Applicability
EFEAMERE  aRpZE2EGER - BAmEEEF - =8
A 2382 - DURENSRABRR 238 -

#8858 EY=x



6. Planning FREI(#&)

€ 6.1 Actions to address risks and opportunities [B f ARk = IR AR I
6.1.3 Information security risk treatment &% = & [z R I8

Apply an information security risk treatment process
WNITEMNZZABEIERRE
5) Formulate a treatment plan FREIEHN L E E R EIEFTE -
6) Obtain risk owner’s approval
1S izﬁﬁ%it:’”“ﬂ;tzﬂli RIFETERZE - DIREEER
nﬂifi\ﬂli ZER

YUJY?
H>
bk

#86H EY=x



6. Planning FREI(#&)

€ 6.2 Information security objectives and plans to achieve them
Bl ZE HIREENGTS
The information security objective shall E:lZ® B1ZfE
» Be consistent with the information security policy, measurable,
communicated, updated as appropriate

BEENZZHE—2 - =8 - wnbiEE - BEEih s -
« Take into account applicable information security requirements, and
risk assessment and treatment results

ZEEMEZEEK - LREMEEEEGER -

#8878 EY=x



6. Planning FREI(#&)

€ 6.2 Information security objectives and plans to achieve them

B2 HIZHEERGTE(E)

When planning, the organization shall determine R 2185, AB4EERTE
«  What will be done (F&5E Bz T1%);
« what resource will be required (FTE&iR);
« Who will be responsible (B & A B);
«  When it will be completed (32 B} B &) ;
« How the results will be evaluated (45RzE(EA ) -

888 EY=x



7. Support X1

€ 7.1 Resources ER
Determine and provide the resources needed for the ISMS

REERMISMSEIEE R

& 7.2 Competence BE /]
Shall determine and ensure the necessary competence

EREHBABSRES ZVNERES]  UEFRABESZ -

Ensure competence on the basis of appropriate education, training, or
experience

ERIEEAENRBEEHE -« A& 2 EM FEEBE -
Take actions to acquire the necessary competence, and evaluate the
effectiveness of the actions taken

RESR - RISV EEN 2B - W hziEm 2 At -
Evidence of competence (rRFHE 2 XHEEM - fERBEZEE.

898 EY=x



7. Support ZiE(#8)

& 7.3 Awareness 3040

Persons shall be aware of the ISMS policy, their contribution to the ISMS,
and the implications of not conforming with the ISMS requirements

ABRERMNASHLZEZEER - HISMSEXNHNER - LUK KREEISMSE
SKRUER -

€ 7.4 Communication ;&%

Determine internal and external communications needs on what, who,
when, with whom, and the processes

RENINENBRFTK - BRBESEIE - ATH - AB - KE - BHRER
e

#90H EY=x



7. Support ZiE(#8)

€ 7.5 Documented information X4{E& 50
7.5.3 Control of documented information &2 X4 {E&:H

Documented information shall be controlled to ensure available,
suitable for use, and adequately protected

Y1¢1tzﬂ*ﬂr%}§L**thLXEEﬁTﬂ% » M AR DDA R A8 (R0 1%
ZHMRK - AEENA T**ﬁ'i%'éé'&)

2918 EY=x



7. Support ZiE(#8)

€ 7.5 Documented information S {EE
7.5.3 Control of documented information &8 X L& (48)

Organization shall address documentation control
HEERERZR 2= NMEFIXFEERN 2 EED:

1) distribution, access, retrieval and use 732 « FH « @ E KK ;
2) storage and preservation EF M IRF - BIZ 0B ERREF ;

3) control of changes & & (fRAIZEE) ;

4) retention and disposition RFXEHEREE -

RESER - BaRl EGIRE SR EHEMZEEE 2R 2R
FEERMEZ NI RIRR A EER -

#BO2H EY=x



8. Operation &EE

& 8.1 Operational planning and control E{EF7 2 &2 122 5|
Plan, implement and control the processes & actions
5=~ BT DIRIEFIREEANITHE6.1) -

Implement plans to achieve information security objectives
HNITEUERENLZZHIR(6.2) -

Ensure outsourced processes are determined and controlled
HEEEAZISTEINLUAEERER] -

& 3.2 Information security risk assessment E &% % [ [ 57 i
Perform risk assessments at planned intervals or when significant

changes occur

AR B EE RS E TR T -

#8938 EY=x



8. Operation E{E(%&)

& 8.3 Information security risk treatment &% £ & [ I8
Implement the risk treatment plan H{T/E G EIEETE

oY= EY=x



9. Performance evaluation &%

€ 9.1 Monitoring, measurement, analysis, and evaluation

BER - 2R - oA

Evaluate the information security performance and the effectiveness of

the ISMS
A EMZEEWE ISMS BN M

AHEERE NFISSIA:
- FBEEEREVNZZEIR  BEEMZEZEEEGE -

- BE SR/ o ARHEZERTTE - DIBRBUAVAER - FiEE

ZIEEEECRAOER - DIEREAN
« WTEEKREUZERE -
- BEBASAZAE -
- BEEBERENGREDT A G ZRE -
o DMNRFHE EAMERZAE -

$O5E



9. Performance evaluation @&X{EEfh(48)

& 9.2 Internal audit AEfFE1%
Conduct internal audits at planned intervals to provide information on
whether the ISMS
EHAH TR B LUIERISMSZES
« Conforms to the requirements of this international Standard and the
organization

e AREEAM 225K -
» Is effectively implemented and maintained

WAEMRVE FEALE

BOHE EY=x



9. Performance evaluation @&X{EEfh(48)

@ 9.2 Internal audit AEZBFEZ
%HQ%FT%HY—F@WE%

1) #RE| - - BERMESTEZETE  8FEEXR - 75 B HEE
Y%IE& $|§i AT EEEBR I CEERERAIRIEZ V4R
MABE ;

2) ERBEMZERIREZ ZE#HE ;

3) EEEZ B NItTTERZ - DIRREZBIRZZ

4) ERTEZ ZAREHBEEIEEERS ;

5) REXHEENIERTERFTIE NTEZER ZEE -

H)ﬁ}

BRI
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9. Performance evaluation @&X{EEfh(48)

@ 9.2 Internal audit AEZBFEZ
AEFEZAREREN O sNITAE - B Nl —{EHZ:

> ERFTEREFIIRERREENE ZBERAT
> BRFIABERFINE ZABRE -
> ERFIAERIAVIERES -
BANEEZORE) - Dl r SR G ESR T SIEK:
> FEBRIREINAREK -
> FEFTEL 2 EMZ 2 2K
> BT SEHEE -
> AR AT -
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9. Performance evaluation &%I&

€ 9.3 Management review EIEEE

i (48)

Top management shall review the organization’s ISMS at
planned intervals to ensure its continuing suitability, adequacy and

effectiveness
SEEEEERTHEEHEBISMSIFGERRE YT -
BN

c AIREBBEMAZEZITEARHITIAL ;

« HISMSHEANAINEZBEE ;

Sy ERESE

- BlZEEUNEE BEATEIRE KB LEM - BEERENE

xR EBZER  BElZZHIRZEMN ;
- FMEHRIEREEE ;
o« EbRTERAE REE R EEET S AR
- HENEIES -

Eofelo=]
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9. Performance evaluation Z&I&

€ 9.3 Management review EIEEE (48)

i (48)

Top management shall review the organization’s ISMS at planned
intervals to ensure its continuing suitability, adequacy and effectiveness

SEEEEEEEREEABISMSLUSERFRE M -
« FIRBEBFERBZITEH I ENHITAE ;
« EBAISMSHEARINIMEIZEE B

SEMtEENM

- BilZEEMWEE B AFFIREE kB LEEN EEKENE

xR EZER BEllZZHRZEMN ;
- FMEHRIEREEE ;
o« EPRFTEAAR AR R EERT SRS

. BENENRE -

EHEEENHYIEE RS ENEEE AR E =
R

&REFER

F1008



10. Improvement =

4 10.1 Nonconformity and corrective action A~ 5518158 [F 8T
* React to the nonconformity

REARTEEIE - REVEHERIRBLE - WEREHER -

 Evaluate the need for action to eliminate the causes of
nonconformity

TEHTTE  BELREFTEER - LR FHEBEER

« Implement any action needed #{TFTEE i -

* Review the effectiveness of any corrective action taken
BB EREARE -

« Make changes to the ISMS ¥ ISMS #/T#E -

#1018 EY=x



10. Improvement =

4 10.2 Continual improvement 1548 =
The organization shall continually improve the suitability, adequacy, and
effectiveness of the ISMS

A ESENEISMSREDIY - SEY - BEAENME -

E1028 EY=x






