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CNN BUS'NESS Markets Tech Media Success Video

CNN & The Cybercrime Economy
@CNN

| | Shodan: The scariest search engine on the
"Shodan: The scariest search engine on the Internet”
(from @CNNMoney): on.cnn.com/1egSoNY Internet

by David Goldman @DavidGoldmanCNN

(© April 8, 2013: 1:41 PMET
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https://money.cnn.com/2013/04/08/technology/s
ecurity/shodan/

These are your 3 financial advisors
near you

This site finds and compares 3
financial advisors in your area

p ' A e Check this off your list before
‘ : -« SN : retirement: talk to an advisor

Answer these questions fo find the
right financial advisor for you

~

Hacking anything connected to the Internet Find CFPs in your area in 5 minutes

"When people don't see stuff on Google, they think no one can
find it. That's not true."

An Insane Card Offering 0% Interest
Until Nearly 2020

That's according to John Matherly, creator of Shodan, the scariest search engine on the Internet.
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Complete Guide to Shodan

Collect. Analyze. Visualize. Make Internet Intelligence Work

for You.

John Matherly

This book is for sale at http://leanpub.com/shodan

This version was published on 2017-08-23
1|
Leanpub

This is a Leanpub book. Leanpub empowers authors and publishers with the Lean Publishing

process. Lean Publishing is the act of publishing an in-progress ebook using lightweight tools and

many iterations to oet reader feedback nivat until von have the rioht book and boild traction onee
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Compromised Docker Hosts Use Shodan to Infect More Victims

By Sergiu Gatlan May 30, 2019 02:46 PM 0
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Hackers are scanning for Docker hosts with exposed APIs to use them for cryptocurrency mining by
deploying malicious self-propagating Docker images infected with Monero miners and scripts that make
use of Shodan to find other vulnerable targets.

The cryptojacking campaign targeting exposed Docker hosts was unearthed by Trend Micro researchers
after a Docker image containing a Monero (XMR) cryptocurrency miner binary was deploved on one of
their honeypots.

This type of attack is definitely nothing new seeing that researchers from Imperva discovered a similar
campaign abusing the CVE-2019-5736 runc vulnerability to deploy cryptominers during early-March.
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AT&T Reveals Malware Targeting Millions of Routers, loT
Devices

The malware, BotenaGo, has more than 30 different functions.

.‘ By Nathaniel Mott Nov. 13, 2021, 12:22 a.m.
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*ﬁ y ElJ %i }\‘ b 3& 3@ *ﬁ { JJ The company's Alien Labs threat intelligence unit dubbed the malware BotenaGo because it's written in

Go, a programming language that Google designed specifically with networking in mind. It's also

3% Jr = A WD e S f%:' ’
= | li’— B = \'K capable of creating botnets that function across a variety of device types.
» E

AR IS, =Nt IS Ty
> 3 3 ] E I “4 d’ © AT&T Alien Labs says BotenaGo can exploit up to 30 different vulnerabilities against its targets. The

company used Shodan, a search engine used to look up internet-connected devices, to determine that

millions of devices could be affected by at least some of the malware's functions.

Jk . https://in.pcmag.com/security/146125/att-reveals-malware-targetin illi uters-iot-devices
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Search Engine for the
Internet of Everything

// EXPLORE THE PLATFORM

@ Beyond the \Web

Websites are just one part of the Internet. Use
Shodan to discover everything from power
plants, mobile phones, refrigerators and
Minecraft servers

s52 Monitor Network Exposure

Keep track of all your devices that are directly
accessible from the Internet. Shodan provides
a comprehensive view of all exposed services
to help you stay secure

552 Intemet Intelligence

Learn more about who is dSiﬂg various
products and how they're changing over time
Shodan gives you a data-driven view of the

technology that powers the Internet
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Shodan Developer Book

®% SHODAN ‘ Account | Register

Create Account

Username

Password

Confirm Password

if i Email
N

F R A K EE E JcShodansg

|:| Subscribe to the newsletter

N
By creating an account you are agreeing 1o our Privacy Policy and Terms of Usg

CREATE
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Academic Upgrade

Shodan provides a free Membership upgrade fol users that sign up with an academic email address (ex. endingin  .edu , .ac.uk etc)] The

academic membership includes the following:

Ability to monitor up to 16 1Ps

« 100 query credits per month

« 100 scan credits per month

« Access to Shodan Maps and Shodan Images

wuln filter can be used on the website

"We also offer a higher academic plan for free that is aimed at university IT departments that want to monitor their Intemet-facing infrastructure.
The geal is to offer universities a free way to get notified when something unexpected shows up on their network. The academic plus plan

provides everything that the Membership does as well as:

«  Ability to monitor up to ~120,000 IPs (2 /16s worth of IPs). Note that you're anly allowed to monitor your university netwaork.
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To receive the academic plus upgrade please email academicgshodan.io from an academic email address with a Shodan account that we can
confirm belongs to the university's T department.

74 ki ¢ https://ithelp.ithome.com.tw/articles/10218769
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Shodan Account Activation

e Shodan <no-reply@shodan.io>
E%F09:26

e

Click on the link below to activate your Shodan account.

URL: https://account.shodan.io/activate

[

If you have any problems activating your account or have questions about Shodan, please

URL: ://account.shodan.io

e GLEC B AT

) [PV T ¥ VYA N 2, ! 2 VAN °
|2 s faT il 0 Lk g 123 411

ERLELE REILG o FEE Y il B R R
gt R A (s § ¥ Z T SRS ¢

Welcome to Shodan

° Shodan <no-reply@shodan.io> ||

£ 09:27
=« [

Hi
You've successfully created an account on Shodan! Below you will find all important
account information to login, make sure to keep this email in your archive for later.

Not sure where to get started? Check out the following to get familiar with Shodan:

Discover Shared Searches
mplete Guide to Shodan book
hort Videos for common tasks

Help Center

.
.
.
.
If you have any questions or suggestions let us know - we're here to help!
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" SHODAN Explore Pricmg = Q Login

‘. SHODAN | Account Billing Login Register

Search Engine
for the Internet
of Everything

Loginwith Shodan Login with

| G Google

¥ Twitter

B Windows Live
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Dashboard

(& Getting Started >_ ASCII Videos </> Developer Access

Filters Cheat Sheet

Filter Name Description Example

#% SHODAN | Account

Account Overview

API Key

Display Name

Email

Member

Export Credits

[x]

RESEY API KEY
- -
No

o




Basic Access to Shodan Search Engine
Shoa
nd Shodan Exg

Integrations with Popular Tools

Simple Website Downloads
fith tl i

Deep IP Enrichment
bou in
hodan

On-Demand Scanning
your Inte!

Membership

v/

Corporate API

v

Enterprise Data License

v

Membership Freelancer Small Business Corporate Enterprise
Price $49 (one-time) $597 month $299/ month $899/ month Custom
Query credits (per month) 100 10,000 200,000 Unlimited Unlimited
Scan credits (per month) 100 5120 65,536 327680 Unlimited
Monitored IPs 16 5120 65,536 327680 Unlimited
Available search filters Allexcept - and - All except - and - All except - AlL AlL
Number of users 1 1 1 1 Custom

20 20 200 200 200

v v v v v

v v e v v
Private firehose v v ~ v v
IP lookups 4 v e e 4
Batch IP lookups v v
Bulk Data v
InternetDB v
Full firehose v
Internet scanning API v
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Dashboard

(& Getting Started >_ ASCII Videos

Filters Cheat Sheet *

Filter Name Description

Q Account

Example

http.title

Name of £

Port nurr

screenshot.label

the IP

ent of the

Explore Downloads Pricing @

Search Query Examples

Websites that require
HTTPS connections

Apache web servers

Websites that have the
word “"Apache” in their
HTML

Q Account|

Services that have the
word "Apache” in their
headings

Services with a hostname
containing either
“google.com” OR “facebook.com™

Websites that are using
the Bootstrap CSS
framework
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'. SHODAN Explore Downloads Pricing & | Account o Sh g | '. SHOL. Explore Downloads Pricing & Jinux upng Account

Dashboard Explore
231,592

(& Getting Started >_ ASCII Videos

Industrial Control : Network by
Systems g Infrastructure Video Games |

Malaysia 53,746
ttent-Length:
Thailand 38,911

Thailand, Bangkok
Indonesia 15,705

~ 12519 bcam
e © Popular Tags Mexico 13,213
surveillance  cams 113.22.90.113

webcam cam camera Taiwan 13,098
Filters Cheat Sheet
ip router scada ftp * Vet
Nam, Ho Chi

Cams server htip iot test Minh City

password cisco web 17,737

5290 cam webcam
s B S E ELI Content-Length: 54171

Filter Name Description Example nas ipcam
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Filter Reference

General

all

asn

city
country
cpe
device
geo
has_ipv6
has_screenshot
has_ssl
has_wvuln

hash

HTTP

= httpcomponent

http.component_category

= http.favicon.hash
http.html
http.html_hash
http.robots_hash
http.securitytxt
http.status
http title

http.waf

SSL

ssl

sslalpn

sslcertalg
ssLcertexpired
sslLcertextension
sslLcert.fingerprint
sslcertissuercn
sslLcert pubkey.bits
ssLcert.pubkeytype
sslcert.serial
sslLcert.subject.cn

ssLchain_count

Account

hostname
ip Bitcoin

2 bitcoin.ip

bitcoin.ip_count
bitcoin.port
29 bitcoinversion

0os

port

sslLcipherbits
sslLciphername
ssLcipherversion
sslja3s

ssljarm

sslversion

postal

product

region

scan
shodan.module
state

version

NTP

ntp.ip
ntp.ip_count
ntp.more

ntp.port

SNMP
Screenshots

= snmp.contact

= screenshotlabel
= snmp.location

= snmp.name

Cloud

cloud.provider
= cloudregion

= cloudservice

Telnet

telnet.do
telnet.dont
telnet.option
telnetwill

telnetwont

SSH

= ssh.hassh

= sshitype

22
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net BOF 3y Tehip ¥ & AR net:59.120.179.0/24
port HOF Jp Lo I port:80

product WHfp Lenivk Wi l/A & L product:windows
country PH 3p L] 7o country:us

org P& Jp Lehw st o ¢ org:google
hostname WH g LeniEl L hostname:azure
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" SHODAN Explore Downloads Pricing &

751 1 48 New Service: Keep track of what you have connected to the Intemet. Check
out

Taipei 29,140 211.21.156.49

Taichung 7,559

-.... SHODAN Explore Downloads Pricing ¢

Bangiao 6,620

Taoyuan City 4,702
Tainan 4,647 CLNT (WD

Taiwan, Taipei bELE [

61.247.173.39
Chunghwa Telecom p 7
Co.,Ltd. 45,810

Ministry of
Education Computer
Center 11,803

Taiwan, Taipei

Data
Communication
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SHODAN Explore Downloads Pricing &2

New Service: Keep track of what you have connected fo the Intemet. Check out

BIG-IP®- Redirect
106.75

i China, Beiing

honeypot

- Shanghai UCloud Information Technology
164.128.164.65 : " Company Limited
4.1 WP

United States [ e e s N
. : S China Mobile Communications Group Co., Ltd.

Singapore # Switzerland, Zirich
India

honeypot

Switzerland

ASS808

190.131.40.94
HTTP/1.1

" Ecuador, Guayaquil

B Web Technologies

r.platform. tole

Swisscom (Schweiz) AG 1,866 document . location.href =

Asia Pacific Network Information Center, Pty. Ltd.

1,283
Tencent cloud computing (Beijing) Co., Ltd. 903
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achillean@demo:~% shodan download -h

’. SHODAN Explore Downloads Pricing 2 ‘ I ! Account
‘ ‘ | . Usage: shodan download [OPTIONS] <filename> <search query>

Download search results and save them in a compressed JSON file.

Downloads

Options:
=l --limit INTEGER The number of results you want to download. -1 to download
10,000 Query -h, --help Show this message and exit.
Credits Available achillean@demo:~$%
achillean@demo:~$%
1 query credit lets you achillean@demo:~$% # Download up to 1,000 MongoDB results
download up to 100 achillean@demo:~$%
resulfs. The query credit achillean@demo:~$ shodan download --limit 100@ mongodb.json.gz product:mongodb

CIRER L Search query: product:mongodb

Total number of results: 21493
Query credits left: 100000
Output file: mongodb. json.gz

of every month. To get
more query credits check

out our plans at:




Shodan Maps Images Monitor More...

“. SHODAN Explore Downloads Pricing &2

’. SHODAN | Developer Dashboard API Reference Integrations Pricing @2

The Internet Intelligence Platform

Leverage the Shodan API to learn about devices on the Internet.

.,'.

SHODAN | Developer

Dashboard

Dashboard

0
11/10/2021

11/16/2021

1172172021

API Reference

1172712021

Integrations

12/03/2021

12/09/20:

Pricing 2

Membership API plan

100 scan credits available

29
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Shodan Credits Explained

At Shodan, the amount of access you get to data and other features of the infrastructure depend on

how many credits your account has available.[There are 2 types of credits available at Shodan:]

* Query credits

s Scan credits

Note: Export credits are deprecated and can nolonger be purchased.

Query Credits

Query credits are used to download data via the website, command-line interface or the API If
you're using the CLI or API then query credits are deducted if one of the following 2 conditions is

met:

o Asearch filter is used

« Page 2 or beyond is requested

Query credits renew at the start of the month and provide the following amount of data

1 query credit lets you download 100 results

Here are a few search gueries and how many query credits they consume:

» apache: search query without any filters and 1st page of results - no query credits used
s+ product:mongodb: searches far MongoDEB database servers and uses 1 query credit
» 3rd page of apache: requesting the 3rd page costs 1 query credit

s 5th page of product:mongodhb: requesting the 5th page of search results for MongoDE: 1
query credit




PP T a0l 4w export credits

e babangs @Yudipra00868694 - 202011820

@shodanhg where can i buy export credit ?

O 1 g Q T

Shodan
@shodanhqg
o2& @YudipraD0868694

we've deprecated export credits. the new beta website
(beta.shodan.io) uses regular query credits like you'd

also use via the API/ CLI to download data
TET

I|!|IIII
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1 export credit

Explore Downloads Reports Developer Pricing Enterprise Access Contact Us

Buy Export Credits

export credits to download Shodan search results to your computer.

What is an Export Credit?
Export credits are used to download
search results from the Shodan website.
Every credit lets you download up to
10,000 results.

6 export credits 20 export credits
50% more credits 100% more credits

$3.33/ credit $2.50/ credit




&% SHODAN

97,997

Explore

. o
y Cal

9,962

United States
Korea, Republic of
Germany

France

Italy

Korea Telecom

Service Provider

3,922
3,093
3,066

2,627

Downloads Pricing ¢ port:502

A View Report \&% Download Results) Ll Historical Trend &) Browse Images

New Service: Keep T

116.58.181.128
16.58.181.128.5t  ynit 1D: @
atic.zoot jp -~ Slave ID Data: Illegal
-- Device Identification:
[+ ]
Japan, Nagoya Unit ID: 1
-- Slave ID Data: Tllegal
L -- Device Identification:
Unit ID: 255
-- Slave ID Data: Tllegal
-- Device Identif...

220.125.118.95
Unit ID: @

EH Korea, -~ Slave 1D Data: Illegal
Republic

of, Cheongju-si -- Device Identification:

ics Unit ID: 1
-- Slave ID Data: Illegal
-- Device Identification:

at you have connected to the Intermet. Check out

2021-12-08T23:37:29.144440

Data Address (Error)
Illegal Data Address (Error)

Function (Error)
Illegal Function (Error}

Data Address (Error)

2021-12-08T23:37:05.63299¢

Function (Error)

Illegal Function (Error}

Function (Error)
Illegal Function

Explore Downloads ‘ Pricing &2 ‘ port:502

Download Results

Search Query: port:502
Number of results

9600

Note: Downloads may take several hours to complete

FAQ

1. Downloads consume
query credits which reset at the
start of every month

2. The maximum number of
results that can be downloaded
for a search query is 300,000

3. Query credits are only
deducted for data that was
actually downloaded

You can also download data

using the official Shodan
command-line interface (CLI)

33

Account




Downloads

Pending

Download Finished

Your recent download request for the search query "port:502" has finished

Please download it from the following location

Be sure to check out these link if you need any help

« All your recent downloads: https://beta.shodan.io/download

« How to work with Shodan data files: https://help.shodan.io/mastery/working-with-shodan-data-files
own oa s « How to convert to Excel: https://help.shodan.io/guides/how-to-convert-to-excel

» Downloading data directly using the command-line interface: https:/help.shodan.io/guides/how-to-download-data-with-api

Shodan Team
support@shodan.io

TRIEEERRAE T §F A




’. SHODAN Explore Downloads Pricing &2 Account

Downloads

S peme ;
-’ ' SHODAN Explore Downloads Pricing &2 78 Query Credits Available

1 query credit lets you
download up to 100 results
The query credit usage resets

9.600 records DOWNLOA at the start of every month. To
get more query credits check
out our plans at
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JRA% > 2% p {7 & python#g ;% #% import Shodanz i#

® ™ 3% feut: https://github.com/achillean/shodan-python

Ve

0% KKE ¢ ubuntuizr §

05 Name Ubunku 20.04.3 LTS

05 Type 64-bit
Device Name nasoc-ubuntu-server ) GNOME Version 3.36.8

windowing System X11
Memory 3.8GiB

Virtualization VMware
Processor Intel® Core™ i5-4570 CPU @ 3.20CGHz = 2 .

software Updates 7
Graphics llvmpipe (LLVM 12.0.0, 256 bits)

Disk Capacity 42.9 GB


https://github.com/achillean/shodan-python

% #Shodanz #

o ¥ W ikPBRGIithub} sz 4y 1 % %
o Ubuntu3 & & Shodan% %% & > &

b

E R EE

Installation nasoc@nasoc-ubuntu-server: ~

To install the Shodan library, simply: --¢ chodan

$ pip install shodan

Command 'shodan' not found, but can be installed with:

Or if you don't have pip installed (which you should seriously install): sudo apt install python3-shodan

w®

$ easy_install shodan H S- I
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5 ﬁ_" VB 7 AP Key
2LiE Account - B » iS5 € B APl Key
4 Developer . @ e+ + & > 2L# Show APl Key

'. SHODAN Explore Downloads Pricing 2

’. SHODAN Developer

The Internet Intelligence
Platform

Leverage the Shodan API to learn about devices
on the Internet.

# A QR code
7 % % 7 API Key
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» shodan init <api-key>

+ nasoc@nasoc-ubuntu-server: ~

:~S shodan init
Usage: shodan init [OPTIONS] <api key>
Try "shodan init -h" for help.

Error: Missing arqument "




f 79 B

° u:jxjug » & R B A PRELP]T ”5")’?;‘%&4&

nasoc@nasoc-ub

- - - ol = ‘ . Query credits renew at the start of the month and provide the following amount of data
:~5 shodan info Y P g

Query credits available: 78

= . . [ 1 query credit lets you download 100 results ]
Scan _credits available: 1080
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sho an count <% ﬁ; > *

=

nasoc@nasuc—ubuntu

:~§ shodan count -h

e

Usage: shodan count [OPTIONS] <search query=

Returns the number of results for a search New Service: Keep track of what you have connected to the Internet. Check

out

il |
-h, --help sShow this messaie and exit. 140.
]

nasoc@nasoc-ubuntu-server: ~
$ shodan count
$ shodan count I
$ shodan count I
Sy |
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EL{:K&E‘ ﬁl—ﬁi ’ft"f \'ﬂbﬁi ) fﬁz‘ ‘/\_’gﬁf‘:;'r g\.
shodan download OPTIONS] <:§q R > <doF 2>

Y HL 7 ?\.—\, %ET? %%FXQFK#BP‘?’

1 nasoc@nasoc-ubuntu-server: ~ Q =

Downloads

:~$ shodan download -h
Usage: shodan download [OPTIONS] <filename= <search query=

Download search results and save them in a compressed JSON file. S pwe

Options:
--1imit INTEGER The number of results you want to download. -1 to download
all the data possible.
--skip INTEGER The number of results to skip when starting the download.
-h, --help Show this message and exit.

554 records
nasoc@nasoc-ubuntu-server: ~ Q = = O o

:~S shodan download --limit -1 NTU_FTP_DATA NN
9,600 records

otal number of results: 575
Query credits left: 70
Output file: NTU_FTP_DATA. json.gz
[RHBHHHBRHBBHRBHRRBGHBBRHBBRRABHBRGHRR] 100%
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NTU_FTP_DATA.json.gz Properties

Basic Permissions Open With
Name: NTU FTP_DATA.json.gz Extract
: Type: Gzip archive (application/gzip) ) _
?rp P PP /gzip } {it | Location: B3/
Size: 173.8 kB (173,808 bytes)
Name » Size Type Modified
Parent folder: /home/nasoc ©| NTU_FTP_DATA.json 1.0 MB JSON document 09 Decemb..]
Accessed: Thu 02 Dec 2021 09:00:41 AM UTC
Modified: Thu 09 Dec 2021 09:01:40 AM UTC
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https://www.largitdata.com/blog_detail/20190725
https://blog.tibame.com/?p=17894
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Introduction 3

Data Collection

?TEI‘."UEI’IC" )
The Shodan crawlers work 24/7 and update the database in real-time. At any moment yvou query > £ Q ﬁ; IJ
the Shodan website you're getting the latest picture of the Internet. )

pﬁtrihuted \ 1. 7 %FEY U R EPRER N EE AR

Crawlers are present in countries around the world, including:

« USA (East and West Coast) F"
+ China A= ’)4 1‘7,’ ’)4 » ﬁ ~ »\'
E LB R -
- ]EEI.E.['IEI. 2- k ﬁ‘r — k - F" )] 7‘
« France ','L’ I IJ |
+ Taiwan "% —_ ‘}“ 2N
+ Vietnam

+ Homania
s Crzech Republic

Data is collected from around the world to prevent geographic bias. For example, many system
administrators in the USA block entire Chinese IP ranges. Distributing Shodan crawlers around the
world ensures that any sort of country-wide blocking won't affect data gathering.
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Randomized

The basic algorithm for the crawlers is:

. Generate a random IPv4 address
. Generate a random port to test from the list of ports that Shodan understands

1
.
3. Check the random IPv4 address on the random port and grab a banner
4, Goto 1

This means that the crawlers don't scan incremental network ranges. The crawling is performed
completely random to ensure a uniform coverage of the Internet and prevent bias in the data at any
given time.




Shodan &

-l

1 = % —Banner & Metedata

Banner

|I he basic unit of data that Shodan gathers is the hanner.| The banner is textual information that

describes a service on a device. For web servers this would be the headers that are returned or for
Telnet it would be the login screen.

The content of the banner varies greatly depending on the type of service. For example, here is a
typical HTTP banner:

HTTP/1.1 208 OK

Server: nginx/1.1.19

Date: Sat, 83 Oct 2015 86:89:24 GNT
Content-Type: text/html; charset=utf-B
Content-Length: 6466

Connection: keep-alive

Device Metadata

In addition to the banner, Shodan also grabs meta-data about the device such as its geographic
location, _hostname, operating svstem and more (see_Appendix _A) _Most of the meta-data is

searchable via the main Shodan website, however a few fields are only available to users of the
developer APL

Appendix A: Banner Specification

For the latest list of fields that the banner contains please visit the online documentation™.

A banner may contain the following properties/ fields:

General Properties

(i)

Name Description Example

asn Autonomous system number AS4837

data Main banner for the service HTTP/1.1 200...

ip IP address as an integer 403427495

ip_str IP address as a string 199.30.15.20

ipvé IPv6 address as a string 2001:4860:4860::8888

port Port number for the service &0

timestamp  Date and time the information was ~ 2014-01-15T05:49:56.2683713
collected

hash Numeric hash of the data property

hostnames  List of hostnames for the 1P [“shodan_io”, “www.shodan.io”]

domains List of domains for the IP [“shodan_io™]

link Network link type Ethernet or modem

location Geographic location of the device see below

apts Supplemental/ experimental data
not contained in main banner

org Organization that is assigned the IP Google Inc.

isp ISP that is responsible for the [P Verizon Wireless
space

05 Operating system Linux

uptime Uptime of the IP in minutes 50

tags List of tags that describe the [Cies™, “vpn”]
purpose of the device
(Enterprise-only)

transport  Type of transport protocol used to tep

collect banner; either “udp” or “tep”

B pttpe: ! developer shodan io/api/ banner- specification




JSONH: 3% i3 i —

"timestamp":"2021-12-08T14:44:55.225%¢8¢688",
"isp”: "a:)a Broadband LID.",

"asn" 12419"
JSON ( JavaScript Object Notation, / d3ersen/ ) EEIEENES SESEREENRH{—EEERSATAET - EAEHE :g;;wmn
EAERAR Rt ASREENEE0ES - SSONEBINERESNENSES  EFERJavaScip T& « thifFETC  smeesean. s
SEFRNBERE  BATANSERSSEEASERAAT R EETEANEENEEARBRNENSS - S

BT m=)
JSON#B T E1999F {JavaScript Programming Language, Standard ECMA-262 3rd Edition} 817 E£& » ErLiTILifE JavaScriptl! eval () BT ( javascriptiBiBeval()FE0UEE
ies ) B - FRETFAUFEISONEZEEMNENES SELEFFEEEEEREENESEHTISONATE -

JSONIERERER ;
o BUE : HEMNE  FAEENE0 . TUASE  TLEIEHS - BUUE « NE E TTERTS - FESLER . NNaN - FTESEHETHE - JavaScrip HEEET

HEFETFEEE -
o =B : LIES|R " EERNEERZEUnicodefE I - ERFERENNERE=TF - /

o THE : TS true BEE false -

c B): ARNERREEEE - SREUL RIS EY - RIEERAER [+ | 2R e mRE%E , D2 - 00 : [value, value]

o ¥ ETEE TR B (key-value pairs) SRS =2l 2 ETRNERYETNRIE—BEIN - YELITHEE ( Bt L ) £ - R EHIEE
FEESR - REECEESR 92 -

& EE= null

Hi [

51% R Kk : https://zh.wikipedia.org/zh-tw/JSON
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: 1 {"hash": -10017¢4030, "timestamp": "2021-12-09T14:51:06.689291", "isp": "Data Cc~
{"ftp": {"features": {"LANG": {"parameters": ["bg-BG", "en-USs", "es-ES", "fr-FR"
{"ip": 2357762502, "port™: 22, "transport": "tcp", "version": "8.0", "location":
{"hash": 0, "http": {"robots hash": null, "redirects": [], "securitytxzt": null,
{"ip™: 1990924217, "port™: 22, "transport": "tcp", "version": "0.46&", "location"
{"hash": €93c9c8c0, "http": {"html hash™: 9193593¢3, "robots hash™: null, "redir
{"hash™: 27629689, "tags": ["vpn"], "timestamp": "2021-12-09T14:47:39.899282", "
{"hash": -11847 4, "tags"™: ["cloud"], "timestamp": "2021-12-09T14:47:39.3508¢

9 {"hash": 181568868, "timestamp": "2021-12-09T14:47:38.9816€35", "isp": "Data Comn
10 {"product™: "Microsoft Exchange smtpd”, "hash": 1216905903, "timestamp": "2021-1
11 {"hash": 0, "timestamp": "2021-12-09T14:47:38.378009", "isp": "Data Communicatic
12 {"hash": -94047/1364, "timestamp": "2021-12-09T14:47:37.475573", "isp": "Data Con
13 {"hash": 448214121, "timestamp": "2021-12-09T14:47:37.400660", "isp": "Data Comn
14 {"hash": -5504381%¢, "timestamp": "2021-12-09T14:47:37.21€158", "isp": "Data Con
15 {"hash": 1048cice53, "timestamp": "2021-12-09T14:47:36.973094", "org": "Chunghws
lée {"hash": -1437137¢19, "product™: "Chromecast", "http": {"robots hash": null, "re
17 {"hash": 954428700, "http": {"robots hash": null, "redirects": [], "securitytxzt’
18 {"hash": 2100702304, "timestamp": "2021-12-09T14:47:35.024964", "isp": "Data Con
19 {"hash": 1188428153, "http": {"robots hash": null, "redirects": [], "securitytxt
20 {"hash": 127190374¢, "http": {"rcbots hash": null, "redirects": [], "securitytxt

e
o

=

CoO =1 & U = W M

-

[=s)

=
ARG I

]

21 {"ip™: 3399072700, "port™: 22, "transport": "tcp", "version": "7.4", "locaticn":

22 {"hash": 744790496, "http": {"robots hash": null, "redirects": [], "securitytxt"
3 372 (M ek Mot —rmeMe WA _129_NAmMTA«ATa23 TAT2°27IN0 M3 crmMa WMairran TrnFractrar
< < >

JSON file length : 6,200,227 lines: 1,001 Ln:12 Col:19 Pos: 20,606 Unix (LF) UTF-8 INS JSON file length : 6,280,227 lines : 1,001 Ln:7 Col:101 Pos:15175 Unix (L) UTF-8 INS
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Json Parser Online

You like it? Support itl Donate

138407

_shodan
"opticns
"module™:
"218.166.234.160™}

[}, "id":

isp "Data Communicat Business Group”, "transport™: "tcp”,
"data": "\ul000", "aan™: "AS3462", "port": 515, "hostnames": ["218-
166-234-160.dynamic-ip.hinet.net"], "lecation™: {"city": "Fengshan”,
"region_code "KHH", "area_code": null, "longitude™: 120.3 6,
"latitude™: 22.62653, "poatal code": null, "country de™: "TH",
"country name": "Taiwan™}, "ip": 3668372128, "domains":
["hinet.net™], "org": "Chunghwa Telecom Co.,Ltd.™, "o3": null,

crawler":

line-printer-daemcn™,

"timestamp": "2021-12-09T14:46:45 433",

"bf213bc4l9ccB481376c12af31e324823c1baE46
"cli5df3a-bb6d-4490-ba58-5b20f5a042b4™,
"ptr": true}, {}; "ip_stz":

"opts™:

Siring parse

=1

"hash"
"timestamp

"area_code": N
"longitude
"latitude™

"country code":"TH",

"country name":"

_shodan™: O {
"crawler":"bf213l
ef4e7",

"options": 03|

fr
nigmam
"modul

Try out Beta! Samples ¥ Options ¥

J5 eval

=R

"hash"
"timestamp”:

"dat
"asn
"port

"arsa_code": N

"longitude

atitude”
postal_:
"country_code":"TH",

de

"country names":

"org”

"os™: '

"_shedan™: 3
"crawler":"bf213b
efde7",

"opticns": 3 |

i

nigram

fia-bbed-
"module”:"line-printer-da
"ptr":
b
"opts": B

Author: Olivier Cuenot

FAQ - Privacy Policy - Changelog - Donation via PayPal - Donation in Bitcoins
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€>_rawData |

D Hist
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ory g=i OpentreelMap contributor

@® General Information

Hostnames

Domains

Country

City

Organization

218-166-234-160.dynamic-
ip.hinet.net

Taiwan

Fengshan

Chunghwa Telecom Co.,Lid.

Data Communication Business
Group

AS3462

218.166.234.160 [

583 Open Ports

)_Mw[)aia Expand All Collapse All Copy to Clipboard

{

asn :
city :

country_code :
country_name :

data : [

_shodan : {

cramler :

id :

domains : [

53
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.Eﬁﬁﬁé‘?ﬁﬁ%ﬁ@ﬁﬂﬁ,ﬁgw = 07 i8R R 5N ?ﬂ
>shodan convert <& & 4% cfd, > <di 3% {5 ef 38>

OE ST E ARMNF

: odan convert -h Deﬂ¢op Documents Downloads Music Pictures Public

Jsage: shodan convert [OPTION <input file> =<output formats I
D u
Convert the given input data file into a different format. The following

file formats are supported: Templates  Videos 20211210.  20211210.  20211210.
csv json.gz xlsx

kml, csv, geo.json, images, xlsx
nasoc@nasoc-ubuntu-server: ~
Example: shodan convert data.json.gz kml
S shodan convert 20211210. json.gz xLls»
Dptions:
--fields TEXT List of properties to output.
-h, --help Show this message and exit. ) i
~5 B

.

5 shodan convert 20211210. json.gz csv
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] (CSV)

ﬂ locationﬂ location.cin location locationn locationn 0s

ﬂ 450 ﬂ port n tags

|+OK Devecot ready, +OK mail fast.org twr

220 FTP Server ready, 530 59-124-162-194

|35H-2.0-CpenS5H_8.0 Ker

|SEH-2.0-dropbear_0.46 Ke 118-171-23-185
(HTTP/1.1 200 OK Date: T 114-39-177-218
|Firmwrare: 1 Hostname: Vig61-222-33-143.1

HTTP/1.1 302 FOUND (Cc93.151.236.35.b
Socf e o Toef ol doe 1 oeff 59-127-33-64.hi

220 TWTPS201.tpvaoe. con tpex, tpvaod coll

(RTSPF/1.0 200 0K CSeq: 1218-161-112-11
(RTSPA.0 200 OK Server: 125-227-71-77.1
| head'x03'0000=00=00 ' 220-132-167-71
|NetBIOS Response:  Serve: 114-40-120-226
(HTTF/1.1 403 Ferbidden (112-103-36-45.z
(HTTP/1.1 200 CK Conten 1-161-69-208.d;
(HTTE/1.1 400 Bad Request 210-63-240-7 hi
(HTTE/L1 200 OK Dater T211-22-230-144

HTTP/1.1 302 Found Locs 124-108-171-12

55H-2.0-OpenEH_7.4 Ker 188-187-153-20
(HTTP/1.1 302 Found Loca

(HTTP/1.1 400 Bad Request visit. keznews.co
(HTTF/L.1 200 CE X -Powr

(HTTP/.1 200 OK Conteni 220-132-123-14
|WPN (IKE) Initiater SFI: 7 114-32-219-221

Chunghwa Telecom Co Data Communication Businm TW Fengshan Taiwan 2262609 120.36126 AZ3462 110 202141249 14:51
Q02023374 59,124, 162,194 Chonghwa Telecom Co Data Communication Busu TW Taiper Tatvwan 25047 12153185 AZZAEZ 21 202141249 14:49
2357762502 140,136,153.198 Ministry of Education (Fu Jen Catholic University TW Bangiao Tatwan 2501427 121.46719 AS38845 22 202171249 14:47
120-114-141-20 2020773220 120,114.141.200 Ministry of Education (Mational Cheng Kung Unive TW Tainan Taivran 2290083 12021333 AZIBLTT a010 202141240 14:47
1990924217 118.171.23.185 Chonghwa Telecom Co Data Communication Busm TW Tatnan Tatvwan 2290033 12021333 AZIAEZ 22 202171249 14:47
19152040528 114,39,177.218 Chunghwa Telecom Co Data Communication Bustn TW Tainan Taiwan 2299083 120.21333 AS3462 30 20214249 14:47
1027031844 61,222,828, 148 Chunghwa Telecom Co Data Communication Businm TW Taownan City  Taiwan 24,90368  121.29696 AZ3462 1723 vpn 202141249 14:47
602707805 35.236,151.93 Google LLC Google LLC W Taipet Taiwan 2504776 12153185 AZ15169 5443 clond 202171249 14:47
Q02187328 50, 127.33.64 Chunghwa Telecom Co Data Communication Busim TW Taitung Taiwan 2275901 121.14457 AS3462 2323 202141249 14:47
3544769455 211.72.227.175 Chunghwa Telecom Co Data Communication Busin TW Banglao Taiwan 2501427 12146719 AS3462 465 202111249 14:47
114-24-63-2121 1914347188 114.34.63.212 Chunghwa Telecom Co Data Communication Busim TW Yilan Taiwan 24,757 121.753 AS362 9530 202171249 14:47
3668013166 218.161,112.110 Chunghwa Telecom Co Data Communication Bustn TW Tatnan Tatwan 2290083 120.21333 AS3462 554 2211240 14:47
2112046925 1252277177 Data Communication B Data Communication Busi TW Taichmng Taiwran 24,1469 1206839 AZZARZ 254 202141249 14:47
3699681005 220,132.167.71 Chunghwa Telecom Co Data Communication Busin TW Taichung Taiwan 24,1469 1206830 AS3462 6036 202141249 14:47
1915255010 114,40,120.226 Chunghwa Telecom Co Data Communication Busim TW Kachsiung Taiwan 2261626 120,31333 AS3462 137 202141249 14:47
1883943853 112,105,56,45 Mew Centnry InfoCom Taiwan Infrastructure Metwr TW Fengian Taiwran 24,25 12071694 AZ1E049 200% 1ot 202141249 14:47
27346384 1,161.69.208 Chunghwa Telecom Co Data Communication Busim TW Taipei Tatwan 2504776 121.533185 AS3462 30 202141249 14:47
3527530647 210.65,240.7 Chunghwa Telecom Co Data Communication Busin TW Taipei Tatwan 25,0477 121.33185 AS340Z 1723 2021240 14:47
3341493302 211.22.230,144 Chunghwa Telecom Co Data Communication Busi TW Tainan Taiwran 2290023 120,21333 AZZARZ 22 202141249 14:47
2087406572 124,108,171, 124 Taiwan Fixed Network Taiwan Fixed Network, Tel TW Taipet Tatwran 2504776 12153185 AZ9024 8003 202171249 14:47
3300072700 202,153,187.188 UnigateMNet, Internet e AbovelNet Communications TW Taipet Tatwan 23,047 121.33185 AS17408 22 202141240 14:47
2020423316 120,109,54,148 Ministry of Education ¢ Taiwan Academic Networl TW Taichmng Taiwran 24,1469 1206839 AZ1BI9 2003 202111249 14:47
123-205-57-165 2077047205 123.205.57.165 New Century InfoComi Tazwan Infrastructure Netw TW Zhongxing New Taiwan 2395908 12068516 AS18049 3009 202141249 14:47
2323320236 168.80,172.30 Cooperative Investment QT Inc, W Taipei Taivran 2204776 12153183 AZZ4067 200 202141240 14:47
2356615211 140.119.24.43 Ministry of Education ¢ Taiwan Academic Network TW Hindian Taiwan 2496005 121.53892 AS1659 3000 202141249 14:47
3690669902 220,132,123.142 Chunghwa Telecom Co Data Communication Bustn TW Tainan Taiwan 22,99083  120.21333 AS3462 30 202141249 14:47
1914756061 114,32,219.221 Chunghwa Telecom Co Data Communication Businm TW Taipei Taiwan 250477 121.533185 AZ3462 300 vpn 202141249 14:47
1OnN7EE 102 11 1E0 128 7 (™ 1 T-1 e Theda ™ it in] e TRIT Tea . Tea D MATT 171 B2 NI AET a7 e RN AR BRI Y Lri A

SOOI S {3,,1-MC‘C‘U a7 II 11 1 125 7

903085218 59125. 146.98

ﬂtimestamp
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IP IPort Timestamp Data Hostnames OIgamzahon ISP Country Country ISO Code Clty 05 ASN TransporiProduct Yersion Web Server Website Title
|210.242.9 143 2021-12-00T1 * QK [CAPABILITY 210-242-91-7h Chunghwa TeleccData Comy Taiwan  TW Miaoli ASIEZ  top
|220.141.1 135 2021-12-09T1 Microsoft EPC Endpo 220-141-196-17 Chunghwa TeleccData Comr Taiwan  TW Taosuan City ASIEZ  tep Microsoft RPC Endpoint Mapper
123227 2 465 2021-12-09T 1220 ESMTE MAIL Simail. jetvox.com Chunghwa Telece Data Comyr Taiwan TW Taipet AZIEZ  top
1232276 80 2021-12-00T1HTTE/1.1 401 Unauth 125-227-67-19, Data Communical Data Comr Taiwan  TW Taichung AS3402  top mini_httpd 1.19 19dec mini_httpdf1, 16401 Unanthorized
L171.116 8800 2021-12-00T14:47:25.34 1681 1-171-116-85.d Chunghwa TeleccData Comr Taiwan  TW Taipet ASIEZ  top
(1252289 554 2021-12-09T1 RTSEA.0 401 Unanth 125-228-91-80. Chunghwa TeleceData Comr Taiwan  TW Taipe1 ASJEZ  top
[1.170,54, 443 2021-12-09T 14:47:25.075744 1-170-54-144.d Chunghwa TeleccData Comr Taywan TW Fengyuan AZEZ  top
[114.33.10 80 2021-12-00T1THTTE/A. 1 200 OK Dn114-33-100-16¢ Chunghwa Telece Data Comr Taiwan  TW Denlin AZIEZ  top Boa Web Servﬁ;l Boall). 94, 14rc2
(1162412 80 2021-12-09T1HTTPA. 1 200 CK D 116-241-217-45 TRC TEC Taiwan  TW Taoyman City AS131596 tep Boa Web Serv%l Boall. 94, 14rc21
[114.32.39 554 2021-12-09TIRTSF/L.0 200 QK C72114-32-39-240, Chunghwa TeleceData Comr Taiwan  TW Taipet AS3EZ  top
(116257, 2000 2021-12-09T 1 s 100 00400 1-162-57-146.d Chunghwa TeleceData Comr Tatwan TW Taipet AZ3EZ  top MikroTik bandvwndth-test server
348171 22 2021-12-09T1 353H-2.0-Open33H_7.220.71.81.34 b Google LLC Google LL Taiwan  TW Taipet AZ3I06082 tep Cpen3sH 7.4
[59.127.10 80 2021-12-00T1IHTTE/A. 1 200 0K 5:59-127-102-8. h Chunghwa TeleceData Comr Taiwan  TW Hualien City ASJEZ  top Cross Web Server Cross Web Serv DVE Components
(111.241.2 81 2021-12-00T 14:47.23.666712 111-241-218-12Chunghwa TeleccData Comr Taiwan  TW Taipe1 ASHEZ  top
[120.107.1 8008 2021-12-09TTHTTER/. 1 302 Found Location: hitps: Ministry of Edue: Taiwan Ac Taiwan  TW Chang-hua AZ105Q  top
|168.80,17 3001 2021-12-09TTHTTE/L. 1 400 Bad Revisit.keznews.cc Cooperative Inves QT Ine,  Taiwan  TW Taipet ASZAET  top
-|220,135.1 123 2021-12-09T1NTP protocolversion: 220-135-19-140Chunghwa TeleccData Comy Taiwan TW Taitung AZ3462  udp
210.71.19 2323 2021-12-09TLHTTP/1.0 404 FAIL 210-71-196-19¢Data CommunicaiData Comr Taiwan  TW Taipet AB346Z  tep
[103.10.20 80 2021-12-09T1HTTP/A. 1 200 GK Server: 01_16320¢ 141 Yang CGroan Ji 141 Yang (Taiwan  TW Tainan AS45509 top 01_1632062562
1831827 9908 2021-12-00T 14:47:22.215539 Asia Pacific Netw®0 Market Taiwan  TW Taichung AZ55303 tep
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[49.138.21 123 2021-12-09T1NTP protocolversion: 49-158-216-72, TFN MEDIA COUNICN BE Taiwan  TW Hualien City AS24164 ndp
[140,126.1 8002 2021-12-09T1HTTPR/L.1 302 Found Class5-27 cc-pe Ministry of EdueiMational C Taiwan  TW Miacli AZQQ1E  top
|36.230.26 21 2021-12-09T 14:47:21.820061 36-230-26-22,d Chunghwa TeleceData Comr Taiwan TW Taoyoan City AS3402  top
[114.33.18 80 2021-12-09TTHTTP/1.1 200 OK Ce114-33-189-24( Chunghwa TeleccData Comr Taiwan  TW Tainan AB346Z  tep
(1144220 80 2021-12-00T1HTTE/.1 301 Moved 114-42-200-12f Chunghwa TeleceData Comr Taiwan  TW Chang-hua AZ3EZ  top lighttpd 1.4.45 lighttpd/1.4.45
1143328 80 2021-12-00T 14:47:21.378702 114-33-2-88 hir Chunghwa TeleccData Comr Taiwan  TW Taichung AS3462  tep
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CNN=g & : https://money.cnn.com/2013/04/08/technology/security/shodan/

System Shock ] * ® /& : https://en.wikipedia.org/wiki/System Shock

iITZR %]+ : https://ithelp.ithome.com.tw/articles/10218769

Bleepingcomputersr # : https://www.bleepingcomputer.com/news/security/compromised-
docker-hosts-use-shodan-to-infect-more-victims/

1
2
3. ¥t TG IRE ¢ https://www.youtube.com/watch?v=n1ChelLmQlIc
4
5

6. PCMagazine#g 3 : https://in.pcmag.com/security/146125/att-reveals-malware-targeting-
millions-of-routers-iot-devices

7. A F—ISON : https://zh.wikipedia.org/zh-tw/JSON
8. JSON# } f2+47 2 : http://json.parser.online.fr/
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Shodanf = =k @ https://cli.shodan.io/

Github-Shodanz i : https://github.com/achillean/shodan-python

~ ¥y & 4745 F¢-1 ¢ https://www.largitdata.com/blog_detail/20190725

~ eIy A 7 -2 https://blog.tibame.com/?p=17894

Mesic—NoSQL F 3R & - https://azure.microsoft.com/zh-tw/overview/nosgl-database/
AL A 5L o https://ithelp.ithome.com.tw/articles/10231293

FHALE - PR D
https://relab.cc/blog/%E8%B3%87%E6%96%99%E8%A6%96%E8%A6%BA%ES%8C%96

8. John Matherly (2017), Complete Guide to Shodan: Collect. Analyze. Visualize. Make Internet
Intelligence Work for You, Leanpub.
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