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« CVE-2022-1388 2 F5 Networks 89 BIG-IP @R K = =B R E P —EEEJRE (CVSS 9.8) - ZlmiEH
FSERTE 2022 F£5 8 4 HE 9 &

o  IWRATERELEMEFNHES - 48 F5 89 iControl REST B85 - #EMFEY BIG-IP 4;
« iControl REST 2—1& Web-based #Z=(/THE - ol#.17 BIG-IP 1§ 5ez A  H AT IE

(B ASKFS5  rnowiedse centers  Resources JCVE-2022-1388 Detail
UNDERGOING REANALYSIS

This vulnerability has been modified and is currently undergoing reanalysis. Please check back soon to view the updated vulnerability
summary.

A\ May 04,2022 For detaits about recent vuinerabilites, refer to K55879220: Overview of F5 winesabilities (May 2022) Current Description
NS 16

K23605346
ass IControl REST authentication. Note: Software versions

K23605346: BIG-IP iControl REST vulnerability CVE-2022-1388

Severity

Original Publication Date: May 04, 2022 Applies to (see versions): v CVSS 3.x Severity and Metrics:
Updated Date: May 17, 2022

“ CNA: F5 Networks sase score: [ IR Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/IH/AH

Security Advisory Description
Undisclosed requests may bypass iControl AEST authentication. (CVE.2022.138)

VE List from the CHA.

Impact

Note: The e e vhen this P disployed, but the the
uthenticaled attackes with netwo kaccmlm BIGHIP system through the management port andior self IP addresses io A oh fgnify
or deete fles, or disable services. There Is Gnaiapanee!msmel Is ks a control pla Iy

ERIZRR : https://support.f5.com/csp/article/K23605346 ERIR : https://nvd.nist.gov/vuln/detail/CVE-2022-1388
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Rule Documentation (1:59735:2)

Rule alert tcp $EXTERNAL_NET any -> $HOME_ Nﬂm\mbg 'SERVER-WEBAPP F5 BIG-IP iContrel remote code "-‘XE'CL.tiUI" attempt”; flow:to_server,established;
content: "Connection:”; nocase: P'ttp header:; content:"X-F5-Auth™; distance:0; fast_pattern:; nocase:; http_header:; pcre:"/"Connection:[~\r\n]*?X-F5-Auth/Him";
metadata: policy balanced-ips drcp policy max-detect-ips drop, polle security-ips drop, ruleset communlty, service http_ refﬂrer’e cve, 2D22 1388; classtype:attempted-user;
sid:59735; rev:2; gid:1; )

References Rule Documentation
CVE: 2022-1388

View Context Explorer

Close window

AR RIER A
1. SMERICPER ; FORERIR ; BB RMIEBOERISE0 - 81 - 8080..5)
2. HERNEAETIMRES

® Connection:
® X-F5-Auth

Talos provides the following Snort coverage for CVE-2022-1388:

* Snort 2 SIDs: 59735
+ Snort 3 SIDs: 300131

ERIE : https://blog.talosintelligence.com/2022/05/threat-
advisory-critical-f5-big-ip-vuln.html



https://blog.talosintelligence.com/2022/05/threat-advisory-critical-f5-big-ip-vuln.html
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« XOOPS E—EBRZRHHEAHENFRENSEIE L4 (Content Management System) -
5/ PHP 2= MySQL ERE - ThEE ~ MTHEZEEMEARCRET - EXBBEEUNSE -

«  ASOCEIxmAINFEE* XOOPS Rt T B ry” IhR T EMEA" (tad_adm) 2.93L{RIHY
A FREHiREREENSINEZ B - o NEZERRATEEEINE(Remote Code
Execution, RCE) - #EMERS A=

« ASOCHRIZ=TANetfEFEXOOPSE4R - Iz 28 %K (& 48 = /0 1 B #2 A

« 2022/08/31#B*IXO0OPSEH AL - E&ET Hizip.phpE—TEIRZEE - BHLLIDREE

FIF A - XOOPS#EEAE1R2022/9/1F L B8k ZA2.93
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asus router FEEEEE

FTPEREA

By FTPHERE NG —E:
1. FEAEEM: anonymous & : EmailliZAZS
SNBSS > (/f i FTP 230 FTPEiEAS
Sl 3 s USER BB pass

O fEFEEEE - B ZRERE




OWASP 10T Top 10 2018

UWHSH

Internet of Things Top 10

(Weak Guessable or Hardcoded Passwords)
WEREARTE  (Insecure Network Services)
- JHEREFRE  (Insecure Ecosystem Interfaces)
. FEZRIEFEE  (Lack of Secure Mechanism)
). ‘EFHT?“EE 9Tl ( Insecure Outdated Components)
: hi=~E (Insufficient Privacy )
7. FEZNENEEZMET  (Insecure Transfer
' = (Lack Device )

9. A 9382 (Insecure )
10. ﬁ*"..f"f’ﬂﬂﬂl]@”ﬁﬁlﬁ (Lack Hardening)
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(CVE-2022-27593)




B ONAP NASE KmE(CVE-2022-27593)

CNAP NASE: 9 Y Fhoto Stationf@ WEE, » &EE CVE-2022-27593 » CWESEE EEEeo 1045
BaIE 0 DeadBolthsmgritet # IERRE TS DAIMEEY

& ASOCHIREEREET PR —F ONAPE REEH Internetop

EENSEEE . F2ELTER . S0ETEETE -

THRENRE

@TS 5.0.1 : Photo Station 5.1.2 REESARE

GTS 5.0.0/4.5.% : Photo Station 5.0.22 EE ST
TS 4.3.6 : Photo Station 5.7.18 BESMRE

GTS 4.3.3 : Photo Station 5.4.15 BESRE

@TS 4.2.6 : Photo Station 5.2.14 BESME

BREAERES N TETEHTERE

1. BERAE QNAP NASREEFEARMEE L SRS MR BT EAVPN{E S EETE -
2 B OTSHARRRT EEHRE -

3. EEMEfT NASSPRIEH -

4. BrFi iR B ABEEE B -

5 EIBEIR NAS TIPFEMRRE . » Sl AEHEHERS EREAE RE LR P -
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(CVE-2022-325438)

=% (DrayTek) BSHzE X R



B =% (DrayTek) BEEEgR EARE(CVE-2022-32548)
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ESEMISTIEHIR CVES BT EI0S ZRA

web BIERMEFE RCE K -

O e RRNTESLE B8R RIiTHH# .

dEE ASOC HIREEREET IP L AESRE Y BEEEEEE L ()

i =AM BA RS T BT AmMER ik
| BRECRLENE  FEREREEH

https:ffaeen draytek. comfsupportdatest-firmwsare sl

2. BB web BEEEREETE Internet -+ FHIBEEITFRIP -

13



Fortinetz& & fm)la-CVE-2022-40684



W R
+ Fortinetit 2022108 FE&HHTTPSHTTPS 543 838 R (CVE-2022-40684) - CVSS
B fEE
. EFEWBREAEBFHEHTTPHHTIPS headersa KBRRR - BBEHRENUSESS
ETHE - EMEHTREEEN -

« FortinetEmR2022F10H10HELE#T -
Severity CVSS Version 2.0 ‘

CVSS 3.x Severity and Metrics:

a CNA: Fortinet, Inc. Base Score: Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/1:H/A:H

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.

Note: The NVD and the CNA Bave provided the same score. When this occurs only the CNA information is displayed, but the Acceptance Level icon for the
CNA is given a checkmark to signify NVD concurrance.

https://nvd.nist.gov/vuln/detail/CVE-2022-40684 15
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- fEFHGet Request Methodsil 2 =45 & rIhttp HeaderoJHUiS 5% _EHJuser name
« POC:

« GET /api/v2/cmdb/system/admin HTTP/1.1

« Host: H1ZIP

« User-Agent: Node.js

« Accept-Encoding: gzip, deflate

« Accept: */*

« Hosts: 127.0.0.1:9980

« Forwarded: by="[127.0.0.1]:80";for="[127.0.0.1]:49490";proto=http;host=

« X-Forwarded-Vdom: root
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2022/08~2022/09 IPSEEss KRR B EH
#Cisco 7/28 AR =S (Sid 1-60324 ~ 1-603245)
Cisco Talos 8/047\BlogE&H DT ER -

té& #il

SECURITY

R T

HnEF‘BﬁéFﬁIE I Dark Utilities T C2 BBR
J ?*Fﬁ'PFSEEBﬂ*mma‘?ﬁﬁ
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B 5 80:288(Sid 1-60324) (Sid 1-60325)

« Sid 1-60324%5 =145

« |PStRIRE R Dark Utilities C2or 44115 AR 7% (C2aaS)tHEE - B BB EEMN
A EE (keep-alive)FHBEIEE -

- FHBEEXRTCPITEEMIAE - B RAVAHeartbeatiikeep-alivexi &l
- HEABREEZE|789C4D| - 16 EIRBASCIFEBXM -

alert tcp $HOME_NET any -> SEXTERNAL_NET 27016 (msg:"MALWARE-CNC Multi0S. Trojan.DarkUtilities variant outbound connection”; flow:to_server established; content:"|78 9 4D|'

« Sid 1-60325%F =115

- |PStERIRIE BT SR HENAPIFERIDark Utilities C21E Fmanager * payloadsi
EAPIUIE B -

Rule alert tcp SHOME_NET any -> SEXTERNAL_NET SHTTP_PORTS (msg:"MALWARE-CNC Multi0S.Trojan.DarkUtities variant outbound connection”; flow:to_server,established; content:"Host: dark-utiities"; fast_pattern:only;
(oo header:: content; Japi/vl/"; nocase:: it uri: pere: /~\apiyv1y (manager|pavloads) U|| metadata:impact_flag red, policy balanced- ||Jsd|op policy max-detect-ips drop, policy security- ||Jsdrop service http;
reference:url www.virustotal.com/quiffile/c9deeda7cd7zdb4ff584d1 3eabdcdh50c9e8boco161dff47637286c909beb; classtype:trojan-activity; sid:60325; rev:1; gid:1; )
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RERIMNBNC2PEIL T o] LIRHER | K A B185EDark Utilities
Ch& 15 #H 5 AR 75

TERENERE  BEESSRBCQPEIREEEHREy TERS » Bl
SiEET LIt HIRE THERE - BRUSERADark UtilitieshIC2 P ETL IR T
= (C2aaS) » BESERUEESNCQERRM  HBEREZ(9.99Etid
EH BAEVAITEERAS  HAEEEEIBRERT -

HCO2TFEEfE EEEFEREWindows » LinuxfIESs2 WL EEBEEZ4
(IPFS ) EMEEREZE| A AEEYL » EENHEREEIFEHESIINEERE
ZFIA -
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B IPFS - WEB 3.04%/08:=

- |IPFS " ERFHEZE %4t 1 (InterPlanetary File System - & IPFS )73 EX T RIZE
= H%EP/L,\ﬂ:(DecentraI|zat|on)¥3‘%_biﬂft§1—”|%7f%f,—1Web 3.0 HHE - 1
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