TANet 100G
FENEAtRIE




iBGP
SEAXE&EA

192.192.61.82
BGP

o 7

EILEERE

U\ 192.192.61.86 BREH
BT ARG

E &
Enown v
Insta
Fonting

192.1¢

ETTiC 18 U
Ne advertising protos.




iBGP
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+ BGP local-preference

x TS B STHEHON > 5228 Outgoing BEAKE » (=1L
AS H3Y.

RF/O/RPOSCPTO: TANet -NTU-A5R9912-01#=h bep neighbor 192.192.61.82 routes

Network Next Hop Metric LocPrf Weight Path
*={0.0.0.0/0 192,192 .61.82 400 0 i
Procezmed | prefixes, | paths

EF/O/RPOSCETO: TANet -NTU-ASR9912-01#2h bgp neighbor 192.192.61.86 routes

Network Next Hop Metric LocBrf Weight Path
*{0.0.0.0/0 192,192 61.86 200 0 i

Procezzed | prefixes, 1 paths
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* Protocol: UDP

Bar: Protacal In Packets Histary

TP
800,000
& uoP

£00,000 ® P

@ GRE

.
=]
=
=
=
=

@ |Pvi

UDP
@ESP
[T LT
D NN

14:51:00 1452:00 145300 145400 14:535:00 145800 145700 145800 145900 15:00:00 15:01:00 15:02:00 1%03:00 15:04:00 15:05:00 15:06:00 150700 15:08:00 12:09:00 15:10:00
@timestamp per 30 eeconds

+ Source Port: DNS, NTP i AT ER

Bar: Source PortIn Packets

Sum of netflow.in_pkte

@442

53
0

&00,000
@ 19305

600,000 @ 3.000

@ a0
400,000 @3478
12 @ Other
i (T sENEEEESENAREE . o
D AEEN EE = .

14:51:00 145200 145300 145400 145500 145600 145700 145800 145200 150000 150100 150200 15:03:00 120400 150500 150800 1207:00 120800 150200 15:10:00 &0
@timestamp per 30 seconde

Sum of netflow.in_pkte

®5:
N EIET T



1148 DDoS =14
WEHZEDNT

Chinese Name | EbH 1T K ESHD S

[lml
K

« JEEHHY IP

Bar: Dest_IP Fackets Histary

3.72.61.160

600,000
400,000 7 -
203.72
D i 1] i

145100 1452:00 1405300 145400 143500 145600 145700 145800 145200 15:00:00 153:01:00 15:02:00 120200 150400 150500 190600 15:07:00 150800 120900 15:10:00

v BRF A

sum of netflow.in_pkte




Jn

T 48 DDoS S 14

BGP Session S
» [EL4E ASR 100G EHjHE BGP: 4 B4

x+ LC/0/0/CPUO:Apr 28 14:55:40.950 : bfd_agent[129]: %L2-BFD-6-
SESSION_STATE_DOWN : BFD session to neighbor 192.192.61.82 on interface
Bundle-Ether2020.1 has gone down. Reason: Control timer expired

« &4 ASR HiAil ISP BGP © 4ERFIET
» RN

+ TAnEL BGP B BFD: Bidirectional Forwarding Detection
* Sub-second failure detection between two adajecnt routers.
router bgp 1659
bfd minimume-interval 200 ()&% B5IN)
bfd multiplier 5
neighbor-group TANet1659_v4_Primary
remote-as 1659
bfd fast-detect
neighbor-group TANet1659_v6_Primary
remote-as 1659
bfd fast-detect
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BFD Config

x [ OSPF H=¢E BFD
router ospf TANet-MPLS-IGP
address-family ipv4 unicast

area 0O
interface HundredGigeO/0/0/0.3
bfd fast-detect

+ BGP EFFTHE(E

+ Periodic TCP keepalives 60 sec » Hold time 180
sec
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2022/07/22 15:00
=10 EIRGETAR

+ TANet 100G Z1CEHTHVIAEHTTERTER: - BGP ERLY
180 )

p: 120" I éfi[»j( netflow 2022/07/22

Bar: Hosts Fackets Histary
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< >
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+ Why 180 ¥)?
x BGP Default Periodic TCP keepalives 60 sec ~ Hold time 180 sec
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16:37~18:17 100G

ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
%PKT_INFRA-LINK-3-UPDOWN :

ifmgr[218

ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
%PKT_INFRA-LINK-3-UPDOWN :

ifmgr[218

ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
%PKT_INFRA-LINK-3-UPDOWN :

ifmgr[218

I
I:
I:
I
I:
I
I
I:
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
I
I:
I
I
I:
I:
I
I:
I

ifmgr[218

ifmgr[218

ifmgr[218

[
[
[
[
[
[
[
[
[
[
[
[
ifmgr[218

[
[
[
[
[ %PKT_INFRA-LINK-3-UPDOWN
[

[

[

[

[

[
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%PKT_INFRA-LINK-3-UPDOWN :
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
%PKT_INFRA-LINK-3-UPDOWN :
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
%PKT_INFRA-LINK-3-UPDOWN :
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :

== B A\ T
= EVA

5T 12X up/down

LC/0/0/CPUO:Nov 18 16:37:44.481 :
LC/0/0/CPUO:Nov 18 17:01:55.892 :
LC/0/0/CPUO:Nov 18 17:07:43.085 :
LC/0/0/CPUO:Nov 18 17:09:52.073 :
LC/0/0/CPUO:Nov 18 17:09:53.876 :
LC/0/0/CPUO:Nov 18 17:13:47.830 :
LC/0/0/CPUO:Nov 18 17:13:56.990 :
LC/0/0/CPUO:Nov 18 17:13:57.067 :
LC/0/0/CPUO:Nov 18 17:13:58.007 :
LC/0/0/CPUO:Nov 18 17:13:58.062 :
LC/0/0/CPUO:Nov 18 17:42:53.906 :
LC/0/0/CPUO:Nov 18 17:48:13.254 :
LC/0/0/CPUO:Nov 18 17:48:13.583 :
LC/0/0/CPUO:Nov 18 17:48:13.638 :
LC/0/0/CPUO:Nov 18 17:53:33.286 :
LC/0/0/CPUO:Nov 18 18:12:23.903 :
LC/0/0/CPUO:Nov 18 18:12:24.093 :
LC/0/0/CPUO:Nov 18 18:12:24.193 :
LC/0/0/CPUO:Nov 18 18:12:30.484 :
LC/0/0/CPUO:Nov 18 18:12:30.562 :
LC/0/0/CPUO:Nov 18 18:12:30.569 :
LC/0/0/CPUO:Nov 18 18:12:30.629 :
LC/0/0/CPUO:Nov 18 18:12:31.539 :
LC/0/0/CPUO:Nov 18 18:12:31.615:

Interface HundredGige0O/0/0/0, changed state to Down
Interface HundredGige0O/0/0/0, changed state to Up
Interface HundredGige0O/0/0/0, changed state to Down
Interface HundredGigeO/0/0/0, changed state to Up
Interface HundredGige0O/0/0/0, changed state to Down
Interface HundredGige0O/0/0/0, changed state to Up
Interface HundredGigeO/0/0/0, changed state to Down
Interface HundredGige0O/0/0/0, changed state to Up
Interface HundredGigeO/0/0/0, changed state to Down
Interface HundredGige0O/0/0/0, changed state to Up
Interface HundredGige0O/0/0/0, changed state to Down
Interface HundredGige0O/0/0/0, changed state to Up
Interface HundredGige0O/0/0/0, changed state to Down
Interface HundredGige0O/0/0/0, changed state to Up
Interface HundredGige0/0/0/0, changed state to Down
Interface HundredGige0O/0/0/0, changed state to Up
Interface HundredGige0/0/0/0, changed state to Down

: Interface HundredGigeO/0/0/0, changed state to Up
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :
ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN :

Interface HundredGige0O/0/0/0, changed state to Down
Interface HundredGige0O/0/0/0, changed state to Up
Interface HundredGige0/0/0/0, changed state to Down
Interface HundredGige0O/0/0/0, changed state to Up
Interface HundredGige0/0/0/0, changed state to Down
Interface HundredGige0/0/0/0, changed state to Up
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*

ASR Log

E‘%@%EP@T( —K):

LC/0/0/CPUO:Nov 18 16:37:44.481 : ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN : Interface
HundredGigeO/0/0/0, changed state to Down

LC/0/0/CPUO:Nov 18 16:37:44.481 : ifmgr[218]: %PKT_INFRA-LINEPROTO-5-UPDOWN :
Line protocol on Interface HundredGigeO/0/0/0, changed state to Down
LC/0/0/CPUO:Nov 18 16:37:44.481 : ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN : Interface
HundredGigeO/0/0/0.3, changed state to Down

LC/0/0/CPUO:Nov 18 16:37:44.481 : ifmgr[218]: %PKT_INFRA-LINEPROTO-5-UPDOWN :
Line protocol on Interface HundredGigeO/0/0/0.3, changed state to Down
LC/0/0/CPUO:Nov 18 16:37:44.481 : ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN : Interface
HundredGigeO/0/0/0.2, changed state to Down

LC/0/0/CPUO:Nov 18 16:37:44.481 : ifmgr[218]: %PKT_INFRA-LINEPROTO-5-UPDOWN :
Line protocol on Interface HundredGigeO/0/0/0.2, changed state to Down
LC/0/0/CPUO:Nov 18 16:37:44.481 : ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN : Interface
HundredGigeO/0/0/0.1, changed state to Down

LC/0/0/CPUO:Nov 18 16:37:44.482 : ifmgr[218]: %PKT_INFRA-LINEPROTO-5-UPDOWN :
Line protocol on Interface HundredGigeO/0/0/0.1, changed state to Down

18



ASR Log

+ OSFP Neighbor Down(BFD): 200ms Z A

+ LC/0/0/CPUO:Nov 18 16:37:44.484 : bfd_agent[129]: %L2-BFD-6-
ADJACENCY_DELETE : Adjacency to neighbor 172.16.1.82 on
interface HundredGigeO/0/0/0.3 was deleted

*+ RP/0/RPO/CPUO:Nov 18 16:37:44.487 : ospf[1022]: %ROUTING-
OSPF-5-ADJCHG : Process TANet-MPLS-IGP, Nbr 172.16.0.21 on
HundredGige0/0/0/0.3 in area O from FULL to DOWN, Neighbor
Down: interface down or detached, vrf default vrfid Ox60000000

+ LC/0/0/CPUO:Nov 18 16:37:44.492 : bfd_agent[129]: %L2-BFD-6-
SESSION_REMOVED : BFD session to neighbor 172.16.1.82 on
interface HundredGigeO/0/0/0.3 has been removed

* LC/0/0/CPUO:Nov 18 16:37:45.548 : vic[389]: %PLATFORM-VIC-4-
SIGNAL : Interface HundredGigeO/0/0/0, Detected Signal failure

19



ASR Log

+ BGP ipv6 TCP keepalives 60 sec:

%k

RP/0/RPO/CPUO:Nov 18 16:38:54.997 : tcp[469]: %IP-TCP_NSR-5-DISABLED :
2001:288:0:1659:192:192:61:80:179 <-> 2001:288:0:1659:192:192:61:81:54639::
NSR disabled for TCP connection because Retransmission threshold exceeded

RP/0/RPO/CPUO:Nov 18 16:38:54.997 : bgp[1059]: %ROUTING-BGP-3-
NBR_NSR_DISABLED : NSR disabled on neighbor 2001:288:0:1659:192:192:61:81 due to
'ip-tcp' detected the 'warning' condition 'NSR is down because the retransmission threshold
exceeded (probably because downstream RP is not healthy)'

RP/0/RP1/CPUO:Nov 18 16:38:54.997 : bgp[1059]: %ROUTING-BGP-5-
NBR_NSR_DISABLED_STANDBY : NSR disabled on neighbor
2001:288:0:1659:192:192:61:81 on standby RP due to Peer closing down the session
(VRF: default)

+ BGP ipv4 TCP keepalives 60 sec:

%k

RP/0/RPO/CPUO:Nov 18 16:40:01.852 : tcp[469]: %IP-TCP_NSR-5-DISABLED :
192.192.61.81:179 <-> 192.192.61.82:45213:: NSR disabled for TCP connection because
Retransmission threshold exceeded

RP/0/RPO/CPUO:Nov 18 16:40:01.852 : bgp[1059]: %ROUTING-BGP-3-
NBR_NSR_DISABLED : NSR disabled on neighbor 192.192.61.82 due to 'ip-tcp' detected
the 'warning' condition 'NSR is down because the retransmission threshold exceeded
(probably because downstream RP is not healthy)'

RP/0/RP1/CPUO:Nov 18 16:40:01.851 : bgp[1059]: %ROUTING-BGP-5-
NBR_NSR_DISABLED_STANDBY : NSR disabled on neighbor 192.192.61.82 on standby RP
due to Peer closing down the session (VRF: default)

20



ASR Log

+ BGP ipv4/ipv6 neighbor down: B #54¢ES T2 —
4r#E(Hold time 180 sec)

+ RP/0/RPO/CPUO:Nov 18 16:40:29.867 : bgp[1059]:
%ROUTING-BGP-5-ADJCHANGE_DETAIL : neighbor
2001:288:0:1659:192:192:61:81 Down - Peer closing
down the session (VRF: default; AFI/SAFI: 2/1) (AS
1659)

+ RP/0/RPO/CPUO:Nov 18 16:40:51.627 : bgp[1059]:
%ROUTING-BGP-5-ADJCHANGE_DETAIL : neighbor
192.192.61.82 Down - Peer closing down the session
(VRF: default; AFI/SAFI: 1/1) (AS: 1659)

21
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ASR Log

He AR B PR AR (e 2 —2K):

LC/0/0/CPUO:Nov 18 18:12:31.615 : ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN : Interface
HundredGigeO/0/0/0, changed state to Up

LC/0/0/CPUO:Nov 18 18:12:31.616 : ifmgr[218]: %PKT_INFRA-LINEPROTO-5-UPDOWN :
Line protocol on Interface HundredGigeO/0/0/0, changed state to Up

LC/0/0/CPUO:Nov 18 18:12:31.617 : ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN : Interface
HundredGigeO/0/0/0.3, changed state to Up

LC/0/0/CPUO:Nov 18 18:12:31.619 : ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN : Interface
HundredGigeO/0/0/0.2, changed state to Up

LC/0/0/CPUO:Nov 18 18:12:31.619 : ifmgr[218]: %PKT_INFRA-LINK-3-UPDOWN : Interface
HundredGigeO/0/0/0.1, changed state to Up

LC/0/0/CPUO:Nov 18 18:12:31.621 : ifmgr[218]: %PKT_INFRA-LINEPROTO-5-UPDOWN :
Line protocol on Interface HundredGigeO/0/0/0.3, changed state to Up

LC/0/0/CPUO:Nov 18 18:12:31.624 : ifmgr[218]: %PKT_INFRA-LINEPROTO-5-UPDOWN :
Line protocol on Interface HundredGigeO/0/0/0.2, changed state to Up

LC/0/0/CPUO:Nov 18 18:12:31.625 : ifmgr[218]: %PKT_INFRA-LINEPROTO-5-UPDOWN :
Line protocol on Interface HundredGigeO/0/0/0.1, changed state to Up

23



ASR Log

+ OSFP Neighbor Up(BFD): 200ms N

%k

RP/0/RPO/CPUO:Nov 18 18:12:39.801 : mpls_Ildp[1211]: %ROUTING-LDP-5-
NSR_SYNC_START : Initial synchronization started for 1 peers

RP/0/RPO/CPUO:Nov 18 18:12:41.161 : ospf[1022]: %ROUTING-OSPF-5-ADJCHG : Process
TANet-MPLS-IGP, Nbr 172.16.0.21 on HundredGigeO/0/0/0.3 in area O from LOADING to
FULL, Loading Done, vrf default vrfid Ox60000000

LC/0/0/CPUO:Nov 18 18:12:41.170 : bfd_agent[129]: %L2-BFD-6-
SESSION_DAMPENING_ON : Session to neighbor 172.16.1.82 on interface
HundredGigeO/0/0/0.3 entered Dampened state (initial: 2000 ms,secondary: 5000
ms,maximum: 120000 ms).

LC/0/0/CPUO:Nov 18 18:12:43.607 : bfd_agent[129]: %L2-BFD-6-
SESSION_DAMPENING_OFF : Session to neighbor 172.16.1.82 on interface
HundredGigeO/0/0/0.3 moved out of Dampened state.

LC/0/0/CPUO:Nov 18 18:12:43.612 : bfd_agent[129]: %L2-BFD-6-SESSION_STATE_UP :
BFD session to neighbor 172.16.1.82 on interface HundredGige0/0/0/0.3 is up

+ BGP ipv4/ipv6 neighbor up: EEELREEIR1E % =47 (Hold time 180 sec)

%

RP/0/RPO/CPUO:Nov 18 18:16:37.417 : bgp[1059]: %ROUTING-BGP-5-
ADJCHANGE_DETAIL : neighbor 192.192.61.82 Up (VRF: default; AFI/SAFI: 1/1) (AS: 1659)

RP/0/RPO/CPUO:Nov 18 18:17:01.282 : bgp[1059]: %ROUTING-BGP-5-
ADJCHANGE_DETAIL : neighbor 2001:288:0:1659:192:192:61:81 Up (VRF: default;
AFI/SAFI: 2/1) (AS: 1659)
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BGP Periodic TCP Timer

+ BGP Periodic TCP Timer(Default)
* keepalives 60 sec
+ Hold time 180 sec

+ When a BGP connection negotiate the holdtimer
between two BGP peers started, the smaller of
the two holdtimers will be choosen.

+ |f link down, it will iIimmediate see neighbour
down.

27



BGP Periodic TCP Timer

+ Default Timer
+ keepalives 60 sec
+* Hold time 180 sec
« i TP 711a1 €0/0 | IP B ERSER:
* NTU# ping 140.113.1.1 repeat 100000

Erer4y 18080

EréRey 3PP

28



5 ZE1. 4855 BGP Periodic TCP Timer

+ Change Default Timer
+ keepalives 10 sec ~ Hold time 30 sec
+ [P(config)# router bgp 1659
+ [P(config-router)# neighbor 192.192.61.81 timers 10 30

x 5 TP 411E €0/0 | IP 32 ERELR:
* NTU# ping 140.113.1.1 repeat 100000
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SAXEA Gigamon 7772218 80Gbps
AT)

Inline Network to Inline Tool (5h ¥t

o I/”

\

TANet ASR9912 @ ,
. : 3 ,
A3 }?_\Eﬁ 4 LU _@HE;'—T-'-! © KBT wmiii
B | T=7g s, W EBXRE
Layer3 Layer2 TEAE Gt s
Te0/6/1/7 O/7/1/7 0/5/1/5 0/5/1/7 Te0/6/1/6 0/7/1/6 0/5/1/4 0/5/1/6
Te0/4/0/1 0/4/0/3 0/4/0/5 0/4/017 M | A Te0/4/0/0 0/4/0/2 0/4/0/4 0/4/0/6
Bundle-Ether2020.xx b >Bundle-EtherlOlO.xx |2transport
ipv4 address XX.XX.XX.Xx/22 encapsulation dotlqg xx
encapsulation dotlq xx rewrite ingress tag pop 1 symm

1/2/x5 1/2/x7 1/3/x5 1/3/x7
1/2/x1 1/2/x3 1/3/x1 1/3/x3

(Internet Port)
x1 1/2/x2 1/2/x3 1/2/x4

1/2/x6 1/2/x8 1/3/x6 1/3/x8
1/2/x2 1/2/x4 1/3/x2 1/3/x4
(Intranet Port)

Inline Max 80Gbps
Bypass 443 port
% R 35. 8% SourceFire

Max 20Gbps IPS
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