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L7 Reverse Proxy
HTTP

demol.buda.idv.tw APACHE
HTTP
o LI L BN v
TCP Session1 NGINX TCP Session2 Server =%
R P
140.112.2.215 R R 172.16.0.7:80

140.112.237.5:80 172.16.0.226

http://demoZl.buda.idv.tw/icons/ubuntu-logo.png AN etc{:/ nginx/sites-enabled/default
server
listen 80;
+ YiE server_name demo.buda.idv.tw:
+ Virtual Server: Domain Name location / {

+ Content Cache proxy_pass http://172.16.0.7;
}


http://demo1.buda.idv.tw/icons/ubuntu-logo.png

* 2 TCP Sessions:

L7 Reverse Proxy

HTTP

G{E B TT Session, FrE[EE .

+ L7 _HTTP_LoadBalance_1_WAN.pcap:aj & FIN 45

Mo,

Io,

Time tepostream TTL | Sovrce oro Port estination Dest Port Protoce Length Info
1 B, BEEEEE & 124 14é, 112, 2,215 28392 1146, 112,237 .5 a@ FCP Bb 28802 » 8@ [5YN] Seq=8 Win=2192 len=8 M:5=1466 WS-
2 8, aE6al 7 & g 148, 112.237.5 8o 14a,112,.2.215 28892 TCP GG BB » 28892 [5YN, ACK] Seq=9 Ack=1 Win=64248 Len=@&
3 B EEETAS 5] 126 14@,112.2.215 28892 148 112.237.5 a| TCP GE 28892 » BB [ACK] Seg=1 Ack=1 Win=G65536 Len=8&
4 @, aE2297 i 126 14&,112.2.215 28892 146,112.237.5 a@ HTTP 786 GET ficons/fubuntu-logo.png HTTR/L.1
5 B EE231E 5] B4 14&,112,.237.5 am 14e,112.2.215 28892 TCP 54 B8 » 28892 [ACK] Seg=1 Ack=733 Win=64128 Len=@
b B EE3a8s 5] B4 146,112,237 .5 8@ 14e,112,2,215 28892 HTTP 193 HTTR/1.1 @4 Not Modified
7 B 289368 5] 126 1da,112.2.215 28892 148 112.237.5 a| TCP GE 28892 » BB [ACK] Seg=733 Ack=148 Win=65536 Len=@
+ L7 _HTTP_LoadBalance 2 LAN.pcap: FIN &
Time tepostream TTL | Source Sre Fort estination Dest Port |Protoce Length Info
1 B8, BEE8EEE 5] B4 172.16.8.226 Se3TE 72 16.8.7F aaTCP 74 56376 = 80 [SYN] Segq=9 Win=64240 Len=8 M35=1468 =
2 B BEE1E0 5] B4 172.16.8.7 8E 172,16, 8,225 LE3TE TCP 74 88 » 56376 [SYN, ACK] Seq=9 Ack=1 Win=5£516@ Len=£
3 B BEER129 5] B4 172.16.8.226 Se376 172.16.8.7 a| TCP 66 56376 = 80 [ACK] Seg=1 Ack=1 Win=64256 Len=8 TSwve
4 @, 686157 5] B4 172,166,226 LE3ITE 172.16.8.7 a@ HTTPR 786 GET ficons/ubuntu-logo.png HTTR/L1.8
S B eaE221 5] g4 172.16.8.7 ap 172.16.8, 226 56376 TCP 66 B@ » 56376 [ACK] Seg=1 Ack=721 Win=64512 Len=8 T=
b B BEELED & B4 172.16.8.7 8B 172,16, 8, 225 LE37E HTTR 218 HTTRP/1.1 28d Not Modified
78, anaha? & g4 172.16.6,226 RE3Ve 172.16.6.7 as TCP 66 56376 = B0 [ACK] Seq=721 Ack=145 Win=64128 Len=0&
8 B EEELAR & B4 172.16.8.7 8B 172,16, 8, 225 LE3TE TCP 66 83 » 56376 [FIN, ACK] Seq=145 Ack=721 Win=54512 |
15 ] & g4 172.16.6,226 RE3Ve 172.16.6.7 as TCP 66 56376 = 80 [FIN, ACK] Seq=721 Ack=146 Win=54128 |
16 @, 6EEs31 & B4 172.16.8.7 8B 172,16, 8, 225 LE3TE TCP B 83 » 56376 [ACK] Seq=146 Ack=722 Win=64512 Len=@
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Medium

Apache httpd remote denial of service I

Severity Medium
Reported by module /Scripts/PerServer/Version_Check.script
Description

-
oo

—

A denial of service vulnerability has been found in the way the multiple overlapping ranges are handled by the Apache

HTTPD server:

http://seclists_org/fulldisclosure/2011/Aug/175

An attack tool is circulating in the wild. Active use of this tools has been observed. The attack can be done remotely and
with a modest number of requests can cause very significant memory and CPU usage on the server.

This alert was generated using only banner information. It may be a false positive.
Affected Apache versions (1.3 x, 2.0.x through 2.0.64, and 2 2 x through 2.2 19).
Impact

Remote Denial of Service

Recommendation

Upgrade fo the latest version of Apache HTTP Server (2.2.20 or later), available from the Apache HTTP Server Project

Web site.

References

CVE-2011-3192 (hitpo//icve mitre org/cgi-bin/cvename cgi?name=CVE-2011-3192)
Apache HTTPD Security ADVISORY (http:/mail-archives apache org/mod_mbox/hitpd-
announce/201108 mbox/%3C20110824161640,122D367DD@minotaurapache org2%3t)

Apache httpd Remote Denial of Service (memory exhaustion) (https/iwww exploit-db com/exploits/17696)

CVE-2011-3192 (http-/icve mitre org/cgi-bin/cvename cgi?name=CVE-2011-3192)
Affected items

Web Server
Details
Version detected: 2.2.15 .

Request headers

499 %

=T
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L4 Reverse Proxy
TCP Port 8080 (HTTP)

] «—™ 5 (& T s
TCP Session1 NGIUNX TCP Session2 Server "~
140.112.2.215 Reverse Proxy

172.16.0.7:80

140.112.237.5:8080 172.16.0.226

http://140.112.237.5:8080/icons/ubuntu-logo.png « /etc/nginx/nginx.conf
stream {

« AR server {

« Virtual Server: Domain Name "fr"zen 8:13;172 o e
+ Content Cache Proxy_p .16.0.7:80;

}
}



http://140.112.237.5:8080/icons/ubuntu-logo.png

L4 Reverse Proxy

TCP Port 8080 (HTTP)

+ 2 TCP Sessions : Payload 13¥f1 %fHi ~ 1H TTL ~ Length &P~ 4H[E]
*+ L4_HTTP_LoadBalance_1_WAN.pcap

Ia, Time top.stream sre Port Eestination Dest Port  Frotoco| Length Jlufo
E 1 8, AEEanEn %] 33589 148,112,237 .5 aEga fcph 66 33589 - 8086 [SYN] Seq=0 Win=8192 Len=8 M35=1468 W'
PR = 5 51 %] aEEE 146,112, 2,215 33589 TCP BE BEEE » 33580 [SYN, ACK] Seq=9 Ack=1 Win=54248 Len=!
3 B PEREES %] 33589 148, 112.237.5 aE3a TCP 66 [B3589 » 80868 [ACK] Seg=1 Ack=1 Win=65536 Len=@
4 6, 6815355 %] 330H0 146 112, 237,45 8E3E HTTP 619 GET ficons/ubuntu-logo.png HTTR/1.1
H A A18382 %] aEEE 1468, 112, 2,215 33589 TCP G4 BEEE » 33589 [ACK] Seg=1 Ack=566 Win=64128 Len=&
£ @ @A19334 %] aEEE 146,112, 2,215 33680 HTTR 235 HTTR/1.1 3@ Mot Modified
7B 219447 %] 33589 148, 112.237.5 aE3a TCP 66 [B3589 -+ 8086 [ACK] Seq=566 Ack=182 Win=A5288 Len=&
+ L4_HTTP_LoadBalance_2_LAN.pcap
I, Time tepostream) TTL  Fource =re Fort estination Dest Fort  Frotoco| Length JInfo
1 &, GEEEEE 5 Bd 172, 16.8,226 36636 (172.16.8.7 g TCP FABE036 = BE [SYN] Seq=8 Win=64240 Len=8 M55=1468 %,
2 B EEEa1g2 5 gd [LF2.16.8.7 a| 172.16.8.226 36936 TCP JA4|B@ » 36936 [SYN, ACK] Seg=9 Ack=1 Win=65168 Len=&
3 6, BE6E166 5 Bd 172, 16.8,226 I6G36 172.16.8.7 B@ TCP BE 36936 » BE [ACK] Seg=1 Ack=1 Win=84256 Len=8 TSwval
4 @, 817519 5 A [72.16.8, 226 36936 172.16.8.7 8@ HTTR B3L|SET ficons/fubuntu-logo.png HTTF/L.1
L o@,@17584 5 A 1172.16.8.7 8@ 172.16.8.226 365936 TCP BE B0 » 36936 [ACK] Seg=1 Ack=566 Win=564848 Len=8 T%
£ B B18486 5 gd [LF2.16.8.7 a| 172.16.8.226 36936 HTTP 247 HTTR/1L.1 38 Not Modified
7 8. 818465 5 Bd 172, 16.8,226 I6G36 172.16.8.7 B@ TCP BE 36936 » BE [ACK] Seq=566 Ack=182 Win=64128 Len=& -

10
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C A FZEEFE| 140112.237.5:8080/icons/Aubun

TECHNOLOGIES MORE INFO

S EE&RH

A Google Analytics ®&) Ubuntu
MEERER

& Apache 2441
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Pfsense WAN Port:
tcpdump -i emO -w DNAT_1_WAN.pcap
Pfsense LAN Port:
tcpdump -i em1 -w DNAT_2_LAN.pcap

12



Destination NAT/Port Mapping

Only 1 TCP Session ﬁp@&gmg
@
] o [Fisense - LI ey
et HTTP Dst Port Map Server "
LG22 140.112.3.82:8080 172.16.0.1 172.16.0.7:80
http://140.112.3.82:8080/icons/ubuntu-logo.png Destination NAT: P& £j4, Dst IP/Ports
pfsense % EE = H:
] Interface Protocol Scurce Address Source Perts  Dest. Address  Dest. Ports NAT IP NAT Ports

O « 22 waN TCP/UDP  * * WAN address 8080 172.16.0.7 80 (HTTF)

13


http://140.112.3.82:8080/icons/ubuntu-logo.png

Destination NAT/Port Mapping

+ 1 TCP Session: {£%55 Dst IP/Port
+ DNAT_HTTP_1_WAN.pcap

e, Time tepostream TTL | Sovrce =re Port | Destination Dest Fort |Frotoco Length Info
1 &, BEEEEE @ 12d 148,112.2.215 dp7al1da,. 112,.3.82 sE8a|TCR B 4670 » BE80 [S¥N] Seq=9 Win=2192 Len=8 M55=1466 WS-
2 B EER1EE 5] B3 148,112,382 aEEE 14@,112,2.215 Aa79 TCP BE BEEE » 4679 [S¥N, BACK] Seq=@ Ack=1 Win=64248 |Len=&
3 6. 6EE765 @ 126 146,112.2.215 A679 146,112,.3 .82 BE8E TCP @ 4570 » BEBE [ACK] Seg=1 Ack=1 Win=G66G84E8 Len=0&
4 B \812915 5] 126 1@, 112.2.215 A679 14\, 112 .3 .52 aE3a HTTPR bld GET flconsfubuntu-logo.png HTTF/L1.1
L@ @El2611 & B3 146,112,352 8EEE 146, 112,2,215 AR79 TCP G4 BEEE » 4679 [ACK] Segq=1 Ack=565 Win=54128 Len=8
b B .Ba13257 5] B3 148,112.3.582 aEge 14e,112.2.215 4679 HTTP 235 HTTR/1.1 32d Not Modified
FE 217562 & 126 14@, 112, 2,215 Ac79 14@, 112,382 aEaE TCP BE 4570 » BEBEE [ACK] Seq=565 Ack=182 Win=66E4E8 Len=0

+ DNAT_HTTP_2_LAN.pcap

Mo, Time tepostieam TTL ouIce Sro Port estination Dest Port |Protoco Length Info

z 1 B, BEEEEE %] 126 fpa@, 112 .2.215 4679 E;E.lﬁ.@.? a@ATCP 66 4679 » B8 [SYN] Seq=8 Win=8192 lLen=8 M>5=06& W5=
2 8. a06al118 %] ed 172,166, 7 g 146,112.2.215 4579 TCP 66 BB = 4679 [SYMN, ACK] Seg=8 Ack=1 Win=64248 Len=8
3 B BEETAD %] 126 14@. 1122215 A9 172.16.8.7 a@ TCP A 4679 -+ B2 [ACK] Seg=1 Ack=1 Win=66E48 Len=&
4 @,812892 %] 125 14\, 112.2.215 4679 172.16.8.7 a| HTTP bla GET Jiconsfubuntu-logo.png HTTF/1.1
L@ E12973 %] Ed 172.16.8.7 86 14@,112,2,215 Ac79 TCP 6@ BB - 4679 [ACK] Seg=1 Ack=565 Win=64128 lLen=@&
b B .B132138 %] Bd 172.16.8.7 a8 14de,112.2.215 4679 HTTP 235 HTTR/1.1 38d Not Modified
7B 217538 %] 126 146, 112 .2.215 A9 172.16.8.7 a@ TCP G4 4670 » B8 [ACK] Seq=565 Ack=182 Win=£66848 Len=8



Destination NAT/Port Mapping
ldentify technologies on websites
+ Without Original Web Server/0S Hiding

A FZF | 140.112.3.82:8080/ cons/ubuntu-I..

o Wappalyzer

TECHMOLOGIES MORE INFO

MR E RS E i

& Apache 2441 @ Ubuntu
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175 : SOURCE NAT




Source NAT

Only 1 TCP Session

[Sisense- — o[ ]

Windows 10 Src Port Map

172.16.0.17
120.96.0.222:3389 140.112.3.82 172.16.0.1

telnet 120.96.0.222 3389

Source NAT: X$%taL Src IP/Ports

17



Source NAT

+ 1 TCP Session: {£%£ & Src IP/Port

+ SNAT_RDP_1_LAN.pcap

Mo, Time tepostream TTL | Source Sre Fort estination Dest Port [Protoce Length Info

3 8, 862090 @ 128 172.16.8. 17 58493 126,96.8, 2272 3389 TCP 6@ 59493 » 3389 [ACK] Seg=1 Ack=1 Win=262912 Len=@
5 1.932199 @ 124 128,96.8, 2272 3389 172.16.8.17 589493 TCP 54 3389 - 59493 [ACK] Segq=1 Ack=2 Win=64008 Len=8&

+ SNAT_RDP_2_WAN.pcap

Mo, Time tepostream TTL | Source =ic Poit estination Dest Port Protoco Length Info

3@, 60626072 @ 127 148,112,382 58671 126,96,6,222 3389 TCF 54 59671 » 3389 [ACK] Seq=1 Ack=1 Win=262912 Len=@
5 1.932166 @ 125 128,96.8, 222 3389 148,112,382 58671 TCP 6@ 3389 » 59671 [ACK] Seq=1 Ack=2 Win=64288 Len=8
18

IR
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Source NAT vs. Destination NAT

Src NAT Intranet Client (Private IP) ¥4 Src IP/Port
LR Internet Server(Public IP)
Dst NAT Internet Client(Public IP) #N&t A Dst IP/Port

345 Intranet Server(Private IP)

19



1751: L4 Reverse Proxy

Payload 13} 1 ¥JHi
(N El= TCP Flag ()




L4 Reverse Proxy
TCP Port 22 (SSH)

e 5 & "
TCP Session1 _NGinx TCP Session2 Server "=
120.96.0.222 everse Proxy
Windows Ubuntu 172.16.0.7:22

140.112.237.5:8022 172.16.0.226

2 TCP Sessions : Payload 1%f 1 $f#i « /etc/nginx/nginx.conf

stream {
server {
listen 8022;
proxy_pass 172.16.0.7:22;

}
}

21



L4 Reverse Proxy
TCP Port 22 (SSH)

* SSH to 140.112.237.5:8022 * Wireshark
+ SSH Login « THZHEEHEEE Port: 8022

M viireshark - Preferences

B - ! ord
WMelcome to Ubuntu HII 04. ~l LT'.':‘. (GNU/Linux 5.4.0-125-generic x86 64) ,
= Spice *| SSH Protocol
SPRT Reazemble BEH buffers spanning multiple TCF e gments
user@ubuntuzl:~5 ifconfig sRVLOC - _
e S0 - F o . [ SCCOP £r ].Elg filenamse
enslal: £ WOADCAST, RUD IIIIIII-r,,IIT ILTICAST> ntu 1500
inet 172.16.0.7 netmask 255.255.255.0 broadcast 172.16.0.255 s3DP | | | Browse
SSH
S5ynch TCP portis) |22,29418,3022

22



Ho.

TTL Ronrce B Port Destination Diest Port Protocol  Length Info
1 125 128.96.8,222 55898 148,112.237.5 L §$EH LO%@E?Tapsgg ;H-‘/\Zaﬁ b% AE Len=8 M35=1468 W5=256 SACK PERM=1
2 B4 148,112,237 .5 8822 126.96.8, 222 —t 5 ck=1 Win=64248 Len=8 M35=1468 SACK_PERM=1 W5=1283
3 125 128.96.8.222 55808 146,112.237.5 aE22 TCP 6@ 55008 » 8822 [ACK] Seq=1 Ack=1 Win=262656 Len=6
4 125% 1209.96.8,222 S50 14@,112,237.5 gE22 S5Hw2 82 Client: Protocol (55H-2.@-PuTTY_Release ©.76) 3'3@ PayIOad %‘[E]BE ACK
5 B4 148,112,237 .5 8E22 126.96.8, 222 55898 TCP 54 8E22 » GLEOE [ACK] Seg=1 Ack=29 Win=564256 Len=@
& B4 148,112,237 .5 8822 126.96.8,222 55898 55HW2 85 Server: Protocol (55H-2.8-OpenS5H 8.2p1 Ubuntu-dubuntué. 4 \A/ir]CjC)VVSS
7 B4 148,112,237 .5 gE22 126.96.8, 222 55698 55HW2 1118 Serwer: Key Exchange Init
] 125 128,96, 8,222 5508 148,112,237.5 aE22 TCP 6@ 55098 » 8022 [ACK] 5eq=29 Ack=1898 Win=261632 Len=9
9 125 128.96.8.222 55898 148,112.237.5 8822 S5Hw2 1318 Client: Key Exchange Init
1a B4 148,112,237 .5 8822 126.96.8,222 55898 TCP 54 8E22 » GLEGE [ACK] Seq=1@98 Ack=1285 Win=64128 Len=@
11 125 128.96.8,222 558098 146,112,.237.5 8E22 S5Hw2 182 Client: Elliptic Curwe Diffie-Hellman Key Exchange Init
12 bd 148,112,237 .5 e} 126,96, 8,222 aoE8s TCP 5d 8622 + 55898 [ACK] Seg=1098 Ack=1333 Win=64128 Len=8
13 Bd 146,112,237 .5 8022 128.96.8. 222 55698 S5HwW2 518 Serwver: Elliptic Curwe Diffie-Hellman Key Exchange Reply, Mew Kews, Encrypted packet (len=256
14 125 126.96.8,222 55698 146.112.237.5 8022 S5Hw2 124 Client: Mew Kews, Encrypted packet (len=64)
15 g4 148,112,237 .5 8822 126.96.8, 222 55888 TCP G4 BE22 » GEE08 [ACK] Seq=1562 Ack=1413 Win=64128 Len=8
16 Bd 148,112,237 .5 gE22 126.96.8, 222 55688 S5HW2 118 Server: Encrypted packet (len=64)
17125 128.96.6.222 55698 _148,112.237.5 8822 TCP 68 55898 » 8822 ﬂCK] S5eq=1413 Ack=1626 Win=262656 Len=0
1 B4 172.16.89.226 35884 172.16.8.7 E B34 » 22 eq=8 Win=64248 |Len=8 WM55=1468 SACK PERM=1 TSwal=2823702043 TSecr=0 W5=123
2 64 172.16.9.7 22 172.16.8.226 L453§éiﬂ_'—°&d§alaﬁ& iaé‘] NRG A1 Win-65160 Len-6 MS3=1460 SACK PERM-1 TSval=1475222517 TSecr
3 B4 172.16.9.226 35884 172.16.8.7 22 TCP BE 35684 » 22 [ACK] Seq=1 Ack=1 Win=564256 Len=0 TSwal=2823782048 TSecr= 14?522251?
4 Bd 172.16.8.226 JhEEd 172.16.8.7 22 55Hw? 84 Cliernt: Protocol (55H-2.8-PuTTY _Release 9.76) -:{E] Payload @HE ACK
5 Bd 172.16.@.7 22 177.16.6, 276 35684 TCP B6 22 » 3534 [ACK] Seg=1 Ack=29 Win=65152 len=8 TSwval=1475232517 TSecrs= 2823?@2@&9
5 6d 172.16.8.7 22 172.16.8., 226 35584 S5HW2 187 Serwver: Protocol (55H-2.6-OpenSSH 8.2pl Ubuntu-dubuntus.d) LJt)Llr]tL]
7 B4 172.16.9.226 35884 172.16.8.7 22 TCP GG 35684 » 22 [ACK] Seq=29 Ack=42 Win=64256 len=@8 TSwal=28237¢0657 TSecr=1475222525
8 gd 172.16.8.7 22 172.16.8, 225 35664 535HW2 1122 Serwver: Key Exchange Init
E Bd 172.16.8.226 JoEad 172.16.8.7 22 TCF 66 35884 » 22 [ACK] Seq=29 Ack=1098 Win=64128 Len=8 TSwal=2823782857 TSecr=1475222526
1 B4 172.16.8.226 3hE8d 172.16.8.7 22 S5Hw2? 1322 Client: Key Exchange Init
11 gd 172.16.08.7 22172.16.8.226 35834 TCR 66 22 » 35684 [ACK] Seq=1698 Ack=1285 Win=564128 len=8 TSwal=1475222527 TSecr=2823762650
12 Bd 172.16.8.226 356ed 172.16.6.7 22 55Hw2 114 Client: Elliptic Curwve Diffie-Hellman Kew Exchange Init
13 g4 172.16.8.7 22 172.16.8.226 35884 TCP G5 22 » 35684 [ACK] Seq=1098 Ack=1333 Win=64128 len=@8 TSwal=1475222529 TSecr=28237620861 |
14 bd 172.16.8.7 22 172.16.8. 226 35E6d 55HW2 53@ Server: Elliptic Curwve Diffie-Hellman Kew Exchange Reply, Mew Keys, Encrypted packet (len=256
15 B4 172.16.8.226 3hE8d 172.16.8.7 22TCP 66 35084 » 22 [ACK] Seq=1333 Ack=1562 Win=564128 len=8 TSwval=2823702864 TSecr=1475222533
16 Bd 172.16.8.226 35@3d 172.16.8.7 22 S5Hw2 146 Client: Mew Keys, Encrypted packet {len=64)
17 gd 172.16.8.7 22 172.16.8.226 358384 TCP B 22 » 35684 [ACK] Seq=1562 Ack=1413 Win=64128 Len=8 TSwal=1475222545 TSecr=2823762677
15 gd 172.16.8.7 22 172.16.8, 225 35654 S5HW2 13@ Serwver: Encrypted packet (len=£4)
19 Bd 172.16.8.226 35Ead 172.16.6.7 22 TCP 66 35E84 » 22 [ACK] Seg=1413 Ack=1626 Win=64128 Len=8 TSwal=2823762677 TSecr=1475222545




1752: L7 Reverse Proxy

2 TCP Sessions Payload A [5]
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L7 Reverse Proxy
HTTP

demol.buda.idv.tw

APACHE

HTTP SERVER PROJECT

HTTP
D ._L G o Ubuntu .(j
TCP Session1 NGINX TCP Session2 Server =%
120.96.0.222 Reverse Proxy

140.112.237.5:80 172.16.0.226

172.16.0.7:80

+  /etc/nginx/sites-enabled/default
server {
listen 80;
server_name demol.buda.idv.tw;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
location / {
proxy_pass http://172.16.0.7;
}
}

http://demol.buda.idv.tw/icons/ubuntu-logo.png

25


http://demo1.buda.idv.tw/icons/ubuntu-logo.png

L7 _HTTP_LoadBalance2_1_WAN.pcap

Mo, Time tepostream TTL Source Sre Port Destination Diest Port  Protocol Length  Info
1 6. 0DDBBO B 125 120.96.0.222 59741 146.112.237.5 80 TCP 66 59741 » 80 [SYN] Seq=0 Win=64240 Len=0 MS5=1460 W
2 0. DROR5E 4] 64 146.112.237.5 B0 120.96.0.222 59741 TCP 66 B0 —» 59741 [SYM, ACK] Seq=0 Ack=1 Win=64240 Len=0
3 0.001031 B 125 120.96.0.222 59741 146.112.237.5 80 TCP 60 59741 » 80 [ACK] Seq=1 Ack=1 Win=262656 Len=0
4 6. BB2895 B 125 120.95.0.222 59741 146.112.237.5 80 HTTP 619 GET /icons/ubuntu-logo.png HTTP/1.1
5 0.002910 & 64 146.112.237.5 B 120.96.0.222 59741 TCP 54 80 » 59741 [ACK] Seq=1 Ack=566 Win=64128 Len=0
b 0.003704 & 64 146.112.237.5 80 120.96.0.222 59741 HTTP 193 HTTP/1.1 304 Hot Modified
7 B.059254 B 125 120.96.0.222 59741 146.112.237.5 80 TCP 60 59741 » 80 [ACK] Seq=566 Ack=140 Win=262656 Len=0

Frame 4: 619 bytes on wire (4952 bits), 619 bytes captured (4952 bits)
Ethernet II, Src: Cisco f8:21:88 (8c:94:1f:18:21:88), Dst: vMware f9:ad:9b (00:0c:29:f9:ad:9b)
Internet Protocol version 4, Src: 120.96.0.222, Dst: 149.112.237.5
Transmission Control Protocol, Src Port: 59741, Dst Port: 88, Seq: 1, Ack: 1, Len: 565
v Hypertext Transfer Protocol
GET /icons/ubuntu-logo.png HTTP/1.1%rin
Host: demol.buda. idv.tw\rin
Connection: keep-alive\rin
Cache-Control: max-age=84rin
Upgrade-Insecure-Requests: 1yryn
User-Agent: Mozilla/5.® (Windows NT 18.8; Wined; x64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/186.8.0.0 Safari/537.36\r\n
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e,

10.
2 0.
3 0.
4 0.
50.
6 0.
7 8.
8 0.
9 a.
16 @.
11 @.

Time

800000
Bo0e97
806114
8060142
8060196
800646
800648
800699
806708
806716
Boa738

Ethernet II, Src:
Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port:

L7 _HTTP_LoadBalance2_2 LAN.pcap

mpsueam T

b4
b4
b4
B
b4
b4
b4
b4
b4
b4
b4

G e 90 0 & @ @ 0

Sonree
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

v~ Hypertext Transfer Protocol
GET /icons/ubuntu-logo.png HTTP/1.0\rk\n
120.96.0.222\r\n

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

. 226
A7
. 226
. 226
A7
A7
. 226
. 226

. 226

G & e 0 6 @ @ 0

=re Port
58050 172.
20 172.
58050 172.
58050 172.
20 172.
20 172.
58050 172.
58050 172.
20 172.
58050 172.
20 172.

Frame 4: 675 bytes on wire (5400 bits), 675 bytes
Viware f9:ad:91 (@0:0c:29:19:ad:

Diestination
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

Diest Port  Frotocol  Length Info

0.7 80 TCP 74 58050 - 80 [SYN] Seq=0 Win=64240 Len=0 MS5=1468 SA(
0.226 58050 TCP 74 80 - 58050 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 [
0.7 80 TCP 66 58050 » 80 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval-=
0.7 80 HTTP 675 GET /icons/ubuntu-logo.png HTTP/1.8

0.226 58050 TCP 66 80 -+ 58050 [ACK] Seq=1 Ack=610 Win=64640 Len=0 TSve
0.226 58050 HTTP 210 HTTP/1.1 384 Hot Modified

0.7 80 TCP 66 58050 » 80 [ACK] Seq=610 Ack=145 Win=64128 Len=0 TS
0.7 80 TCP 66 58050 » 80 [FIN, ACK] Seq=610 Ack=145 Win=64128 Ler
0.226 58050 TCP 66 80 -+ 58050 [FIN, ACK] Seq=145 Ack=618 Win=64640 Ler
0.7 80 TCP 66 58050 » 80 [ACK] Seq=611 Ack=146 Win=64128 Len=0 TS
0.226 58050 TCP 66 80 -+ 58050 [ACK] Seq=146 Ack=611 Win=64640 Len=0 TS

captured (5400 bits)
91), Dst: VMware 6d:b4:41 (00:0c:29:6d:ba:41)

172.16.08.226, Dst:

X-Real-IP:
X-Forwarded-For:

120.96.0.222\r\n

Host:

172.16.0.7%r\n
Connection:
Cache-Control:
Upgrade-Insecure-Requests:
User-Agent: Mozilla/5.0 (Windows NT 18.8; Winé4; x64) AppleWebKit/537.36 (KHTML,

closel\rin

max-age=0\rin

1\ ryn

58050, Dst Port: 8@, Seq:

172.16.0.7

1, Ack: 1, Len: 609

Payload &, % T RIESR

like Gecko) Chrome/106.0.08.8 Satari/537.36\r\n



ff753: L7 Reverse Proxy
HTTPs /I

2 TCP Sessions m1.ZF -4 [g] Protocol
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L7 Reverse Proxy
HTTP(s)

HTTP HTTPs Lon ofm 3% @
o SNTX
L] o—a= ——> Rimmbi
TCP Sessionl NG:!NX TCP Session?2 i
Reverse Proxy
120.96.0.222 netadm.cc.ntu.edu.tw:443

demo?2.buda.idv.tw
140.112.237.5:80

+ /etc/nginx/sites-enabled/default
server {
listen 80;
server_name demoZ2.buda.idv.tw;
location / {
proxy_pass https://netadm.cc.ntu.edu.tw;

}
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http://demo2.buda.idv.tw/images/logo2.gif
http://demo2.buda.idv.tw/ip/query.php

Mo,

Mo,

Segq=8 Win=6424a |en=8 M35=1468 W5=25%5 5/
ACK] Seg=8 Ack=1 Win=6424@ Len=& M>5=14¢

6@ 57239 » 868 [ACK] Seq=1 Ack=1 Win=2182272 lLen=8&

582 GET fimages/logol.gif HTTP/S1.1

Seg=1 Ack=449 Win=64128 len=&

(GIFE9a) %‘J‘@umbﬂg

Seq=449 Ack=2921 Win=21&2272 Len=&
Seq=449 Ack=3513 Win=2181768 Len=&

ACK] Seq=449 Ack=3513 Win=2161766 Len=&
ACK] Seq=3513 Ack=458 Win=64128 lLen=@
Seq=458 Ack=3514 Win=21&1768 Len=&

74 35864 - 443 [5VN] Seq=8 Win=64248 Len=0 M55=1466 SACK_PE
74 443 » 35864 [SYN, ACK] Seq=8 Ack=1 Win=14608 Len=0 M55=1
66 35864 - 443 [ACK] Seq=1 Ack=1 Win=64256 Len=8 TSwval=4654

66 443 » 35864 [ACK] Seg=1 Ack=221 Win=14828 Len=8 T5val=19
2 213 Serwver Hello, Change Cipher Spec, Encrypted Handshake Me
66 35864 - 443 [ACK] Seq=221 Ack=148 Win=64128 lLen=8 TSwal=
2 117 Change Cipher Spec, Encrypted Handshake Message

66 443 » 35864 [ACK] Segq=148 Ack=747 Win=15346 Len=8 TSwval=

Tiime topstream TTL Somce Hrc Port Diestination Diest Port Protocol | Length  Info
1 &, BEEE6aE L7 I.EIT'IIFSSE@L‘E’J@ g&g alaﬁ’éﬁ 1-1@ WAN bca? HTCP B 57239 = B@ [5YN]
2 @, ag8aas 1 aEL2ea6.a, 222 239 TCP 66 BB = 57239 [5SYN,
3 0. 886795 B 125 12@.96.@.222 57239 146,112,237 .5 BETCP
4 8.881d56 %] 125 128.96.8,222 57239 146.112.237.5 SE HTTP
5 A.8681468 %] Bd 146,112,237 .5 88 126.96.8,222 7239 TCP G4 BB = 57239 [ACK]
b @, 884513 %] bd 1468, 112.237.5 gl 126.96.8,222 57239 HTTP 3566 HTTP/1.1 2686 Ok
7 B.865626 %] 125 126.96.8,222 57239 146,112,237 .5 BETCP BE 572309 = BE [ACK]
a8 @.856413 %] 125 128.96.8,222 57239 146.112.237.5 ae TCP BB 57239 = 86 [ACK]
O 4.887475 %] 125 126.96.8,222 57239 146,112,237 .5 BETCP BE 57239 = B& [FIN,
18 4. 667569 %] bd 1468, 112.237.5 gl 126.96.8,222 57239 TCP 54 8@ = 57239 [FIN,
11 4. 685287 %] 125 126.96.8,222 57239 146,112,237 .5 BETCP BE 572309 = BE [ACK]
Time fepstream  TTL Sonrce Arc Port Destination Diest Port Protocol Length  Info
1 &, BEREEE @,112. 35864 14 B | 2EE AAZTCP
2 B.880215 L7_HTI35§E1 aEBﬁJB Mgl\jBPQap 35364 TCR
3 . EEE225 112.2 35864 1 1685 | 266 AAZTCP
4 B, eeadds @ 64 14@.112.23?.5 35364 14@.112.1@5.2@@ A4 TLEwl. 2 286 Client Hello
L G, EEDE3E & 254 146112, 185 . 286 443 14:,112.237 .5 3B TCP
6 B.881637 8 254 148,112,165, 266 443 146,112,237 .5 3536 TLSwL.
7 B 861843 & Bd 148,112,237 .5 35864 146, 112, 1685 . 266 AAZTCP
8 B.881175 5] B4 146.112,237.5 35864 148,112, 165,208 A3 TLSw].
O E.aE1197 & Bd 148,112,237 .5 35864 146, 112, 1685 . 266 AATL5wl. 2 541 Application Data
18 8.881393 8 254 148,112,165, 266 443 146,112,237 .5 35364 TCR
11 &, &8:31397 & Ah . 2B

LEE3ads
. BE3E55
BE3E64
LEE3EE7
LEE3153
LEE3158
LEE3168
LEE3171
28 8.883174
21 8. 8E3245
22 B,8E3368

=
un
R R G R R o

=
[A=]
o

Lov v B By BV I VIRV R U IR VIR VIR

254

&4

254

&4

254

&4

254

&4

254

B4

254

14a,
144,
14a,
144,
14a,
144,
14a,
144,
14a,
144,
146,

112,
112,
112,
112,
112,
112,
112,
112,
112,
112,
112,

165,
237.5
165,
237.5
165,
237.5
165,
237.5
165,
237 .5
1e&h,

443

14a,

112, 35864

35864 148,112, 185, 266 443
443 141,112,237 .5 35864
35864 148,112, 185, 266 443
443 141,112,237 .5 35864
35864 148,112, 185, 266 443
443 141,112,237 .5 35864
35864 148,112, 185, 266 443
443 141,112,237 .5 35864
35864 148,112, 185, 266 443
443 146,112,237 .5 3586

TCF
TCP

TLwl.

TCP
TCF
TCP

TLwl.

TCP
Tk
TCP
TCRP

66 [TCP Dup ACK 12®1] 443 - 35884 [AC
1514 443 - 35864
b6 35864 = 443
2 95 Application
b6 35864 = 443
1514 443 - 35864
b6 35864 = 443
2 762 Application
b6 35864 = 443
66 443 - 35864
b6 35864 = 443
Eh 443 » 35854

K] Seqg=148 Ack=747 Win
Seq=148 Ack=747 Win=15346 Len=1448 TSw
Seq=747 Ack=1596 Win=64128 Len=8 T5wal

[ACK]
[ACK]
Data

[ACK]
[ACK]
[ACK]
Data

[ACK]
[FIM,
[FIM,
[ACK]

Seq=747 Ack=1625 Win=64128 Len=8 Tiwal
Seq=1625 Ack=747 Win=15346 Len=1448 T3
Seq=747 Ack=3873 Win=64128 Len=8 T5wal

Seq=747 Ack=3759 Win=£3488 Len=8 Tiwal
ACK] 5Seq=3769 Ack=747 Win=15346 lLen=0
ACK] Seq=747 Ack=3778 Win=64128 Len=08
Seg=3778 Ack=748 Win=1534c Len=& T5wal



L7 Reverse Proxy
HTTP(s)
* [RAZA IP: use HTTPs + RPERIA IP: use HTTP

+ https://netadm.cc.ntu.edu.tw/ip/ « htip://demoZ2.buda.idv.tw/ip/quer
query.php y.php
TP{irslt
TPk
_12&9611222ﬂw
120.96.0.222 7w @ sHBENENED x + v - 0O
| i <« C | A F=& | demo2budaidv.w/ip/queryphp = o 0O .
& https/inetadm contuedu e/ X -+
2 f—_};ﬁ?i@ 2022 98 25 H (Sunday) En
< C | & petadm.centu.edutw/notallowedhtmi i @&E’IE%CPI&
IHRABERFEX B AR E | ¢ 2FEUERNTH | HRADNSERMSN | DNSERUS N AR | 2FrSME RIS )
wEEEEN SN

| RS v | |
| Za | (BUEATREDTE)
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ff753: L4 Reverse Proxy

HTTPs /I
2 TCP Sessions E#H[5] Protocol
K Server £ Internet Web Site
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L4 Reverse Proxy
TCP Port 8443 (HTTPs)

HTTP(S) HTTP(S) =
[0 T, (g o, mum

TCP Sessionl NG:INX TCP Session?2 ﬁﬁﬁﬂ_—]
120.96.0.222 REiEEe PR
140.112.237.5:8443 www.tplrc.edu.tw:443
Demo1l.: + /etc/nginx/nginx.conf
http://140.112.237.5:8443/ stream {
server {
Demo2: listen 8443;

https://140.112.237.5:8443/ proxy_pass www.tplrc.edu.tw:443;

}
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http://140.112.237.5:8443/
https://140.112.237.5:8443/

e
5 %E&ZJ?
P

*@*

A

L4 Reverse Proxy
Demol

400 Bad Request

The plain HTTF request was sent to HITPS port

ngirce’1.20.2

http 78 4% https Service
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http://140.112.237.5:8443/
http://www.tp1rc.edu.tw:443/

L4 Reverse Proxy

Demol
+ L4_443 lLoadBalance_1_WAN.pcap

Mo, Time fepstean  TTL Source s Port Diestination Diest Port Protocol  Length  Info

3 0, 0885935 B 125 128,96.8, 222 57196 148,112,237 .5 8443 TCP 6@ 57196 » 8443 [ACK] Seg=1 Ack=1 Win=262656 Len=@
4 B, BE3EE3 @ 125 128,96.8, 222 571%6 14@,112,237.5 8443 HTTFR 788 GET / HTTF/1.1

5 B.8683816 5] B4 148,112,237 .5 8443 128,96 ,6, 222 57196 TCP 54 8443 » 57196 [ACK] Seg=1 Ack=735 Win=064128 Len=8
b B, BE3576 5] B4 14@,112,237.5 8443 126,96 ,6,222 57196 HTTF 863 HTTP/1.1 498 Bad Request (text/html)

g8 B, 004734 @ 125 128,96.8, 222 571596 14@,112,237.5 8443 TCP 6@ 57196 » 8443 [ACK] 5eq=735 Ack=811 Win=261888 Len=8

18 &, BEnR552 5] B4 14@,112,237.5 8443 120,96 ,6,222 57196 TCFP 54 8443 » 57196 [ACK] Seq=811 Ack=736 Win=64128 Len=@

« L4 443 |LoadBalance_2_ WAN.pcap

Ho. Time tepsteam  TTL Bource sic Port Deestination Deest Port Protocol  Length  Info

E 3 B, BEa7 26 & B4 14,112,237 .5 51924 146, 112,2, 265 443 TCF 66 51924 » 443 [ACK] Seq=1 Ack=1 Win=64256 Len=8 TS5w
4 8, 6062a77 5 64 148,112.237.5 51924 149.112.2.263 443 HTTF gee GET 7 HTTR/L.1

8 5B, 662419 & B2 141, 112,2,2685 443 148,112,237 .5 518924 TCF 66 443 » 51924 [ACK] Seq=1 Ack=735 Win=64512 Len=8 T
B &, 82847 5 62 14@,112,2. 268 443 145,112,237 .5 51924 HTTF 875 HTTP/1.1 460 Bad Reguest (text/html)
7 B, BE2553 & B4 14,112,237 .5 51924 146, 112,2, 265 443 TCF 66 51924 » 443 [ACK] Seq=735 Ack=810 Win=64128 Len=8

18 8, 8E3193 5] 62 14@,112,2. 268 443 145,112,237 .5 51924 TCF 66 443 » 51924 [ACK] Segq=811 Ack=736 Win=64512 len=0

IRIRILNRN




L4 Reverse Proxy
Demo?2

- https://140.112.237.5:8443/ x FRIELR  (HEE RSB o

EEETREE 51 BTt 140.112.237 5 MEVEROEN (FIINFHE - O EREER) - B
ez A TS Bipa//1400112.237.5:8443

METHERR_CERT COMMOMN_MAME INVALID 140112237 58443

A GEEEEHESTRE
0 . o B S TR S LR A st A Lo AR EEH (PRNEES | ~

¥ EER Chrome RESRIIRI6E » ERERE) ) NS ARE - RREE b iﬁmﬂgq:lul
D IS v ork Regional Center

B BEEY e

ISEREr A ER

EfRRR I AEREE At 140.112.237.5 @1 | HE=2H BEHRE www.tpircedutw iH
% - EUREE AR THE  BANEEREMEEFRE -

BEETT 140.112.237.5 i (FEE)
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L7 Reverse Proxy
Fake Website

HTTPS HTTPsS
[ e > {3 X

TCP Sessionl NG!INX TCP Session2
Reverse Proxy

demo5.buda.idv.tw
+ /etc/nginx/sites-enabled/default

FHEX Log EC$% request_body: server
+ /etc/nginx/nginx.conf listen 80;
http { listen 443 ssl; :
) s server_name demobS.buda.idv.tw;
log_format post_logs '$request_body’; ssl_certificate /etc/letsencrypt/live/demo5.buda.idv.tw/fullchain.pem;
access_log /var/log/nginx/post.log post_logs; ssl_certificate_key /etc/letsencrypt/live/demo5.buda.idv.tw/privkey.pem:;
} location / {

proxy_pass https://www.ntu.edu.tw;
#proxy_pass http://www.ntu.edu.tw;
#proxy_pass https://mail.ntu.edu.tw;
#proxy_pass https://wmaill.cc.ntu.edu.tw;
#proxy_pass https://www.tplrc.edu.tw;

}) g



» JFUA:

Fake Web5|te
=N

+ Fake: https://demob.buda.idv.tw or http://demoS.buda.idv.tw

@ Bisy - B EEAR x + PO < I
< C (@ demo5.buda.jdviw/academics/academics.html & S O A FEE demob.budajdviw
« TEYE X demoS.buda.idv.tw X I
demoS. budaidw. e
«
X .!'f" A REBEEEEATEE
& Drumims < A € PR BB L\ TS EEN (PIHEE
: an University v % o e )
R G E BEAEN (A ERE S A EE SRR - LB R R - BRI
BE) g shiE - BEEREEIE
& Cookie BEIEA 1S @ Cookie [4
] éﬁ =
E ﬁuﬂﬁﬂ E ¢ %ﬂ-ﬁ;ﬁ;ﬁ E

* [Proxy_pass http //www ntu.edu.tw;

+ Not working.

ZaN

AV

& redirect to https://www.ntu.edu.tw
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https://www.ntu.edu.tw/

Fake Website

NTU Malil
« [FYA:

= C & demob.buda.idviw/owa A path=/mail/inbox
* Fake: ;

& demob.budaidviw/owa/auth/logon.aspxire.. &
BEHMHNAS
. -
NTU Mail
' W1+ E 1
EGa )
IES% Account illES:pbciis
Cawisyau
~
HHE Password AR 1
| R
EREa )
illiE3: nbcis

+ Login MEZX{H]FE: cat post.log | grep davisyou

root@ubuntu22e4: /var/log/nginx# cat post.log | grep davisyou

':-:E' ;%F[ i%ﬂ S T

W=

Cacti

Event Alert - Alert Successfully authenticated
Cacti Syslog Alert 'Alert Successfully authenticated' for Host '14(

AT

s2passwordText=&trusted=4&isUtf8=1

destination=https%3A%2F%2Fmail.ntu.edu. tw%2Fowa&flags=4&forcedownlevel=@&username= &passwords=


https://mail.ntu.edu.tw/
https://demo5.buda.idv.tw/

Fake Website
NTU Mail

« A http:// B A
* Nitp://demod.buda.idv.tw
« [RIRAEH » FEE
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http://demo5.buda.idv.tw/

Fake Website
NTU Webmail (7 hR)

MTU Webmail for Students [2020/05L4F M B8] [ 28
nESRec]

+ Login TE2%{H]$E: username and passwords logged when they login.

root@ubuntu22e4:~# cat /var/log/nginx/post.log
_token=elahzgqWBALfx7yQAa6TLKDIUNdaKgScm& task=1login& action=1login& timezone=Asia%2FTaipei& url=8& user=abc& pass=xyz



https://wmail1.cc.ntu.edu.tw/rc/index.php
https://demo5.buda.idv.tw/rc/index.php

Fake Website

NTU Webmail (& hR)

+ [H45: https://wmaill.cc.ntu.edu.tw/imp/login.php
+« Fake: https://demob.buda.idv.tw/imp/login.php

@ demoS.buda.idviw/imp/login.php O *
Welcome to NTU WebMail
‘abc |
‘... |
|Eng|ish (American) ~

[2021/07/05; S2EE0EEE ( SFAE - 808 ) Bl FEThR webmail - ]

Contact : E-mail (Please inform your account)
Tel : 02-3366-5022 | N2-3366-5023

Lkhorde
« Login IR gk R
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https://wmail1.cc.ntu.edu.tw/imp/login.php
https://demo5.buda.idv.tw/imp/login.php

Protect Website from Reverse Proxy
x KRR ST F12

E— T . [w ﬂ Elements Console Sources Network Performance Memory Application 5
ErE| NTU WebMail -
® © % Q  ([OPreservelog [(J Disablecache Nothrotting ¥ & 4 ¥

o Ej\%ﬂi, %ﬁﬁﬁ%?ﬂ?ﬁﬁﬁ*ﬂﬁﬁ%, ﬁﬁiﬁ Filter E] Invert E] Hide data URLs All FE‘tChﬁ'{HR 15 C55% Img Media Font |
| (] 3rd-party requests

|ab|:
| | I 1000 ms 2000 ms 3000 ms A000 ms 5000 ms 6000 ms 7000 ms 8000
|

| Chinese (Traditional) (IER&®3T) v |

N
Name X Headers Payload Preview Response Initiator  Timing
[2021/07/05: EBRENESE ( 2ETALR - 5k ) » HUAHHRE webmail ©1 [ redirectphp -+ General
Contact : E-mail (FPlease infarm your account) [E login.php?imapuser=abc&hor...

Request URL: https://fwmaill.cc.ntu.edu.tw/imp/redirect.php
Request Method: POST

Tel : 02-3366-5022 | 02-53366-5023

ﬁ pawerad by

eedd7318912ecaibs915c ccd...
79fe166209a35a0b% 7737442,

0 message.png

Status Code: 352 Found

Remote Address: 148, 112.2.161:443
= menu.png .

Referrer Policy: strict-origin-when-cross-origin
= horde-powerl.png
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Protect Website from Reverse Proxy

+ ST H [R5 Absolute URLs

C & wmaillccntuedutw/imp/loginphp & &

=]

(w ﬂ Elements Console Sources Metwork Performance Memory Application Security Lighthouse order & »

1]
(=)

<a href="http://piwik.org" title="Web analytics" onclick="window.open(this.href);return{false);"»
cscript type="text/jawvascript”>
‘ | war pkBaseURL = (("https:™ == document.location.protocol) ? “https:/fccsun3?.co.ntu.edu.tw/piuik/" @ "http://ccsun37.co.ontu.edu. tw/piwik/

document .write{unescape ("¥3Cscript src="" + pkBaselURL + "piwik.js® type="text/javascript ¥3EX3C,/scripti3E™));
‘ | ¢fscriptocscript type="text/Jjavazcript™>

| English (American) v pluwik_action_name = *°;

piwik idsite = 2;
ogin piwik_url = pkBaseURL + "piwik.php™;

piwik log(piwik_action_name, pilwik_idsite, pilwik_url);

. <fscripts>
. E35 g ES, . , 2 a
[2021/07/05: BEHRIES: ( SFAL - 8k ) » FAAHhE webmail - ] cobjectr<noscript>¢prweb analytics <img src="http://ccsun3?.cc.ntu.edu.tw/piwik/piwik.php2idsite=2" style="border:@" alt=""/>¢/p>¢fnoscri
FAQ : Webhail User Manual, Account, E-mail ¢</fobject></fa»
-3

Contact : E-mail (Please inform wour account)
Tel : 02-3366-5022 |, 02-3366-5023
Improve webmail login speed-HOWTO

¢l-- End Piwik Tag --»

— ol-- IMP: Copyright 2891-20@% The Horde Project. IMP is under the GPL. --»

powers

@m <!-- Horde Project: http:/Awww.horde.org/ | IMP: hitp://waw. horde.org/imp/ --3
<l-- GHWU Public License: http://fwww.fsf.org/copyleft/gpl.html -->

¢html lang="en-Us">
¥ ¢cheads.<fhead>
¥ ¢hody onload="1if (document.imp loginl=null}) {document.imp login.imapuser.focus();1"» == 38
Fescript type="text/javascript”r./soripts

¥ ¢form name="imp login" id="imp login" action="https://wmalll.cc.ntu.edu.tw/imp/redirect.php” method="post" target="_ parent"»..</form>

<l-- This file contalns any "Message Of The Day™ Type information -->»

c¢l-- It will be included below the log-in form on the login page. -->
45



Protect Website from Reverse Proxy

* Use Absolute URLs instead of Relative URLSs.

+ JavaScript

+ Check document.location.href against your domain

+ Ref. https://stackoverflow.com/questions/3899292/how-to-protect-a-web-
server-from-a-reverse-proxy-server

+ After Submit, Check “Request Header Referrer”
+ If not from Original Domain, Redirect 302 it.
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Protect Website from Reverse Proxy

EXNEN > FEHE

EXEFHERBEUEARR

EARE AR

gA

« Login MR A g%:
+ ~# tail /var/log/nginx/post.log
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https://www.tp1rc.edu.tw/https/data_sys/login.php
https://demo5.buda.idv.tw/https/data_sys/login.php

Protect Website from Reverse Proxy

4 > o 5 & & I
@ tpircedutw/https/data_sys/login.php

[ ﬂ Elements Console Sources MNetwaork Per

<htmlz

EABERAESEUEARGL e

¥ ¢body bgcolor="#EBFSFF" >

¥ ccenters
<br>
<chHEXEIFEFSNE A RHh2>
<br>
N == <br>
SR o
Ei’k\ ¥ ¢table border="1"3»
1&SE: | | ¥ ctbody>
{1535%: ‘ | ¥ otry
A ¥otd width="258" bgcolor="#99CCFF"> == $8
= ¥ ccenters.a/centers
¥eform action="do login.php" method="PO3T">»
" OIEER: ¢
<input type="text" name="Account" >
<br>
C g
<input type="password” name="Fassword" >
<br>
¥ ocenters

<input type="submit” wvalue="&A">
<fcenter:s



\

F5,%1: Absolute URLs

+ https://demoS.buda.idv.tw/https/data_sys/login2.php

C & tplrcedutw/https/data_sys/login.php

(w ﬂ Elements Console Sources Network Performance Memory Application Securi

cbr>
E*Egﬁgﬁ%fﬁ%k%%ﬁ in;EKE%@E&%TﬁE‘A%%th
<br>
<br>
¥ c¢table border="1">»
¥ ctbhody>
E%}?%{HWEE v(‘:c:zd Width="258" bgcolor="#99CCFF">
% = =
o E'A ¥ ocenter>
1RSE: | ST ELUASE
EARE | <br>
FA TEAT
<bro
<fcenters
Yoform action="https: /. tplrc. edu. tw/hittps /data svws/do login. php™ method="POST" »
" OMESR: ¢
<input type="text" name="Account™>»
<br>
T OERE:
<input type="password” name="Password”>
<brs

¥ ccenter>
<input type="submit" wvalue="Z A">
<foenter>
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57%2: Check document.location.href

*+ Demo
+ https://demob.buda.idv.tw/https/data_sys/login3.php
« 17Z1 redirect to
+ https://www.tplrc.edu.tw/https/data_sys/login3.php

« 1205
<script Language="JavaScript">
if (document.location.href.indexOf("www.tplrc.edu.tw") == -1){
window.location = 'https://www.tplrc.edu.tw/https/data_sys/login3.php’;
}
</script>
XClient Side Script ] gE#Z 17 2= Disable
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73,53
After Submit, Check “Request Header Referrer”

+ IE5E: https://www.tplrc.edu.tw/https/data_sys/login4.php
« FLE https://demob.buda.idv.tw/https/data_sys/login4.php

C @& demoS.budaidviw

[w ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse Rec

Search X @ ® ¥ Q | OrPreservelog M Disable cache Nothrottling ¥ =a 4 ¥

E*Eﬁﬂﬁﬁﬁfﬂﬁ/\%%ﬁ A&a * C ( Filter [J Invert [J Hide data URLs All = Fetch/XHR JS CSS Img Media Font Doc WS W

([ Blocked Requests (] 3rd-party requests

I 10 ms 20 ms 30 ms 40 ms 50 ms 60 ms 70 ms
-_____________________{
EIRB AR
A . . - _
1E2E. | Name X Headers Payload Preview Response Initiator Timing  Cookies
Al ———
BE . | [ do_login3.php ¥ General
Ly g - "
A El login3.php Request URL: https://demos.buda.idv.tw/https/data_sys/do login3.php
Request Method: POST Name X Headers Payload Preview Response Initiator
Status Code: 382 Found FCCEPTTATIguays. E-uUs, el y=u. 3
Remote Address: 148.112,.237.5:443 dologlnS.php Cache-Control: no-cache
Referrer Policy: strict-origin & login3.php Connection: keep-alive

Content-Length: 24
Content-Type: application/x-www-form-urlencoded
Cookie: PHPSESSID=2tjgbmil 1iifb3nfBgqqeajous
Host: demoS.buda. idwv.tw
Origin: https://demo5s.buda.idwv.tw

51 Pragma: no-cache
Referer: https://demos.buda. idw.tu/
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753
do_logind.php
<?php
if ( strpos($_SERVER['HTTP_REFERER'],'www.tp1rc.edu.tw') == false ) {
header("Location: https://www.tplrc.edu.tw/https/data_sys/logind.php");
exit;

J

>
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How to detect Reverse Proxy?

+ Wappalyzer Hg 755

SN\ > % 7
(*Cie :’ @ z % *k f;.‘l)v;\..“i fm i % . *
sl{@ 5. TaiwanjUniv TECHNOLOGIES MORE INFO ¥ Export \mf J TECHNOLOGIES MORE INFO ¥ Export
fER R 53 BRES
@ FreeBSD .l Google Analytics php  PHP 533
FREBRERR 2022K FUSRA
EEELINK MERRBIER A FNEBEEIFET BERILY JavaScript EiE
OpenSSL 09.8e $ H=Ts & jQuery 1102
mod_ssl 229
Eits R EERE
# mod_dav 2 ‘@ Open Graph & Moinx 1220
JavaScript B E S RS

>~ jQuery 1.10.2 f
& G MNainx 1220
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How to detect Reverse Proxy?

+ Wappalyzer Hg 755

@ slEASL x  +

&« c ‘A TR | 10112 ‘

Taipei Network

o Wappalyzer

TECHMOLOGIES MORE INFO

Security

& HsTS

HE fAAE=%

& Apache 27215

it

php PHP 533

e

4% Centos
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B hittps/Awwwtplreedu.tw

-

Taipei Network Regional Cente

» Home

Security

$ H5TS

HE M

& HNoinx 1202

Rt B g

& Moink 1202




How to detect Reverse Proxy?

o FEELBETTE B E AR
+ https://www.acunetix.com/vulnerabilities/web/reverse-proxy-
detected/

+ https.//portswigger.net/bappstore/al112997070354d249b64 b4 cf
68eabc04

+ https://www.tenable.com/plugins/nessus/12225
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