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What is Nagios?

Objects Nagios Status

Nagios

Plugins

Performance
Data

https://www.educba.com/what-is-nagios/

11



1. OpenNMS # @& * 5 k3w & & ;%4 JMX ~ WMT ~
SNMP ~ NRPE ~ XML ~ HTTP ~ JDBC ~ XML ~ JSON% -

2. TR HE f’i#iGrafana’ 7 ER  F A G
*friﬁrﬂxi i&"fr iF £ o

31 OpenNMS Meridian 202105 111204 neo Search Info> Statuz= Reports~ Dashboards= Maops= Hep= & f 0,40
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Home

Pending Situations Status Overview Notifications

There are no perding problems. & You have 56 outstanding rotices

A There are 58 outstarding notices
Nodes with Pending Probiems . :
Ja-tp-minion01 has 1 sk (23 hours) Resource Graphs
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Global view Host | type here to search H Select ‘ E |

All dashboards 1 7" _aiview

=, stem information Available Not available Unknown Total
= 3y = H Y
S 00000 r & I EBEEED L
7

Number of items (enabled/disabled/not supported) 3361 3151/0/210
Number of triggers (enabled/disabled [problem/ok]) 1507 1228/279[4/1224]
Number . ~ers (online) 6 1 0
Warning
Required server performanus, - walugs per second 2244
- — ESEnERE
Problems B@EEN @ Na3%
gl 9
ost Problem « Severity Actions Tags B#-ET: ] 15.0% (EEEEEEE )

5 WEEAFLE - (32001)
BA-2M: © W% g omEokpoo-

-07-29 10:562:31 = ncu_N7K 26d 3h 10m
July © BE-HE @ Hoi% EBWLF
H—ZEF - 8-17E &2 -
MECOMSEE__
2020-06-20 09:26:20 = tyrc_ca 2m 5d 4h Yes -3‘

2020-06-10 17:05:37 ASRS010 2m 14d 20h Yes 4‘

ASRS010 2m 14d 20h

B8-24 1134 8241218 8-2413:02 8-24 1346

= tyrc_loT: dhtiemp I

dns_tyrc www.tyrc.edu.tw ca.ncu.edu.tw moestar.edu.tw

v ) ; ‘ WMMM i ottt -
8-24 1138 8-241235 8-24 1334 8-24 1153 8-2412.47 2241341 0 BAAAA s A A A A A A A AL 0 i j

Google: ICMP response time = tyrc_dns: ICMP response time 824 11:56 824 1252 6-2413:48 8-24 1135 824 12:32 8-24 13:30 8-2411:45 8-24 13:05

ASR9010: Interface BVI11([Other[#X X X:X## CNC-vlan11): Network traffic ASR9010: Interface BVI12(5B 4F 74 68 85 72 5D 23 23 58 2A 58 3A 58 3A 58 ): Network tr...  ASR9010: Interface BVI19(5B 4F 74 68 65 72 5D 23 23 58 3A 58 3A 58 3A 58 ): Network,

1000 Mbps | 2 1000 Mbps | T2 200 Mbps |
e
0 Obps - 0 0bps
B g 24 8 9 2 4 &8 % 8 a4 2 0% 3
o = - = = o i ] i « Ji o Ji o+
) =] ] ] 2

14



Gartner

v
 peeri

Enter a vendor, product, or market name Q Z) =
Write a Review  Categories

© ADD VENDOR

Overall Peer Rating

Ratings Distribution

Willingness to recommend

Product Capabilities

Overall Capability Score

Monitor servers

Nagios
+ Show Products (1)

43 Yo deiek (31 reviews)

5 Star mm

4 Star s

2 Star 0%

1 Star 0%

77% Yes O

IR 45(31)

NN 46(31)

Zabbix
+ Show Products (1)

4.5 Yoo de (128 reviews)

5 Star

4 Star s

2 Star | 1%

1 Star 0%

88% Yes O

NN 16(128)

I 23(127)

https://[www.gartner.com/reviews/market/it-infrastructure-monitoring-tools/compare/nagios-vs-zabbix
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Z A B B | X PRODUCT  SOLUTIONS  SUPPORT & SERVICES  TRAINING  PARTNERS  COMMUNITY  ABOUT US DOWNLOAD

Home / Product /

Download and install Zabbix

Zabbix Zabbix Zabbix Zabbix Zabbix Zabbix
Packages Cloud Containers Appliance Sources Agents
Images

1 Choose your platform

@

ZABBIX VERSION OS DISTRIBUTION OS5 VERSION DATABASE 2 WEB SERVER
6.2 Alma Linux 9 Stream MySQL Apache
6.0LTS CentOs 8 Stream PostgreSQL MNGIMNX
50LTS Debian 7
40LTS Oracle Linux 6

https://www.zabbix.com/download 16



Z A B B I X PRODUCT  SOLUTIONS  SUPPORT & SERVICES  TRAINING  PARTNERS  COMMUNITY  ABOUT US DOWNLOAD

2 Install and configure Zabbix server for your platform

a. Install Zabbix repository Documentation

# wget https://repo.zabbix.com/zabbix/6.2/ubuntu/pool/main/z/zabbix-release/zabbix-release_6.2-1+ubuntu22.84_all.deb
# dpkg -1 zabbix-release 6.2-1+ubuntu22.@4 all.deb
# apt update

b. Install Zabbix server, frontend, agent

# apt install zabbix-server-mysql zabbix-frontend-php zabbix-apache-conf zabbix-sgl-scripts zabbix-agent

c. Create initial database Documentation
Make sure you have database server up and running.

Run the following on your database host.

# mysgl -urocot -p

password

mysql> create database zabbix character set utfembd collate utf8mbd bin;
mysqgl> create user zabbix@localhost identified by ‘password’;

mysgl> grant all privileges on zabbix.* to zabbix@localhost;

mysgql> SET GLOBAL log bin_trust functicon_creators = 1;

mysql> quit;

https://www.zabbix.com/download 17
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*Step 1: Zabbixik T & & 3

PIREIP 2 port 623

Hosts

All hosts [ tyrc_Dell_blade?7 Enabled 72X SHMP VX QEIELE  Applications 2 ltiems 4 Triggers Graphs 2 Discovery rules  Web scenarios

Host Templates IPMI  Tags Macros  Inventory  Encryption

* Host name | tyrc_Dell_blade7?

visible name | |
+ orougs
type here to search
* Interfaces Type IP address DNS name Connect to Port
ewi [ 17220 || | DNS || 623
2 £/
-Step 2: 25~
° \\‘P A

Hosts

All hosts f tyrc_Dell_blade?7 Enabled ZEBEX SHNMP JMXRIENN  Applications 2 ltems 4

Host  Templates IPMI Tags  Macros  Inventory  Encryption

Linked templates  Name
Template IPMI Dell PowerEdge MG 10

Link new templates

| fvpe here to search

| Clone ‘ | Full clone | ‘ Delete ‘

21



sk RS X2 A 0 ¥ 3 Zabbixie T

ZA B B I x PRODUCT SOLUTIONS SUPPORT & SERVICES TRAINING PARTMERS COMMUNITY ABOUT US

Dell hardware

Dell is computer technology company that develops, sells, repairs, and supports computers and related products and

Available solutions

Official Templates Ard Party Solutions

DELL PowerEdge R700: DELL PowerEdge R720 by HTTP DELL PowerEdge R740 by HTTP DELL PowerkEdge R740 SNMP

DELL PowerkEdge RB0OO: DELL PowerEdge R820 by HTTP DELL PowerEdge REB20 SNMP DELL PowerkEdge R840 by HTTP
DELL PowerEdge R840 SNMP

General template: DELL PowerEdge R720 SNMP

22



tyrc Dell blade?: Inlet Temp

avg max
37.7372 °C 39 °C
27.0896 °C 28 °C

*C

cvy
=~ 10
E =]

3

last
37 °C
27 °C

[avg]
[ava]

perature

Ambient Temperature

Internal Tem
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SNMP

B
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- Step 1: Zabbixik 7 %

£

TR R EIP 2 port 161

Hosts
All hosts { ASR9010  Enabled ZBXWJMX IFMI|  Applications 207  Items 2001  Triggers 999  Graphs 201  Discoveryrules 2 Webs
Host Templates IPMI  Tags Macros  Inventory  Encryption
* Host name |ASR9010 |
Visible name | |
* Groups
type here to search
* Interfaces Type |IF address DNS name Connect to Fort
A s [ 102192 || | DNS | [ 161
* SNMP verszion
“ SNMP community |{$SNMP_COMMUNITY} |
Use bulk requests
A
- Step 2: @& A
° \\‘P ZA
Hosts
Allhosts / ASR9010 Enabled ZEX|EINI@ /WX IPMI|  Applications 207  Items 2001  Triggers 999
Host  Templates IPMI Tags  Macros Inventory  Encryption
Linked templates  pame Action
Template Net Cizco 105 SNMPv2 Unlink U
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SNMP
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BI(2)

ASR9010: Interface GigabitEthernet0/6/0/4(5B 73 63 68 6F 6F 6C 5D 23 23 58 3A 58 JA 5...

200 Mbps

ASR9010: Interface GigabitEthernet0/6/0/6.19(5B 73 63 68 6F 6F 6C 5D 23 23 58 3A 58 3J...

1000 bps

[ ] [ ]
ro, o
\1 \1
Ny &

=4
i
~my.

= = =
4 S
G

ASR9010: Interface GigabitEthernet0/6/0/6(): Network traffic

2000 Mbps

ASRS010: Interface GigabitEthernet0/6/0/8([Outerf#CHT.8362E80199: TANET_MATSU_...

500 Mbps
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Hypervisor(1)

4t 2 o m A8 F bl4eVMware Hypervisor 2
& 1% 18 SOAP protocol ¥2 VMware web i :& {7
E-,: “EIJ o

m h

# PVMware »xae FaAle 7 i 5 f jm ~ CPU 1
EAEAIRCY) - 1 TS SN S

Hypervisor™ = - i
N R ATH RS
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ERE

Hypervisor(2)

H URLip v Vmware ESXitn SDK - g Vmware
=8 https //X. X, X. x/sdk

Host macros Inherited and host macros

{SPASSWORD} I
{SURL} hitps://172. I /sdk

{SUSERNAME} zabbix

fSUuID} |

29



* 3 % & £ # 4 » Hypervisor ™ e — B g R4S

*Discovery rules*Rpp & & » #75 VM

Discovery rule  Preprocessing  LLD macros  Filters  Owerrides

-

= ‘EI 'E_I*’ \“"-’,U Farent discovery rules Template VM Viiware
/ A vfrm

=

haw =N

Hypervisor(3) e [ET—

Type  Simple check

*Key  vmware.hv.discovery[{3URL]}]

* Host interface | 172.20. - 80 A

User name | {$USERMNAME}

Password | {3PASSWORD}
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Google: ping loss

100 %

min avg
0% 0.9863 %

last
0 %

[avg]

ICMP loss

Google: ping_response

dms

[avg]

ICMP response time
& Trigger: High ICMP ping response time
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1 Agent #23%

HEAIQY

1.

Zabbix Agent ##3;' » ¥ % Z3tdrWindows %
OpenBSD ~ Mac 0OS X ~ AIX » HP UX ~ Solaris ~
FreeBSD ~ Linux & i % % %t o

Agent N T I E L Fwak SLp IR A
CRASLEOUR s g S
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" Agent #%;%

BI(2)

- Step 1: % At

[J Show legacy downloads

Z A B B | X PRODUCT  SOLUTIONS  SUPPORT &SERVICES  TRAINING  PARTNERS  COMMUNITY  ABOUTUS DOWNLOAD

R

B A % ¥ 7abbix Agent#z 3¢

OS DISTRIBUTIOMN OS5 VERSION HARDWARE ZABBIX VERSION ENCRYPTION PACKAGING
Windows Any amde4 6.2 OpenSsL MSI
Linux i386 6.0LTS No encryption Archive
macOs 54
AlX 52
FreeBSD 50 LTS
OpenBSsD 4.4
Solaris 4.2

Step 2:Zabbix K i #:d % Template OS by
Zabbix agent # & » ¥ H P-4 5K

Host  Templates IPMI Tags  Macros

All hosts [ tyrc_loT  Enabled pEzEq SHME NGO PR Applications 20 Htems 112 Triggers 30 Graphs 30  Discovery rules 3

Inventory  Encryption

Linked templates  nName Action

Template OS Linux by Zabbix agent Unlink Unlink and clear

34



2 Agent #% 3V

Zp(3)

*AgentfrServerizil » ;'3 3 4

Passive Check - Server # &' & fAgent F i
*Active Check -Agent T ¥ w & i Server

‘AgentA ;S it Aed bR T 4 B { GFam AL

S G CPU @7 T - IRALR P F BB E TR
M-S E & o

]
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« T i\l Zabbixirif\?iif?g ~
* https://share. zabbix. com/

Templates
Applications
1C
272 & (1)
. /0 Anti-Virus

Z abb j. Xﬁiii [App KasPerSkY] [ Kaspersky Security Center 11 ]

Backup

[ Nakivo] [ App BackupPC by Zabbix agent ] [ Backup Exec Server] [ VEEAM—Agents] [App TSM Client Scheduler]

[Asigra Backup SNMP Traps ] [ App TSM Journal Service ] [ SAP Backup] [ restic backup by Zabbix agent ] [ VEEAM SMTP trapper

Arcserve UDP VM Backup Check ‘

Cluster

CoroSync-Ring-0 ‘ ‘ ILOM ORACLE SRV X8-2 SNMP Trap ‘

Clustered_File_Systems

Gluster Storage ‘

DNS

pihole-FTL over zabbix active agent | ‘ Knot Resolver Statistics | ‘ App PowerDNS dnsdist | ‘ net.dns.perf ‘ ‘ Bind queries | ‘ DNS-bind ‘
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https://share.zabbix.com/

ChlAeE SRR R E a0 T O R IRE TR S RIRR
=¥ HHE vk 3 7abbix Agent 0 A& zabbix agentd.
confzk T A 4c F i * —g TER T B E o

IZ;;I @ | E E[pi@msﬁhenypi:»«] Epi@mspben}rpi:fétcf... .

pi@raspberrypi: /etc/zabbix

File Edit Tabs Help

© feZabbixte b i€ % A T & %l tems

ltems

All hosts { tyrc_loT  Enabled SNMP [JMX[IPMI|  Applications 20

ltem  Preprocessing

* Mame ‘dht_temp

Type ‘ Zahbix agent o ‘

* Key ‘ dht temp

* Host interface ‘ 172.20.2.134 : 10050 v|
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HOST

9 Trnigger % Event %
TET
| Restart servica start server 4—

https://www.zabbix.com/notification

ACTION

-

CONDITION

CONDITION [
OPERATION [

OPERATION

e
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c BT B P enE PR P BoE B ST E_E B AR o Bided
B — %&*/‘ #_% % Link down?

{SIFCONTROL:"GigabitEthernet0/6/0/6.12"}=1
and ({ASR9010:net.if.status[ifOperStatus.184].1last() }==

and {ASR9010:net.if.status[ifOperStatus.184].diff() }=1)

-f§# Trigers ¢ A4 F 2 > & ZRE TP i 4o o

Operation details

Qperation type | Send message v|

Steps | 1]-] 1/ (0 - infinitely)

Step duration | 0 ‘ (0 - use action default)

* At least one user or user group must be selected.

Send to User groups  ser group Action
Add

Send to Users  |Jszer Action
km_user Remove

Add

Send only to | Email L

42



send only to

Custom message

Conditions

- Al -

- All -

Discord

Email

Email (HTML)
Jira

Jira ServiceDesk
Jira with CustomFields
LineMotify
Mattermost

MS Teams
Opsgenie
PagerDuty
Pushover
Redmine
ServiceMow
SIGMNL4

Slack

SMS

Telegram
Fammad

43



1.

%

g ELPN iR X o 3N @ FEDiscord
Email ~ Jira ~ Mattermost ~ MS Teams -~

Opsgenie ~ PagerDuty ~ Pushover ~ Redmine -
ServiceNow ~ SIGNL4 ~ Slack ~ SMS ~ Telegram -
Zammad ~ Zendesk & = ;£ o
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LINE Notity

im}é@cdmiL

Trigger

Retrieve
Users
Line Token

8 47 B %
| Line Notify

Program
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- Step 1:3%:BLINE NotifyA 24 p 2 chip A fER > R p
i= B2 LineNotify. sh > % = 5 % 3|API:H B -

- Step 2: +Zabbix#73# - BMedia types °

Media types

Vd ) — H )7 '
E f’f FJ!F 2 Media type Meszage templates Cptions

LineNotity. sh N Gnea

Type | Script w

* Script name | LineMofify.sh

Script parameters  Parameter Action
IALERT.SENDTO} Remove
IALERT SUBJECT} Remove
IALERT MESSAGE} Remove




(tyrc_notify] 2020.08.2
23:55:13

* Host ==> ASR9010
Interface
GigabitEthernet0/7/0/10([

Other]##X X2 X## hon
TS

* Detail === Current
state: down (2)

* Original problem ID ==
255159

H



@ LINE Notify
[tyrc_notify] 2020.09.2
00:24:13

* Host ==> ASR9010
Interface
High bandwidth usage (
90% )

-
LT

L ]

* Detall === In: 131.72
Mbps, out: 739.06 Mbps,

speed: 1 Gbps

* Original problem 1D ===
260464

(]

sa
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Media

Type |LineMotify L

*Sendto | Xdb

*\When active | 1-7,00:00-24:00

Use if severnty Mot classified
Information

Llfe ].S nOt |v| Waming

Average

just about e
Dizazter
work

Enabled

Update Cancel

1. d-d, hh:mm-hh:mm
2. 1-5,09:00-17:00
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Z A B B | X PRODUCT  SOLUTIONS  SUPPORT & SERVICES ~ TRAINING  PARTNERS  COMMUNITY  ABOUTUS DOWNLOAD

| Lonamers || URM | Uevops H_m | ERF || PASLIUSIErs | ARIPUesKs || Iirasuuciure | 101 | Java || Logines |
| Mail | | Message brokers | | Mobile | | Monitoring systems ‘ ‘ Notifications & Alerting ‘ | Orchestration ‘ | Operation Systems ‘
‘ Printers | | Search Engines | ‘ Security | | Services | ‘ Servers | | Storage | | Telephony | | Virtual Machines | | Visualization | ‘ Web |

—. o) H ™
A5 s actidata @ = ADVA Alcatel-Lucent (B)
Coat 3com Ve care about data Optizal Netwerking Enterprise

Network monitoring 3com actidata ADVA Alcatel Lucent

ARISTA aruba AsGa

Alvarion Arbor Arista Aruba AsGa

o2 nsus asustor AVAYA [

— ®
RO-\ ARBOR

The Secarity Dieson of KETSEOUT

Asterisk

ASUS ASUSTOR

Avaya AWS CloudWatch

AXiSa © BALABIT o Barracuds Blue@Coat sRocADE =3
AXIS balabit Barracuda Blue Coat Brocade
-
Capacity planning 1L Check Point cwena "cll's'élc;‘ Cooling
Capacitv planning Check Point Ciena Cisco Coolina




Z A B B I X PRODUCT SOLUTIONS SUPPORT & SERVICES TRAINING PARTNERS COMMUNITY ABOUT US
| All Categories | | Official Templates | | Agents | | API | | Applications | | AWS | | Backups | | Business KPI | | Caching | | Clouds |
‘ Containers | ‘ CRM ‘ ‘ DevOps ‘ ‘ Databases ‘ ‘ ERP ‘ ‘ HA & Clusters ‘ ‘ Helpdesks ‘ ‘ Infrastructure ‘ ‘ loT ‘ ‘ Java ‘ ‘ Logfiles ‘
| Mail | | Message brokers | | Mobile | | Monitoring systems | | Network | | Notifications & Alerting | | Orchestration | | Operation Systems |
‘ Printers ‘ | Search Engines | ‘ Security ‘ ‘ Services ‘ ‘ Servers ‘ | Storage ‘ ‘ Telephony | ‘ Virtual Machines ‘ ‘ Visualization ‘

Web monitoring

i

Apache HTTP Server

¢

Chrome

-3

Cloudflare

°

E2guardian

Qemby (@ envoy ‘, : HAPROXY Http
Emby Envoy Proxy Firefox extensions HAPROXY Http
B Microsoft 1
4 CHIS NGiNX
Lighttpd Microsoft IIS Nginx PHP-FPM Pi-hole
@ Qualys. 550 Labs 6 ‘ SaUIDPROXY IEM WBbSDhBI'B
Qualys SSL Labs Sharepoint sSquid proxy SSL wWebsphere

52



Z A B B I X PRODUCT  SOLUTIONS  SUPPORT & SERVICES  TRAINING PARTNERS  COMMUNITY  ABOUT US DOWNLOAD

Name Description Expression Severity Dependencies
and additional
info

Apache: - last(/Apache by Zabbix agent/net.tcp.service[http,” AVERAGE Manual close: YES

Service is down {$APACHE . STATUS.HOST}™, " { $APACHE . STATUS .PORT}"])=0 Depends on:

- Apache: Process
is not running

Apache: - min(/Apache by Zabbix agent/net.tcp.service.perf[http,” WARNING  Manual close: YES
Service {SAPACHE .STATUS .HOST}*, " { $APACHE. STATUS.PORT}"],5m) > Depends on:
response time {$APACHE . RESPONSE_TIME . MAX .WARN}
i . = - Apache: Process
is too high ) ’
is not running
- Apache: Service
is down
Apache: has Uptime is less than 10 last(/Apache by Zabbix agent/apache.uptime)<1@m INFO Manual close: YES
been restarted ~ minutes.
Apache: Apache version has last(/Apache by Zabbix agent/apache.version,#1)<>last(/Apache by Zabbix INFO Manual close: YES
Version has changed. Ack to agent/apache.version,#2) and length(last(/Apache by Zabbix
changed close. agent/apache.version))>»@
Apache: - last(/Apache by Zabbix agent/proc.num["{$APACHE.PROCESS_MAME}"])=0 HIGH

Process is not

running
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