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ARP TABLE
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SPAM IP

L2 00 Oh R 0D D 0000 b 00 -1 OB O e G

1

0 1z
21 12
22 12
23 1z
24 12
il 1z
26 12
27 12
30 14
a1 14
132 14

[ R e i B R R N

bUbE. 67ct. atfa
bObE. G7cf. &
BOBB. 67cf. bZ
BOBE. &7cf. cda
BOBE. &7cf. bic
bOBE. G7cf. bdfd
d0d3. edea. d276
14a7. 8baf. d729
000e, 2307, 226
000e. e307. 2257
000e. 2307, 2a5d
000e. e307. 2adh
0012, 4157. Bebf
0013, 4803. 4d72
0013, 4801, £206
0013, 4801, £%£2
0013. 4801, faha
0013, 4801, £33
0013. 4301 £=69
0013. 4801, £9da
0013. 4800, 61ed
0013. 4301, £9e8
bE27. ebfo. G299
bB27. ebZf. dbbc
bB337. ebf4. bahl

LE
cB
4
4

ARFA
ARFA
ARPA
ARFA
ARFA
ARFA
ARFA
ARFA
ARFA
ARPA
ARFA
ARFA
ARFA
ARFA
ARPA
ARPA
ARPA
LRPA
ARPA
LEPA
ARPA
ARPA
ARPA
ARPA

Canada cd 1oy 147, (0
CapeVerde A, B8, 76, 240
Germany T4.110. 101, 48
pranee 72.255.132. 134
ongEong
KoreaRepublicof T4.21.1.9
Peru Tz.134. 188, 31
Ru§sia.nFedera‘ti0n 71.87.192. 924
o 6. 175, 255. 16
UnitedStates B9, 165, 38, 154
Temen BE. 67, 25,98
B, 142, 23, T8
B7.158. 129, 100
FE 99R OH 4]

gﬁ%mﬂE
1.EREEREE

A=

BERTR - B R1E
2. VPNEATHEA IS 2 28

ARP TABLE:
i IP¥ & MAC U & LAMail 7V F

SPAM Ei Rll:
R BRI RIL ip2c EE BT

SPAM IP:
SPAM IP ZAERIELIFI#RET
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https://ccnet.tnua.edu.tw/%e9%81%a0%e8%b7%9d%e6%95%99%e5%ad%b8%e5%8f%8a%e5%b1%85%e5%ae%b6%e8%be%a6%e5%85%ac/
http://10.36.3.91/BlackList/IPRanking.aspx

Bl EEBExceptREFirewall
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VPNEE -

KIBEASEE R4 - Bia
BRI AE
08:00~19:00

Bjj r E RICy

Fiil>20G/HR
20M pooL

09:00~17:00

10.172.1.18
203.64.4.18
203.71.170.44
203.64.1.152
203.64.5.201

WebEx. Meet. Zoom |

09:00~17:00

TS o

g

MEAENE

stable

Web
Total
Byte:

Meet
Total Users:11)
Bytes:20.61GE

Zoom
Total Users:31}
Bytes:1.85GB

FhiE B
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2.35IRVPNER & AR
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ACTION

VPN B#1E

DO

1.Expect & Shell fEENE
i _E B XiE&UPS
BlackList

2.Crontab 10MIN L&
3 VPN 08:00~ 19 00

1.7 USER fERAARR
2.ERRE

3.5 EIRIREGH A




o = EHINEL

7

109FBHAIBP12RE
LB — 2 RARARES

Al



o EFHHIRA

10

HEFOERAR
IHRRIETARE
2R AZSEREERIEN
i#&8Reputation iR &&
=IEReputation-IP * &3



o EFIEMHIEL

=)0

11




o ETERHIPA

12

1. 4855 HAER S HHRAAE B 12
- RERMHEEN - MiE
s ERE
2. ﬂﬁ"ﬂﬂﬂﬁ RfBFIE - oIl

RICERBEMHEBARENE
s RGIRVE R EEEE - Bh

LSRRI - )
SEE RO

¥ . BiELIE

2 AEEERAR

1.ARENFERBEE - 4(b
2 - HISETVAEAR
2.3 7&Anitgateway P&




o EFIEMHIEL

ZIODENEEEIRARE)

. RBL VS DNSBL

AEBIERRIERME 7

. s



o EFHHIRA

14

_________
- ~
-
Ve s,

55 P R B

BT
=] ZR7

R R 01 et
E5ar=

H&E

smtp2sms

_________
- ~
- ~

e 3

SPAM #R

~




o = EHINEL

~ MAIL 580 FE BB
Bl %= % (RBL) (B EDDoS) K%

MBS HANREREGAE P I2F 380 T B8 75 O IF % 4R B8 AR 75
RRERIRBAREEP 00 T cbl.zbuseat.org
wutpoRRTE 0 TS sbl.spamhaus.org
\\\\\\\ bl.spamcop.net
* Zen.spamhaus.org

BT M EHRISEEE A is R R AR RES
(Directory Harvest At E . #5%8 DNSBL)

tack - @#EDHA)

FHFARBRERNZA DNS #4555 (DNSBL) fd
AR=3RYEE

|
. Ax



o EFHHIRA

A,

Reputation B i&

‘ O https://talosintelligence.com/
O https://maltiverse.com/

O https://stopforumspm.com

O Edpl
O IP

Black-List # &t

O 25 -BA-A8..

O Expect G {EMH

O IPS Black-List ol f&E
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® Black-List #&t

Black List pfirfit =

it

wxs  BZE -
FI0FEA

60FE A

$F90F . 3£ 22254 EIPfIH B BEETE -

Stop Forum

& Maltiverse Spam IPfir it

1 121.136.2.87 24
2 © 116.86.105.45 23
3 138.75.231.48 23
4 94.244.36.237 23
5 O 111.70.0.124 21
6 N 185.233.38.71 21
7 59.125.177.173 21
8 © N 209.9.37.60 20
9 95.217.223.171 20
10 183.104.14.159 19
11 211.225.232.24 19

223.171.72.234 19

17


http://10.36.3.91/BlackList/IPRanking.aspx
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B Email2RE - AREIWE

P ADDRESS

59.11:5.249.215

59115242 160

59.11:5.238.135

59115238 53

59.115.235.244

59115235173

59.115.235.37

59.11:5.234.225

59115233 46

59.115.232.182

59.11:5.232.158

59.115.231.85

59.11:5.230.135

59115230 96

59115228 40

59.11:5.227.198

HOSTNAME
59-115-249-215.dynamic-ip.hinet. net
58-115-242-160 dynamic-ip_hinet net
59-115-238-135.dynamic-ip.hinet. net
58-115-238-53 dynamic-ip_hinet net
59-115-235-244 dynamic-ip.hinet. net
59-115-235-173. dynamic-ip.hinet. net
59-115-235-37 dynamic-ip.hinet.net
59-115-234-225 dynamic-ip.hinet. net
58-115-233-46 dynamic-ip.hinet.net
59-115-232-182 dynamic-ip.hinet. net
59-115-232-1 58 dynamic-ip.hinet. net
59-115-231-85.dynamic-ip.hinet.net
59-115-230-135.dynamic-ip.hinet. net
58-115-230-96.dynamic-ip_hinet net
59-115-228-40.dynamic-ip.hinet.net

59-115-227-198.dynamic-ip.hinet. net

LAST MONTH VOL.

0.5
Yes
59-115-238-135.dynamic-ip.hinet.net
59-115-238-53 dynamic-ip_hinet net
Yes
Yes
Yes
Yes
Yes

Yes

= BREBRIWER

EMAIL REF

Poar

Poar

Poar

Poar

Poar

Poar

Poor

Poar

Poar

Poar

Poar

Poor

Poar

Poar

Poar

Poar
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iCloud

17.58.0.0/16
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209.85.0.0/16




® Email Reputation &

Ohttps://talosintelligence.com
Ohttps://maltiverse.com
Ohttps://www.stopforumspam.com
Ohttps://mxtoolbox.com/SuperTool.aspx
Ohttps://www.blocklist.de

= A8,

&Ex8Reputation -
Mail 158
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B Email Reputation &

[ ] & talosintelligence.com

Lookup data results for

a

by 1B ¢ vork owner f

IP & Domain Reputation Overview File Reputation Lookup Email & Spam Data Reputation Sup)

LOCATION DATA REPUTATION DETAILS

WEB REPUTATION

TOP CITIES
EMAIL VOLUME

VOLUME CHANGE

sendbase.com

o EHMXERE -
B RBEAESMNAZEE

22

4 [¢] A & talosintelligence.com

ADDITIONAL INFORMATION

® Neutral
® Neutral
@ Neutral

@ Neutral

Reputation

¥|J lﬁ:ﬁﬁ GOOd ) conclusions a
Neutral * Poor granular reputatic 0
I s grouped into Good, Meutral and Poor
reputation for simplicity reasons. Read Maore.
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09:28..
08:51...
08:06...
08:05...
08:03...
08:03..
07:47..
0742,
07:29..
07:10...
07:03...
0702...
0702...
07:00...
23:52...
23:52...

do_not_reply@ap...

01010182c82=58c...
epaper@books.co...

bounces+446854. .

neg25@kcform.co...

bounces+446854

__crete@dive2gethe...

192.210.172.22
54.240.27.74
113.196.241.180
167.89.42.140
59.25.253.56
167.89.42.140
63.118.59.138

col.abuseat.org
bl.spamcop.net
sbl.spamhaus.org
bl.spamcop.net
bl.spamcop.net
bl.spamcop.net
sbl.spamhaus.org

gdcmjs@mega.nz
webmaster@hard. .

fangyin297 @gmail...
namri@mail.saison...

Zfrafpzii@mega.nz
aldo-kemp-bB641...
bounce _glhmink_...

103.142.212.133
202.3.164.66
42.72.15.77
116.80.74.112
143.82,32.93
134.73.202.88
216.24.226.98

bl.spamcop.net
shl.spamhaus.org
sbl.spamhaus.org
bl.spamcop.net
bl abuseat.org
sbl.spamhaus.org
bl.spamcop.net

neg25@kcform.co...
neg2 s@kcform.co...

39.25.253.56
59.25.253.56

bl.spamcop.net
bl.spamcop.net

Lookup data results for

63.118.59.138

rch by IB domain, or network owner §

IP & Domain Reputation Overview

BLOCK LISTS

BL.SPAMCORMET

CBEL.ABUSEAT.ORG

PEL.SPAMHAUS.ORG

SBL.SPAMHAUS.ORG

TALOS SECURITY INTELLIGENCE BLOCK LIST

ADDED TO THE BLOCK LIST

File Reputation Lookup

Mot Listed

Mot Listed

Mot Listea

2N\
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» 3 SMARTBEAR
SwaggerHulbo .
Q Se [OBI - JNC] A
Maltiverse API
1 results found for
111.70.12.108
Servers
[ hitps:fapi.maltiverse.com/ ~ ]
ipwv4 1Pva address 1oC related methods
[ o T
ORw @ D

Maltiverse

o] /&P reputationtBEAFE -

R EERH100MEIP

Maltiverse API

RAZBAPIE

e



B Email Reputation &

= : 1.215.191.210

## =R #H=aE EARE
1 2022.08.16 EmELHEEE 2022-08-17 04:00:232

O results found for:

Query score { points), took 9 ms.

1.215.191.210 -

25
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FAQ

stopforumspam

Add Spam Data Search Forum Resources User Panel Removal

Downloads
Your favorite and most trusted "one sto  Mods & Plugins

5 free!

API Usage

Contributors
@ Statistics

PAg

COND
Threats

yrum & blog spam, trusted by over 200,0

Logout

NCE ST/

What? Why? How?

WHAT 15 STOP FORUM SPAM? WHY SHOULDIUSE STOP FORUM SPAM? HOW CAN | USE STOP FORUM SPAM?

C

HOW MUCH DOES AL

opforumspam.com

stop spam

FAQ Add Spam Data Search Forum Resources User Panel Remaval

Home Downloads

Here are some files generated from our data that may be useful. We hope to add more in the future.

Something you would like to see here? Ask us.

Toxic IP Addresses, Domains and Usernames

The data provided here represents what we believe will only ever ben used to abuse. IP Addresses, doma|

"blacklisted". You would be very unlikely to see valid content from either the IP addresses or domains list

P Addresses are provided in two formats, CIDR (IP network and subnet) and as IP Addresses ranges

Two domain lists are provided. The "exact" domain lists domains that have been blacklisted in the API, an|
domain lists provides partial domains where a domain is often seen with many sub-domains or registere

matching (eg spamdomain.com is listed to detect joe@aa.spamdomain.com, bob@bb.spamdomain.com,

Stopforumspam

BAPI &5

stopforumspam

Toxic ip N&

Fm\
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g <

—
"Omol.aow

Superlool

Command
blacklist
smip:

A mxtoolbox.com

SuperTool Beta7

Lookup anything

ABOUT THE SUPERTOOL!

All of your MX record, DMS, blacklist and SMTP diagnostics in on
you'll have a chronological histony of your resulis.

If you already know exactly what you want, you can force a partic

(e.g. "blacklist: 127.0.0.2" will do a blacklist lookup)

Explanation

Check |IF or host for reputation

Test mail server SMTF {(port 25)

DMS MX records for domain

DMSE Arecord |IP address for host name
Check SPF records on a domain

Check TXT records on a domain

DMNS PTR record for host name

DMS canonical host name to IP address
Get domain registration information

Get IP address block information

Get Start of Authority record for a domain
“erify an IF Address allows tcp connections
“erify a URL allows hitp connections

M Lookup -

M Lookup
Elacklist Check
DMNS Lookup
Test Email Server
Rewvearse Lookup
Whois Lookup
DNS Check

SPF Record Lookup of thesg
DEIM Lookup
DMARC Lookup
AsAs Lookup

SRV Lookup
DMNSKEY Lockup
CERT Lookup
LOC Lookup
IPSECKEY Lookup
Domain Health
ASMN Lookup
RRSIG Lookup
MSEC Lookup

DS Lookup
MNSEC3PARAM

I nnkenamy

nain ma

mxtoolbox

%3 Mail Debug


https://mxtoolbox.com/SuperTool.aspx

B Email2RE - AREIWE
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Hhis=

oo o
RS- CRE - RENRE- BRI SRR VY

===

ik

Unitedstates

Taiwan
KoreaRepublicof
China
Canada
UnitedKingdom
France
Hongkong
Singapore
Sweden
Germany

Ukraine

EEFEFIPaLL - RELIT 168 EHE -

us
™
KR
CN
cA
GE
FR
HK
SG
SE
DE
UA

1P

1
2
3
4
5
6
7
a
El

10

11

ARZEE

121.126.2.87
116.86.105.45
138.75.231.48
94.244.36.237
111.70.0.124
185.233.38.71
59.125.177.173
209.9.37.60
95.217.223.171
183.104.14.159
211.225.232.24

=iE

24
23
23
23
21
21
21
20
20

19

it e A UL EE

B FE B KGE -

TEREENIRIE

=R EBENIE

AR AR _EEFKGE -
TEREENIRIE
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Don
Libes Tcl

B telnet
ftp - Passwd - fsck

rlogin - tip + ssh

Tk

X11MEFEEFRE



https://zh.wikipedia.org/wiki/Unix
https://zh.wikipedia.org/w/index.php?title=Don_Libes&action=edit&redlink=1
https://zh.wikipedia.org/wiki/Tcl
https://zh.wikipedia.org/wiki/%E8%BD%AF%E4%BB%B6
https://zh.wikipedia.org/wiki/Telnet
https://zh.wikipedia.org/wiki/%E6%96%87%E4%BB%B6%E4%BC%A0%E8%BE%93%E5%8D%8F%E8%AE%AE
https://zh.wikipedia.org/wiki/Passwd
https://zh.wikipedia.org/wiki/Fsck
https://zh.wikipedia.org/w/index.php?title=Rlogin&action=edit&redlink=1
https://zh.wikipedia.org/w/index.php?title=Tip&action=edit&redlink=1
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Tk
https://zh.wikipedia.org/wiki/X11
https://zh.wikipedia.org/wiki/%E5%9B%BE%E5%BD%A2%E7%94%A8%E6%88%B7%E7%95%8C%E9%9D%A2

B Expect BRE {8 IPS&Firewall

Security Intelligence for Network List / Feed 7 %

Mame: a_feed_FM_TNUA

Type: Feed

Feed URL: http://10.26.1.166/blacklist_TNUA
MDS URL: (optional)

Update 30 minutes
Frequency:

Last Updated Feed has not been updated

| Save | | Cancel |

IPRYUTER |PRYEE

E R EIPS - o] A48 FEED
TERIEERVIRIE URLFG T

30
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Black List pfirit~ HE ~
HEBEE 2
S5t HEBREREFIPAIL . KELT 168 EHE -

24

h HE &E B4
1 UnitedStates us 337
2 Taiwan ™ 252
3 KoreaRepublicof KR 207
4 China CN 199
5 Canada CA 166
6 UnitedKingdom GB 157
7 France FR 147
8 HongKong HK 115
9 Singapore SG 115
10 Sweden SE 11
11 Germany DE 101
12 Ukraine UA 92
13 Sudan sD 72
14 Austria AT 65
15 Japan P 63
16 Switzerland CH 59
7 Australia AU 57
8 Denmark DK 55
19 RussianFederation RU 55

2 99197.236.168

! ke

1 0220413

99.197.236.168 EF] |

foit

AAEHAE

BN
2022-04-14 040003

LR

http://Ip2c.org

L2 WA\
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&

BKHAPISE Expect HENES( 1

IPS Black-List Bi#7ZHY @

FIECRONTAB TBIE (3

LINUX 222 - st - 82 (4

DIk 1P Group TR (5

IP Reputation BX 1 (6\

smtp2sms G

%'




B SMTP2SMS Fa&
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[crontest@166 data]$ more smscheck.sh

;Nhile read IP
do

$tools/cat -v $home/mail2sms.txt | $tools/mail -s "cello dangerous now $IP

mail2sms@mail.twsms.com

[crontest@166 data]$ more mail2sms.txt
user:HELLOOOOOL

pw:HelloWorld

mobile: XOOXXXXXX

{D
+886 911-510-965

M2
5H25H A= 16:28

cello dangerous now
1.160

5H27H #BA 09:26

cello dangerous now
61.228

5A28H @7\ 22:46

cello dangerous now
36.227

5HA29H i@H 08:52

cello dangerous now
118.160
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B ETFEHGHMHEEH R

B!
ANTI- FIREWALL
SPAM POLICY
, EXPECT 58
Anti-spam P
EI . S ERHEIE
SPAMMER MAIL DDOS
§ IP
Mail DDOS 109/12 110/1 110/2
110/5
CELLOPOINT R R
FEFRAN
&DNS
SPF BLACK:
iR 1.blacklist_stopforumspam
- - B e
180 2.blacklist_spamhaus LyEm s SE'M%FEHS%\’A"S

35

3.blacklist_cert_TANet
4.Cisco_Intelligence_Feed
5.a_feed_FM_TNUA

Wese

e

Ax




B ETFEHGHMHEEH R

1.blacklist_stopforumspam_1¢ - ..
B 2.blacklist_spamhau§ el e
" 3.blacklist_cert_ TANet el iin
= T 4.Cisco_Intelligence_Feed ¥ 5o o v
BLACK LIST A E » 5.a_Feed FM_TNUA o
/ o SLA Homt
7

EXPECT
&
SHELL SCRIPT

FIREWALL
POLICY

TUNING |

L

b A U S5

MAIL
DDOS
END

36
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schedulel+cello inte.. i M ] ™ Internal (port2) P4 Google-Gmail
3.' u '_E:'E:' e t' ” i t' | 'OFFt = - " I ¥ Amazon-AWS
ue [ cutcelopoint-nly-OFF ine antispan. @ virtualwan-i. 9 Intemal(port?) % celo-geography e Ao S
Days Sunday, Manday, Tuesday, Wednesday, Thursday, Friday, Saturday ﬁ a oo A Micraseft-Offics..
g UpE-Z0ne-par... Celio-Ip-
I § s mepy. R clop!
. m
End Time 07:00:00 § celop? P
Chmbrm ' r .I - schedule2-internet_s nternal (port2 Solarwinds-5Spa
et 0 Acive i elopd R
Refarences 1 % EE||O|LI4 schedule3-antispam... -:- . = 1% Internal (port2) %:_:zﬂgfﬁgr_a_phx
B cello-ip-2
/ kit % celloip s e —
B cello-ip-5

B K i SR 22 IPRBZE iba = HES

XM E23:30~
fmA07:00

7“ ll]E)

15 PAT 32 TE R BR A & /T ER 7 |PE A8k
&5 o Relay

. abx
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bl
|
WENEREIP(a_feed_ FM_TNUA)EA LIPS - |- TJBIHRIEFETE R AL S

Action Reason Initiator IP Initiator Responder IP Responder/” Security Intelliyence Egress Source Port /  Destination Pori
Country, Country Security Zone Security Zone ICMP Type ICMP Code

Block 1P Block @ 96.42.45.206 = UsA 203.71.172.238 @EETIWN a feed FM TNUA External Internal 54704 / tcp 465 (smtps)_/ tcp
Black 1P Block g 121.141.69.61 203.71.172.238 @ETWN a feed FM TNUA External Internal 40628 / tcp 465 (smtps) / tcp
Block 1P Block @ 121.146.134.92 203.71 . TWN a feed FM TNUA External Internal 49622 / tep 25 (smtp) / tep
Block 1P Block '@ 103.104.170.61 [EMHKG 203.71.172.238 E@ETIWN a feed FM THUA External Internal 43002 / tcp 465 (smtps) / tcp
Block 1P Block @y ©8.148.3.61 == UsA 203.71.173.38 @ETWN a feed FM TNUA External Internal 35063 / tep 465 (smtps) / tep
Block 1P Block @ 206.74.113.143 =5 USA 203.71.172.238 @EEIWN a feed FM TNUA External Internal 35882 / tcp 465 (smips)_/ tcp
Block 1P Block '@ 210.17.16.248 203.71.172.238 @ETWN a feed FM TNUA External Internal 43953 / tep 465 (smtps)_/ tep
Block 1P Block '@ 71.1.125.205 203.71.172.238 EETWN a feed FM TNUA External Internal 55000 / tcp 465 (smtps) / tcp
Block 1P Block @ 58.74.229.133 203.71.172.238 [l TWN a feed FM TNUA External Internal 60550 / tcp 465 (smtps) / tep
Block Block @ 104.174.13.215 203.71.172.238 @l IWN a feed FM TNUA External Internal 54594 / tcp 465 (smips)_/ tcp
Black 1P Block g 196.1.198.173 203.71.172.238 @l TWN a feed FM TNUA External Internal 43006 / tep 465 (smtps)_/ tcp
Block Block @ 59.6.251.187 203.71.172.238 EETWN a feed FM TNUA External Internal 53733 / tep 465 (smtps) / tep
Block 1P Block @ 121.147.186.173 203.71.172.238 E@ETWN a feed FM TNUA External Internal 43404 / tep 465 (smtps) / tcp
Block Block @ 90.160.139.163 203.71.172.238 [l TWN a feed FM TNUA External Internal 59792 [ tcp 465 (smtps)_/ tcp
Block 1P Block @ 170.205.161.87 238 EETIWN a feed FM TNUA External Internal 44549 / tep 465 (smtps)
Black 1P Block @ 111.67.50.227 203.71.172.238 @ETWN a feed FM TNUA External Internal 51121/ tep 465 (smtps) / tcp
Block 1P Block '@ 175.206.113.93 203.71.172.238 @ETWN a feed FM TNUA External Internal 51050 / tep 465 (smtps)_/ tep
Block 1P Block '@ 24.182.52.19 =S Usa 203.71.172.238 @ETIWN a feed FM THUA External Internal 58246 / tep 465 (smtps) / tcp
Block 1P Block @ 176.120.155.76 [ FRA 203.71.172.238 @l TWN a feed FM TNUA External Internal 58960 / tcp 465 (smtps) / tcp
Block 1P Block @195.178.184.196 [ B TWN a feed FM TNUA External Internal 60985 / tep 465 (smips)_/ tcp
Block 1P Block @ 67.244.101.31 =5 USA 203.71.172.238 @ETWN a feed FM TNUA External Internal 52392 / tep 465 (smtps)_/ tep
Block Block '@ 41.209.87.186 = SDN. 203.71.172.238 E@ETIWN a feed FM THUA External Internal 42802 / tcp 465 (smtps) / tcp
Block 1P Block @ 209.85.222.51 =S usa 203.71.172.238 [l TWN a feed FM TNUA External Internal 39653 / tcp 25 (smtp)_/ tcp
Block Block @ 31.208.250.206 & 203.71.172.238 @l IWN a feed FM TNUA External Internal 47150 / tep 465 (smips)_/ tcp
Black 1P Block @ 69.196.152.139 203.71.172.238 EEIWN \ a feed FM TNUA External Internal 37075 / tep 465 (smtps)_/ tcp

#IAFEED URL SMTP

a_feed_FM_TNUA PEIESMTP - SMTPS
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Action Reason Initiator IP iti T3] l Security Intel ﬁace Ingress Eagress Source Port /  Destination Port /
Country ity Zone Security Zone ICMP Type ICMP Code
Block 1P Block g 56.58.83.3d41 202.71.174.9 B TWh a feed FM TMUA External Internal 77532 / tep 22 (ssh) / tep
Block 1P Block @ 221.146.237.156 203.71.174.218 @ IWN a feed FM THUA External Internal 19473 / tcp 23 (telnet) / tcp
Block 1P Block @ 213.21.123.171 §E SWE 71.173.101 EETWN a feed FM THUA External Internal 39523 / tcp 22 (telnet) / tcp
Block 1P Block @ 95.108.30.198 i POL 203.64.7.43 . TN a feed FM THNUA External Internal 22482 / tcp 22 (ssh) { tep
Block IP Block @ 64.127.146.51 =S UsA 192.192.16.46 @l TWN a feed FM THUA External Internal 44115 / tep 23 (telnet) / tcp
Block 1P Block @ 213.21.123.171 E= SWE 203.64.0.22 . TWN a feed FM THUA External Internal 47052 / tep 22 (ssh) / tep
Block IP Block g 198.105.80.94 =S usa 192.192.97.189 @l TWN a feed FM THUA External Internal 1311 / tep 22 (ssh) / tcp
Block IP Block g 56.68.83.241 203.71.173.140 @l TWN a feed FM THUA External Internal 7753 / tcp 22 (ssh)_/ tcp
Block IP Block g 218.146.40.72 192.192.11.60 @l TWH a feed FM THNUA External Internal 34399 / tep 23 (telnet) [ tcp
Block IP Block g 1.253.174.206 102.192.16.80 @l TWN a feed FM TNUA External Internal 8882 / tcp 22 (ssh) / tcp
Block 1P Block g 87.95.183.178 o= SWE 202.64.3.5 B TWh a feed FM TMUA External Internal 24166 / tcp 22 (ssh) / tep
Block 1P Block © 209.85.214.169 =S usa 203.71.172.238 - Wi a feed FM THUA External Internal 37645 / tcp 25 (smtp) / tcp
Block 1P Block ® 47.24.75.147 B usA 192.192.10.172 @l TWN a feed FM THUA External Internal 49856 / tcp 22 (ssh) / tcp
Block IP Block @ 87.96.182.178 o= SWE 2032.64.3.25 . TWN a feed FM TNUA External Internal 24166 / tcp 22 (ssh) / tcp
Block IP Block @ 213.21.123.171 & SWE 202.64.0.190 . TWN a feed FM THUA External Internal 47052 / tep 22 (ssh) / tcp
Block 1P Block @ 65.115.13.41 =5 usA 203.71.172.238 @l TWN a feed FM THUA External Internal 4759 / tep 465 (smtps) / tep
Block IP Block @ 125.227.144.40 @l TWN 203.71.172.238 @l TWN a feed FM THUA External Internal 36431 / tep 465 (smtps)_/ tcp
Block IP Block g 198.105.80.94 ES UsA 203.64.4.61 . TWN a feed FM THUA External Internal 1311 / tcp 22 (ssh)_/ tcp
Block IP Block g 80.68.125.160 EE SWE 182.11.20 EEITWN a feed FM THNUA External Internal 45860 / tcp 22 (ssh)_/ tcp
Block IP Block g 47.24.76.147 E=S USA 192.192.10.106 @l TWHN a feed FM THUA External Internal 49856 / tcp 22 (ssh)_/ tcp
Block IP Block g 56.68.83.241 E=S USA 192.192.10.243 @l TWN a feed FM TNUA External Internal 7753 / tep 22 (ssh)_/ tep
Block IP Block g 59.55.18.163 == UsA 102.102.07.334 @l TWN a feed FM TNUA External Internal 58746 / tcp 22 (ssh) / tcp
Block 1P Block @ 213.21.123.171 §&E SWE 192.192.90.72 @l TWN a feed FM THUA External Internal 47052 / tep
Blocl i2Block Saas 20 el G2 ZiaZaoze oo faad ol ol Sk L laiacoal 2 L salogi Lo
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Reason Initiator IP Responder 1P Security Intelligen. Egress Source Port /  Destination Port /. Block 1P Block 93.90.72.181 ZAF 102.102.98.100 GNTIWN forti- ly-0811 External Internal 58556 / ts 1009 / t
il : 5 : ‘ Country. ‘ Category. . SecurityZone ICMPType  ICMP Code = “ . L2 B cranomay. e ens = =
IPBlock @102.241.215.188 S USA 202.64.5.20 . TWN st cert tanet External Internal 47211 / udp 137 (netbios-ns) / udp Block  IPBlock @45.127.98.36 i CHN 203.64.6.952  EEIWN forti-anomaly-0811 External Internal 49518 [ tep 11967 / tep
IpBlock @ 192.241.215.188 5 USA 203.71.170.243 EEIWN ist_cert tanet External Internal 46104/ udp 137 (netbios-ns) / udp Block IPBlock g 185.156.74.58 = NLD 192.192.98.210 ENIWN External Internal 45626 / tcp 12566 / tep
leBlock @54.82.197.105  EGuSs 192.192.17.124 @IuN blacklist_cert tanet External Internal 32026/ tep 8443/ tcp Block  IPBlock @211.103.227.254 [ CHN 102.102.07.243 @ TWN forti-anomaly-0811 External Internal 8 (Echo Request) / icmp 0 (No Code) / icmp
1P Block @ 193.201.9.229 = RUS 203.64.3.238 . TWN CnC External Internal 50033/ tcp 77 (netrjs) / tcp
Block  IPBlock 1@ 64.227.115.044 DEU 192.192.17.241 EEIWN forti-anomaly-0811 External Internal 40451 / tcp 2375/tcp
1P Block ¢ 192.241.215.188 5 USA 203.71.170.31 @EETWN blacklist cert tanet External Internal 42253 / udp 137 (netbios-ns) / udp
PBlock @193.201.9220  mmRUS TR [ E— —— — I Block  IPBlock @211.103.227.254 Elll CHN 182.192.97.157 ETIWN forti-anomaly-0811 External Internal 8 {Echo Request) / icmp 0 (No Code) / icmp
IPBlock @ 64.62.197.107 =5 USA 192.192,99.187 EETWN ist_cert tanet External Internal 30494 / udp 10074/ udp Block  IPBlock @211.103.227.254 [l CHN 102.102.11.187 @TWN forti-anomaly-0811 External Internal 8 (Echo Request) / icmp 0 (No Code) / icmp
1P Block ©192.241.215.188 &5 USA 203.64.0.33 - TWN ist cert tanet External Internal 45704 / udp 137 (netbios-ns’ udp Block 1P Block .45 £81.34.70 GBR 203.64.5.123 B TWN forti-anomaly-0811 External Internal 56795 [ tep 8098 / tcp
1P Block 64.62.197.228 S USA 203.64.4.180 . TWN blacklist cert tanet External Internal 60103 / tcp 8443 / tcp .
e Block  IPBlock @103.118.253.107 [l CHN 20371.173.210 E@EIWN forti-anomaly-0811 External Internal 37256 / udp 9100/ udp
IPBlock @193.201.9.220  mmRUS 192.102.07.135 EETIWN cnc External Internal 48710/ tep 2321/ tcp
1P Block @ 65.49.20.87 S UsA 102.102.95.219 @ TWN blacklist cert tanet External Internal 56067 / tcp 8443 / tcp b si penle el Ll lsalezeess  EWIUN — —_— — e ——
Block 1PBlock @192.241.215.188 S USA 203.64.5.70 B TWN blacklist_cert tanet External Internal 54820 / udp 137 (netbios-ns) / udp Block  IPBlock g45.81.34.197 GBR 102.102.16.153 @l TWN forti-anomaly-0811 External Internal 33320 / tep 20221 / tep
Block  IPBlock @ 102.241.215.188 5 USA 202.64.1.04 . TWN blacklist cert tanet External Internal 56825 / udn 137 (netbios-ns) / udp Block  IPBlock @211.103.227.254 [l CHN 192.192.96.250 Gl TWN forti-anomaly-0811 External Internal 8 (Echo Request) / icmp 0 {No Code) / icmp
Block 1P Block 193.201. 29 RUS 203. 174.191 TWN Exts | Inte 1| 48719 / t 2305 / te .
= ok = CJ L =iE L =3 =1 Block  IPBlock @103.118.253.201 @ CHN 192.192.95.219 @TIWN forti-anomaly-0811 External Internal 34628 / tep 2222/ tp
Block 1P Block ©192.241.215.188 E5 USA 203.64.4.23 . TWN cert tanet External Internal 56042 / udp 137 (netbios-ns’ udp
s IPBlock @ 193.201.9.229 e Py pg— e T — —— CERREL L p— Block IPBlock @ 85.192.63.5 mm RUS 1902.102.90.200 EHTWN blocklist.de-0815 External Internal 32221/ tep 23 (telnet) / tep
Block IpBlock @216.218.206.84 = USA 203.64.3.247 B TwN blacklist cert tanet External Internal 329696 / udp 161 (snmp) / udp Block  IPBlock g45.127.98.52 [l CHN 203.64.4.144  @TWN forti-anomaly-0811 External Internal 55016 / tep 3171/ tep
Block 1p Block ©192.241.215.188 &= USA 203.64.0.221 . TwWN blacklist cert tanet External Internal 55325 / udp 137 (netbios-n: udp Block 1P Block ©94.102.56.15 == NLD 203.71.172.35 EEIWN forti-anomaly-0811 External Internal 42126 [ tep 65120 / tcp
Block  IPBlock 216.218.206.80 S USA 192.192.10.101 EETWN blacklist cert tanet External Internal 44007 / udp 161 (snmp) / udp Bk ek @asizeem  ECH TEEGER [ e ——— — — — —
Block 1P Block @ 192.241.215.188 [E5 USA 203.71.171.174 EETWN blacklist cert tanet External Internal 35458 / udp 137 (netbios-ns’ udp
Block  IPBlock @85.208.214.65 e JPN 203.64.7.1 B TWN forti-anomaly-0811 External Internal 36814 / tep 61616 / tep
Block 1P Block @ 65.49.2¢ =S USA 203.71.171.68 [ TWN blacklist cert tanet External Internal 45120 / tcp 8443 / tcp
= S = =
gloc IPBlock @ 185.196.220.70 203.71.170.156 G TWN cert from NTU 0810|  External Internal 50936 / udp 3283 / udn Block  IpBlock @ 68.183.188.150 192.102.95.36  EETWN blocklist.de-0815 External Internal 42442 / tep 509
Block  IPBlock @ 146.88.240.248 == USA 203.64.7.82 B TWN cert from NTU 0810|  External Internal 1701 / udp 1701 / udp Block  IPBlock g 142.93.113.39 102.102.95.100 EHTWN blocklist.de-0815 External Internal 45781 / tep 372
Bloc IPBlock @ 146.88.240.248 [ USA 192.192.96.52 [l TWN cert from NTU 0810 External Internal 1701 / udp 1701 / udp Block Ip Block 203.64.3.220 = i) biockl External Internal 39673/ tep 121
Block  IPBlock @ 146.85.240.248 = USA 192.192.70.198 [ TWN cert from NTU 0810|  External Internal 1701 / udp 1701 / udp Block  [PBlock  182.107.205.177 202.70.072.68  WMIWH blocklist.de-0815 External internal 50300/ tep 22
Block P Block 177.184.133.130 182.102.17.188 TwN blocklist.de-0815 External Internal 51801 / g 235}
Block  IPBlock @ 146.88.240.248 [ USA 192.192.16.69 G TWN cert from NTU 0810|  External Internal 1701/ udp 1701 / udp e = N -
Block  IPBlock @ 164.90.194.36 203.64.0.43 . TWN blocklist.de-0815 External Internal 54681 / tep 323
Bloc| Ip Block © 146.88.740.248 == USA 192.102.09.165 [l TWN cert from NTU 0810 External Internal 1701 / udp 1701 fudp
Block  IPBlock @ 177.184.133.130 102.102.17.82 EETWN blocklist.de-0815 External Internal 51801/ tep 239
Block  IP Block 146.88.240.248 = USA 203.71.170.93 TWN cert from NTU 0810|  External Internal 1701 / ud 1701 / ud
o = = " o Block 1P Block g 177.184.133.130 102.102.16.244 ENTWN blocklist.de-0815 External Internal 51801 / tep 239
= / /
dok koot pmldsl L 203.71.171.140 G TWN e = _ _ Block  IPBlock @45.61.188.170 5 USA 203.64.2.221  EEIWN blocklist.de-0815 External Internal 38815 / tep 22
Block [P Block g 146.88.240.248 [ USA 203.71.172.115 [ TWN cert from NTU 0810|  External Internal 1701/ udp 1701/ udp Block  IPBlock @ 134.209.150.200 wixIND 203.64.0.203  EETIWN blocklist.de-0815 External Internal 47201 / tep 258
Block IP Block © 146.88.240.248 = 203.64.6.204 B TWN cert from NTU 0810 External Internal 1701 / udp 1701 / udp Block IP Block ©45.61.188.170 B USA 102.192.06.210 EEIWN blocklist.de-0815 External Internal 41614 / tcp 22 |
Bloc IPBlock @ 185.196.220.70 102.192,07.04 ENIWN cert from NTU 0810|  External Internal 52704 / udp 2283 /udp Block  IPBlock @ 163.123.143.78 5 USA 203.64.1.90 . TWN blocklist.de-0815 External Internal 44586 / tep 111
Block  IPBlock @ 185.196.220.70 192.102.082  EETWN cert from NTU 0810|  External Internal 47801 / udp 2283 / udp Block  IPBlock @42.201.63.247  EEICHN 102.102.10.100 EETWN blocklist.de-0815 External Internal 55030/ tep 22
Bloc PBlock @ 146.88.240.248 = USA 70.194 EETWN cert from NTU 0810|  External Internal 1701 / udp 1701 /udp Block  IPBlock @ 141.98.11.02 =i LTU 203.71.170.218 @NIWN ookl S e DE ) Eteml Entemal 45585 / tep 80
Block 1P Block 177.184.133.130 BRA 203.64.6.153 TwN blocklist.de-0815 External Internal 51801 / s 235}
Block  IPBlock @ 146.88.240.248 5 USA 203.64.6.220 @ TWN cert from NTU 0810|  External Internal 1701 / udp 1701 / udp oC ok @ - - ermna frema <2 233
Block  IP Block B UsA 102.102.20.111 ENTWN blocki External Internal 34570 / tep 114
Block  IPBlock @ 146.88.240.248 [ USA 203.64.7.76 B TWN cert from NTU 0810|  External Internal 1701/ udp 1701 / udp
Block  [PBlock @162.123.143.78 @5 USA 203.64.0.206 ~ EEIWN blocklist.de-0815 External Internal 60005 / tep 111
Bloc| Ip Block © 146.88.740.248 == USA 203.64.4.55 = v cert from NTU 0810 External Internal 1701 / udp 1701 fudp .
Block  IPBlock @ 116.7.245.26 CHN 203.64.1.219  EEIWN blocklist.de-0815 External Internal 56863 / tcp 22
=
Block  IPBlock @ 146.88.240.248 [ USA 203.64.6.156 G TWN cert from NTU 0810|  External Internal 1701/ udp 1701 / udp Block  IPElock @159.88.205.81  =msGE 1921021754 EETWN Extarnsl Internal 47854 / tep 521
Bloc| 1P Block @ 185.196.220.70 Di 203.64.7.78 = v cert from NTU 0810 External Internal 55650 / udp 3283 /udp Block 1P Block 141.08.11.92 ITU 203.64.3.79 TwN External Internal 47606 / tep 80
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FHE: "THRBEXRERLZZ S RMAREE PO
<contactus@nccst.nat.gov.tw>

WrtE: "chw" <chw@tnua.edu.tw>

HFHHE{: 202110 B 1 281 4 1:37:04
FE:[E . £5 : FEYMWMIAIEEE ip reputation F&

B IRAVIRIE - AR " B9EFip reputation NEL L - BRAAYOE :

1. AR50 BEEIR ¥ Spammer DDoSW IR I IPEZE B -
QEEEUARRENHRARK - AISETACERTHEHRIBELZBER TS
BHABEMERNSZESTPOA-ISACOREBEEHN - SHXiE
SZLUNEULE -

(LEERBEELZERES
(https://info.cert.tanet.edu.tw/prog/index.php) -

R EBEEEMINSEMFRIARER
(https://cert.tanet.edu.tw/pdf/threatdoc.pdf) -
3.5 1RMENNELZHE IR ZSPAMIEE R B EEM - MSANGFES
#A3lt (https://www.spamhaus.org/drop/drop.txt) -
4 EZBEHMERE - BEREBIREEME
(https://www.nccst.nat.gov.tw/MailToCenter?lang=zh YBRK(E
EAZRChOVBSER - GBI -
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IP Block 9 192.241.220.4 B USA 192.192.16.231 (@l TWN blacklist cert tanet
IP Block @ 192.241.220.4 B USA 192.192.10.58 B TWN blacklist cert tanet
IP Block @ 64.62.197.9 B JSA 2032.64.4.162 Bl TWN blacklist cert tanet
IP Block @ 192.241.220.4 B USA 192.192.,95.186 @l TWN blacklist cert tanet
IP Block 9 192.241.220.4 B USA 192.192.96.214 (@l TWN blacklist cert tanet
IP Block @ 54.62.197.239 B USA 192.192.20.209 [l TWN blacklist cert tanet
IP Block 9 192.241.220.4 B USA 192.192.10.118 (@ TWN blacklist cert tanet
IP Block O 74824761 B USA 203.71.174.222 [l TWN blacklist cert tanet
IP Block 9 192.241.220.4 B USA 192.192.11.250 @l TWN blacklist cert tanet
IP Block @ 54.62.197.9 B |JSA 192.,192,98.74 Bl TWN blacklist cert tanet
IP Block 9 192.241.220.4 B USA 192.192.96.124 [El TWN blacklist cert tanet
IP Block @ 113.140.39.178 [l CHN 203.71.171.34 B TWHN blacklist stopforumspam 180
IP Block 9 192.241.220.4 B USA 192.192.99.175 [l TWN blacklist cert tanet
IP Block @ 192.241.220.4 B USA 192,192,11.175 [l TWN blacklist cert tanet
IP Block 9 192.241.220.4 B USA 192.192.98.255 [El TWN blacklist cert tanet
IP Block @ 192.241.220.4 B USA 192,192.,16.200 [l TWN blacklist cert tanet
IP Block 9 192.241.220.4 B USA 192.192.17.116 (Bl TWN blacklist cert tanet
IP Block @ 564.62.197.2390 B USA 203.71.173.49 B TWN blacklist cert tanet
IP Block 9 192.241.220.4 B USA 192.192.95.114 (Bl TWN blacklist cert tanet
IP Block @ 564.62.197.106 B USA 203.71.174.91 B TWN blacklist cert tanet
IP Block 9 192.241.220.4 B USA 192.192.17.32 Bl TWN blacklist cert tanet
FEED LlST IP Block '@ 192.241.220.4 [E5 USA 192,192,98.240 [@E TWN blacklist cert tanet
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38 seconds ago
38 seconds ago
4 minutes ago

3 minutes ago

7 minutes ago

7 minutes ago

12 minutes ago
12 minutes ago
22 minutes ago
23 minutes ago
26 minutes ago
2é& minutes ago
27 minutes ago
27 minutes ago
27 minutes ago
27 minutes ago
32 minutes ago
38 minutes ago
32 minutes ago
A0 minutes ago

40 minutes ago

1207740556

120.77.40.58

529123025

3.82.122 207

3.24.173.1%

43.138.54.100

45164 20107

45164 20,107

20.163.80.27

2001638027

432261527

432261527

103.78.35.229

45164 20107

103.78.35.2

103.78.35.229

8517902456

103.109.3.229

200163.80.27

2105721446

155.40.4.199

Context Explorer | Connections * Security Intelligence Events | Intrusions®  Files® | Hosts? | Users®  Correlation®  Advanced ¥ Search
Security Intelligence Events (such werldlow)
[security intelli with Details 5 Table View of Security Intelligance Evants
o Search Constraints (Edit Search)
Jump to.
LastPacket  Action Reason InitiatorIP Initiator Country Responder IP Responder Country. Security Intelligence Category

3 O 20220811 1! Block  IPBlock 13815350190 5 Ush 203.71.170.72 [~} blacklist stopforumspam 0810

¥ 0 2022-08-11 152950 Block IPBlock  9198.199.92,190 B Usa 203.64.0.182 | ) blzcklist stopforumspam 0810
17 3 0 202208111, Block PBlock  45.142.200102 = BGR 192.192,10.54 | i} forti-anomaly-0811

3 0 20208111 Bock  IPBlock @ 185.156.73.67 = RUS 152.192.11.208  EEIWN forti-anomaly-0811
17 $ [0 2022-08-1115:29:50 Block 1P Block ©185.156.73.67 - RUS 152.192.95.41 TN forti-anomaly-0811

3 0 2022-08-1115:25:50 Block  IPBlock 9103118253195  @CHN 203.64.1.56 W forti-anomaly-0811
& 30 2022-08-1115:25:50 Block  IPBlock  @192.241236.109  EEHUSA 152.192.11.56 [~} forti-anomaly-0811
& ¥ 0 2022081115 Block IPElock 9 185.156.72,100 - RUS 152.192,16.61 | ) forti-anomaly-0811.

$ O 2022-08-111! Block IR Block @ 150.129.81.243 [+ i} 152.192.17.31 [~ i} forti-anomaly-0811
& 3 0 20208111 Bock  [PBlock  @103.118253343  @CHN 203.64.5.78 [ il forti-anomaly-0811
& 3 O 2022-081115:29:50 Bock  [PBlock  @31.240.118.75 EIHKE 203.64.5.240 W forti-anomaly-0811

3 0 2022-08-1115:25:50 Block  IPBlock 9103118253201  @CHN 152.192.98.51 W forti-anomaly-0811
& 30 2022-08-1115:25:50 Block  IPBlock  g25.142.202.15 - RUS 152.192.11.5 [~} forti-anomaly-0811
17 ¥ 0 2022-08-1115:29:50 Block IPElock  @103.118253.196  ENCHN 0371474214 EIWN forti-anomaly-0811.

$ O 2022-08-111! Block IR Block @ 185.156.73.100 . RUS 152.192.11.119 [~ i} forti-anomaly-0811
& 3 0 2022-081115:29:50 Block  IPBlock  150.129.81.243 [ 6] 203.71.173.9 [ il forti-anomaly-0811

3 O 2022-081115:29:50 Bock  [PBlock  945.81.34.68 5 GER 192.192.99172  @EIWN forti-anomaly-0811
& 3 0 2022-08-1115:25:50 Block  IPBlock  45.127.98.57 [ Je 203.64.2.49 W forti-anomaly-0811
& 30 2022-08-1115:25:50 Block  IPBlock  ¢5.127.88.23 W CHN 203.64.3.113 [~} forti-anomaly-0811

¥ 0 2022-08-1115:29:50 Block IPElock 9 185.156.72,100 - RUS 20371474110  EIWN forti-anomaly-0811.
& $ [0 2022-08-1115:29:50 Block IR Block ©45:127.98.33 " Joiii} 203.71.174.240 [~ i} forti-anomaly-0811
& 3 0 2022-081115:29:50 Bock  IPBlock  945.127.98.36 [ Tl 192.192.97.67 [ il forti-anomaly-0811

3 O 2022-081115:29:50 Bock  IPBlock  @9167.71.237.19% ZIND 20371172109  @IWN blacklist stopforumspam 0810
s 3 0 2022-08-1115:29:50 Block  IPBlock  g7.86.178.225 [ CHN 203.64.7.10 W forti-anomaly-0811
& b0 20220811 15:2950 Block IPElock 91851567363 - RUS 203.64.5.99 | Julll} forti-anomaly-0811

Page | 1 |of 53795 ) )| Displaying rovs 1-25 of 1494864 rovrs
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Block IPBlock @9263.197.100 wmRUS 192.192.16.184 @ETWN forti-anomaly-0811 Bock  [PBock @4.279857  WNCHN 20370171105 @TWN - forth-anomalv-0811
) Block  IPBlock @211.103.227.954 [ CHN 102.102.16.167 [l TWN forti-anomaly-0811
Block 1P Block ©185.156.73.57 mmRUS 192.192.16.161 [ TWN forti-anomaly-0811
. Block  IPBlock g219.141.207.053 [ CHN 192.102.16.165 Gl TWN forti-anomaly-0811
Block  IPBlock @185.156.73.100 mmRUS 203.64.5.83 TN forti-anomaly-0811
Block IPBlock @219.141.207.053 [ CHN 192.102.16.175 G TWN forti-anomaly-0811
Block 1P Block §92.63.197.100 mmRUS 192.192.16.83 @ TWN forti-anomaly-0811
Block  IPBlock @211.103.227.254 [ CHN 192.192.17.25 @ IWN forti-anomaly-0811
Block 1P Block ©92.63.197.100 mmRUS 203.64.1.94 B TWN forti-anomaly-0811 .
Block  IPBlock @211.103.227.254 [ CHN 192.192.17.135 @ TWN forti-anomaly-0811
Block  IPBlock @2283.197.100 mRUS 03641244 @IWN fortianomaly-081L Block  IPBlock @211.103.227.259 @l CHN 192.192.16.108 @TWN  forti-anomaly-0811
Block  IPBlock @ 185.156.73.100 wmRUS 203643192  @TWN  forti-anomaly-0811 Block IPBlock @211.103.227.254 ECHN 102.102.17.141 @TWN  forti-anomaly-0811
Ivs 1-25 of 143621 rows 5 1-25 of 256127 rows
Block IPBlock @94.102.56.15 =NLD 203.71.172.36 @ IWN forti-anomaly-0811
- Block IP Block ©94.102.56.15 = NLD 203.71.172.117 @l TWN forti-anomaly-0811
Block 1P Block @45.81.34.68 5 GBR 192.192.98.40 @ TWN forti-anomaly-0811 Block 1P Block @93.90.72.215 B= ZAF 192.102.17.114 EETWN forti-anomaly-0811
Block IPBlock @45.81.34.68 53 GBR 192.192.16.247 @ TWN forti-anomaly-0811 Block IPBlock '@24.102.36.15 ZNLD 203.71.172.181 G TWN forti-anomaly-0811 Block  IPolock 230072181 S ZAF 200.71.171.168 GIWN forti-anomaly-0811
Black IP Block @45.81.34.70 5I3 GBR 102.102.90.160 [ TWN forti-anomaly-0811 Block [PBlock @84.102.56.15 =NLD 203.71.172.252 @ TWN forti-anomaly-0811 Block  IPBlock @93.00.72.164 §E ZAF 203.71.174.198 @l TWN forti-anomaly-0811
Block  IP Block 45.81.34.68  5E GBR 102.102.17.103 [ TWN forti-anomaly-0811 lock lock 00.72. 71.170. forti- Iy
@ - _ Bock [IPBlock 941025615 =NLD 0370172204 @TWN  forti-anomaly-0811 COes ILHEEE  CHEWASS [JZE SEZUTNNE [ (e
Block 1P Block ©45.81.34.67 ZEGBR 203.71.171.123 [l TWN forti-anomaly-0811 Block IPBlock @93.90.72.210 B ZAF 203.71.174.149 EHTIWN forti-anomaly-0811
Block IPBlock @45.81.34.68 5% GBR 102.102.08.137 [ TWN forti-anomaly-0811 Block  [PBlock g04.102.56.15 = NLD 203.71.172.64 @ TWN forti-anomaly-0811 Block [PBlock @093.90.72210 S ZAE 203.64.1.130  @ETWN forti-anomaly-0811
Block  IPBlock @45.81.34.67 &3 GBR 203.64.4.17 [ TWN forti-anomaly-0811 Block [PBlock g94.102.56.15 =NLD 203.71.172.215 @l TWN forti-anomaly-0811 Block  IPBlock @93.90.72.164 B ZAF 203.71.171.105 ETWN forti-anomaly-0811
5 1-25 of 75569 rows 5 1-25 of 46338 rows
Block IPBlock @94.102.56.15 =MD 203.71.172.123 @ TWN forti-anomaly-0811
5 1-25 of 122503 rows

Block IPBlock @185.165.190.17 EEUSA 102192112 [@TWN  forti-ips-0812 Block IPBlock @150.129.81.228 EIHKG 203.64.0.184 @TWN  forti-anomaly-0811
Bock  IPBlock g 65.49.20.81 & USA 102.192.05.84 [@TWN  blacklist cert tanet Blok IPBlock 1@150.120.81.210 ERHKG 201645219 @IWN  forti-anomaly-0811
Bock IPBlock @f4.62.19758  EEUSA 203.71.17454 @TWN  blacklist cert tanet Block IPBlock @150.129.81.210 EIHKG 203646138 @TWN  forti-anomaly-0811
Bock IPBlock 646219797  EUSA 102.192.16.177 @TWN  blacklist cert tanet Block IPBlock @150.129.81.210 [ENHKG 20364533  @IWN  forti-anomaly-0811
Bock IPBlock 6462197215 EUS 192.192.08.115 EETWN blacklist cert tanat Block  [PBlock g130.120.81.210 EIHKG 203.64.4.180  @TWN forti-anomaly-0811
Block IPBlock 64.62.197.56  EEUSA 192.192.05.110 @ TWN blacklist cert tanet Block  IPBlock g150.120.81.213 [EIHKG 203.71.172.52 @TWN forti-anomaly-0811
Block IPBlock 1281413413 EUSA 1921921719 @ETWN  Dlacklist cert tanet Block  IPBlock @150.120.81.226 EWHKG 192.192.09.77 @TWN  forti-anomaly-0811
5 1-25 of 108361 rows 1-25 of 105737 rows
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# Application Category ¥ Risk # of Clients
1 Proxy HTTP Proxy Critical o8
2 P Surfshark VPN Proxy Critical 3
3 @ Psiphon Proxy Critical )
4 ﬂ Cloudflare.1.1.1.1.VP Proxy Critical 3
5 & Hola.Unblocker i -
) Summary Sessions Block —@- Pass
6 . HDtSDDt.Sthld Application: ﬂP:iphon 13
Category: Proxy 12
7 & Ultrasurf Risk: itcal ;
) # of Clients: 6
8 @ Hamachi Sessions” Blocked/ W Allowedy 120 11 ’
Bytes NSent/MRecehved  S44OKBALAME 1 3
9 SOCKS4 !
Mg 161650 Aug162020 Aug162350 Aug170320 Aug170650 Aug71020 Aug17 13
10 SOCKS5
¥ Source Source Interface Device Threat Score{  Blocked/ W Allowed) Sessions( Blocked/ n Allowed) Bytes( " Sent/ W Received)
1 pertt0 40 4 BI4KBI29KB 1
15T pertt0 290 by G00KB24KB |
jU T L i
10013 portlOpot? 110 e 11— 7739KB/A1IME
10003 partld 100 10 NIKBASKE 1
W9 portl0 9% 9 163K8/56008 1

VPN
NordVPM
Surfshark
ExpressVPN
IPVanish
TorGuard
FastestVPM
PlA
PureVPM

BEIVyprVPN

Best Price

$3.99/H

$2.30/8

$8.32/8

$3.25/H

$4.99/8

$2.49/H

$242/8H

$7.99/8H

$3.33/8

$2.50/8
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Username

Password

& Download on the

_‘ App Store

@ Advanced IP Scanner
EER BRMV BTG

P C
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=% iP
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EARHE
2022-06-24 04:00:02

I User : usernarme

Managenient

Event IL.odg

538243) CONFIGURATION

Home

Configuratiomn
Metvwork
Adarms
Systerm
Remote Managenent
Security
Telaemetry
Applications
Basic
Pywythom
Management
Metwvwork Status
Connections
Telaemetry
Event Log
Analyseaer
Top Talkers
Administration
Systerm Information
File Management
M.S09 Cert

FRRRRRRRRRERRRRRRRRRRRRE

GPF socket conne
TCP Reqg: @.9.6.6
GP socket connec
TCPF Reqg: 8.8.@.8
GPF socket conne
TCP Req:

TCP Reg:

TCP Reg Fail

TCP Reqg: @.8.@.8
GPF socket conne
TCP Reqg Fail: 16

-2

TN

Refresh || Clear

|| Open in New window

cate Managenient
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{REEFT T 15?

IPEEZE

2022.07.09

ZamEanE

2022-07-10 04:00:01

L

DASHBOARD

MNETWW IO R

WWIRELESS

SYWSTEM

Swysbern Settings

User Accounits
Services

Driagnoasitics

a

IgniteNet

Wieww swysthaernm los
Download this dewvice's troubleshooting log
Reboot your dewice

Reset to factorny default settings

Download this dewvice's configuration settings

Restore the confizuration settings of this dewvice
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log: [15:37:14] [e]. 124:37732] [P] conmect to 203. b port 993
23.1og: [19:37:14] 37. .124:57732] [B] USER jim .tnua.edu.tw
20623.1og: [15:37:14] .124:37732] [P] PRAS3S
p23.1log: [19:37:24] .124:57732] [P] PASS failed: -ERR LOGIN failed

log:[15:37:24] 37. .124:57732] [8] 535 Ruthentication failed
220623.1og: [lﬂ:f::J ] [&7 .124:37732] smtp fsm: peer closed

Lamesa Butane - Guest access level

® Franklin Fueling Systems Tank Status

System FMS  Sefup
Status Alarms Control Compliance Reports Data Logaing
Tanks

TANKS
Image Manifold 1D Tank ID Name Product Alarms Level Gross Volume Net Volume Ullage Water Level

Unlead Unlead a3 61.92 3,165.69 3,112.79 639.95 0.03
) 2 Diesel Diesel a 33.20 1,472.83 1,457.75 2,332.83 0.02

|:I ) 3 Dyed Diesel Dyed Diesel 2 52.23 2,617.32 2,588.85 1,188.37 0.01
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TR 2021/10/25-14:26:37 g I 7 I nmap - o

B BERE 2021 /11/01-19:47:45 (

- R 2022401 /13-16:14:06
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2022/07/21-13:36:35

M22407421-13:36:35
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EREE 2022-07-29 15:24:03
BIAEE - cello dangerous now 107.174
EFEE: 1ITFE

SISt 0 A mmpEER - 2022-07-30 15:56:07
SHERES - 2022-07-23 15:04:06

EIAE - cello dangerous now 216 52 =
EREE: 6F
BEHS: HIN2E FR0E HMRESEHE 0F

HEAE - cello dangerous now 104 168
EFEEE: 1ITFE
BEHS: HEIN2EFR0E EMFEEVE 0F

e HEeEz FHREE fximiRE
EE HEEz FEEE EEimaREE i
1 0921615281 EEE  THEWERE:2022/07/30 15:56:11
1 0921615281 CEIE, FTEEWEERS: 2022/ — -
— |
= |Re: EmailTosMSi T EE EHiH 15:24
Min v || BT SR FEEE = S S &

cello dangerous now
107174

={TE: "SEZ8H" <mailerfgu.twsms.com>
WFE: "chw” <chw@tnua.edu.tw> Bix 15:56
={FEE: 2022 7 B 290 EEF T4 3:24:03
F5: EmailToSMS#EGEER

T cello dangerous now
EMailTosMs HRER. 104.168

= 2822-87-20 15:24:03

FE: SZE=A!

ME: cello dangerous now 187.174
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104168.34.187

TNUA

P022-07-30 15:53:01
P022-07-30 15:52:52
022-07-29 125025
P022-07-29 15:21:.07
022-07-23 15:01:32

b1oaf
b109
b1oof 4% E0R 4o £
b109
b107

104.168.34.187
104.168.34.187
107.174.142.103
107.174.142.103
216.52.48.138

ollegas2021@gmail.c...
ollegas2021@gmail.c...
ollegas2021@gmail.c_..
ollegas2021@gmail.c...
ollegas2021@gmail.c...

antigateway.tnuz.edu.tw 465 b109
antigateway.tnuz.edu.tw 465 b109:
234330

4731

antigateway.tnuz.edu.tw 465 b107

= Los Angeles, C

107174142103

104168.34187

== Washington, Washington, D.C., United States

216.52.48.138

= PBoston, Massachusetts, United States

104-168-34-18/-host colocrossing.com
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- IPS
Initiator Country v Total Connections
Bl CHN (China) 10,618,571
Bl TWN (Taiwan Republic Of China) 8,821,824
S USA (United States) 4,116,723
== NLD (Metherlands) 2,224,845
Ell HKG (Hong Kong) 1,673,311 _
Si% GBR (United Kingdom) 1,506,558 s
DEU (Germany) 635,271 IP Security Intelligence Category v Total Connections
= ZAF (South Africa) 587,047 forti-anomaly-0811 10,331,407
= RUS {Russian Federation) 536,920 blocklist.de-0815 1,074,775
=i IND (India) 394,730 blacklist cert tanet 798,085
cert from NTU 0810 618,175
s it .
blacklist stopforumspam 180 182,497
ZEMRELt/)\E blacklist spamhaut 161,776
tnc 2,404
a feed FM THUA 1,792

BLACK(BLOCK) IP
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Blocke IP Block & 102.118.252.107 E CHMN 192.192.98.220 . T forti-anomaly-0211 External Internal 50782 F tcp

Block IP Block & 185.90.169.230 = LB 192.192.98.50 Wi forti-anomaly-0811 External Internal 4247 f top

Blocke IP Block & A45.127.98.249 E CHMN 192.192.08.233 . T forti-anomaly-0211 External Internal 37051 F tcp

Block IP Block & 45.127.98.24 - CHMN 192.192.98.202 Wi forti-anomaly-0811 External Internal IFIF2 F tcp

Block IP Block @ 198.98.61.0 [E=ESRUESTN 1902.192.98.2231 - T blocklist.de-0815 External Internal 553244 J tcp

Block IP Block & 185.90.169.230 = LB 192.192.98.34 Wi forti-anomaly-0811 External Internal 62751 f tcp

Block: IP Block & 185.20.169.2230 = LBMN 192.192.08.42 . T forti-anomaly-0211 External Internal 17427 F tcp

Block IP Block & 23.90.72.183 = ZAF 192.192.98.103 Wi forti-anomaly-0811 External Internal 49586 F tcp

Block: IP Block & 185.20.169.2230 = LBMN 192.192.98.37 . T forti-anomaly-0211 External Internal 82659 F tcp

Block IP Block & 185.90.169.230 = LB 192.192.98.29 Wi forti-anomaly-0811 External Internal 62667 f tcp

Block IP Block b =

Block 0E Elmals Block IP Block @ 218.210.37.124 Bl TWN 192.192.17.252 [l TWN forti-anomaly-0811 External Internal 47427 | tcp

Block IP Block Block IP Block & 89.248.165.52 — NLD 192.192.17.252 EETWHN forti-anomaly-0811 External Internal 40587 / tcp

e — e Block IP Block gy 120.25.147.48 Bl CHN 102.192.17.252  [@l TWN forti-anomaly-0811 External Internal 6000 (x11)_/]
Block IP Block & 139.59.14.1 = IND 192.192.17.252 EETWHN blocklist.de-0815 External Internal 44544 [ tcp
Block IP Block & 54.62.197.116 B USA 192.192.17.252 [l TWN blacklist cert tanet External Internal 51841 / tcp
Block IP Block © 1567.248.133.137 BE5 USA 192.192.17.252 [Bl TWN Malwars External Internal 4483 / tcp
Block IP Block @ 150.129.81.246 Ell HKG 192.192.17.252 [l TWN forti-anomaly-0811 External Internal 54240 / tcp
Block IP Block ©211.103.227.254 [l CHN 192.192.17.252 EETWHN forti-anomaly-0811 External Internal 8 (Echo Requl
Block IP Block & 45.142.200.102 =m BGR 192.192.17.252 [l TWN forti-anomaly-0811 External Internal 40028 / tcp
Block IP Block & 5.180.99.245 g2 GBR 192.192.17.252 EETWHN forti-anomaly-0811 External Internal 445232 / tcp
Block IP Block & 45.93.16.115 B USA 192.192.17.252 [l TWN forti-anomaly-0811 External Internal 5077 / udp

MERBREMERENR -

#HEasEIP

BEFERHEERMN
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0§ drantsiucom #26102022-08-21  BEAEIPHIHET567RIESR  IPHIIHS 535695616 -
#HEE =k
L i #IPEERS Z= uE
1.34.0.0 1.35.255.255 131072
1.160.0.0 1.175.255.255 1048576
1.200.0.0 1.200.255.255 65536
2.58.240.0 2.58.243.255 1024
27.0.152.0 27.0.155.255 1024
192.1 92.99.1 . Talwan (TW) 27.51.0.0 27.53.255.255 196608
27.96.224.0 27.96.255.255 8192
27.100.64.0 27.100.127.255 16384
T 27.105.0.0 27.105.255.255 65536
v,'_‘_?ﬂj‘?’* 27.147.0.0 27.147.63.255 16384
Ve 27.240.0.0 27.247.255.255 524288
A < ) 36.224.0.0 36.239.255.255 1048576
N g .\:?gv}‘ 39.1.0.0 39.1.255.255 65536
g %@jﬁtﬂ 39.8.0.0 39.15.255.255 524288
_Tai;!:i'é{wjﬁ_ N 42.0.64.0 42.0.127.255 16384
¥ i 42.64.0.0 42.79.255.255 1048576
sk (] 43.224.20.0 43.224.23.255 1024
o AR 43.224.248.0 43.224.249.255 512
43.226.232.0 43.226.235.255 1024
0 Regon Tavan 43.227.24.0 43.227.27.255 1024
43.240.24.0 43.240.27 255 1024
O Tae 43.240.44.0 43.240.47 255 1024
43.240.104.0 43.240.111.255 2048
0 iy Tae 43.240.152.0 43.240.155.255 1024
43.241.32.0 43.241.35.255 1024
- 43.241.160.0 43.241.163.255 1024
Usage Type: Net Speed: | 43.243.252.0 43.243.255.255 1024
@ (] 43.246.188.0 43.246.191.255 1024
43246 216.0 43 246.219.255 1024
=~
IPE
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https://www.zoomeye.org/

EEf=g =E i
https://www.shodan.io/host SRR e g

SIERT R

C: \WINDOWS\system32>netsh wlan export profile folder=C:\ key=clear

[l O ELBAZESHNAS

R EBE - windows V7§ MBEARREAERRE

RS RAE RS - B2 FURUHNSEBGEHE  SENEEELE <ﬁtﬁl
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< TNUA-www

‘ Operational

Your service is up for 9 days.

100.000%

No downtime detected in the last 7 days.

902.229 ms

-

Recent alerts

Up

Started

UptimeRobot
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y Better Uptime

We call you when
your website is
down

Downtime? Get notified with the fastest
uptime monitoring service. Free plan
included!

uptime.com

~*hyperping
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bourceFolderHash.py

FEERIAIHASH ) HASHE AR E

import hashlib,tine
from pathlib import Path

def md5_update_from_file(filename, hash):
assert Path(filename).is file()
with open(str(filename), "rb") as f:
for chunk in iter(lambda: f.read(4896), b""):
hash. update(chunk)
return hash

def md5 file(filename):
14 return md5_update_from_file(filename, hashlib.md5()).hg

def md5_update_from dir(directory, hash):
assert Path(directory).is_dir()
for path in sorted(Path(directory).iterdir()):
hash.update(path.name.encoda())
if path.is file():
hash = md5_update_from_file(path, hash)
elif path.is_dir():
hash = md5_update_from_dir(path, hash)
pl return hash

sT&EHASH

|CheckFi|eCount.py
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import tine, sntplib,os,urllib.request
from email.nine. text inport MIMEText

AEMRTLEE
def sendnail()
nsg = NIVEText(Noa_Tine + * EHEERHSHESES ) BRECOET ", "plain
msg[ "Subject"] = "Check CCNET"
nsg["Fron’] = "EHAEE'
nsgl'To"] = "WEARRL I ARRY
smtp = smtplib. SWTR("sntp.gmail. con”, 587)
sntp.ehlo()
smep.starttls()
sutp. login(" S A" "SH\2E")

sntp.send message(nsg)

def sendSiS(tel):
usernane = "THOHSIESE"
passiord = "THGHSEE"
nobile = tel
message = "CCNET_HASH Change!”

msg = 'usernane="+usernane+ Bpasshord="+passuiord 'Gnobile="+nobile+ fmes
url = 'http://api. twsms. con/Json/sns_send.php?" tmsg

https://youtu.be/gWsS8ZVKXVQ
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http://10.36.3.91/BlackList/IPRanking.aspx
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