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Elasticsearch #E44

O include secondary database models 21 systems in ranking, December 2020
Rank Score
Dec Nov Dec DBMS Database Model Decllhov il Dar Rank Score
2020 2020 2019 2020 2020 2019 Aug Jul Aug DBMS Database Model Aug  Jul Aug
& 15 1. Elasticsearch g3 Search engine, Multi-model @ 152.49 +0.94 +2.24 2024 2024 2023 2024 2024 2023
2. Splunk Search engine 87.00 -2.71 -3.53 . 1. . Elasticsearch Search engine, Multi-model  129.83 -0.99 -10.09
3. Sglr Search engine 51.24 -0.57 -5.98 Splunk Search engine 96.10 +3.18 12
4. MarkLogic & Mutti-model 10.94 0.26 <253 Apache Solr Search engine, Multi-model @ 36.30 -2
A 8. Algolia Search engine 7.83 +0.45 +3.15
6. Microsoft Azure Search Search engine 6.85 +0.05 +0.56
¥ 5. Sphinx Search engine 6.32 -0.03 -0.30
¥ 7. ArangoDB E3 Multi-model & 5.51 +0.14 +0.64
9. Amazon CloudSearch Search engine 3.06 +0.29 -0.15
Virtuoso [} Multi-model @ 2.58 +0.05 -0.05
Xapian Search engine 1.01 +0.17 +0.25
CrateDB (3 Multi-model g 0.90 +0.08 +0.28
Alibaba Cloud Log Service £3 Search engine 0.40 -0.02
SearchBlox Search engine 0.40 +0.01 +0.10 . . . Coveo Search engine 2.05
Manticore Search Search engine 0.07 -0.03 +0.01 & ! . Amazon CloudSearch Search engine 1.85
Weaviate Search engine 0.05 -0.03 +0.05 i s . Meilisearch Search engine 0.99 +0. -0.40
Exorbyte Search engine 0.03 -0.02 -0.03
FinchDB Multi-model & 0.03 0.00 +0.00

searchxml Multi-model & 0.01 -0.05 -0.12
0.00 £0.00 +0.00 s % . CrateDB Multi-model @ 0.69 -o. -0.20

[ include secondary database models 26 systems in ranking, August 2024

OpenSearch 3 Search engine, Multi-model g 16.47 -o.
Sphinx Search engine 5.97 +o.
Algolia Search engine 5.77 +o.
Microsoft Azure Al Search Search engine, Multi-model & 5.73 +0.05
MarkLogic Multi-model (@ 4.41 -o0.
Virtuoso £3 Multi-model g 3.85
ArangoDB g3 Multi-model 3.40

©@®NOUMs LN

€

2.
3
4.
5.
7.
6.
8.
9.

"
4

Typesense Search engine 0.78 v +0.02
Xapian Search engine 0.73 -o. -0.47
Indica Search engine
Rizhiyi Search engine, Multi-model @ 0.00 *0.00 g # . Vespa Multi-model § 0.59 -o. +0.03
Alibaba Cloud Log Service 3 Search engine 0.42 +0.05 +0.01
Marqo Search engine 0.35 +0.05 -0.07
SearchBlox Search engine 0.32 -0.05 -0.47
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Elasticsearch £ #EZ845 -804 £ R13THYAHEZEAE

Hot &RE3053##, Warm fRE3X, Cold fRE30X

Filebeat (28) Logstash (7&) ES Cluster (44 &): 3Master, 20 Hot, 12 Warm, 9 Cold

Master0O1 Warm Data 01 Cold Data01
Cluster 1

FXT
Master02
Cluster

Warm Data 18 Cold Data 11
H#

=3 Logstash (68 ES Cluster (21 &): 3Master, 8 Hot, 6 Warm, 4 Cold

Master01 Warm Data 01 Cold Data01
Cluster 2

FXRAT

Master02

Master03 Warm Data 6 Cold Data 4
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£i451: 1 Cluster, 3 Node, 3 Primary Shard, 2 Replica

Elasticsearch cluster

Node 2
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Fleet&Elastic Agent Ei Beat B

BEFORE

ON EVERY HOST:

e Filebeat for logs

e Metricbeat for metrics

e APM agents for app traces
e Heartbeat for uptime

e Endpoint for security
e Winlogbeat - windows data

EiNE: E

2 L

ON EVERY HOST:

o Elastic Agent for logs,
metrics, and security.
Uptime, windows data and
traces coming soon.

One thing to install,
configure and scale.

1. beatI7E ##fi78 & Elastic Agents
2. Elastic Agent XE % beat I E &

Endpoint

it il

S ———————— Elastic Agent —

Subprocesses

Metricbeat Filebeat

APM Server Fleet Server

Osquerybeat
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Fleet Z28t

. Fleet  Agents

Fleet

Centralized management for Elastic Agents.

Agents  Agent policies  Enroliment tokens

Uninstall tokens  Data streams  Settings

Add a Fleet Server

A Fleet Server is required before you can enroll agents with Fleet.

Follow the instructions below to set up a Fleet Server. For more
information, see the Fleet and Elastic Agent Guide @

Add Fleet Server

@ Add Agent




. 2 Install Fleet Server to a centralized host
@ Get started with Fleet Server

Install Fleet Server agent on a centralized host so that other hosts you wish to monitor can connect to it. In production,

First, set the public IP or host name and port that agents will use to reach Fleet Server. It uses port 8228 by default @, < 3 = . x E
we recommend using one or more dedicated hosts. For additional guidance, see our installation docs .

We'll then generate a policy for you automatically.

Name

curl -L -0 https://artifacts.elastic.co/downloads/beats/elastic-agent/elastic-agent-8.14.3-1inux-x8€ [g§
tar xzvf elastic-agent-8.14.3-1inux-x86_64.tar.gz
cd elastic-agent-8.14.3-1inux-x86_64
sudo ./elastic-agent install \
--fleet-server-es=https://10.99.1.69:9208 \
--fleet-server-service-token=AAEAAWVSYXNBaWMvZmx1ZXQtc2VydmVyL3Rva2VuLTE3MjMBNTkyMzY3MDU6MVJIDQ] JxC
Generate Fleet Server policy --fleet-server-policy=fleet-server-policy \
--fleet-server-es-ca-trusted-fingerprint=ed41770548d0f2d9347f3192e2cd6ff78571e8c1dc6266e6ac238e77€
--fleet-server-port=8220

@ Add another URL

Install Fleet Server to a centralized host

Confirm connection Confirm connection

Url % 78{# A https V) Fleet Server connected

You can now continue enrolling agents with Fleet.

Continue enrolling Elastic Agent




Fleet Ffifr 22 2L Bl Beats

downloads/ = it =
|— apm-server l— cloudbeat
| |— apm-server-8.5.0-linux-x86_64.tar.gz ™, (| i
| |— apm-server-8.5.0-1linux-x86_64.tar.gz.asc I }_ cloudbeat-8.5.0-1inux-x86_64.tar.gz 1 o ﬁﬁ%} t ;j#_z Fleet
| '— apm-server-8.5.0-linux-x26_64.tar.gz.shas12 | }— cloudbeat-8.5.0-1linux-x86_64.tar.gz.asc
b— beacs == o
e e | L cloudbeat-8.5.0-1inux-x86_64.tar.gz.sha512 Server H%ﬁﬁﬂ%‘ Fﬁﬁ*ﬁ
|— audicbeat-8.5.0-1inux-x86_64.tar.gz l_ endpoint-dev

|— auditbeat-8.5.0-linux-x86_64.tar.gz.asc E =] = 2 —F K3
L auditbeat-8.5.0-1inux-x86_64.tar.gz.shas12 | }— endpoint-security-8.5.0-1inux-x86_64.tar.gz Bl E ﬁ ”

packetbeat
|— packetbeat-8.5.0-1inux-x86_64.tar.gz

|— packetbeat-8.5.0-1linux-x86_64.tar.gz.asc

|

|

[

I

| | elastic-agent - .

I | |— endpoint-security-8.5.0-1linux-x86_64.tar.gz.asc 2 W ';.Q /__| AL étl.‘ E’]

| | | elastic-agent-8.5.0-linux-x86_64.tar.gz.asc | L'— endpoint-security-8.5.0-linux-x86_64.tar.gz.sha512 . 'e. I1. = H p
= 8.5.0- oxf

: :_ :e:::uc agent-8.5.0-1inux-x86_64.tar.gz.shas12 I_ Teet-server beats

I | b= filevear-.5.0-linux-x86_64.tar.gz | }— fleet-server-8.5.0-linux-x86_64.tar.gz

| | }— filebeat-8.5.0-linux-x86_64.tar.gz.asc

| | L filebeat-8.5.0-linux-x86 64.tar.gz.shasiz | }—— fleet-server-8.5.0-1linux-x86_64.tar.gz.asc

| | hearcpeac | L— fleet-server-8.5. 0-1linux-x86_64.tar.gz.sha512

| | }— neartbeat-£.5.0-linux-x86_64.tar.gz

| | }— heartbeat-£.5.0-1inux-x86_64.tar.gz.asc = pull-bin.sh

| | L'— neartbeat-8.5.0-linux-x86_64.tar.gz.shaS512

| }— metricbeat

| | }— metricbeat-8.5.0-1linux-x86_64.tar.gz

| | }— metricbeat-8.5.0-linux-x86_64.tar.gz.asc

| | '— metricbeat-8.5.0-linux-x86_64.tar.gz.sha512

| }— osquerybeac

| | }— osquerybeat-8.5.0-linux-x86_64.tar.gz

| | }— osquerybeat-8.5.0-1inux-x86_64.tar.gz.asc

| | L'— osquerybeat-8.5.0-linux-x86_64.tar.gz.sha512

JEEES

|

|

|

L packetbeat-8.5.0-1inux-x86_64.tar.gz.shas12



d management for Elastic Agent

Agents  Agentpolicies  Enrolimenttokens  Uninstalltokens  Data streams  Settings

Fleet server hosts
Sp y the U that your a will'use to connect to a Flee

purposes. For more
Host URLs
https://10.99
) Add Fleet Server

Outputs

Specify where agents will send data. &

Name Status

default )

@ Add output

Agent Binary Download

3 their binary from. d default will apply to all
Host

Elastic Artifacts https://artifacts.elastic.co/downloads/

@ Add agent binary source

Default

v

Default

Agent integrations

Agent monitoring

Default

1.

Actions

Actions

Actions

Fleet Server B4 host
41 1 B4 Elasticsearch

TEERTE

JERERR TEHAF



All categories
APM

AWS

Azure

Cloud
Containers
Custom
Database
Elastic Stack
Elasticsearch
Search
Google Cloud
Network

Observability

B Display beta integrations

If an integration is available for
Elastic Agent and Beats, show:
© Recommended ®

Elastic Agent only

Beats only

APM

Collect performance metrics
from your applications with
Elastic APM.

1Password

Aerospike Metrics

Collect metrics from Aerospike
servers with Metricbeat.

Amazon CloudFront

n CloudFront
th Elastic Agent

Amazon EBS

Collect Amazon Elastic Block
Storage metrics with Elastic
Agent

Elastic Defend

Protect your hosts and cloud
workloads with threat
prevention, detection, and
deep security da sibility.

AbuseCH

Ingest threat intelligence
indicators from URL Haus
Malware Bazaar, and Thre
Fox feeds with Elastic Agent.

Akamai

Collect logs from Akamai with
Elastic Agent

Amazon Data Firehose

Stream logs and metrics from
Amazon Data Firehose into
Elastic Cloud

Amazon EC2
t logs and metrics for
Amazon Elastic Compute Clo:
th Elastic Agent

Web crawler

Add sea to your
with the web crawler.

1.

ActiveMQ

Collect logs and metrics from
2MQ instances with

Elastic Agent.

AlienVault OTX 2

Ingest threat intelligence
indicators from AlienVault Open
Threat Exchange (OTX) with
Elastic Agent.

Amazon DynamoDB

Collect Amazon DynamoDB
metrics with Elastic Agent

Amazon ECS

Collect metrics for Amazon
Elastic Container Se
Elastic Agent

1B B intergration
REEREES
BETAAERE
&

E |1 Elastic
Agent B #13847%&
AEMEITTRREE



Browse integrations

All categories
APM

AWS

Azure

Cloud
Containers
Custom
Database
Elastic Stack
Elasticsearch SDK
Search
Google Cloud
Network

Observability

)

1# Intergration ¥EER# A& Kl - Apache 24

Installed integrations

1

41

Amazon Managed
Streaming for Apache
Kafka (MSK)

Coll Amazon MSK metrics
with Elastic Agent

Apache Tomcat

Collect and parse s and
metrics from Apache Tomcat
servers with Elastic Agent.

Apache HTTP Server
Collect logs and metrics from
Apache servers with Elastic
Agent.

Collect metrics from Apache
Hadoop with Elastic Agent.

Apache Spark

Collect metrics from Apache
Spar th Elastic Agent.

Tomcat NetWitness Logs
Collect and parse logs from
Apache Tomcat servers with
Elastic Agent.

#1E Apache
HTTP Server %
JMEY Apache B

=+
Aty



I EA[
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Collect logs from Apache instances Change defaults ~

Settings

The following settings are applicable to 2 1Advanced options

all inputs below.

( Apache access logs Paths

ﬁ-l- ¥‘T ApaChe Log 1% %1§&X1¢ E%‘,ETE( El-l E_I- Collect Apache access logs /var/log/apache2/access.log*

/var/log/apache2/other_vhosts_access.log’

A]£t#t access # error log E1TH7Z

/var/log/httpd/access_log*

@ Add row

Preserve original event

> Advanced options

( Apache error logs Paths

Collect Apache error logs /var/log/apache2/error.log*
/var/log/httpd/error_log*

@ Add row




Elastic Agent Z*%&

Add agent

Add Elastic Ac data and send it to the Elas

° Select enroliment token

Apache has b > ich enroliment token t
Vv Authentication settings

Enroliment token  Defau

° Enrollin Fleet?

© Enrollin Fleet (recommended) -

Run standalone - Run an E

and run commands to
downloads page @
additiona our installation docs

m Mac Windows RPM DEB Kubernetes

curl -L -0 htt fac .co/downloads/beats/

v

v

Agent enroliment confirmed

1 agent has been enrolled.

View enrolled agents

Incoming data confirmed

Incoming data received from 1 of 1 recently enrolled agent.



EEE AEE -data stream

|ndeX Management @ Index Management docs

Indices Data Streams Index Templates Component Templates Enrich Policies

Data streams store time-series data across multiple indices and can be created from index templates. Learn more. & B3 Include stats @ View @ v
QQ apachdg (x ) C Reload

Name ™ Health Indices Data retention Actions
logs-apache.access-default Managed e yellow 1 Disabled £
logs-apache.error-default Managed e yellow 1 Disabled £

Rows per page: 20 Vv

HiE agent BB AMEN I AEERAE ST @M Indices &1, L. data stream #

AT




1| #/E Data View &% Apache &}

Create data VieW v Your index pattern matches 1 source.

Name All sources

Apache A
pache Access logs-apache.access-default

Index pattern
Rows per page: 10 v

logs-apache.accesg*

Timestamp field

@timestamp

Show advanced settings

1. FHEMWEBEES Data view FAIEF
2. LIAgentE AMIERELL logs- FAEE



& Apache Default #EF ik

W& Dashboards — [Logs Apache] Access and error logs RIZ & AR E R IR

Unique IPs map [Logs Apache]

" Y =
\ "
2 LAYERS B >
OO A = KAZAKHSTAN MONGOLIA
MONGOLIA | ) C ) c @ Unigue IPs map [Logs Apache]
Y ( 5 K
O 1 ( Y RKEY T AURKMENISTAN >
DY ) /) Ve M) 988 S
P ( P \J ~ & 888 Basema
om) Y~k C (@' ( (Y RAQ TRan i E
Yoo ) \ MOROCCO W PAKISTRA C
) 8 > - 2 UBYA gGypT ) SAUDK g O aA
NN MEGCO  cUEA ol LI
2 ) ) @)
VIS \ GUATEMALA MALL CHAD (OMeN ~
d O priugagnes CPSPERNG GUINEA ETHIOPIA L
&4’,\"“ ) @) PO )  NIGERIA £ma
col Msia EQUATORIAL KENYA
N e GUINEA
INDONESIA Rcon [RARUIA N
& PAPUA NEW f ol DEMOCRATIC GUINEA
ore) GUINEA s . @) REPUBLIC OF
D THE CONGO
SOLIVIA MADAGASCAR™
paracu(O ) —~ ) AUSTRALIA =
AUSTRALIA b h— SPAV ) 1
L ﬂi-((A —~ zoom: 1.
) CHRE  yguguAY O L )
( ,’ ) : N ~\ElEsti Gice (7 nMapTiles (4, OpenStreetMap contributors (5
4 O ARGENTSNK (O)EwEstic Maps Se,.:?' (2, OpenMapTiles (3, Ope o
% ] i [Logs Apache]
Response codes over time [Logs Apache] y

Count







=1 Pre-built in rule

. Security Rules Detection rules (SIE... Add Rules ML job settings v [@ Add integrations Al Assistant

¥ security Add Elastic Rules

Dashboards See what's new in Prebuilt Security Detection Rules 2

Rules Q search by rule name Tags 108
Alerts
Rule Risk score Severity

Attack discovery
Microsoft IIS Service Account Password Dumped @ 1/3 integrations & 23 ® Low Install rule

Findings
Cases Local Account TokenFilter Policy Disabled @ 0/4 integrations S a7 Medium Install rule

Timeli Potential Persistence via Time Provider Modification @ 0/1integrations 47 Medium Install rule
imelines

Intelligence Component Object Model Hijacking @ 0/1integrations & Medium Install rule
Explore
Creation or Modification of Root Certificate @ 0/2 integrations Low Install rule
Potential Suspicious DebugFS Root Device Access @ 0/1integrations Low Install rule
Creation of a Hidden Local User Account @ 0/2 integrations & High Install rule

Get started

i Windows Defender Disabled via Registry Modification @ 0/1integrations Low Install rule
lanage

1. #BiB 1000184 Pre-built rule, BLEE install rule Bl a] &8
2. EEREIEFER intergration EITEES
3.  Pre-builtin rule IR ETEZER B License




R i@ A Tags fesdJT/# Mitre ATT&CK 47!

Tags

Domain: Endpoint OS: Windows Use Case: Threat Detection Tactic: Collection
Data Source: Elastic Defend Rule Type: BBR Data Source: Sysmon

Data Source: Elastic Endgame

Tactic {£4 Mitre ATT&CK $5%!



MITRE ATT&CK® coverage

Your current coverage of MITRE ATT&CK® tactics and techniques, based on installed rules. Click a cell to view and enable a technique's rules. Rules must be mapped to the MITRE ATT&CK®

framework to be displayed. Learn more. 2

Installed rule status )

QU search for

Reconnaissance
1/10 techniques
-

Disabled Rules:
Enabled Rules:

Active Scanning
Sub-techniques 3

Gather Victim Host
Informati
Sub-techniques 0/4

Gather Victim Identity
Information
Sub-techniques 0/3

Gather Victim Network
Information
Sub-techniques  0/6

Gather Victim Org
Information
Sub-techniques  0/4

Phishing for Information
Sub-techniques  0/3

Search Closed Sources
Sub-techniques  0/2

Resource Development
1/7 techniques
-

Disabled Rules:
Enabled Rules:

Acquire Infrastructure
Sub-techniques 077

Compromise Accounts
Sub-techniques  0/3

Compromise
Infrastructure
Sub-techniques 077

Develop Capabilities
Sub-techniques  0/4

Establish Accounts
Sub-techniques 0/3

Obtain Capabilities
Sub-techniques 16

Stage Capabil
Sub-techniques  0/6

Installed rule type

Initial Access
7/12 techniques
e

Disabled Rules:
Enabled Rule:

e tactic, technique (e.g.,"defense evasion" or "TA0005") or rule name

66

Drive-by Compromise

Sub-techniques

Hardware Addi
Sub-techniques

Repl n Through
Removable Media
Sub-techniques

Spearphishing
Attachment
Sub-techniques

0/0

0/0

0/0

Execution
11/35 techniques
L ]

Disabled Rules:
Enabled Rules:

AppleScript
Sub-techniques

cMsTP
Sub-techniques

Compiled HTML File
Sub-techniques O

Component Object
Model and Distributed
comMm

Sub-techniques 0/0

Container
Sub-techniques  0/0

Control Panel Items
Sub-techniques 0/0

Collapse cells Expand cells

Persistence
15/70 techniques
=

Disabled Rules: 0
Enabled Rules: 178

Accessibility Features
Sub-techniques 0/0

AppCertDLLs
Sub-techniques

Applnit DLLs
Sub-techniques

Application Shimming
Sub-techniques  0/0

Authentication Package
Sub-techniques  0/0

BITS Jobs
Sub-techniques  0/0

Mitre ATT&CK H m Sample

Legend (count will include all rules selected)

® >10rukes

1-3rules

Privilege Escalation
13/40 techniques
L]

Disabled Rules:
Enabled Rules: 100

7-10 rules 3-7 rules

0 rules

Defense Evasion
29/88 techniques
—

Disabled Rules: 0
Enabled Rules: 219

Accessibility Features
Sub-techniques  0/0

AppCertDLLs
Sub-techniques 0/0

Applnit DLLs
Sub-techniques  0/0

Application Shimming
Sub-techniques  0/0

Application Access
Token
Sub-techniques 0/0

BITS Jobs
Sub-techniques

inary Padding
Sub-techniques

Build Image on Host
Sub-techniques  0/0

Bypass User Account
Control
Sub-techniques 0/0
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Elasticsearch ¥4 Al 2

Observability overview

User Experience overview
Curated ad hoc data exploration
Service Level Objectives (SLOs)
Kibana alerting and actions®

Elastic Al Assistant

Free and open -
Basic "

2 Platinum

DATA EXPLORATION & VISUALIZATION

ELASTIC OBSERVABILITY

v

v

Enterprise

BEREBME=A AIEEXWERE
B Enterprise hiz4x
E=77EHAM Token F
BT E



Elasticsearch e =

&

Amazon Bedrock

Send a request to Amazon Bedrock.

IBM Resilient

Create an incident in IBM Resilient.

i
Microsoft Teams

Send a message to a Microsoft
Teams channel.

D3 Security

Create event or trigger playbook
workflow actions in D3 SOAR.

Index

Index data into Elasticsearch.

©

OpenAl

Send a request to an OpenAl or
Azure OpenAl service.

Email

Send email from your server.

A

Jira

Create an incident in Jira.

2

Opsgenie

Create or close an alert in Opsgenie.

EMARE=S
LLM & Amazon
Bedrock Ed OpenAl
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1. Elasticsearch 2— AR XKEHFEFEM . XA, A=MEHE, AfLLIEEREN
IR EENERFER
2. IRHEES#E#FREFESN (BM25 & kNN)

a. BM25 % E#fiXAER
b. kNN (k-Nearest Neighbor) &R # Al £ IR E#E %= (vector search)

3. RMESE/ API REXM REBEEN

m‘,\«l

Elasticsearch F



i BEL R 1) A b B e G P

1. B (XK. BR.£8)8WERAaRE

a. f5la0 “Hello World!” &4 #E#a4 [72, 101,108, 108,111, 32, 87,111, 114, 108, 100, 33]
2. &ALl #81{l Cosine similarity FI75 2 s+
3. =&k
a. FAILLEBERETHIER EREREREGE
b. TAIUEKEHMNER (BE £3
c. BAFEEREE (NLP) E’szgﬁu%ﬂ*#
d ATEGEH DB —HZEFEEEREFSH




5 B ) =48 %% Sample

1. “Cat” EEF#%4[0.49671415,-0.1382643, 0.64768854, 1.52302986, -0.23415337,
-0.23413696, 1.57921282, ..]

2. “Dog” E#E#A [1.69052570,-0.46593737, 0.03282016, 0.40751628, -0.78892303,
0.00206557,-0.00089039, ..]

3. ‘“Kitten” E##E# A [-0.05196425,-0.11119605, 1.0417968, -1.25673929, 0.74538768,
-1.71105376, -0.20586438, ..]

4. t#EERZKFE Cat Bl Kitten BY coscine distance

Cat

E*&ﬁﬁﬁu K|tten *D Cat *Eﬂ;l Kitten

Dog
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1. AFA#AFXrEEmMmAREERS
Python

2. EiBARK BM25 Ed kNN #3255
Elasticsearch

3. HRERM—HERREFE Python B
]

4. EfF OpenAl APl EFH[EREE, &2

G Gf D\ N R OpenAl [BI% 2B A

e Elasticsearch FIZ {5 R
+ | Elasticsearch 5. TEHHEERELE Python 8
this can be replaced o 6 Python ﬂ% OpenAI ﬁ}a:%gﬁi

by your own data source! M Documentation I Chat Completion API EI as |tcsea I‘Ch Egﬁj %:I:ll: % — ﬁ".’f_ﬁ @

| Text

3 Vectors

| Embedding Model




Retrieval-Augmented Generation (RAG)- 322 14 58 4= ik

REGESREBRL

1. RAILERZAEETXAEE
2. FIEAANZEHEITEE
3. ZEEXiE

REGESREREE:

1. EAFHEEHREN, Z‘%?&.ﬁﬂﬁ%ﬁﬁﬁi%ﬁ%ﬂlﬁModel

2. ARZFETFREN, HEETXRZHMAR, Al6e A EANE

3. HEREMIALXREZE REHIMRE, THEI’JEHUJU:'T_I?FEETH IEE
4. HREREEBREBEEIRE=EIEMNE



Retrieval-Augmented Generation (RAG)- 322 14 58 4= ik

1. 6 "BSmE" M "ElkeEN" NEARESEERE,

a. "‘%ﬁllﬁﬂﬁﬁﬁ%ﬁ%ﬁh 15|

b. SHEEERRAERBERRKE KREEER (LLM)

© EEﬁ.:.:..:J‘ﬁa*"~ ITEIESERIFE NLP {7

3. RAG EARZ#E:

a. Retriever (2% 2%): A EIRMHEFELE - Elasticsearch

b. Generator (£ f2%): F8 & £ ARE! - ChatGPT

c. Integration and Adjustment (B &EFRE) EEKFMEREEERR RENRBSEERAERRM
R XL REAERRE - Python
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GAl/LLM
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1A BRI BIGLRER

3. Model as Analyzer -

6. RAG fE 4 i A HAE

ESGE ¢

{

A E ’ 2. BHR IR B

i Bl B
El e & olastic



Elasticearch # &4 g0 Al &4 & i B bR FLIHR 52

1. RESBREELEFEHSN

2. EMEIEA Elasticsearch I T#&k&EH, BEAHEHEBEAMIZEN, TEEHE
Fr 1. #E ChatGPT

3. MEEMBMRAMAIFASLEE, EXHFERA



Elasticsearch flF H RAG A4 bb ¥

/

Hith RAG Ri#f'sE B REE:

1. BEKERRES
2. AEARFRS
3. RXABREHMEET

Elasticsearch {&%%:

1. BERUESH
2. REIBEBRREL BERABRYD
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Logs Exglorer

#  Give feedback

2 openmoncorn  wes (NN

Q&
Explain

Give me examples of questions | can ask here. Can you explain ths page?

Q

Alerts
Do | have any aerts?

TN Chat 18 Powered by n FRegration with your LLM provider LLVS 348 ANawn 10 50Metimes Bresent no T's comect. Bastic sppe

CONGUraLON Ind Connecton 16 the LM D/Uvider and you Anowiesye be

Using lens graph all Mip response status codes < 400 and > »400 from fllebest-NgNa-elasticco-anan-20!
DD fe5PONSE. S1AtUS.COTE is NOL N int




OpenAl connector

OpenAl connector

ré or Az

Generative Al for Security ~ Generative Al for Observability ~ Generative Al for Search Playground

Connector settings

Select an OpenAl provider

URL
https://api.o
| documentation

Default model

gpt-4

Authentication
APl key

&

the OpenAl docume

® Remember your API key value. You must reenter it each time you edit the connector.

Save & test Save

5 A APl key BNE[ RE4E
OpenAl



Elasticsearch AI Z#41 - Cisco

Cisco &R E:

1. BREEHENTIXHEARZ, BRNEMEEZ, ¥ REEHB R

2. IFMESPXEZERLEEXEHTER, FRHAMEE
3. HEARREHERHR, BEAFHNIEE RBEREAK
4. BPFEEUEMIEFIXEIECHENXHE



Elasticsearch AI Z#41 - Cisco

FREAI:

Document Google
Cloud

Document Elasticsearch

1. MEHE%E
Document 2. HEE®H

Document

Document

B2 A8
[ERLER

User




Elasticsearch AI Z#41 - Cisco

TEER:

1. T3EEM[EIFERRIMER 73%
2. HRFHFARTO0% B ZiEE>
3. #A8F/ 5000 TF2ER TR



Elasticsearch Al ‘B /7 £ 2 - Stack overflow

Stack overflow & &[5 Z&8:

Tk A K FEERE A RER R, AHERERE MEE 60005 88
IEFHEREENER MEFEREEEEEREERR

faoRaE RS ERARN R, ERERRERES

HEEA Al £, BEREMBRERRZRIEELEERIER 42%

s =



Elasticsearch Al Z=12 - Stack overflow

Stack overflow £} Al 2R 578

1. BISAEHNAFERE: BiiRES0{EERFBE/E (Stack overflow B
ITRER)

2. EIEEHEEAEE @B Al BILEANE FEAEFAREERFESEK,
[FEEEEHEER
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HSE & & RE:

1. BEFEARMGTEERE
2. BIMEEE: WEER ERTS, APP EFEMEEIRMES
3. EMERTE FEFREEE BEEME



Elasticsearch AI Z#41 - Cisco

RIEA:

I o

save |

Google

Cloud
User

Elasticsearch
2534 User
User

EfEM 8

FERHER




Elasticsearch AI %5153 - HSE retail

HSE £ #? Elasticsearch Al 2R RE:
1. {EF Vector search F&Z FRER S EAEHF LR M, FRAEEEE FRIEN 4%

2. B A2%E% R BOFE SE RS
3. BAEFPERRMNEFSER, ERPREERH 8%
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Elasticsearch Machine Learning &4

1. AIEETFEXEER: KEEZH 2 Machine learning BJRIT#R, M elasticsearch IE #F
ERFREHMMER

2. SEFEN THEERS BFEERBRIK, th a8 ERFEH

R RE: BiAGIEER S| AR EE

4. FIEZIEHEE: Machine learning ZRITERIKATEAN AR, Kibana A LIE
MEMHEERNRE

oo



Elasticsearch Machine Learning 47 %#

Elasticsearch #J ML
&38R

1. EE{EA

2. 7FETEA

3. M=EER




% %% Machine Learning

Unsupervised Supervised
- Outlier - Classification

Detection - Regression
- Anomaly
Detection

1. BZH{EH Unsupervised # Supervised learning & F
2. Unsupervised Model A~FEESM 0 T F b 4B K 8B 53 & P &R FE A
3. Supervised Model HFE &0 Panel Data £ =X BT LA R &K



Unsupervised Supervised

Time-series analysis Data frame analytics
Anomaly Detection Classification
Forecasting Regression

Unsupervised machine learning ¥E 2 Time series data &#}

Supervised machine learning {fE A% Panel data & #}



Elasticsearch #ts 23 = B

2. get new data

*® .\ 1. read model

.ml- 5. store results f ' '

anomalies - b
c. '??” 4. update model

3. analyze versus model




Elasticsearch #2550 BH

.ml-stata: B EHEFER

.ml-anomalies: B EFEGFE

sy

=
data: ARIFE#




B B S R

Define Prepare, Train, Deplo
problem | transform test, mode
data iterate
k S

1. ERFEERAZENEEBRT AILUFER, EARAEELL raw data EITEE, H Model

T EREAR
2. ZFE4 Timeseries T 221 A Panel Data
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3K R 34 T e P
EEFRFEXTARBIRNBEEERBFEREE, #FRTHMES



Elasticsearch ML Z4i1 - I&H

Elasticsearch Z24&

ES Architecture for Gift Cards

A

Adjudicate
Gift Cards
Cluster Evenyx
Seconds
Filtered Transactions:
Peak 50/sec Y

Kafka -
Topic:
Gift Card Logatesh
Balance
Checks

Filtered Transactions: Logstash for
% l Peak-5,000/sec archive/ML

training
Runs in
Spring Boot Internal Cloud:
Topic: App VM’s 110GB
RAM, 1.1TB
Disk




Elasticsearch ML Z31 - J~#7 &5

BIBEAERREH, IP, HE2%0 AP BiSR, RFETAIE ML 1E%, RS
AFEA#WEIEFERREME

;:T:H:igi:ifniJEii]gl.i.u,nlad,m.: T




Elasticsearch ML Z=52 - ERIHE

= %%_‘&/—'—»
%’let =] %§

TE i ] e

1.

U EEE250F IT Riff, 8183500 & Endpoint BE X BEEiiHk, TR AKX
ANZHIBR LR

2. RETAHFENEM, HEDWFRFER L



Elasticsearch ML Z=52 - ERIHE

= [= R R
%’let =] %§
fEE:
1.

Elasticsearch Y& 7 _£—1E& SIEM 10{E 2 E X E

|
2. Endpoint # 3500 &1240%| 35000 &
3,

1®18 Elasticsearch 2F {5 B & HIET REHE, [FEZFHS 1



Elasticsearch ML Z=52 - ERIHE
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1.
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|
2. Endpoint # 3500 &1240%| 35000 &
3,
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netflow.ipv4_src_addr netflow.src_addr netflow.source_ipv4_address source.ip

netflow.tcp_source_port

flow.l4_sr netflow.src_port
ISR 5TE port P netflow.udp_source_port

source.port

netflow.packet_total_count source.packets
[ and many others ] network.packets

netflow.in_pkts netflow.packets




v 8 v

Logstash kafka Logstash Elasticsearch

Forwarder Nodes Queue Processing Nodes Master Nodes
(2 locations) (2 locations) (2 locations)

Load Balancer
(3 locations)

(1 location)

Data Nodes Hot
(2 locations)

.,
ntop

Data Nodes Warm
(2 locations)
nProbe Cento

Kibana Nodes
(2 locations)

Pies Eonriematin) el Ouege Processing & Indexing & Visualisation &

Enrichment Storage Analysis



Elasticsearch ML Z/41|3 - FAfE R ELBRZE 5T

Dashboard E:

smtp user smtp Source Hostname SMTP Unusual terms in subject Navigation
© a O ;
w Top 10 unusual terms in user.id: Descending Count Mail ] VPN
L] ° email.subject
° ) >
2 7~ \
L J L J OXMAILL ratelimit
o) L J
email.sender: Descending Count
@ °
° P help@it.ox.ac.uk 4,249 566
L J L J 3,401,556
L J [ ] 2,251,852
® o [ 2,268 )
L] °
b ® SMTP subjects
L ] ©
° ) Subject Count
® - ® J Mail delivery failed: returning message to sender 8,680
(."“9 sender N Cron www-data@clashelp /usr/bin/php5 Jusr/share/gipl/front/cron.php 1,440
Resolved: Unavailable by ICMP ping 615
Sender Count
59
help@it.ox.ac.uk 28,582
576
28,542
p.cir )2 Success 528
- - 9,016

Attached Image 491



Elasticsearch ML Z13 - Ml K EL B 2538 —1 SIEM

ML 22IHER:
Zoom: auto 12h 1d (aggregation interval: 30m, bucket span: 15m
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ML 2218 RIR:




Elasticsearch ML Z=f4 - GyEH X

RIS 221
'T’E%:;ﬁ R, #FK&87 Izl Elasticsearch | Elasticsearch
SREEEEEEn | RBE

FRUSE IR SR Elasticsearch | Elasticsearch
, EFFFREIEENEM oot o
/

RAREBIREET

Machine Learning {3 :
g License ﬁﬂﬁl’%ﬁ

ElasticsearchO1
Kibana Grafana

*E *E License

i%iﬁ Elasticsearch02

B IRl

License
ElasticsearchO3




Elasticsearch ML Unsupervise Model £57 74

Create a job from the data view Kibana Sample Data Flights

Use a wizard
@ Single metric ?79 Multi-metric @ Population
etect alies in 3 single time serie o—c Detect anomalies with or more met, nd optionally spiit the analysis. d %  Detect unusual activit

(0 i ORI @

G\ Geo
0 Detect

Learn more about your data

7 Data Visualizer

Anomaly Detection:

Single metric: B —#f E R M F A E E =8

Multi metric: Z#f EE R EEHEE(SE

Advanced: Single #1 Multi B9%&&

Population: B —# EE R BRI EMENE RS

Categorization: E—# EE R HMERE R, 2HETEEXS, —RARREK AP B
Rare: ' E{HHIRER

Geo: EM BB EE SR

Novorhs win =

Rk
H,

(PN oo




Elasticsearch ML ER#/F - Unsupervised

Single metrics: Averaged ticket price
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Elasticsearch ML ER#/F - Unsupervised

Single metrics: Averaged ticket price

Oth 2024, 11:15:00 to August 10th 2024, 11:30:00

#E=0PA:- £ 8 310H 11:15:00-8A10H 11:30:00 B FHEEBE B EERE



Elasticsearch ML ER#/F - Unsupervised

Mutli metrics: @B %47 delayed flight minute 3 H L EE E MZRRRER

"' Anomaly timeline ©

vvvvvvvvvvvvv

AAA

oooooooooooooooooooooooo



Elasticsearch ML B [&#2/E - Unsupervised

—~

Mutli metrics: @B %47 delayed flight minute 3 H L EE E MZRRRER




0 Configuration

Data Frame Analytics:

1.
2.
3.

Outlier detection: E& K E
Regression: FE
Classification: &#}45#8

Elasticsearch ML Supervise Model 254U

>

o}



Outlier - Supervised f# 5B/~

Scatterplot matrix ~ Analysis ~

Type Source index Destination index
Fields® outlier_detection weblog-clientip ‘weblog-outliers.
@timestamp.value_count X  bytesmax X  bytes.sum X  request.value_count X
Scatterplot matrix

is_outlier

Results ~
Totaldocs  Feature influence score

1001 0 02 04

requestivalue_count
requestivalue_count
requestivalue_count
requesti.value_count

[in Histogram charts i 2columnshidden ¢ 1fields sorted

atimestamplvalue_count bytesl.max requestivalue_count |||||||||||||||| |
il l o b il

clientip ml.outlier_score @timestamp.value_count  bytes.max bytes.sum request.value_count

164.85.94.243 29 17,722 160518

bytes\.sum
bytesl.sum
bytesl.sum
bytesl.sum

30.156.16.164 100 1,831 183,100

81.84.213.90 4,372 7,998
0 20 4C 60 30 100 100 2 100,000 200,00%

111.237.14454 15,471 176,720
@timestampl.value_count bytes\.max bytestsum

148.48.158.9 19,326 36,358

o ] oy
3 33&5.@?‘ g 207.242.87.17 18,969 34820
Trarr 1
P A 236.212.255.77 18,851 138,839
; 3"
’ 1 50.184.50.162 8671 15577

184.31.17.237 12,858 29,086

bytesl.max
bytesl.max

16.241.165.21 18,551 153,285

0 20 40 60 80100 10000 20,000 100,000 200,00 20 40 60 80100

@timestampl.value_count bytes\.max bytesl.sum requestivalue_count 177.120.218.48 15,035 169,258
30.104.245.98 11,243 34,419
15.225.65.207 18,605 105,255

240.187.33.223 15,985 40,599

pLvalue_count

214.214.40.183 5224 25,221

imestampl.value_count
timestampL.value_count

217.2381.38 7170 71,252

0 20 40 6C 100 10, 2 ) Y 20 4 60 801 25.181.253.214 9,821 104,303
@timestampL.value_count bytes\.max bytestsum requestLvalue_count

Outlier score threshold: m———— ) 99

133.132.32.120 9,620 73,269

159.54.243.182 9,565 24,766




FE234E - Supervised fiE RER

AvgTicketPrice X  DistanceKilometers X  DistanceMiles X  FlightTimeMin X 1000

FlightDelay

FlightTimeMin

FlightTimeMin
FlightTim eMin
FIIghtTIn!eMIn

1

AvgTicketPrice DistanceKilometers DistanceMiles FlightTimeMin

DistanceMles
DistanceMles
DistanceMles

@
S
=
]
e
-
]
o

1

DistanceKilometers DistanceMiles FlightTimeMin

meters

DistanceKllometers

0 1

AvgTicketPrice DistanceKilometers DistanceMiles FlightTimeMin







