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Access Manager Certified Professional
Exam

Certified NetlQ Identity Manager
Administrator (CNIMA)

Micro Focus Access Manager
Specialization

IBM DB2 UDB Family Fundamentals
CompTIA LINUX+

Novell Certify Engineer (CLE)

Novell Certify Linux Professional (NCLP)
Security and ldentity Management
Technical Specialist

Novell Certify Linux Administrator (NCLA)
Access Management Technical
Certification

|ldentity and Access Management
Knowledge Check

Security Operations Knowledge Check
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1. CyberArk

2. BeyondTrust

3. IBM Security Verify Privilege Manager
(Thycotic, Centrify, Delinea)

4. One Identity Safeguard

5. ManageEngine PAM360

6. Wallix

7. Osirium

8. Hitachi ID Bravura Privilege
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Safeguard for Privileged e

Passwords (SPP)

<

o HAERER
I RE R A 4
FTRATEEEEZE
e RFELR
[®)]
I\
Directory P\P\
ek _ 00o0
s Safeguard for Privileged [
EiEE Sessions (SPS) : R
% > —
Eﬁg"% O EU Server
HER -
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73
Firewall
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O~ == = ERED

] Centos 8 | userl SSH

CJ == HSSQL apcon ROP FERE= v
[ [=] vAn»1'_1:9:2>_'1'68_66_11 sysadmin RDP EEEZ

[ == ‘A"_'lnc_iovﬁssfr\,er localadmin RDP

O &’ e g ROP

O SR lndowsServer ESESEE RDP
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Sessions

start date end date
2024-07-12 00:00 Pick a date

Advanced

Sort by
Most recent

userl as localadmin to WIN-SGDM227.sglab.com (©21:56-21:57 Normal activity
RDP from WIN-SGDM101.sglab.com > Accepted 24 Aug 11 Analytics score: 51

userl asoneto WIN-SGD223.sglab.com (©21:37-21:43 Normal activity
RDP from WIN-SGDM101.sglab.com > Accepted 24 Aug 11 Analytics score: 49

userl asoneto WIN-SGD223.sglab.com (21:24-21:26 Normal activity
RDP from WIN-SGDM101.sglab.com > Accepted '24 Aug 11 Analytics score: 47

userl asoneto WIN-SGD223.sglab.com (21:25-21:26 Normal activity
RDP from WIN-SGDM101.sglab.com > Accepted '24 Aug 11 Analytics score: 47

userl asoneto WIN-SGD223.sglab.com (21:22-21:23 Normal activity
RDP from WIN-SGDM101.sglab.com > Accepted '24 Aug 11 Analytics score: 46
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Idea: # 1B =2 R

() Safeguard Desktop Player

C:/Users/Administrator/Downloads/rdp-2024-08-11T13_56_33.280Z-user1-localadmin-192.168.107.152 zatx

BERE Default

I . IHE | | I I o e I

(Sun Aug 11 21:56:37 2024) (Sun Aug 11 21:57:45 2024)
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nxﬂ

—iR REES Z2EES BRESERE

7EE
Win Service Password

win Serwo: Password FEEEES
O sNEEnarErNasE=s
(] E=E71=5

= D :‘—:.'._./)\ Esg ':é’j;}f

T TEES S SRR (£15 Windows
ZEETHSFEFETE (£IR Windows)
TEETEHFEF IS EHEAEE (EFF windows)
TEESEEF coM+ (EIR Windows)
ZEEESFHFEF TIE (EIF windows)
Reschedule for unscheduled password change
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Idea: iR & MRS

B—afdikss  EF2EZU_ASERRTE -
tE#ladminl, admin2

adminl B admin252 EBE BN EBEGRE T Z2EH
BUNE180KENZEM - adminl E2 admin2 &FI90KE
& 205
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IR tRestful-APINEMY

@ safeguard /N2 B0 https://10.102.0.105/service/core/swagger/docs/v2 m

AccessPolicies Show/Hide | ListOperations | Expand Operations
AccessRequests Show/Hide | List Operations and Operations
AccountGroups Show/Hide | List Operations and Operations
ApprovalAnywhere Show/Hide | List Operations
ArchiveServers Show/Hide | List Operations
AssetAccounts Show/Hide  List Operations = Expand Operations
/v2/AssetAccounts Adds a new asset account to the appliance
(38 /v2/AssetAccounts Gets a list of accounts associated with assets
/v2/AssetAccounts/{id} Removes an account
GET /v2/AssetAccounts/{id} Gets an asset account
m /v2/AssetAccounts/{id}
/v2/AssetAccounts/{id}/ChangePassword Changes account password on the remote system
/v2/AssetAccounts/{id}/CheckPassword Checks if account password matches stored password
/v2/AssetAccounts/{id}/Disable Disable account from automated platform tasks and requests
/v2/AssetAccounts/{id}/Enable Enable account from automated platform tasks and requests
/v2/AssetAccounts/{id}/GeneratePassword Generate sample password using password rule assigned to this account
m /v2/AssetAccounts/{id}/Password ord

26 FFIEIRTREIR
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7 public class discovery {

}_\_% %E% KAI:EE}J C pr::Lvate Str:f.ng computer, usernam?, password;

- = \“‘ T, Hiw Hb/ = L)r private ActiveXComponent connection;
E%FT%%v T
\| == computer = "10.61.1.215";
— 17N EI e 13 username = "administrator”;
14 password = "Sk4g4AU$AUj$I';
_quAZA T lS R L S L LA )
BAET ERE=S 15 )
17
7\< _b‘ > T 18= private ActiveXComponent rcon() {
X % I E/\]AZ D EE j:ﬁ 19 ActiveXComponent wmi = new ActiveXComponent("WbemScripting.SwbemLocator™);

20 Variant variantParameters[] = new Variant[4];
21 variantParameters[@] = new Variant(computer);
22 variantParameters[1] = new Variant("root\\CIMV2");
23 variantParameters[2] = new Variant(username);
24 variantParameters[3] = new Variant(password);
25 ActiveXComponent axWMI;
26 try {
27 Variant conRet = wmi.invoke("ConnectServer"”, variantParameters);
28 axiMI = new ActiveXComponent(conRet.toDispatch());
29 } catch (ComFailException e) {
30 axWMI = null;
31 }
33 return axiMI;
34 }

1S IRSR =1
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E iR retry £ {5

public class DatabaseConnectionRetry {
public Connection getConnection() {

while (attempt < MAX RETRIES) {
try {
connection = DriverManager.getConnection (DB
System.out.println("Connection blished
return connection; // #i45EGI|ol{E500
} catch (SQLException e) {
attempt++;

USER, PASS);

r
cessfully!"™);

/ /i safeguardifidy
ISafeguardA2AContext aZaContext = Safeguard.A2A.getContext (sppHostname, cert, certPwd,null,

/ /BpiKeyH7 H %08

true) ;

PASS = al2aContext.retrievePassword (ApiKey) ;
/! TFRFEEER
try {

Thread.sleep (RETRY DELAY MS) ;

} catch (InterruptedException ie) {
Thread.currentThread () .interrupt() ;
break;

1S IRSR =1
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Safeguard for Privileged Passwords

Add-Ons SDKs Scripting Resources
SCALUS session launcher SafequardDotNet safeguard-ps
Safeguard Secrets Broker SafeguardJava safequard-discovery
Active Roles Safeqguard JIT Access PySafeguard safeguard-bash
Safeguard Custom Platform safeguard.js Safeguard AP| Tutorial
Safeguard Session Automation safeguard-ansible

https://github.com/Oneldentity

30 SHEIRTREIR



INZSR B (FE

. . IEEAYMEN A ZEE Q

Q =8

Certificate *E’ ;HE IT’E %ﬁ

27C 7212

31 FFEIRIRERE




AERXESES-BR

PowerShell

ssword

Java

IP: 10. 8. 210. 145 (A PART) 10.8.210. 145 - testadmin
BB LR

ER3

1 5 A PART 1qaz@W

Ik testadmin

A EE A PART

IP: 10. 8. 210. 145 (B PART) 10.8.210. 145 - testadmin
R bAa: R4

ERA

1% E B PART SX3edc

It testadmin

R B PART
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Idea: AnsibleE

MRS

Credentials >

Edit Details
. Agentless functioning

Name * Description

. Support for Python

Credential Type *

Safeguard Credential B
Type Detalls .

yp . SSH for security
Safeguard Credential APl key * Safeguard Appliance IP or Host name *

hGISEaXjY “tfu/N+y9MtOJbsO= 10.8.

Safeguard client key file path * Safeguard TLS certificate file path

- The use of push architecture

'toAnsible/priavekey.pem

- Ease of setup

1SEEIRE B IE




I[dea:ABZ 15X

IP: 10. 8. 210. 145 (A PART) 10.8.210. 145 - testadmin,
R b4 LEARR

E5%7:

%8 5 A PART lqaz@Ww

L34 testadmin

R EE: A PART

IP: 10. 8. 210. 145 (B PART) 10. 8. 210. 145 - testadmin,
EY X% LR

CEFER

%8 5 B PART SX3edc

k30 testadmin

e B PART
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of Al % B 40 §% A B 2R Bl A9 E 4R
HTTP Control

ICA Control

MSSQL Control

RDP Control

Safeguard
for Privileged Sessions
m
(transparent)

SSH Control

Sudo iolog Control

Telnet Control

VNC Control
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Safeguard
for Privileged Sessions o1
o0
00
(2) 1494/2598 U (1) 1494/2598 =
-
(transparent)
Server
SG
m (1) 8080
. .«
CITRIX
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Idea: VMware Horizon View E 4R 40 £

VMware
View Broker

View Broker

vmware

RDP
H

(3389

HTTPS
(443
Safeguard
for Privileged Sessions
RDP
3389)
Virtual
Desktop
VMware

Safeguard
for Privileged Sessions
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Idea: SSH-SFTP or SCPiZ{E4C$E -

root@192.168.10.50

ﬁ root—root@192.168.10.46 —WinSCP

FHL BLTMVM BRE 50O BEM EHO SEER REH)

RN E—

/N

meline

o
(1]
W
)

FERRr He? | 2 ERCEIRAN - S - o -
W 100t@192.168.1046 X W #EE -
d'w' = i e Rk root R a0 | B SxEs
HiE - [+ ] Cl - [+] (V]
C:\Users\Administrator\Desktop\
2% B Rl EREURE - RN BEEUERE &R
t . 2024/7/28 T4 10:02:... 2024/2/1 T503:06:34  r-xr-xr-x
Autolt 2024/7/28 T 06:11:... 2024/3/11 T 12:43:..  rwxr-xr-x
Flca.crt 2KB 2024/2/21 E5F11:49:.. 2024/5/15 T 02:48:...  rwxr-xr-x
j htic_wild_2024.pfx 7KB 2024/1/15 T4 08:09:... 2024/2/1 T5 03:49:52  rwxr-xr-x
£ Safeguard Desktop ... 2KB 2024/2/17 E5F 11:31:.. 2024/2/1 T5 03:49:52  rwxr-xr-x
2024/2/1 5 03:49:52  rwxr-xr-x
2024/2/1 T5 03:49:52 rwxr-xr-x
= 2024/2/1 T4 03:49:52  rwxr-xr-x
B 2024/2/1 5 03:49:52  rwxr-xr-x
=5 2024/2/1 T4 03:49:52  rwxr-xr-x
| | anaconda-ks.cfg 2KB 2024/2/1 T5 03:16:28  rw-------
Flcacrt 2KB 2024/2/21 EF 11:49:..  rw-r--r--
[ cakey 2KB 2024/2/21 E5 1145 [TV
_ﬁhtic_wild_2024.pfx 7KB 2024/1/15 T 08:09:...  rw-r--r--
| |initial-setup-ks.cfg 2KB 2024/2/1 T503:25:09  rw-r--r--
Lj rdp.csr 1KB 2024/7/18 T5 06:29:... rw-r--r--
S rdp_certificate.crt 2KB 2024/7/18 T4 06:29 W-r--r--
(B rdp_certificate.pfx 3KB 2024/7/18 5 06:29:... rw-------
[7] rdp_private key 2KB 2024/7/18 TF 06:27-...  rw-------
0B/851KBE0/4EEE 1{EEZEE 0B/184KBE=0/18 HEE
QFTD-2

30 FSHEIRIREIR

Events (6)

2024-07-28 21:58:40.924

Writing /root/htic_wild_2024.pfx: started

Writing /root/htic_wild_2024.pfx: Succe:

1. DR DER-AA RA
2UL8-U -0 £ 2.2080.04 |

e i - T
( 1.07-22 2+-52- (
Va0 -0 £ 20 & 1. LU0

-2821:58:4 )2

eading /root/ca.crt: FAILED (End of file )




Idea: EF17TR/ER - 2B oW

&= Host login o

. . q The host login algorithm analyzes how likely
Login time Window Title Host login caentsesion Rtisfor 3 userto log n o s gven host.

n
] server probability Peer groups are taken into consideration:
[ when users log in to hosts that are unusual
n for them but frequently used by their peers,
1 such sessions are scored low.

10.1012.1 56%
u

FIS
(Frequen

t ltem
Set)

@© Login time

Sortby mostrecent v e &

3 == 3s root (©09:54 - 00:01:18 .
SSH accept 79 UN usual behavioi details >
from 10.67.154.124 to [5) started: 2019-04

- as root : (©09:45 - 09:54 00:08:51 A WS sudo su
SSH terminated p unusual behavior details »
0.67.154.124 t0 10.67.67.22 (3 on 2019-04-23 81 passwd

—.
—
o
3
|
1‘,
NN
r‘ )
*
o
[«
o
=}
'

{3 == as root (©09:44 - 09:45 00:00:46 ’
» SSH . IR accept N & m unusual behavior details >
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