= RAVAR LSS R BB A

-- L WordPress %5l

WEE  RERE - FrHE
HEA : 2024-09-10




- IRIREZREER

- HRAEVAEILSSRNESHE A
o EniziAl A

. PEE







e b

Efkzs / PC/ HHAZERE / VM Linux / Windows

FERS %
IP / Port

AEERE
Apache / IIS / Nginx

EXHEERNE Domain / &R&& B ZPhE
PHP / ASP.net / Python Bhs&EEiEe / WAF / EDR

MySQL / Oracle



= RAVAR UL 5 Rh 2 TR

L WordPress &5l




} 2 5 4B 0L B BB 7 5%

= 1= 44+ %%ﬂ %‘-"HA H
O 1 ,% '%;E 55 %E‘ 13 } O 4 ;\OEIZOZ§ Security-l\;is)colnfiguration ZF
A% TE TR P&
LiZ XML-RPC API
O 2 n HE 3% Jh } A10:2021- Server-Side Request

Forgery(SSRF) fal iRl #5 K /%3S

Q3 Hf=R ... 06 muzspams

AR AE TR Fe3




01 %4t 9o~himTa

= R




st LR

Tenable Nessus

4

- FHZEEZREZRF(OS)  FABRENMMAERE - wlEPESHRE -
75 LR )ld O] BE AR B IS R B AT hR SRV ERES -~ $55RAVERES 9935 -
> FHEFANERLEAFIE o RIEEMRE - X —EBFEI LR - FERM - FN
PortAAR# -
> FRREEREE FpEEMRFETREER] - #: CVE(Common
Vulnerabilities and Exposures),;5 & -
> FERSIRNIE WS -

Otenable

Nessus Professional
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« 104743 - TLS Version 1.0 Protocol Detection

« 157288 - TLS Version 1.1 Protocol Deprecated

« 15901 - SSL Certificate Expiry

« 20007 - SSL Version 2 and 3 Protocol Detection

« 35291 - SSL Certificate Signed Using Weak Hashing Algorithm

« 42873 - SSL Medium Strength Cipher Suites Supported (SWEET32)
« 51192 - SSL Certificate Cannot Be Trusted

« 57582 - SSL Self-Signed Certificate

« 65821 - SSL RC4 Cipher Suites Supported (Bar Mitzvah)
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® GSlLabs @ Qualys. ssL Labs

* https://www.ssllabs.com/ssltest/

®* Nmap

®* nmap --script ssl-enum-ciphers -p443 <ip/domain>
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fE R E SRRV N 22 1R

> RA&M - RBEZAEAEEERIN
ZENEMNZE -

IFENRREE

> Blt5e %EI’JM IREIERE  MRZEERNEEENR - 7T - 7XMEER - BREREE
SOl EFR AR -

N2 BURK 2R

> EEHNFREBEPINBFAASKEEE - DERERAZEZNEHHSZDTLS 1.20 L) -
SSLE#JIRAITERFHE -

RE S 22 4% A Gl 0 22 1

> ERERMERERR - E1TE

Ek}
i
:W]]r

&A% : AES - RSARISHA-256) - fEfRIN

ZERlE Mlcode review - BUERMNZEFINNBINIE -

\\t



2 A oasaTE T S R 99 R0 (RE B = f51)
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CrackStation - Online Pz

& O & https://crackstation.net
= AN D] o >
® 1'?" m Eﬁa 55 E’\J %.‘Zu\ E% 7]” %_'E‘ j‘j_ It KaliLinux # KaliTools = KaliDocs M Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec
."’ » - "~ -

- o) If -y
> EREE CrackStation
> MDS&EEE X : e

Defuse.ca -

Free Password Hash Cracker

> SHAIEZER A

Enter up to 20 non-salted hashes, one per line:

8f41981596e@06T77b1959c%9aal%4ea

ZHSSTINEE (Salt) BiETTHIE

Crack Hashes

Supports: LM, NTLM, md2, md4, md5, md5{md5_hex), md5-half, shal, sha224, sha256, sha3g4, shasl2, ripeMD160, whirlpool, MySQL 4.1+ (shal(shal_bin)),
QubesV3. 1BackupDefaults

Hash Type Result

Bf41981596e@B6T77b1959c9aal%dea ‘|md5 allen@612

Color Codes: [Bfggh Exact match, Yellow: Partial match, [l Not found.
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HINABIELZERIPort ~ ARF5 PR

4

« Port

> FTP(¥85%21) - SMB(385%445) - RDP(385¢3389)E4SSH(FR5%22)
o fEERANEEE RS EE

» phpinfo
o ERARZEE

> RS R RE A RMARE L

> % FRE MR 5% 22 A%

> RERE MR 2
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FTPZ 5% /1 E8 (Brute Force Attack)

shodan.io/dashboard?language=en

’. SHODAN Explore Downloads Pricing &

Dashboard

[ Getting Started >_ ASCIl Videos

/#/ QUICK LINKS

Filters Cheat Sheet

Shodan currently crawls

nearly

1500 ports across the Internet. Here are a few

commonly-used search filters to get started

Filter Name Description Example

city

most

Account
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phpinfo

=

nw

himtE

5 55746 (%512)

‘php

System Windows NT DESKTO F'-10.0 build 19045 (Windows 10) AMDE4
Build Date May 11 2022 05:52:54

Build System Microsoft Windows Server 2019 Datacenter [10.0.17763]

Compiler Visual C++ 2019

Architecture x64

Configure Command

cscript fnologo fejscript configure js "--enable-snapshot-build” "—enable-debug-pack” "—with-pdo-
oci=.\. A\ instantclientiedk shared” "—with-oci8-19=\\_\ \instantclient'=dk shared" "—enable-object-out-

dir=__fobj/" "—enable-com-dotnet=shared” "—without-analyzer' "—with-pga"

Server API

Apache 2.0 Handler

Virtual Directory Support

enabled

Configuration File {php.ini) Path

o valie

Loaded Configuration File

C\xampp'php'\php.ini

Scan this dir for additional .ini files

{none)

Additional .ini files parsed {none)

PHP API 20210902

PHP Extension 20210902

Zend Extension 420210902

Zend Extension Build AP1420210902,TS,VS16
PHP Extension Build API20210902,TS,VS16
Debug Build no

Thread Safety enabled

Thread API Windows Threads
Zend Signal Handling disabled

Zend Memory Manager enabled

Zend Multibyte Support

provided by mbstring

IPv& Support enabled
DTrace Support disabled




PHP info.php
B8 R AR RS

4

o hRAEMNRRE
> PHP(PHP Version)
> {EZE %4 (Build System)
» Apache(Apache Version)
» OpenSSL(SERVER_SOFTWARE)
- #HILERIE(DOCUMENT_ROOT)
- TERBBEIZE(SCRIPT_FILENAME)
- tEE_LEER(file_uploads)
- {FHphpREHYERA (disable_functions)
- |PEAEHEEZTE(SERVER_ADDR - SERVER_NAME)
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PHP info
(%77 5-disable functions

SRR PRI Pl B 8277 BUERR

=1
15

>
>
>

Iphpinfo() &K £

f

(5336 182 php.ini

disable_functions=phpinfo

5 RL 4815 Rl AR 28 (Apache/1IS/NGINX)
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BZ{F TRACE £ TRACK HTTP 757
HTTP TRACE / TRACK Methods Allowed

- BSULELIEHE (Cross-Site Tracing, XST) WE
XST & TRACE 8 TRACK 755%(Methond)3€ERS HTTP R (Request) DRIGIR &
arl + #0 :Session Cookie + WEEZ OJLIB38 XST WERGB R L L 2 HHI(1:8 B 207
HTTPOnly Cookie &%) @ W B PHIBIEIE R -

- ErfER
cookies B F< 88 PRI 7R Z it

- BERLTEMRR-MAHKRERE-Apache Server 2.4

SERI

https://download.nics.nat.gov.tw/UploadFile/attachfilegcb/TWGCB-04-
007_Apache%20HTTP%20Server%202.4%E6%94%BF%E5%BA%9C%E7%B5%84%E6%85%8B%ES%
9F%BA%E6%BA%I6%EB%AAY%AAYEE%I8%SE%E6%I6%87 %EA%BB%B6V1.2_1111226.pdf
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RZF TRACE B TRACK HTTP #81733%

 telnet
« telnet #usIP 80/443 port
« ZEBEA :
« TRACE/HTTP/1.1
« Host: #Agu5Domain
o FIEZELM N Enter
- BlLRIE>200
« HIETRIE>405

22.199.95.180 443
Trying 52.199.95.180 ...
Connected to 52.199.95.188.
Escape character is '"]’.
TRACE / HTTPR/1.1
Host: www.ithome.com.tw

HTTP/1.1 485 Not Allowed

Server: nginx/1.18.8 (Ubuntu)

Date: Fri, 26 Apr 2024 @8:50:26 GMT
Content-Type: text/html

Content-Length: 166
Connection: close

<html>

<head><title>485 Not Allowed</title></head>
<body>

<center><hl1>485 Not Allowed</hl></center>
<hr><center>nginx/1.18.@ (Ubuntu)</center>
</ body>

henl> 42 I

Connection closed by foreign host.

SEEHK
https://www.cc.ntu.edu.tw/chinese/epaper/0023/20121220_2308.html
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Fﬁﬁﬁ TRACE 1 TRACK HTTP 81 737%-2

» Curl = - cur ] -1 -X TRACE httpa://fwww. ithome.con. tw/
e Curl=]=-XTRACE URL HTTP 1 [ 405 I'L:Z:n’[. 1"?1 L:JT.-{Ed.

Server: neinx 1 1 Al |thuTn1

o AlbJmaE>200 L_'.i’[nr Wed, 17 4 218 GHT

Content-Type: TH t_hTml
o m|HEEE>405 |;;|:I:|]'1T.E]'l1i.-ILE:]'lE:t.]'lZ 166

Connection: cloze

html=
{h“’;}ititIEb4D5 Not &llowedz/titles</head:

=< ]=405 Not Allowed</hlz</centers —
enter=nginx/1.18.0 ( Ubuutu _.l fcenters FR LGSR

it
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{¥F TRACE E2 TRACK HTTP

« Apache « Nginx
 {EtdApachesk E1E - « {BEINQINXzREE -

- RERBBEHER - WEEBEWER/etc/nginx/sites-
/etc/apache2/sites-available 2 & - available/Zz 9 -

. FTIGEEETraceEnable Off - o FIBEIE

. fEAapachect! configtesti&{R:2E lO(I:iar;ii(’z_ne{(c{:ept GET HEAD POST
[EHE - {deny all; }

. ERIApacheRH s EH R - }

« FRNginx -tMENEE LETE
« ERINQInXELEFF -

http://cveinfo.cc.ntu.edu.tw/books/html/page/11213-http-trace-track-methods-allowed
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HIERTS - RAMRABE

« 44077 - OpenSSH < 4.5 Multiple Vulnerabilities

« 55814 - Adobe Media Server Unsupported Version Detection

« 58987 - PHP Unsupported Version Detection

« 42263 - Unencrypted Telnet Server

« 171342 - Apache Tomcat SEoL (8.0.x)

« 66174 - VNC Server Unauthenticated Access: Screenshot

« 18405 - Remote Desktop Protocol Server Man-in-the-Middle Weakness
« 57608 - SMB Signing not required
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R FIERIFE R MR AR FANE A E

« FHEEoL(EoS)RIARFFELFE R4 -

R AR EEMERMIEEMR -
- ZWEMBRL - Bzl ERIEHER - FFIREVE BRVEREISTE -

« REEAXREERIPTI{EREREARYARTS(M0:SSH - RDP) -
o W RIBZAVE R R (M0: AR AR S) o

- BHBAREREEFEHARERESR

7.1

A

ax AE L

AN

TR EHNAS - P

RENIEE - BEEE

(#0:httpd.conf « php.ini) - BETET

= A THEA AR #5 1

LRIE 2 &
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HCL AppScan/Acunetix

s FITEEFHE @ ASABEENZZREMEE -
> BhEIRE B | ZEE S EEAEIME(E:E) -
> ERAEEREE B ETRIERVAE - 20: Cross Site
Script(XSS) ~ SQL Injection -
> ERSIRIR RS -

0 AppScan

RER
https://planetcybersec.com/102022-sponsors/
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FHEAZEEE A -Host Header Injection(Attack)

- [RE : ERTFBHTTP HostBYEREM : $_SERVER[ ‘HTTP_HOST' ]ojgEE
AR S 415

- OJBEERNR EHIBIR

> RN S

mAERERRESAEORE

- ZHUE

> &lm

> #80h {e =%

'bb

83 2 & F ER 15

SEER
https://blog.darkthread.net/blog/host-header-vulnerability/
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F 1R EFA-HTTP Header
« Host
- BHFEKNfEReSEE - FAFEAVIirtual Host i V248105 - aJFRIP -
Port ~ AL E AL B RZER A mavadlh - FRBAERE -
« Referer
- 155 B pudiaay_E—{E 05
« X-Forwarded-For
« O3FBILSBUENGAKIERIEE - IEWEREE 7 WL A Mk zs
(Proxy) iR & &} 1€ (Load Balance)

4

[ =

LEEN

https://blog.darkthread.net/blog/host-header-vulnerability/
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Burp  Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Collaborator

Intercept HTTP history WebSockets history {S} Proxy settings

‘©

Burp Suite Community Edition v2023.4.3 - Temporary Project

Sequencer Decoder Comparer Logger Extensions

<>

HTTP history is empty

This displays the history of all HTTP traffic sent between
Burp's browser and your target applications, even while
intercept is switched off.

=H

Learn

{5} Settings
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ERIRIEA-BHTE

- BEERBEREIRIEEEREHISE - ShEEERRE
$ SERVER['SERVER_NAME']
- RiFHApache mod_rewritetZ 40 ¥ 5& 5% Host

SEER
https://blog.darkthread.net/blog/host-header-vulnerability/
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ERIRIEA-BHTE

- EXFApache mod_rewritet£ 401l B2 :EHost

sudo a2enmod rewrite
sudo systemctl restart apache2
. {Z2¥Apachei® iE1E (/etc/apache2/sites-available/)

RewriteEngine On
RewriteCond %{HTTP_HOST} ! #192\.168\.87\.128:8080% [NC]

RewriteRule » - [F]

- ER{ApachefR#%
sudo systemctl restart apache?2
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++ = =2 Index of fwordpressfwp-inclu * +
ll||_.| HE %% n\\ﬁ *Fﬁ * % 5% m\ﬁ __

O & 192.168.87.131

Bifi5E
Index of /wordpress/wp-includes/js
- RE : R EARF BB BEEE 28k - Name Last modified ~Size Description
. __Il““|= sttbjzﬂ/ 7 ¢80 fﬂil Iﬁ iﬁ o Parent Directory -
admin-bar js 2024-05-20 13:54 11K
ENNHEEDWNESIESE admin-bar min js 2024-05-20 13:54 3.7K
api-request js 2024-05-20 13:54 32K
e ZIHAIET api-request.min.js 2024-05-20 13:54 1.0K
autosave.|s 2024-05-20 1354 22K
> #iL{ERzs autosave.min.js 2024-05-20 13554 5.7K
backbone |5 2024-05-20 13:54 78K
backbone.min.js 2024-05-20 13:54 24K
clipboard.js 2024-05-20 13:54 26K
clipboard.min.|s 2024-05-20 13:54 8.8K
(3 codemirror/ 2024-05-20 14:21 -
colorpicker.js 2024-05-20 13:54 28K
colorpicker.min.js 2024-05-20 13:54 16K
comment-reply.js 2024-05-20 1354 12K
comment-reply.min js 2024-05-20 13:54 29K
(£ crop/ 2024-05-20 14:21 -
customize-base |s 2024-05-20 1354 25K
customize-base.minjs  2024-05-20 13:54 7.7K
customize-loader.js 2024-05-20 1354 7.7K
customize-loadermin.js  2024-05-20 13:54 3.5K
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HitBEE- 25 A

. {&e%/etc/httpd/conf/httpd.confsk
<Directory ">
Options ndexes-FollowSymLinks MultiViews
AllowOverride None
Order allow,deny
Allow from all
</Directory>

- ERIApache
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SR AALZZER "OPTIONS" HTTP 5

4

. RE : BRARRZEMHTTP Method - SIASHE RS A B 2 R AR 2R
EYFABYHTTP Method it 1T E -
+ RAMMTAEN : B
- EHLE -
. 1R EIAR 2
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ERAAZER "OPTIONS" HTTP &

Request Response
Prett, Raw Hex =] N = Prett, Raw Hex Render
1 OPTICNS * HTTE/L.1 1 HTTE/1.1 Z00

(AN

tost: | 2 Allow: GET, HEAD, POST, PUT, DELETE, COPTICHNS
: Cookie: ga TKEYH7OHK7=GS1.3.171167503€.1.0.1711675036.60.0.0; : Content-Length: O

_ga B726BKCMZP=GS1.3.1711675036.1.0.1711675036.0.0.0; fhp= Date: Mon, 03 Jun 2024 09:43:26 GMT
fh.Z.1716B59081051.1279850935; ga=GALl.l.1525425387.1711675036; Connection: close

_ga_  SYXKINMLCO=GS1.l.1716858080.L1.1.1716858371.48.0.0; JSESSIONID=
1CASC7EAL1EECTIEED4FEBEEDZ09E423 7
Sec-Ch-Ta: "Chromiwm";w="123", "Not:A-Brand";w="g"

(A

[y

n s

Sec-Ch-Ta-Mokbile:

()]

Sec-Ch-Ta-Platform:

0
"Windows"

Upgrade-Insecure-FRecquests: 1L

g2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: x&4) AppleWebhKit/537.3F
(EHTHML, like Gecko) Chrome/123.0.E312.122 Safari/537.36

S Accept:
text/html, application/=xhtml+xml, application/xml;q=0.9, image/avif, image/we
bp, image/apng, */ *:;q=0.8,application/signed-exchange ;v=h3;q=0.7

L0 Sec-Fetch-5ite: none

L1 Sec-Fetch-MNode: navigate

L2 Sec-Fetch-User: 21

L2 Sec-Fetch-Dest: documsnt

4 Accept-Encoding: gzip, deflate, br

L5 Accept-Language: zh-TW, zh;qg=0.9,en-U3;qgq=0.8,en;q=0.7

L& Priocrity: u=0, 1

L7 Connection: close
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SR AALZZER "OPTIONS" HTTP 5

4

- GET : Mg EMEREEL "8iR, #BK -

- POST : @EEEFRIEREN + I BBodyh o] FEHH#HAIER

« PUT : LEElIXEEEMNER -

- DELETE : fIBRtEEMNEIR -

- HEAD : BGET#{Hl - (ER EENS1REE(Header) EEBHTTPAARE(Status) -
« CONNECT : #E=EHIProxy -

« OPTIONS : [El{F3E1EE Rz sz iI2RIFRBHT TP A (Method) -

« TRACE : BIBIRINGBEKASR -

SEZER
https://ithelp.ithome.com.tw/articles/10250980
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ERMAARLZZH "OPTIONS" HTTP 5%

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2024.2.1.5 rary Project = O
Dashboard Target Proxy Repeater Intruder Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn {§} Settings
Intercept HTTP history WebSockets history {:c}} Proxy settings

Forward Drop Intercept is off Action Open browser

Intercept is off

When enabled, requests sent by Burp's browser are held here
so that you can analyze and modify them before forwarding
them to the target server.

Learn more Open browser

Eventlog Allissues @ Memory: 161.0M8B
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EMAAZZN "OPTIONS” HTTP HiE-BHAA

« OJfEFHTTP Method#E @l iRZEEIL - EH - B ENEAMIFREARzEZ IRAVHESS -
- WebDAVTEIIS 7.0 4B RAE U K FEApache 2. 2RI RR A TEER B EART -
- {EFtRequest MethodFR A EFBIRZEHTTP VerbsHIHTTP Header - R 813
« COPY : 8 EIREHZIFEERURI
« LOCK : SHE—EEIR
- MKCOL : ZIIES (BB #%)
« MOVE : #ERZEEIEERURI
« PROPFIND : IXMLBINBEERPREFNEN - SR ERLA2ANESERB (L
MU B #RREE) <EEMlIs>
« PROPPATCH : 5o ANl BR =R 5Y 25 {8 B 14
« UNLOCK : FR[REIRBVEEE

2£EER .
https://zh.wikipedia.org/wiki/WebDAV
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ERAAZZEM "OPTIONS" HTTP HLiA-12#AA

4

- {£FFHWebDAV
 {m{nApacheizE1E (httpd.conf)
» {Z2c¥ApacheiZ E1E (httpd.conf):

« #LoadModule dav_module modules/mod dav.so

« #LoadModule dav fs module modules/mod dav fs.so

« BER{ApachefR#

- FHAZZMHTTP Method

SEZER
https://ithelp.ithome.com.tw/articles/10250980
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OPTIONSE{HZE5I-WordPress REST API

a= =
Request Response
y Raw Hex in = Pretty Raw Hex Render \n =
1 OPTICHNS /wordpress/wp-json/wp/vI/posts HTTR/L.L 1 HTTP/Ll.1 200 OK
I Host: 2 Date: Fri, O Sep 2024 0Z:37:36 GUT
% Upgrade-Insecure-Requests: 1 3 Serwver: Apache/Z.4.58 (Winf€4) Open3S3L/3.1.3 PHP/B.IZ.1Z
4 User—Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.3E6 4 ¥-Powered-By: PHP/B.2.12
(KHTML, like Gecko) Chrome/l23.0.6312.122 Safari/537.36 5 XK-PFobkots-Tag: noindex
S Aocept: & Link: <http://140.112.237.81/wordpress/wp-Json/>; rel="https://api.w.org/"
text/html, application/<html+=ml, application/xml;qg=0.9, image/avif, image/ wehp T E-Content-Type-Options: nosniff
, image/apng, */ *;q=0.8, application/signed-exchanges;v=b3;q=0.7 % hececess-Control-Expose-Headers: X-WP-Total, X-WP-TotalPages, Link
o Aocept-Encoding: gzip, deflate, br S hocess-Control-Allow-Headers: Content-Type, Authorization
7 Aoecept-Lancuadge: zh-TW, zh:q=0.9,en-U5;cq=0.8,en;q=0.7 10 Allow: GET
- Connection: close 11 Access-Control-Allow-Origin: *
=] 12 Access-Control-Allow-Metheods: GET, POST, PUT, DELETE, OFTICHS
0 13 Connection: close
14 Content-Type: application/Jjson; charset=UTF-8
15 Content-Length: 2295
16
17 q
"namespace™: "wp' /viT,
"methods™: [
"GET",
npOS T
1,
"endpoints™: [
{
"methods™: [
NGETY
1,
"allow batch":{
MrlMitrue
b
"args':{
"context":{
"description™:
™MuSfe5  uIB08 \ usTIE  uB98 1 uEcdl \ ue3do i uslfal uTEE84  uThed usT70d\ us1E
Tu300lhusfes5\ udg08  uT7Bha uthda usEde ub led \ uEE4Z  uEb04  udfadd\ usse
fLu793a 7684 ues5he  usf0f u3io0z ",
Ttype":"string”,
"enum'": [
"yiew™,
?) {3 €| 2] | search O onhighlights | () {8} | € |3 | search O Ohighlights




B Y Password £ 2]
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&P Password 2]

4

- RE : ERFR(ZSHNESHHENBRNZNERLZEHEESRH - olgeE
R ZIIVER A ERERE - 215 -
« WAARITIEEN - =
- BHME :
- 4804 e AR =R

 author - reauth * keyword - SingleKeyword...



A8k 95 &0 1w e R 99%h

&9 A9 Password £ E(wordpress)

8 user—WordPressHIE & k4

O A
author
reauth
WordPress Jlzt 4804 :
ERELERE TS |
{E& user | |
BE
O meEsa
B — A5 ~r
—I1
UsertN =g g W E
EEEE T
BIEEEHEEEEL F EEeEHERE — BIfE {WordPressilsa@as)

97 A 2024 Ba | sy v || e |




WordPress=E B 5534 {
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A05:2021- Security Misconfiguration Z £ & i€ ka3




} T R Y B

g -1183:0)

> ping / nmap

» Shodan / Censys / Fofa / Zoomeye
¢ B

> BurpSuite / curl

» PoC

» WebShell



PHP &z & 3= Imi2 TV 5 (RCE) # 17 im A

1558 Z2Windows x PHP CVE-2024-4577

B B indexof/ X © N o x

0 & I

send 0.1btc to my address:belgnuxx83nddkecegrumtnulkup8g(2yzgffbz331. contact
I n dex Of I email:service@cyberkiller xyz.if you can't contact my email. please contact some data recovery
company(suggest taobao.com), may they can contact to me _vour id:
ATNGoAL6ImInvIVZIplzILspCXK TsOVZI8pMX fTm U4 2IM=X/

fico] Name Last modified Size Description UrPB7Re2QFPFmriKcsoUFM7YbZIZHGRhZyoCEK/mK GGhXDLZZHWmxS Sw/
Hhe3eS5cG2r9%BUmFVM71sADIWv2q Ytqa82tPHTU/

[TXTJREAD MEQnhtml  2024-06-08 06:45 1.4K C1ZGq6ghK9ZqWXP1BWKX4EyQDOTXklewBTTid TZmvoEwegr6iCKbeg/ 21xNj/

[TXT] applications.htmllo. > 2024-06-08 06:45 3.7K ?%Wlsbﬁwﬂﬁﬁfﬁigg Eﬁlﬁﬁﬁﬂﬂ? —
- - . Q! VXzhnlJgMYm a6T3cTx slmprry q

[TXT] bitnami.css locked  2024-06-08 06:45 320 KRKYGGHR9mgZAYP3dr+E3ndtPaUHzveBgUSuQVEAPncIkS90T522tSkNokPAqQIcBSbUaETM-+w

[TXT] conf.php 2024-06-08 13:01 31 TBO4TPQhtOLswéMBLItGe0Z WzJwpl MBA;jJRkn64cyvés VBINCIFX Ubevt9 TFKZvWyiRTS YHIUnls

[TXT] dashboard php.locked 2024-06-08 06:45 2 6K tRiyqgLbMrZ451AUtByh6HCU1SUhwv/9TBttmV3wfsuQwVHRM/1eDciUpP/

[DIR] dashboard/ 2024-06-08 06:45 - kD Yya56Y£a883VMCrbzvadryhp YzV1KKh3UDObYb86qQY40Ls2de8mU760:EFwOIOWOV/

FiAyQNUDmQTh24ksxmLxCawi5HK Up2 TpRP6W93evnIAVeXbLar/

[ES ]w ;g;ig;;g ?;g? 0K kbkpNJe3h/2ghTzNlizmbF+wexwgbI4CTXOvixdQ Tv0BHssbgJQiciyOM+by/

:TX-I]] %Qi ho locked 2(]24_[]6_[]8 06-45 4[![; ZBuX0Oh00x02EEptE AhfHnIfH+Xns3x5[aDENUSppg YHUVIZ gosK yvhejls Y 0Dwxy 71GbiXxhsuG3 £
INAeX.pnp.10CKe -UD- :

[DIR] xampp/ 2024-06-08 06:45 -

Apache/2.4.56 (Win64) OpenSSL/1.1.1t PHP/8.2.4 Server at || o 50

SEHU -
https://devco.re/blog/2024/06/06/security-alert-cve-2024-4577-php-cgi-argument-
injection-vulnerability/



https://devco.re/blog/2024/06/06/security-alert-cve-2024-4577-php-cgi-argument-injection-vulnerability/

i i) ) FB
Github PoC

S EmEPo-]| 2 1| B Fg %
CVE-2024-4577 - Thunar

File Edit View Go Bookmarks Help
¢ > 4 A « Akl M Desktop CVE-2024-4577

Places
& Computer @ . .

B kali

= Desktop

@ Recent
' Trash

Documents
Music
Pictures
Videos
Downloads
Devices
_E File System
Network

U Browse Network

3 files: 7.8 KiB (7,996 bytes) | Free space: 42.9 GiB

exploit.py README.md requirements.txt
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curl

« curl -k -v -d "<?php system('whoami'); die(); ?>" http://140.112.237.81/php-
cgi/php-cgi.exe?%add+allow_url_include%3Don+-

d+auto_prepend_file%3Dphp%3A//input+-d+cgi.force_redirect%3DO0

« curl -k -v-d"<?php system('whoami'); die(); ?>" "http://140.112.237.81/php-
cgi/php-cgi.exe?d allow_url_include=on -d auto_prepend_file=php://input -d

cgi.force_redirect=0"
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 BITRBHENE - UNEFERFEERE -
. EERRIEIE -
. EiBRewrite RBIFIENE -

RewriteEngine On
RewriteCond %{QUERY_STRING} “~%ad [NC]
RewriteRule .? - [F,L]

. REFAPHP CGI224E . MiEABZERMMod-PHP - FastCGIgiPHP-FPMZ 2245 -
+ XAMPPRE#PHPZ#iHRHS - B2citfphp-cgi -

ScriptAlias /php-cgi/ “C:/xampp/php/”

SER
https://devco.re/blog/2024/06/06/security-alert-cve-2024-4577-php-cgi-argument-
injection-vulnerability/
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4

o ZERRWindows{FEZRA(ZRP N « BREPXEHNFER) LFAAMNPHPIRRA S Z UL
ami w2 - FFARR AR S Z LU ERAR -
> PHP 8.3FF A1t 8.3.8 LA RIRY AR A
> PHP 8.2PR A1 8.2. 20 A BUAYAR AR
> PHP 8.1Fr AR 8.1.29 A BUAYhR AR
« FMPHP 8.073XhRA&  PHP 7LIKPHP 5E L EABIRMEH - BRI EEESENT
fl F+ 4R AR S Sl ER BV Z i 32 5%
« DIRFRBIRZEIXAMPP -

SER
https://devco.re/blog/2024/06/06/security-alert-cve-2024-4577-php-cgi-argument-
injection-vulnerability/
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= WordPressHIz#E5
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- Microzoft Windows [REA 10.0. 19045, 4593 ]
(c) Microgoft Corporation. E{EHERE » RS —LTHER] o

i A 2= [C:h\lzers) surl -1 http: /! !
GET jg 1401... McrdleTTP."ll.l 302 Found

Date: Mon, 05 Aug 2024 08:55:25 GMT

Server: Apache/2.4 58 (Win6d) OpenssL/i3.1.3 PHR/S. 2,12
%-Powered-By: FHF/E.2.12

Location: http:// 'daghboard/
Content-Type: textshtml: charget=ITF-&

i .
Accept text/html application/xhtml +xmlapplication/xml;q=039,image/avifimage/webp,ima
ge/png,image/svg+xml,*/*g=0.8
Accept-Encoding: gzip, deflate
Accept-Language: zh-TW.zh;g=0.8.en-U5g= mg=0.3
Connection: keep-alive
Cookie: wiwaf-authcookie-81c7008ae94a3d6222932b27 2a0ad877=1%7Cadministratora?
Crnanage_options a"Cuan tered_htm 'a .,E,': o h=| _po Cupload_files®%2Cpublish_p
o5ts9%2 78afs 9e1755ea596e94efbad2cd 58852597

BRA7 7B kB /4B14kE | RAE:T721ms | DOMContentloaded: 527 ms 976de6el err:u:u Wp- sett ngs 1—~|*I= L %6301 °oJEI|L|3|\C:" tent%3 Dbrowse; wp-setting
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Apache

I 158

> C\xampp\apache\conf\httpd.conf 3k
C:\xampp\apache\conf\extra\httpd-ssl.conf

p

o BNk AZETEER FE
> ServerTokens Prod
ServerSignature Off

«  ER{ApachefR7%
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» C\xampp\php\php.ini

+ W HRE(RER/ON)
> expose_php=0ff

.+  ERApachefR7%
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SNEME
£/ .htaccess 18X EITIEHI=FEY
<Files wp-login.php>

order deny,allow

Deny from all

Allow from 127.0.0.1
</Files>



O05XML-RPC API

A10:2021- Server-Side Request Forgery(SSRF) fal ik i 5 K &R i&




XML-RPC

« WordPressE H1g

S Al N T B :
HiRIRIZ TLAPI - DDoSHKE <pingback>
[RIETNBEABEXNEH T E AP EIE
« xmlirpc.php - (T 7 & RERBREN BRI TS RET
° ij:% u%z I:ILI KECK ég XMLRPC.PHP DDOSIQ% ’
| /3 I7K
7T EWordPressi:
|}\/I|§’:hod A R NZRE R <bruteforce>

mAGHRDE  DmEERELRE
e PIHTTPZ =@l - ; R A A SR - DR
2 195 7€ 15 8 AR 7 20 I ) SR B I -

.....

.....

RYERE :
https://www.siteground.com/blog/xmlrpc/
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Q A Google E2=am A\ Bt

ask configuration

O, Firefox

Proxy (all traffic)

ask progress

ap items added: 0O

bnses processed: 0

Firefox @EEABFABAREESRESEISLS - DEBM 2 - e

=

{B} Settings

X

®eo

w configuration

guration:  Add links. Add item itself, same domain and URLs in suite scope.

Eventlog  Allissues (O Memory: 196.3MB
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HiIeEHRZMITDDOSIE

Burp Project Intruder Repeater View Help Mmun 5 - Tempo — O >
Dashboard Target P Repeater Intruder Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn @ Settings
nt t HTTP history WebSockets history {0} Proxy settings

y Request to httpy/,

Forward Drop Action Open browser W HTTPA @
Raw Hex B n = = =
Inspector wl = - & X =
1 GET /wordpress/xmlrpc.php HTTR/L1.1
Z Host: ﬁ - =
3 Upgrade-Insecure-Requests: 1 ReQuESTaﬁrlbUTes 2 e %
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =64) AppleWebKit/537.3€ (KHTML, like Gecko) Chrome/l123.0.6312.122 Safari/537.36 o
5 Accept: text/html,application/xhtml+uml, application/xml;q=0.9, imags/avif, imags/wshp, image,/apng, */*;q=0.8, application/signed-exchanges;v=b3;q=0.7 Request query parameters 0 ~ z
& Accept-Encoding: gzip, deflate, br =
7 Accept-Language: =zh-TW,zh;q=0.9,en-US;q=0.8,en:q=0.7
¢ Connection: close Request body parameters 0 v
5 @
) I Reqguest cookies 0 - =
]
T
Fi ~ w0

Reqguest headers

®{§} € ||| | Search o] 0 highlights

Event log All issues () Memory: 196.6MB
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Burp Project Intruder Repeater View Help Burp Suite Community Edition wv2024.2.1.5 - Temporary Project
Dashboard Target Proxy Repeater Intruder Collaborator Sequencer Decoder Comparer Logger
Intercept HTTP history WebSockets history {t:)} Proxy settings

orward Drop Intercept is on Action Open browser

L]

Event log (2) Allissues

Organizer

Extensions

Learn

() Memory: 218.7MB

O X

{§} Settings
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#80E 51 Ak 28 (Apache) BRI B E (xmirpc.php) FHY

<Files xmlrpc.php>
order deny,allow

deny from all

allow from 192.168.1.1
</Files>

HBIEATIROEIRER

#H Apacheik E
httpd.conftg3

# B WordPressik B i#
.htaccesstg =

ERiApachefR# <Files ~ "xmlrpc\.php">
<RequireAll>

Require ip 192.168.1.1
</RequireAll>

A EEEEFIEAY </Files>
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WordPress wp-configPR#&I B E (xmlrpc.php) FHX

<?php

if(strpos($_SERVER['REQUEST_URI'], 'xmlirpc.php’) ! == false)
{
$protocol = $_SERVER['SERVER_PROTOCOL'] ?? ",
if(!in_array($protocol, ['HTTP/1.1', 'HTTP/2', 'HTTP/2.0', 'HTTP/3'],
true))
{

}
header("$protocol 403 Forbidden", true, 403);

die;

$protocol = '"HTTP/1.0";
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{#FAWeb Application Firewall(WAF)

- {EFAWordfence Security§MidEH
> 5% R 48 Ik B K i
> zﬂﬁn‘i:ﬁiﬂh?
> BRI RS

frinskiRER
- EHHATHE SRR TR
RERNEHBEED

EIRZEE

- RASENENNEE - BREARIBIIPTFE (A0
EIENTHE - IRAER)BNE LA S 8 FEUE &
- ARTEIZEEFRAIRIRAVEIR - WIFAEHEERRIR

ERVES )

B S

Hs #3E
© NITHELE/ S BRI

A {2 # © &N il

- TERRILEEIRERES - FERCEPIEESMIBEMRA

o AREHERRIEAAARYIE SN S ER RS

- EHEMEEARE  ZERAEES S EERS
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Wordfence Security - DS |
Firewall, Malware Scan, and
Login Security

‘ l ' ‘ . . Firewall, Malware Scanner, Two Factor

wnrdfenc,e‘ Auth and Comprehensive Security

Features, powered by our 24 hour team.
Make secunty a prionty with Wordfence.

E522E: Wordfence

oW WA 2239 EEEs 1 EES
EEEEs EESEE v S EESEET WordPress (R




} 21 E EBHE#FI (Wordfence Security)

v ZH#WordPressENHIEEANREF S EMER - AEFSHORENE

v BE#£SQL Injection + Cross Site Scripting.. 4L I &
vV B R N B SRR
v R

(2

s B Ba gl (Two-Factor Authentication)
vV SEEMITEEBLEMIRIGEEE R
v HEEEASEIRAYIP



3 wordpress

=HE

B F==x

™M Wordfence

Dashboard .

Firewall

Scan

Tools

Login Security
All Options
Help

Upgrade to Premium

O u:

m + FWER

To make your site as secure as possible, take a moment to optimize the Wordfence Web Application Firewall:

If you cannot complete the setup process, click here for help.

1381 2 3 Blocksy, fR1RES!

/TE1E Blocksy Companio
AEREIIERENE THHTRFSEEHMEE

%23 BLOCKSY COMPANION E2{TE{REZE Blocksy Companion?

O

=}
s
o

i 2

Do you want Wordfence to stay up-to-date automatically? Yes, enable auto-update. | No thanks.

!!!!!! Wordfence Dashboard

CLICK HERE TO CONFIGURE l| DISMISS |

Learn more about the Dashboard (£

Wordfence Protection Activated

Firewall Scan
Protection from known and emerging threats Detection of security issues

Manage Firewall Manage Scan

Notifications
8 issues found in most recent scan (%)

o @e

Updates are available for 2 plugins and 4 themes

Premium Protection Disabled

As a free Wordfence user, you are currently using the
Community version of the Threat Defense Feed.
Premium users are protected by additional firewall
rules and malware signatures. Upgrade to Premium
today to improve your protection.

UPGRADE TO PREMIUM LEARN MORE

Wordfence Central Status

Wordfence Central allows you to manage Wordfence on multiple sites
from one location. It makes security monitoring and configuring
Wordfence easier.

Connect This Site Visit Wordfence Central



LIZEE)JB i.il’f%%%U(Wordfence Security)

PEIZ

Are you enjoying using Wordfence Security? ‘ YES ‘ NO ’

',.“"“.l, Firewall Blocking
BlOCking Learn more about Blcck‘ng C}'

Blocking Options Upgrade to Premium
Manage global blocking options. Enable country blocking by UPGRADE TO PREMIUM

upgrading to Premium.

LEARN MORE

Create a Blocking Rule

Block Type IP Address = Country = Custom Pattern

™ Wordfence
Dashboard Current blocks for 140.112.237.81/wordpress @ show Wordfence Automatic Blocks
Firewall
D FILTER ’ ; UNBLOCK ’ ‘ MAKE PERMANENT ' ’ EXPORT ALL IPS
Tools — J |
Login Security
Sl Detail Rule Added ~ Reason Expiration o Last Attempt
All Options Type Count
Help
St it Lockout  140.112.3.60 . BIHE s Tl rame iy ad ey TROEIEAR. A3 FIHA
ockou .112.3. B pm 5:03 which is: 5. The last username they tried to sign pm 9:03 5 pm 5:08

with was: 'szu

&




# wordpress &6 B 4+ FHWER
@ s£HE Two-Factor Authentication Learn more about Two-Factor Authentication &
&+ = Two-Factor Authentication, or 2FA, significantly improves login security for your website. Wordfence 2FA works with a number of TOTP-based apps like Google Authenticator, FreeOTF, and
Authy. For a full list of tested TOTP-based apps, click here.
0 m=
W == Editing User: user (you)
p ==
1. Scan Code or Enter Key App
M s
Scan the code below with your 3
g Sha 2 authenticator apps also allow yo
you lose access to your authenticator device.
- EAE ptional spaces. Each one may be used only
& 18 FEEmEH
127a edfl 1572
BiE aléd c2af 493e
17b2 7fab 5524
M Wordfence d351 d6@6 dc2s
Dashboard (@) 7cd6 BbI6 9f61
el Wordfence 2FA Code @
W
e ' DOWNLOAD
Scan
Tools
; : — ] or app below to verify and activate two-factor
All Options -] i
el 793873 |
Upgrade to Premium _
[« J1
For help on setting up an app, visit our help article.
Server Time: 2024-09-06 07:13:16 UTC (2024-09-06 15:13:16 Asia/Taipei)
Browser Time: Fri, 06 Sep 2024 07:13:15 GMT (Fri Sep 06 2024 15:13:15 GMT+0800 (& 12 EER))
Corrected Time (NTP): 2024-09-06 07:13:17 UTC (2024-09-06 15:13:17 Asia/Taipei)
Detected IP: 192.1658.57.1




} 2211 &P 2 (Wordfence Security

# wordPre:

B

M Wordfence

Dashboard .

Scan

Toals

Login Security
All Options
Help

Upgrade to Premium

o

wEw B + #FHEE

To make your site as secure as possible, take 3 moment to optimize the Wordfence Web Application Firewall: | CLICK COMFIGURE || DISMISS |

If you cannot complete the sefup process,

Do you want Wordfence to stay up-to-date automatically? ‘Yes, enable auto-update. | Mo thanks.

Live Traffic Whois Lookup Import/Export Options Diagnostics

Live Traffic Learn more about Live Traffic
Wordfence Live Traffic shows you what is happening on your site in real-time, including user logins, hack attempts, and requests that were blocked by the Wordfence Firewall. You can

choose to log security-related traffic only or all traffic. Traffic is logged directly on the server, which means it includes visits that don't execute JavaScript. Google and other JavaScript-based
analytics packages typically only show visits from browsers that are operated by a human, while Live Traffic can show visits from crawlers like Google and Bing.

Live Traffic Options »

Traffic logging mode: Security-related traffic only. Login and firewall activity will appear below.

Filter Traffic: All Hits - Show Advanced Filters Expand All Results

Type Location Page Visited Time IP Address Hostname Response View

Daan,

® Taiwan /wordpress/xmlirpe.php 2024/8/5 T45:18:36 140112 ntu.edutw 503
Daan, ., X o —
[ ] Taiwan /wordpress/xmlirpc.php 2024/8/5 T45:18:32 140.112. ntu.edutw 503
Daan, X X R
) /wordpress/xmlirpe.php 2024/8/5 T45:18:28 140112 ntu.edutw 200
Taiwan
Daan, X i e —
T /wordpress/xmirpc.php 2024/8/5 T518:28 140,112 ntu.edu tw 200
Daan, : . a/E n
I /wordpress/xmirpc.php 2024/8/5 T517:22 140,112 ntu.edu tw 200
Taiwan
Daan, X X e —
[ ] T Jwordpress/wp-login.php 2024/8/5 T42:32:48 140.112 ntu.edu tw 302

@ Human Bot Waming @ Blocked INPMP 2024/8/5 F4F2:32:42 140.112. nuedutw 200
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Wordfence

Dashboard .
Firewall

Scan

Login Security
All Options
Help

Upgrade to Premium

(4

L5

I Do you want Wordfence to stay up-to-date automatically? ‘Yes, enable auto-update. | Mo thanks.

MMM Fiewall  Blocking

Blocking
Blocking Options Upgrade to Premium
Manage global blocking options. Enable country blocking by

upgrading to Premium.

Create a Blocking Rule

Block Type GG Country  Custom Pattern

IP Address to Block

Block Reason™

Current blocks for 192.168.87.131/wordpress

Learn more about Blocking &'

UPGRADE TO PREMIUM LEARN MORE

CANCEL BLOCK THIS IP ADDRESS

() Show Wordfence Automatic Blocks

FILTER ‘ UNBLOCK

H MAKE PERMANENT H EXPORT ALL IPS |

Block Type Detail Rule Added - Reason Expiration

Block Count

Last Attempt
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http: //Wordpress/?author=1
WordPressiRiREs 0 /F & & 2 IEE - S AE A SIS IS B E

FAZRIRSE -

http://wordpress/wp-json/wp/v2/users
WordPress#iRest API - EJAEH R S A& 122 o i A& HOIRSE -

http://wordpress

WordPressfoEmbed API AR FRVEL X E R



] vordpressfw; X +

i— ﬁ E Eh BE @] *% %IJ (* > C M FE2 wordpress/wp-json/wp/v2/users
—is E{cHene M

AE 30 518 2 (5 & 1R SR AY B E B PR 77

"url®: ",
"description™:

' HEEHEE root —WordPres= X + - ': - . I /wordpress/author/1223/",

nm

avartar_urls :

— 24" _“http: //8.gravatar.com/avatar/0d383e0dc732c36b192f 20ab379038c 92 5=248d=mm&r=g",
€ c wordpress/author/szu/ “48": “http://@.gravatar.com/avatar/@dse3eadc732c36b192F20ab379038c9 ?s=488d=mm&r=g",

"06™: “http://@.gravatar.com/avatar/@d883e@dc732c36b192f20ab379038c% ?s=96&d=mm&r=g"

@ @ wordpressEist@En M mE@y P o 4+ HREE L SESHS tetar: [1,
" links™: {
"self": [

1
"href": “http:!:‘_ /wordpress/wp-json/wp/v2/users/3"

3
"collection™: [

; 1
WordPre "href™: “http:// I /vordpress/wp-json/wp/v2/users”

"url™: T,
"description™: "".

- = [ | S wordpress fauthor fuser /",

24" _“http: f/8.gravatar.com/avatar/6741bbc56acbae835b7961dcabe8fbda?s=248d=-mm&r=g" ,
"48": "http://@.gravatar.com/avatar/6741bbcS6acbaeB35b7961dcabedfbda ?s=488d=mm&r=g",
"06™: “http://@.gravatar.com/avatar/6741bbcs6acbaed35b7961dcabe8fbda?s=96&d=-mmir=g"

meta™: [],
" links™: {
"self": [

“href”: "http://IEEEE /vwordpress/wp-json/wp/v2/users/2"
¥

3
"collection™: [

"href™: “http://IEEEEE /vordpress/wp-json/wp/v2/users”
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http://wordpress/xmlrpc.php
WordPressE 72 A iE IS 2 SAPI - O SR B I FI i (7DD oS T B

ol 2= IS ER -

http://wordpress

WordPressHEIRE T E
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php.ini

21 F R E I (EPRIZEE)

> diable_fuctions(phpinfof2 o] # 1T T execs)

> display_errors = off(zZ5=

£ DR RREZRAER)

AETE]

- _EARAY S

FE RN ER R E
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https://forms.gle/98FzSTtbCstnqvaB9
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