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Stateful vs. Stateless

+ lelnet/SSH(Stateful) vs. HTTP(Stateless)



Cookies (LoginSession Cookie)
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Telnet

Time Source Destination Protocol  Length Info

11 4.672998 ol10.43.67.77 140.112.218.245 TCP 54 49388 > 23 [ACK] Seq=1 Ack=1 Win=16632 Len=0

15 4.989276 of140.112.218.245 10.43.67.77 TELNET 60 Telnet Data ...

16 4.989477 ol10.43.67.77 140.112.218.245 TELNET 57 Telnet Data ...

17 4.991121 o140.112.218.245 10.43.67.77 TELNET 99 Telnet Data ...

18 4.991239 ol0.43.67.77 140.112.218.245 TELNET 57 Telnet Data ...

19 5.165594 of140.112.218.245 10.43.67.77 TCP 60 23 > 49388 [ACK] Seq=49 Ack=7 Win-40960 Len-0

25 6.195894 ol10.43.67.77 140.112.218.245 TELNET 55 Telnet Data ...

26 6.197673 o140.112.218.245 10.43.67.77 TCP 60 23 > 49388 [ACK] Seq=49 Ack=8 Win=40960 Len=0

27 6.198057 o140.112.218.245 10.43.67.77 TELNET 60 Telnet Data ...

28 6.409438 olho.43.67.77 140.112.218.245 TCP 54 49388 > 23 [ACK] Seq=8 Ack=50 Win=16583 Len=0

32 7.606651 ol10.43.67.77 140.112.218.245 TELNET 55 Telnet Data ...

33 7.612921 o140.112.218.245 10.43.67.77 TCP 60 23 > 49388 [ACK] Seq=50 Ack=9 Win=40960 Len=0

34 7.613065 o140.112.218.245 10.43.67.77 TELNET 60 Telnet Data ...

36 7.813426 olo.43.67.77 140.112.218.245 TCP 54 49388 > 23 [ACH g «ap L L T

42 9.161196 of0.43.67.77 140.112.218.245 TELNET o5 Telnet Data .. MM Wireshark - Follow TCP Stream (tcp.stream eq 0) -

43 9.169112 o140.112.218.245 10.43.67.77 TCP 60 23 > 49388 [ACH

44 9.170231 o140.112.218.245 10.43.67.77 TELNET 60 Telnet Data ...

46 9.373411 ol0.43.67.77 140.112.218.245 TCP 54 49388 > 23 [ACH s s sssssas

48 9.943406 ol10.43.67.77 140.112.218.245 TELNET 56 Telnet Data ...

49 9.945235 o140.112.218.245 10.43.67.77 TCP 60 23 > 49388 [ACH

50 9.945813 o140.112.218.245 10.43.67.77 TELNET 66 Telnet Data ...

51 10.1533.. 010.43.67.77 140.112.218.245 TCP 54 49388 » 23 [ACt |Jser Access Veritication
+ Demo

« telnet 140.112.218.254 e ooasthe

Password:



SSH

ip.addr==163.28.17.165|

. Time tcp.stream| Source Destination Protocol  Length Info

595 6.223389 221192.168.0.2 163.28.17.165 TCP 54 55081 - 22 [ACK] Seqg=1 Ack=1 Win=66560 Len=0
596 6.286645 221163.28.17.165 192.168.0.2 SSHv2 75 Server: Protocol (SSH—Z.B—OpenSSH_5.3)
597 6.290415 22|1192.168.08.2 163.28.17.165 S5Hv2 82 Client: Protocol (SSH—2.B—PuTTY_Release_ﬁ.EE)
598 6.290632 221192.168.0.2 163.28.17.165 TCP 566 55081 - 22 [PSH, ACK] Seq=29 Ack=22 Win=66560 Len=51:
599 6.290683 221192.168.0.2 163.28.17.165 SSHv2 182 Client: Key Exchange Init
600 6.295451 221163.28.17.165 192 j‘W!ire;harFl‘(- Follow 'F&B—étream (tcp.stream;;] 2.—'2)— ssh_1—e:3;£8!1‘? 165-_tg;-);;tream_22 ;):;:png T o - ]
601 6.295455 221163.28.17.165 192
602 6.298513 221163.28.17.165 192 SSH-2.@-OpenSSH_5.3
603 6.298835 22/192.168.0.2 163 S 20 PITTY Re qase0.02
604 6.303646 221163.28.17.165 192 ....diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-group
602 6.442584 22l192.168.0.2 163 14-shal,diffie-hellman-groupl-shal,rsa2e48-sha256,rsal@24-shal....ssh-rsa,ssh-dss....aes256-ctr,a.
es256-chc,rijndael-cbc@lysator.liu.se,aes192-ctr,aes192-cbhc,aes128-ctr,aes128-cbc,blowfish-ctr,bl
609 6.442623 2211592.168.0.2 163 owfish-cbc,3des-ctr,3des-cbc,arcfour256,arcfourl28....aes256-ctr,aes256-cbc,rijndael-cbc@lysator.
613 6.465752 221163.28.17.165 192 liu.se,a95192—ctr,aesl92—cbc,ae5128—ctr,aeleS—cbc,blowfish—ctr,blowfish—cbc,3des—ctr,3des—cbc,ar5
624 6.614919 221192 .168.0.2 163 cfour256,arcfourl28. .. .hmac-shal,hmac-shal-96,hmac-md5. .. .hmac-shal,hmac-shal-96,hmac-md5. . .
) ’ T none,zlib... none,zlib................ s~J...D
625 6.615160 221192.168.0.2 163 1-...3.4..7..C.I...~diffie-hellman- group-exchange-sha256,diffie-hellman-group-exchange-shal,diff
626 6.619979 221163.28.17.165 192 ie—hellman—gr‘cupl4 shal,diffie-hellman-groupl-shal....ssh-rsa,ssh-dss....aes128-ctr,aesl192-ctr,ae
5256—ctr,arcfcur256,arcfourlZB,aeslzg—cbc,3de5—cbc,blowfish—cbc,castlZS—cbc,aesl92—cbc,ae5256—cbc
I reilebin S iiesiel s e ,arcfour,rijndael-cbc@lysator.liu.se....aes128-ctr,aes192-ctr,aes256-ctr,arcfour256,arcfourl28,ae
646 6.820656 221192.168.0.2 163 s128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,aesl192-cbc,aes256-cbc,arcfour,rijndael-cbc@lysator.liu
686 2.262906 221192.168.0.2 163 -se....hmac-md5,hmac-shal,umac-64@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-ripemd160,hmac-rip
emd16@@openssh.com, hmac-shal-96,hmac-md5-96....hmac-md5, hmac-shal,umac-64@openssh.com, hmac-sha2-2
687 8.274408 221163.28.17.165 192 56,hmac-sha2-512,hmac-ripemd160, hmac-ripemd160@openssh.com,hmac-shal-96,hmac-md5-96....none,z1ib@
688 8.274919 221192.168.8.2 163 openssh.com. ...NoNe,z1ib@Eopenssh.Com. . vur et i e nnernenenronnnsnnnns ?3 GoGnocooc00a00aC0 G1KSu9. .
.d..%. QmZ.!....$.w'{.. gs.. .....'...R.yZ..F ..... ly
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+ https://www.natgeomedia.com/

C.: httpsy A natgeomedia.comyshistony/article/content- 16844 htmi

NATIONAL
GEOGRAPHIC

R b

BEIFHEExE R 2R !
SEMARTAES > B ERENEAE |
HAEE EIRINEE  E— P T »

1 HBEEL? TAEE EEBRR TR
‘e [O Elements  Console  Network  Sources  Performance  Memory — Application  Security Lighthouse  Recorder J{ Pe
» B8 Local storage “ (O |Filter =< | X | 0 Only shc
> EB Session storage Name a \Value Domain Path Expires / Max-Age
8§ IndexedDB AD%%5FCover%5F... yes www.natgeormedia.com /  2024-05-03T16:00:01.310Z
'G? Cookles . | AD%5FCover%5F... 2 www.natgeomedia.com / Session
() https;//www.natgeomedia.com ARC 1 www.natgeomedia.com /  2024-05-03T16:00:01.178Z
s://¢ ads.g.c click. ;
2 https://googleads.g.doubleclick ARD 20240503 www.natgeomedia.com /  2024-05-03T16:00:01.178Z
&% httne ffearniraninihads a dnnklacl

2024-05-03T16:00:00.390Z > UTC
! 2024-05-03 24:00:00 -> +8= & EA%RY



= 9{ 7N EI\E 1 %
b 8% 5 %
x» )51 e E R

FARNY

A %\\\I%IYZEG-E}EH Persistent Cookie
* 73&2

x Delete Cookie

‘s [o Elements  Console Network  Sources Performance Memory  Application Security Lighthouse Recorder JX Pe
B Locall storage ~ O Delete C00k|e—:x [J Only shor
> B8 Session storage Name A Value Domain Path Expires / Max-Age

8 IndexedDB AD%%5FCoverd5F... yes www.natgeomedia.com /  2024-05-03T16:00:01.310Z
M @ Cookles AD%5FCover%5F... 2 www.natgeomeadia.com / Session
| | ;
™ o T Fm =
() https://wwwnatgeomedia.com ARC 1 www.natgeomedia.com /  2024-05-03T16:00:01.178Z
s1//g ads.g.c click, -
© httpsi//googleads.g.doubleclick [ ARD 20240503 www.natgeomedia.com /  2024-05-03T16:00:01.178Z

(PN httne fizariramihads o danklac

x J7A3: Brig IR

x OK
« [N EHEIEHE N2 8% Persistent Cookie
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LoginSession Cookie



Session

- Session2EARERIFERFHN—EEIEEE  BAENRAPMRE - E—RESE U2 OERINE -
2—(ARPEEE @B 1INsession - ERFEEHAEEEPIHIEKEIZ —EsessiondIFE - ARFS
RETEEERERPHNERKEZEEEES 7 —EsessiontZE - T4 sessionid - M1REEE—1E
session idBIERBBLIRI EZ B L E FinElZEBsession « Aris 23 7417 iEsession id L iS1E sessiont@ &= K
FH -

- TEafimsessiontFIAIEE  EREFEE —ERE T REFEEEERR  sessionfiER T, c EBEW
ATzIbE  EEFEEERFEAEREE  AERIRERIELAIE - ILUEAZEsession idikERF
T {alfRzal% - H 2 session time outA Z[O]U] -

request

response
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LoginSession Cookie

For Login Credentials.
One and Only One.

Server If . Cookie Em=&{E LT E A E > Cookie
Attributes {5 2% 1F Browser {1{a[$2¢4% Cookie » Eifsm

Fg I (5]

[5]—{[& Cookie H][EIFIES(EHIEE S A

« ERIFAEEIMIIEFRAHERA: - $ild: Client IP, User Agent ...
HIECERZ54H Key Pairs 2R (E H & 577

+* User ID

* Client IP

+ Browser: User Agent

* EEEm
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How to Find LoginSession Cookie?

* Cookie Attributes

+ Naming Rule
+ ASP.NET_Sessionld, PHPSESSID, *SID, *SESSION_ID

+ Attribute
+ HttpOnly, Secure, Samesite

+ Path: /

+ When to Create
+ Create by WebServer (HTTP Response)

+ Methodl. & A= » i AMREA 2 H,
« Method?2. {# F & A URL #H4%E

+ https://my.ntu.edu.tw/assetManagement/consumables.aspx

+ Iry & Error
« kR or B4 Cookie {H > Reload H M, B & & #h & H

14




#04o] & 1 myNTU 2

IE5EZZ38 https://my.ntu.edu.tw/mattend/ssi.aspx
+ Find LoginSession Cookie: ASP.NET_Sessionld

+ 121 Click “&H”
+ LoginSession Cookie 1+ Server fiflf

x  J7752: BERA"FTA” BrowsertRE  (1E[EHRE AR & HEX)
+ LoginSession Cookie {/5{~ & 1F Server

» AN

+ fHER Browser Cookie

+ LoginSession Cookie {/5{~ & 1F Server

*

ix [0 Elements  Console  Sources Metwork Performance  Memory  Application  Security Lighthouse Recorder 24 Perforn
» B Session storage * C [Filter Sk | X O Only show cookies with an
8 IndexedDs Mame Value Domain Delete Expires / Max-Age
g
8 websal intutoken DAEEDGCAT618271D2C2137EE0BCA...  my.ntu.edu.tw / 2024-04-10T12:31:39.2.
v © Cookies _ga GA1.3.576858119.1691731963 .ntuedutw 2025-02-14T13:48:09.1..
© httpsi//my.ntu.edu.tw _ga_WDLSMQGG2R  G51.1.1704041884.15.0.17048418284.... .ntuedutw ;r:;s--:-z-14T-:-::5E.:-: 2.
g
@ Private state tokens | ASPMET Sessionld vigtpibraxxbb540sz1 ztiff my.ntu.edu.tw I Seszion
8 Interest groups _ga_7L6266MDLY GS1.1,1704709962.21.0.1704709967.... .ntu.edu.tw SeSSI:OEn @D@zk#@..
> B Shared storage _ga_TKBYHTOHKT GS1.1.1704549095.2.1.17045493386... .ntuedutw 2025-02-09T13:55:38.6..



S vs. BT B RE
(LoginSession Cookie =& 1/J{RE5 £ Server)
» Stepl. B AR ZE]R

* https://my.ntu.edu.tw/mattend/ssi.aspx
+ {4 LoginSession Cookie &:Hl

‘e [D Elements  Console  Network  Sources  Memory  Performance  Application S
v (@) Cookies “ C Y Filter
@ https://my.ntu.edu.tw Name 4 Value Domain
& Private state tokens ASPNET Sessionld  gumvxz55zeedrud5odu3sp4s my.ntu.ed...

« Step2.BHEAFTE A&

» Step3.FHRU IRt % R "R &
* i‘ffT"i%Z‘/\ (A i AR)
x F12 E&;J:{% ©H~ ASP.NET_Sessionld /g
+ Reload 12 7] IEFE A

16
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Demo
« [ PTA Browser (&% @ FFE

« myNTU
« https://my.ntu.edu.tw/
« QEPEERIT

« BAPAFTA Browser (&% © A3

+ Google
x https://www.google.com/

+ PChome 24H
« https://24h.pchome.com.tw/

+ MOMO 748

« https://www.momoshop.com.tw/

18




IR K| : Expire Attribute of Cookie

+ Session Cookie(Temporary)
+ 4t ExpiresHHf > Browser [ REEARL = H K.
* Persistent Cookie

« A Expires HH(THEXGMTHFE) » Browser =8 e E
SRR S FE -

Mame Walus Diormain Path  Expires / Max-Age a
AT15 d=A0ABEPzwIWOQCEDvmmgh-_...  yahoo.com / Seszion
wshop wshop_web_c_16 wwwmomos... [ Session
bid S8c163f565133772052190cb447 . momashop.c.. / Session Session Cookie
isBl 1 momoshop.c... J Session
CM undefined rmomashopc.. [/ Cession
JEESSIONID BCACTBACDS5655A1BB1534AB002E... www.momos... J Session
T undefined rmomashopc.. [/ Cession
CI undefined momashepc.. [/ Session
_atrk_ssid L7[4d0FT7z5MNjwTMNYGAcH1 momashop.c... [/ 2024-05-04T02-35:40.0002
_atrk_sessidx 3 momoshop.c... J 2024-05-04T02-39:40 0007 PeI’SIStent COOkle
_eds 1714788582 momashop.c.. [/ 2024-05-04T02-35:42 0007
_mwa_unisessi.. 17147885807 20477 718.17147885.. momoshopc.. [/ 2024-05-04T02-39:45 0007
wd 1236x545 facebookcom / 2024-05-04T02-50:08.000Z

19



Session Cookie

+ MyNTU

< & 23 httpsy/my.ntu.edu.tw

A | = A

‘r [0 Elements  Console  Sources MNetwork Performance Memory  Application Security Lighthouse Recorder J4 Perforn
» BB Session storage “ C [Filter Sx X [ Only show cookies with an
8 IndexedD? Mame Value Domain Path  Expirss / Max-Age
8 websal intutoken DAEEDSCATAIB271D2C2137EEORCA..,  my.ntu.edutw [ 2024-04-10T12:31:39.2..
v @ Cookies g3 GA1.3.576858119.1681731963 ntuedutw ! 2025-02-14T713:48:09.1...
© httpsy//my.ntu.edu.tw _ga_WDLSMQGG2R  G51.1.1704841824.15.0.1704841884.... .ntusdutw / 2025-02-14T02:58:04.2...
8 Private state tokens ASP.NET Sessionld  vigtpibraxxbb540sz1ztiff my.ntu.edu.tw /  Session
8 Interest groups _ga_TLB2BEMDLW G51.1.17047099562.21.0.1704708967.... .ntu.edutw / 2025-02-11T10:32:47.3...
> 8 Shared storage _ga_TKEYHTOHKT G51.1.1704549095.2.1.1704549338.6... .ntu.edutw / 2025-02-09T13:55:28.6...

Session Cookie

20



Persistent Cookie

+ WWw.google.com

Google aa X & & Q

ZEH ®EAR BER B4 HHE = F= BeEoGo TIEB

#)3 9,360,000,000 185 (R =RErE ¢ 0.36 ¥

Storage “ C |Filter Sk ¥ [0 Only show cookies witk
> B Local storage Mame & Walus b Domain Fsth Expires / Max-... !
» BH Sessionstorage = -

+ ) IndexedDs g oTZ 7504275 24 24 24 El?F HIE] wenwgooglec.. / 2024-05-08T0...
ndexs
»@ Cooki ISAPISID POMN=3sMvzbGTPEj AgbamahlVWDUFUS. . | google.com i 2025-06-08T0...
ookies
@ hitos:// | SEARCH_SAME.. CgQl-ZoB google.com ! 2024-10-17T0...
s:/fwerwgoogle.com
e:' http M J ij s g.a000jQgEglAZH5VrEH_jLsV-Hpnw5BuCw... .google.com /! 2025-06-08T0...
_ ps-//eg=google.com cinee AKE A AN ANGA-TAFNATHASEEHAGl | annale mom i N25-N5-NATN

21



Persistent Cookie

+ Mail.google.com

M Gmail Q E=uun

M EE O
B GEE 4116

v CONELE Google Maps Timeline

Storage “ & [Filter Sk X [0 Only show cookies wi
¥ B8 Local storage Mame a ‘-*'alue Domain Path  Expires / Max-Age
> B Session storage otz 751831324 24_24_ playgooglec.. /  2024-05-18T01:12:57.000Z
» & InderedDe oTz 7504275 24 24_24_  EAH [Hwwgoogle.. /  2024-05-08T07:15:17.0002
@ Cooldes | sarisiD PONs3sMvzQbGTPBj/AgbamahL..  .googlecom 2025-06-08T02:51:31.2847 |
@ httpsy/mail google.com SEARCH_SAM . CgQl-ZoB googlecom  / 2024-10-17T08:55:31 65317
'@} https://accounts.google.com SID g.a000jQgEgIAZHSVIEH_jLsV-Hpn.. googlecom  / 2025-06-08T02:51:31.288Z

22



+ drive.google.com

L =i
+ e
A =8

@] ERE
r[0 =k

Storage

» B Local storage
» B8 Session storage

* B IndexedDB

v (Y Cookies

> https://drive.google.com
> httpsy//drive fife.usercontent

C

Mame

Q

EEREEE =

Home

@

b

oTZ

RERBITRAS FNEEERL

O @hk )

Walus

Eb =
7509987 _24 24 24 = ZFE IEJ

Persistent Cookie

o

Domain

drive.google.c...

b4

Path

[l Only show cookies wi

Expires / Max-...
2024-05-12T0...

| sapIsID

FOMN=3sMvzQbGTPE|/Agbamah VW DuFUS.

google.com

2025-06-08T0...

SEARCH_SAME. .

S0
CImr

CgQl-ZcB
g.al00jQgEgla2HVEH_jLsV-HprnwSBuCw._..

ANF AR SR TOADT H N T mmsmd ot B

23
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Google Fii B Ak 7%

+ fifl% Cookie: SAPISID

+ DESH

Show Requests With This Cookie

Google
Sort By k
Header Options » %}%III]EE
Refrash
Edit "/slue" \
T e HTH
davisyau@gmail.com
® FEREMES

& BERRIEP

24



Persistent Cookie

*+ PChome 24H
+ https://24h.pchome.com.tw/

‘e [D Elements  Consale Network  Sources Performance Memory  Application  Security Lighthouse  Recorder J{ Performance insigh
Storage el = X [ Only show cookies with a
» B Local storage Name A MValue Domain Path  Expires / Max-Age
b BH Session storage E ZRHrOYjNWT7 2DcEKGOysZXw02CZC Iy H2...  pchomecomtw [/ 2025-05-03T09:41:06.4587
» 2 IndexedDB ECC fbdcObcTac2cf1 9e80cc0a479caeaddads...  pchomecomtw  /f 2025-06-05T11:10:09.770Z
v @) Cookies [ ECWEBSESS 73673a5ed0.38424fd560e31592476a27... pchomecom.tw  f 2025-06-07T09:41:07.6537 |
@ httpsy/24h.pechome.com.iw FRID FPID2.3.78kY0cks8mt1 eE)JAfg QDK Oz7k... pchomecom.tw  / 2025-06-07T09:41:08.0347

25



Change “Session Cookie” to
“Persistent Cookie” ??

» MyNTU IR % 278
* https://my.ntu.edu.tw/mattend/ssi.aspx

‘e [D Elements  Console Network ~ Sources  Memory  Performance  Application  Security Lighthouse Recorde
8 IndexedDB ~ C Y Filter 5 X 0Oc¢
v @ (ookies MName 4 Value Domain Path | Expires / Max-Age
@ https://my.ntu.edu.tw . . . _ . _ -
. ) ASPNET Sessionld | z3ouwijggfsctd55keimdlgj | myntu.edutw  / 2025-10-11T07:28:49.000Z
B Private state tokens _ -
__dtsu 51A017195828298C4D10... .ntu.edu.tw / 2024-10-03T01:55:04.000Z

» ]t dE
+ LoginSession Cookie E IF Timeout 1& (5] ik 2=l f2e k]
« B S AWVERENE = ARHIE] AP Server

¥ Response Headers (] Raw

Cache-Control: private

Content-Type: text/html: charset=utf-8

Date: Fri, 06 Sep 2024 09:53:55 GMT
Servernao: AP12

26



i LoginSession Cookie
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Demo
= Cookie IRZR B A
*+ PChome 24H

+ https://24h.pchome.com.tw/
+ Find LoginSession Cookie

‘e [D Elements  Consale Network  Sources Performance Memory  Application  Security Lighthouse  Recorder J{ Performance insigh
Storage el = X [0 Only show cookies with a
» B Local storage Name A MValue Domain Path  Expires / Max-Age
b BH Session storage E ZRHrOYjNWT7 2DcEKGOysZXw02CZC Iy H2...  pchomecomtw [/ 2025-05-03T09:41:06.4587
» 2 IndexedDB ECC fbdcObcTac2cf1 9e80cc0a479caeaddads...  pchomecomtw  /f 2025-06-05T11:10:09.770Z
v @) Cookies [ ECWEBSESS 73673a5ed0.38424fd560e31592476a27... pchomecom.tw  f 2025-06-07T09:41:07.6537 |
@ httpsy/24h.pechome.com.iw FRID FPID2.3.78kY0cks8mt1 eE)JAfg QDK Oz7k... pchomecom.tw  / 2025-06-07T09:41:08.0347

« SLEF Client IP 82T » {4 A
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Demo
% FH Cookie IRE S A

B Rk A F 17 B 8 &

P AERR4E eCPA

+ https://ecpa.dgpa.gov.tw/
+ Find LoginSession Cookie

‘s [D Elements  Console  Network  Sources Memory  Performance  Application  Security Lighthouse  Recorder Performance insights J4
v Cookies “ C Y Filter Sk X [ Only show cookies with an issue
s.//ecpa.dgpa.gov.tw 3 : = =
@ https://ecpa.dgpa.gov.tw Name A Value Domain Path Expires / Max-Age Size HttpOnly Secure  SameSite
B Private state toke : : g
S l”va ® stale tokens | AspxauTH AE30DEE0ST86ABC2FFA57D... ecpadgpagovtw /  Session 433 ¥,
terest 2 : :
= thEI Z grotips ASPNET Sessionld  pdziShzkd52vncuzzar1djii ecpa.dgpa.govtw / Session 41 < < Lax
' torac . . - -
= a;f storage cookiesession1  678ADAGOBDAASBE21ADCC... ecpadgpagovtw /  2025-09-05T10:17:0.. 46 v
ache storage o] 11 ecpa.dgpa.govtw  f Session 4
I pa.dgpa.g

B Storage buckets

x SLEF Client IP 82T » {4 A
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FIREE A
For Command Line Browser
For 48 EHIGVE A\ T B EHIRZE 2 AR HIE
Z W
Curl -b “cookie=xxxx"

« MyNTU BR5E % 7R Cookie 1EHfE vs. $H3%
~# curl -i https://my.ntu.edu.tw/mattend/ssi.aspx

~# curl -b "ASP.NET_Sessionld=xxyyzz" -i
https://my.ntu.edu.tw/mattend/ssi.aspx | grep -e %= £IJHF
F'EIEJ -e AP

sglmap
x —COOKIe=xxxX
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BIREEA
For Command Line Browser

+ ELK Heartbeat 44 H T E #h{5H]

«  https://my.ntu.edu.tw/ BIFEEER -> ST EH. (FIRESEA)
+ Config File

- type: http
schedule: '@every 30s'
urls: ["https://my.ntu.edu.tw/mattend/Handler.ashx?o0p=351&t=null&bid=351"]
id: my.ntu.edu.tw_mattend
check.request:
method: POST
headers:

'Content-Type'": 'application/x-www-form-urlencoded; charset=UTF-8'
'Cookie'": '"ASP.NET_Sessionld=j5cq2yjkblpgk4pcsevhoadd'
body: "sY=2021&org1=&org2=&seqn=&yC=1&qM=p"
check.response:
status: [200]
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Demo

&£ FH Cookie RTRZE A

+ MyNTU
x [R5 278
https://my.ntu.edu.tw/mattend/ssi.aspx
» AEEHE LS
https://my.ntu.edu.tw/meetingroom/search.html

x MEY e 2
https://my.ntu.edu.tw/assetManagement/consuma
bles.aspx

+ FlEIZEREEE/255% https://my.ntu.edu.tw/attend2/

« [l Client IP S5 12 47 5 HH
+ Cookie H A= $% Client IP ?7?
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Demo

1::
X/

] Cookie B IRZE A

« FAE] IP [ER[E B ~ “~[E] Browser
* T”Eﬂﬂ/\

) ErSEFEEREETIE +

« 2> C 23 myntuedutw/mattend/ssiaspx

ir [T Elements Consale

» BB Local storage

» BB Session storage
B Index=dDB

v Cookies

@ https://my.ntuedu tw

Y

-I-

[+

=
[=] Y

.mI:Im

= = /=

REEZZ 2R

IE%%% (2 1 109) ;l_..\
S FE2024-05-02

Sources  MNetwork  Performance  Memory  Application
C | Filter S O Only
MName a Value Domain
ASEMET_Sessionld lyergkza2ykk32a35rokxrs5 my.ntu.edutw
_ga GA1.3.1150915699.1714658676  .ntuedu.tw
_ga_3MNTFBFCWHF3 G51.31714658676.1.1.1714658..  ntuedu tw
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Security

show cookies w

Path

;
;

;

Lighthouse 3
vith an iss
Expires... S
Sessicn
2025-0...
2025-0



WAF(Reverse Proxy)

Load Balance

+ 18ImH %45 Web Server » Jf] LoginSession Cookie FH& &
Server Y17 57 » #E)EFS Server FL=.

=\ E

]

=
 — — =
v
/ Internet Reverse \ —
@ Proxy %
Users Web Servers

https://www.upguard.com/blog/reverse-proxy-vs-load-balancer
34



WAF Load Balance

Session Mapping Server #2177 %

+ By Client IP: — &I A(30 Mins)

* fﬁ}l!.ﬁ NAT IP Pool ZZ%{ SRC |P )£ [

* Insert an Extra Cookie

TE

+ 10 track which server the user session belongs to.

x Support: Citrix/NGINX
« [Egh:
x i Client IP 4% & & 5 &2

+ Z& Match Wi{l] Cookies(LoginSession + Extra Cookie) 4 &E

ER=G R T, N4t
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NAT IP Pool + Round Robin

Firewall: NAT: Outbound

|’_\|
/

O Automatic outbound NAT rule generation Hybrid outbound NAT rule generation

{no manual rules can be used) {automatically generated rules are applied after

|"_\|
.

@ Manual outbound NAT rule generation Disable outbound NAT rule generation
{no automatic rules are being generated) {outbound NAT is disabled)

Save

Manual rules

a Interface Source Source Port Destination Destination Port NAT Address MNAT Port
O P WAN LAN net  * 140.112.0.0/16 * 140.112.237.48/32 *
O WAN LAN net * * * 140.112.237.22/28 *
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"comment": "## Your [P Address 1s1140.112.237.37 (2678} A

"family": "ipvd",

"ip": "140.112.237.37",

"DDTt”Z u26?8u’

"protocol": "telnet",

"version": "vl1.3.0",

"website": "https://github.con/packetsar/checkmyip",

"sponsor": "Sponzored by ConvergeOne, https://www.convergeone.com/"

i

\zershuserstelnet telnetmvip.comng

"comment": "## Your [P Address 1g 140.112.237.38 (4199 "

"family": "ipvd",

"ip": "140.112.237.38",

”DOrt"Z u4lggu,

"protocol": "telnet",

"wersion": "wl.3.0",

"website": "https://github.con/packetzar/checknyip",

"sponsor": "Sponzored by ConvergeOne, https://www.convergeone.com/"

7
"comment": "## Your [P Address 18] 140.112.237.34 (42886 "

"family": "ipvd",
"ip": "140.112.237.34",
"port": "42886",

[ TR I [ Ny -1+ 4l



Refresh B [H & 2 NAT IP
=B 2 RES AP Server @+ FLE G L

+ https://my.ntu.edu.tw/Default.aspx

L L

¢ C % myntu.edu.tw/Defaultaspx 5 G % myntu.edu.tw/Default.aspx

8 SRR PIRGEEA | = A

& FFHE AT E8F |

¢ FRERImyNTURSSS T2 | | EIES Bz STHEREE |

MName X Headers Preview Response Initiater  Timing h ) ) . o
Mame X  Headers Preview Response |Initiator  Timing
B Defaultaspx Response Headers [ Raw =] Default.aspx .
B Default.aspx — ¥ Response Headers [ | Raw
Cache-Control: privats [E] Default.aspx |
Cache-Control: orivate
Content-Typs: text/html; charset=utf-8 - priva
e E e Thrae +ayt - eat =1 1+ R
Dﬁte: ["-"llcrl_ I:g EEP 2':2-"— ,2:11:16 |:"-_."_ Lonient T_}"F:'-\.. LEXL, html. \_|'|-EII‘S,_t Ll_f tu’
I EE—— FYIE I Date: Momn, 09 Sep 2024 12:11:17 GMT
. Server: AP0
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4

INVEY

+ https://ndoc.ntu.edu.tw/IFDPortal_NTU/login.aspx

<« c 3 ndocntu.edutw/IFDPortal_MTU/deskiop.aspx

#ERi
& SNREEEFEES FTHE

AP Server

‘e LD Elements  Console  Sources Metwork  Performance Memory  Application  Security Lighthouse  Performance insights J{
Application C |[Filter Sx X (O Only show cockies with an issue
¥ [ Manifest =R Allclis Domain Path Expires / Max-Age
¥y Service workers ASPMET_Sessionld dimdexb5gz1fn3dctowrbwzm ndoc.ntu.edutw / Session
B Storage IFDEMPID 21109 ndec.ntu.edutw / Session
_ga GAT.3.2138508576.1714044787 ntuedutw / 2025-06-06T13:11:39.2147
Storage _ga 3NTBFCWHF3  (51.3.1714655425.2.1.1714655489.0.0.0 ntu.edu tw / 2025-06-06T13:11:39.290Z
» BH Local storage _gid GAT1.3.1396293041 -05-03T13:11:39.000Z
» B8 Session storage citrix_ns_id AAQTnSMzZjuV-q( ndoc.ntu.edu. fw %T_\ ion
8 IndexedDE cockis_token 006335025365151: N -05-03T01:34:11.573Z
v @ Cookies emp_id 21109 34 By cookie token: ion
@ httpsy//ndocrtuedutw  USET IGF2aXNSB3UGSH  0p38502536515125168f3d0bbda-403 7 -dfed - -05-02T14:17:35.350Z

alal-9792b47a325b FFE(type_codel)

P 2




LoginSession vs. Normal Cookie

Created by Name(dh 2535

LoginSession  Server Both By WebServer [ 2K

Cookie (SSID, SESSION_ID) {EZ%@L%{
Normal Serveror  ClientOnly 1 ormany By User JEE =
Cookie Client EiussziEll))

Path(FEE) Expire Date

LoginSession / Cookie Attr or Login Credential
Cookie (WebServer 2% 7E) Server Session TimeOut
Normal HEifEZZ 1T H &% Cookie Attr Ul Friendly ~ Statistic

Cookie

40



SameSite Attribute



AppScan IS

SameSite B AZE ~ FEESGEFAY Cookie
it 0
CVSS 4y : 47

URL : https://www.hss.ntu.edu.tw/
= KV_COOKIE (Cookie)
B - i Cookie PR %55 — 77 oRAH [F 4 ILEREE R LATA Cookie BRI - MANE AR EHIMIRERE (MK CSRF &Hk) - I
822 ] DU (e R (RIS is 49 Ih 2K (CSRF) T -
A - SameSite B4 Fi#E - A% EE@EREAIHEE Cookie
ik - felsiFf SameSite Cookie /8 M:EC & & Eak (AT AT RERE LT 2
=3¢

fiiam - [DIfEGLS SameSite B AZe 4 « FHE SEIRAVIAE Cookie - iZF[HE &% Cookie HAUHUR - MR H s EERIMYIREHE
it » FTREGPTAHBIEFSHENEEK (CSRF) T% -
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SameSite Attribute

Cookie [&]}J5EL Tk (Cookie Same Origin Policy)
« 3 Y45 E Domain EiJF Cookie —%( » H /54 Path + Secure 7 &4 >
Cookie L& H &)k
Chrome 51 iy 7 1&H5 SameSite Attribute
7] Cookie & MEF(EH 25 2 A [F] Domain Fgik
+x Allow or Not Send Cookie to Third-party WebSite

| https://example.com l @ J

S

HHY: B B uhaE K A5 I B2 CSRF/XSRF(Cross-Site Request Forgery)
attack

evil.com bank.com

=form action="https:/fbank.com/pay" = Pns-rfpay

- W’
<fform> &r=John got the cookie?

okay!



Third-party Cookies

+ It's placed by a domain other than the page the
user is visiting.

* FIrSt Tlme site.com ads.com

<img sn:="https:n’ads.cnm!hanner.png"»%

site.com ads.com

<img src="https:/fads.com/banner.png” EET"rbﬂﬂner.png
Coakia: id=123

* Next Time

H referrer iEjt —
B
e TraCk User -:imgsr|:="https:Hads.:nmfhanl'l{%png" G -

Cookijo. id=123



15 UheR KM IS T EE
CSRF(Cross-Site Request Forgery) attack

Cross-Site Request Forgery

{52 [oAl AT A e U

@,

O«

Victim

1. Victim logs into bank account. Rt HeRE ECSRE
>
2. Bank assigns victim a
validation token. -
ety
Bank Website
N

3. Hacker sends
forget request
disquised as
legitimate
communication
from the bank.

5. Forget request

O

is executed by 4. Victim
the bank using unknowingly
m previously forwards
Hacler assigned request to
validation token. bank.

https://medium.com/@rajeevranjancom/cross-site-request-forgery-csrf-attack-6949edb9e4
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SameSite Attribute Value

x Strict
« B HFIa EAguE—2 0 A EFE % Cookie
* Lax
+ For Third-party Domain Website: Use “HTTP GET” » A4 7
= E 3% Cookie
+ None

« HE[RE] Domain » {HPAEERERD Secure=True
+ NULL (G A)

x 5T R EETHH
«» XAENEE s 0] ge A A [EIHVEE R
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Samesite Attribute
Set Cookie by PHP

+ Source Code for cookie_set_attr.php
<?php
$cookie_optl = array (‘'samesite' => 'Strict');
$cookie_opt2 = array ('samesite' => 'Lax');
$cookie_opt3 = array ('samesite' => 'None');
$cookie_opt4 = array ('samesite' => 'None','secure' => true);

setcookie(‘byPHP_samesite0’,'123"); // K% E samesite
setcookie('byPHP_samesitel','123', $cookie_optl);
setcookie('byPHP_samesite2','123', $cookie_opt2);
setcookie('byPHP_samesite3','123', $cookie_opt3);

( )

setcookie('byPHP_samesite4','123', $cookie_opt4);
?>
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Samesite Attribute

« HIEL HTTPS
+ https://demo3.buda.idv.tw/php/cookie/cookie_set_attr_samesite.php
* Chrome F12

Name Value  Domain Path Expires / Max-Agea Size HttpOnly  Secure  SameSite
byPHP_samesite0 123 demo3.budaidvtw  /php/cockie  Session 158
byPHP_samesitel 123 demo3.buda.idvtw /php/cookie Session 158 Strict
byPHP_samesite2 123 demo3.budaidvtw  /php/cockie  Session 158 Lax
byPHP_samesited 123 demo3.buda.idvtw /php/cookie Session 18 o Mone
/b—{i&: byPHP_samesite3
Set-Cookie: byPHP_samesite0=123
Set-Cookie: byPHP_samesite1=123; SameSite=5Strict
Set-Cookie: byPHP_samesite2=123; SameSite=Lax
Set-Cookie: byPHP_samesite3=123; SameSite=MNone 4k jﬁ"&&ﬁ
Set-Cookie: byPHP_samesited=123; secure; SameSite=None

RN

This attemptto seta cookie via a Set-Coolde headerwas blocked because ithad the "SameSite=Naone" attribute but did not hawve the
"Secure" attibute, whichis required in orderto use "SameSite=None".
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SameSite = NULL(§|§$ﬂJ/\)

Firefox Console ZE5: B2

» NULLORESTE) ARAGRFFE[E] “Lax” (FEHAE)

(W 0 Inspector [) Console [ Debugger P Network {} Style Editor () Performance  {k Memory [ Storage )

[ﬁ] W Filter Qutput Errors  WWarnings  Logs  Info Deb
b GET https:ffdemo3.buda.idv.twiphpfcockiefcookie set attr samesite.php

A EEFEEAE Quirks &1 MAREI RS RIFE - SEEATeASTERE - #EA " (IDOCTYPE htmly , « [Learn More]

w Some cookies are misusing the recommended “Samesite®™ attribute @&

Bt Cookie|T byPHP samesited [l -EREwy Msamesite | BME(E - 1 Tsamesite | 2055 T IEREEAY Cookie BlrEEisET
[ MLax_ | % cookle WIS =HEED - FANERELTEIEN Cookie AT EEEIIERE - #i0 L "Samesite=None | Bt -
EETHE Tcamesite | GHEMATEEEH » B8 hitps: Ardeveloper.mozilia, orgl/docsWeb/HTTE/Headers/Set-Cookie/Sames ite

i Cookie ThyPHP samesitel | B9 Tsamesite | EMEERTES "TMone | &gl Tsecure | @M » I Cookie FoAo-fisiinsE - BT
MsameSite BIFEEE @ #&E hitps:Adeveloper.mozilla. org/docs/Web/HITP/Headers/Sef -Cookie/SameSite

Ay Cookie “PHPSESSID™ does not have & proper “Samesite™ sttribute walue. Soon, cookies without the ™samesite™ attribute or with an inwvalid walue
will be treated as “Lax™. This means that the cookie will no longer be sent in third-party contexts. If your application depends on this cookie

being available in such contexts, please add the “samesite=None™ sttribute to it. To know more about the “Samesite™ sttribute, read Attps: s Sdeue
oper. mozillo.orgdaecs el M TR/ Headers/Set- Gookie/ Somesite

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie#samesitesamesite-value
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SameSite Attribute
= &5 87X Cookie to Third-party

* Chrome

| None (Secure=1) NULLGRHA)

HTTP HTTPs HTTP HTTPs HTTP/HTTPs HTTP/HTTPs
A HREF Link V(bug?) Y Y Y \
Form GET V(bug?) \ \ \ V
Form POST V
IFRAME
IMG Src V(bug?)

preconnect Link

< < < < <

prefetch Link
preload Link
prerender Link  V(bug?) V V

Bugs: Chrome = 5 &/ http DL https E7£—X
50



R 75
21715 http L https X —X

Chrome

A HREF Link

HTTP Click

http://demo3.buda.idv.tw/php/login/login_ok php?message=fromA HREF HTTP

Name X Headers Payload Preview Response |Initiator Timing Cookies

El login_ok.php?message=A HREF_HTTP v General

. 5 _
Bl login_ok php?message=A_HREF_HTTP Request URL: emo3.buda.idv.t\.ﬂ.f,’phpjlogin/login_ok.php?message:A_HREF_HTTP
Request Method: GET
Status Code: @ 200 0K
Referrer Policy: strict-origin-when-cross-origin
Name X Headers Payload Preview Response Initiator Timing

[E login_ok php?message=A HREF HTTP v General

[E login_ok php?message=A_HREF_HTTP Request URL: emoB.buda.idv.tw;’php;’lDgin/login_ok.php?message:A_HREF_HTTP
Request Method: GET
Status Code: ® 000K
Remote Address: 140.112.237.5:443
Referrer Policy: strict-origin-when-cross-origin
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SameSite Attribute
= &5 {8%X Cookie to Third-party
+ Chrome (EyEfHES)
. |Nome(Secure=1)|  lax | Strict | NULLGRERLA)

HTTP  HTTPs HTTP  HTTPs HTTP/HTTPs HTTP/HTTPS

A HREF Link V(bug) \Y \ V \Y
Form GET V(bug) V V V Y
Form POST V V
IFRAME
IMG Src

preconnect Link
prefetch Link
preload Link
prerender Link
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SameSite Attribute

N\

= &5 87X Cookie to Third-party
+ Firefox

| None(Secure=1) NULLGR#LA)

HTTP  HTTPs HTTP HTTPs HTTP/HTTPs  HTTP/HTTPs

A HREF Link Y V Y V
Form GET vV vV vV \%
Form POST \% \%
IFRAME
IMG Src

preconnect Link
prefetch Link
preload Link

prerender Link
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SameSite Attribute
= 5 18%% Cookie to Third-party

+ Firefox (4R %)
| |None(Secure=1)|  Lax |  Strict | NULLGR#IA)

HTTP ~ HTTPs HTTP HTTPs HTTP/HTTPs HTTP/HTTPS

A HREF Link V(bug?) \ Y \ \
Form GET vV vV vV V
Form POST V V
IFRAME
IMG Src

preconnect Link
prefetch Link
preload Link

prerender Link
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SameSite Testing

22 login.php
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SameS|te Testing
22 login.php

x A
x https://demo3.buda.idv.tw/php/login/login.php
+ Testl : FH3h T (Form Method=GET or POST)

+ https://demo.davis.cc.ntu.edu.tw/csrf_manual_load.ht
ml

+ Test2 : BAEYBII B &3 T (Form Method= GET)

+ https://demo.davis.cc.ntu.edu.tw/csrf_auto_load.html
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SameS|te Testing
22 login.php

+ SameSite=“Strict”/”Lax”/”None”/NULL

x+ J7,£1: session.cookie_samesite @Apache Server
+x Ubuntu 22.04: /etc/php/8.1/apache2/php.ini
+x Ubuntu 24.04: /etc/php/8.3/apache2/php.ini
~# systemctl restart apache2

x 1152 @Browser
« F12 {&1Z Cookie Attribute (T7.E[142%%)
+ Cookie faH|
x J7A21: F12 #lzZ, Request Header ‘475 H Cookie
x }7,£2: https://demo.davis.cc.ntu.edu.tw/csrf_cookie.html

LoginSession Cookie Store (@WebServer :

array(2) { ["login"]=> string(3) "aaa" ["client ip"J=> string(12) "140.112.3.82" }
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\

CSRF Mitigation 124t 5 A

* Check “HTTP Referrer” Header

+ Use CSRF Token (—IXMEER=EHE)

+ Generate a specral field called “CSRF Token”, that an evil
page can’t generate from a remote page.
<form action=“run.do" method="post">
<input type="hidden" name="CSRFToken" value="123token123">

[...]

</form>

+ & User #&3£:55°K45 Server B > Server @ JEifES Token HYHF
F'EEP% SRR IEEE 4.

« F2 £ = HIUfS CSRF token 1Y APl RN REREZES 4 HYEF K » 4
7|E< Bt A T HU/S: CSRF token —fﬁﬁ il fa o

« BEfE EA{EHEMN > 41: nodejs csurf -+ OWASP CSRFGuard
« J77%[E I, {H CSRF Token Jitff HTTP Header B £
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LoginSession Cookie
Best Practice



LoginSession Cookie

Best Practice

LoginSession Cookie Name [ 6.5 F THE A B0 S5 15 M 2 R i
7
+ ASP.NET_Sessionld, PHPSESSID, *SID, *SESSION_ID

LoginSession Cookie Attributes fEZ E41 NME
x HttpOnly= True, Secure= True, Samesite= Lax/Strict
« W NEE ABEH CSRF I
+* Samesite= NULL or None
+ Samesite= Lax H & HTTP GET
et S0 ThEE - WIEMEE PR (Ek a5 ln LoginSession Cookie
LR 5 R ARY » B4R LoginSession Cookie
x HETRFRETE Server &
x R LoginSession Cookie Name
A HE[E A EA Cookie fifF “(E = ID” » A Rl FHEFEFREEAIE
+ “fHHE D" [EEEEEEEFER LoginSession Cookie

RIEREZHEHEFAL > LoginSession Cookie Value
+ TR Session Fixation/Adoption Vulnerability
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B REAREAR - BLES
LoginSession Cookie

+ (A% E4 LoginSession Cookie ?
<? php session_start();?>

4

root@ubuntnu2204;/var/lib/php/sessions# ls -la
total 16 _
drwg-wx-wt 2 roc oy ay 10 11:

p10 11 sess dahmhgvvocYSkefstShemeefOf

r 10 11:46 sess mnlfbmkhcSgn(67k625vdf
r 10 11:46 sess rOvylirvppubmS7mps8voaZye
p 10 11:45 sess_rcubikoalpilsSh7ulétpge3mi
p 10 11:25 sess uhgeO9hfs7giro3drisrdaniysc
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feit e s AR B AR - FLE

LoginSession Cookie

HARSAR » UESE HERG AR » BLELE
LoginSession Cookie LoginSession Cookie
<?php <?php
session_start(); //Check "LoginSession Cookie" first.
if ($_SESSION['login') { If ($_COOKIE['PHPSESSID']){
echo "EL&&5 A" session_start();
} else { if ($_SESSION['login']) {
echo "H ARG A" echo "CLAR G A
} exit();
?> }

}
echo "HARB A"

?>
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https://demo3.buda.idv.tw/php/login/login_check_v1.php
https://demo3.buda.idv.tw/php/login/login_check_v1.php

i 3R 7
S
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