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&1 PortSwigger

Burp Suite
Community
Edition

Start your web security testing journey for free -
download our essential manual toolkit.

\ Enter your email to download & DOWNLOAD

Go straight to downloads -
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POST /upload.php HTTP/1.1
Host: 127.0.0.1

Content-Length: 192
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryb4Se1l1lL01BfBPB4U

—————— WebKitFormBoundaryb4Se11Le1BfBPB4U

Content-Disposition: form-data; name="filename";|filename="test.txt"
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php pht, phtml, pwml, php3, php4, php5, inc

asp asp, aspx, asa, asax, ashx, asmx, aspq, axd, ascx, shtml......
perl pl, pm, cgi, lib

jsp jspx, jspf, jsw, jsv
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if (!preg match('/\. (jpg|jpeglpng|gif)/i', $fileName))

if (!preg match('/\.(jpgljpeglpnglgif)s/i', $fileName))
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POST /upload.php HTTP/1.1
Host: 127.0.0.1

Content-Length: 192
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryb4Se1l1lL01BfBPB4U

—————— WebKltFormBoundaryb45011L@leBPB4U
- : -data; name="filename"; filename="test.txt"

Content-Type: text/plain

hello

—————— WebKitFormBoundaryb4S011L01BfBPB4U- -
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« SELECT * FROM logins WHERE username="'admin' or ('1'="1' AND
password = 'something ;)

« H00'1'="1" AND password = 'something’; = > False

« SELECT * FROM logins WHERE username="'admin’ or (False);
- X'admin' or (False); =>True

« SELECT * FROM logins WHERE username="'admin’;
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« maria’ AND SUBSTRING(username,1,1))=A-- -
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Test123 =» 68EACB97D86F0C4621FA2BOE17CABDSC
| Test1234 | 2C9341CA6CF3D87BIE4EBIO5D6A3ECAS
Test12345= 662AF1CD1976F09A9F8CECC868CCCOA2

MD5 reverse for 68eacbh97d86f0c4621fa2zb0e17cabd8c

The MD5 hash:
68each97dB6+0cd621lfa2bBel7cabdic

was succesfully reversed into the string:

Testl23
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hash(passwd+salt)

Test123 = 68EACB97D86F0C4621FA2BOE17CABDSC

| Test1234 | 2C9341CA6CF3D87BIE4EBIO5D6A3ECAS
Test12345> 662AF1CD1976F09AFSCECCE68CCC0AY o o)

MD5 reverse for 68eacb97d86f0c4621fa2b0e17cabd8c
The MD5 hash: |

68eacb97d86f0cd4621fa2bBel7cabdic

was succesfully reversed into the string:

Testl23
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« ; touch /tmp/test;

« && touch /tmp/test &&
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